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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Ienp rocynapcTBeHHOW WMTOrOBOM AaTTeCTANMH — OIPEICIUTh COOTBETCTBUE
pe3yJIbTaTOB OCBOEHUS 00YyJaroIIUMCcs OCHOBHOM 00pa3oBaTeabHON nmporpamMmbl «be3onacHocTh
KOMITBIOTEPHBIX ~CHUCTeM» 1Mo HampasieHuto mnoarotoBku 10.03.01 «Muadopmanmonnas
0e30MacHOCTbY»,  COOTBETCTBYIOIIMM  TpeOoBaHUsIM  (enepaibHOr0  TOCYJapCTBEHHOTO
00pa30BaTeNbHOrO CTaHapTA.

3ajayaMu rocy1apCcTBeHHO UTOrOBOM aTTeCTAIIUN:

— OlleHKa C(OPMHUPOBAHHOCTH BCEX KOMIIETCHIMH, YCTAaHOBJICHHBIX 00pa30BaTEIbHOM
MIPOTPAMMOIA;

—OIEHKAa  OCBOGHHUS  pe3yiJpTaToB  OOy4deHHs  TpeOoBaHUSM  (enepantbHOTO
TrOCYJapCTBEHHOTO 00pa30BaTeIbLHOTO CTaHAapTa 1o HampaBieHuto mnoaroToBku 10.03.01
«MuadopmanrionHas 6e30MacHOCTh» U MPOPECCHOHATBHBIX CTaHIAPTOB.

2. PE3YJIbTATHI OGPA3OBATEJIBHOM ITPOT' PAMMBI

K pe3synbraTtam 00yueHUs BHIIYCKHUKA OTHOCATCS CIEAYIOIUE KOMIIETEHIIUHU:

VYK-1. crmocobeH ocymecTBUTh TOUCK, KPUTHYECKHH aHaIW3 W CHUHTE3 WH(pOpMaluu,
HOPUMEHATh CUCTEMHBIN IIOJXO/ AJIsl PEIIeHUs TOCTaBICHHBIX 3ajiau.

YK-2. crmocobeH ompenensaTh KPyr 3agad B paMKax IOCTaBICHHOW IEM W BHIOMpATh
ONTUMAJIbHBIE CIOCOOBI UX PELICHUs, UCXOJ U3 JAEHCTBYIOIUX MPABOBBIX HOPM, UMEIOLIUXCS
PECYPCOB U OrPAHUYECHUN.

VK-3. crnocobeH OoCyIIeCTBIATh COLUAIbHOE B3aUMOJEHCTBUE M PEATU30BBIBATH CBOIO
pOJIb B KOMaHJIE.

VK-4. cnocobGeH OCyIIecTBIATh JAEIOBYI0 KOMMYHMKALIMIO B YCTHOM W HHCbMEHHOH
dbopmax Ha rocygapcTBeHHOM si3bike Poccuiickoit deneparuu 1 ”HOCTPaHHOM(BIX) SI3bIKE(AX).

VK-5. cnoco6eH BoCIpHHUMATh MEXKYJIbTYPHOE pa3zHOOOpa3zue oOIIecTBa B COLUAIBHO-
UCTOPUYECKOM, STHIECKOM U PHIOCOPCKOM KOHTEKCTaX.

VYK-6. cnocobGeH ympaBisTh CBOMM BpEMEHEM, BBICTpPauBaTh M PEaTU30BbLIBATH
TPAEKTOPHUIO CAMOPa3BUTHS HA OCHOBE MPUHIIMIIOB 00pa30BaHus B TEUEHUE BCEHl JKU3HMU.

VYK-7. cnoco0eH nojaiepKuBaTh JTOJKHBIN YpOBEHb (PU3UUECKOM MOATOTOBIEHHOCTH JUIS
obecrieueHust MOJTHOIICHHOM COIMAaIbHOM B MPOo(heCcCHOHATBHON 1eITeTbHOCTH.

VK-8. cmocobeH co3maBaThb M MOJAEPKUBATH B IOBCEJHEBHOM KU3HM U B
npoeccuoHaNbHOM eATeIbHOCTH O€30MacHbIe YCIOBHS )KU3HEAEATEIbHOCTH JUISl COXPaHEHUs
HOPUPOIHON cpefbl, oOecrieueH s] yCTOWYMBOIO pa3BUTHUS OOIIECTBA, B TOM YHCIE MIPU Yyrpo3e U
BO3HHUKHOBEHUH YPE3BBIYAWHBIX CUTYaIllMil 1 BOCHHBIX KOH(DIMKTOB.

VYK-9. cnocoben mnpuHuMath OOOCHOBaHHbIE SKOHOMHYECKHE PEIIEHUS B pa3IMYHBIX
00JacTsIX KU3HEACSITETbHOCTH.

VYK-10. Criocoben popMHUpoBaTh HETEPIUMOE OTHOIIEHHE K HPOSIBICHUIO SKCTPEMHU3MA,
Teppopr3Ma, KOPPYNIUOHHOMY MOBEJEHUIO M NMPOTUBOJCHCTBOBATh UM B MPO(PECCHOHATBHON
NeSITeTbHOCTH.

OIIK-1. cmocoOeH oueHHBaTh poJib HHPOpPMAIMK, HUHMOPMAIMOHHBIX TEXHOJOTMH H
UH(POPMALIMOHHOM 0€30MacHOCTH B COBPEMEHHOM OOILECTBE, WX 3HAuY€HHE JUIsl oOecredeHus
00BEKTUBHBIX MOTPEOHOCTEHN TMYHOCTH, OOIIECTBA U FOCYAaPCTBA.

OIIK-2. cmnocobGeH MNpUMEHATh WHPOPMALMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTUH,
IIPOrpaMMHBIE CPEACTBA CUCTEMHOTO M MPUKIIAJTHOTO Ha3HAUEHUS, B TOM YUCJIE OT€YECTBEHHOTO
NPOM3BOJICTBA, IS PELICHNUs 3a1a4 NPo(hecCHOHAIBHON AeATEIbHOCTH.

OIIK-3. cnocobGeH MCmob30BaTh HEOOXOIUMBIE MATEMATHUYECKUE METOJbI JIJISl PeIIeHUS
3aJa4 NpoQecCUOHATBHOMN IeATETbHOCTH.

OIIK-4. ciocoGeH npUMeHATh He0OX0IuMbIe (PU3NUECKUE 3aKOHBI U MOJIEIH JJIsl PEeLeHUs
3aJa4 IpoQecCUOHATBHOMN eATETbHOCTH.
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OIIK-5. cnocoOeH TMpPHUMEHSATh HOPMATHBHBIC TIPAaBOBBbIC aKThl, HOPMAaTHUBHBIC U
METOAMYECKHE JOKYMEHTBI, pPEerjJaMEeHTUPYIOIUE NeATeIbHOCTh IO 3aluTe HH(OpMaluu B
cdepe npodeccnoHATBHON TeATeTbHOCTH.

OIIK-6. cnocobeH mnpu pemeHur Npo(ecCHOHAIBHBIX 337ad OPraHU30BbIBATH 3aILUTY
uHpOpPMALUK OTPAaHUYEHHOTO JOCTYIa B COOTBETCTBHM C HOPMATHBHBIMU NPAaBOBBIMU aKTaMH,
HOPMAaTUBHBIMH U METOJMYECKUMH JoKyMeHTamu DexnepanbHol ciayx0bl 0Oe30macHOCTH
Poccuiickoit enepanuu, @enepanbHOl CIIyKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

OIIK-7. criocobeH HCIoNIb30BaTh A3bIKM MPOTPAMMHUPOBAHUS U TEXHOJIOTUU pa3pabOTKU
IPOTPAMMHBIX CPEJICTB JJIs pEIIeHUs 3a/1a4 MPO(PECCUOHATBHON AEATEIbHOCTH.

OIIK-8. cnocoOGeH OCyHIECTBIATh MOI00p, U3YYCHHE U OOIIEHHE HAyYHO-TEXHHYECCKOU
JUTEpaTypbl, HOPMATHBHBIX M METOJUYECKHX JIOKYMEHTOB B LENAX peElIeHus 3ajad
npo¢eCcCHOHATIBLHOM 1eATEIbHOCTH.

OIIK-9. crnocobeH NmpUMEHSTHh CPEACTBA KPUNTOTPAPHUECKOW M TEXHHMYECKOW 3aIUTHI
UH(pOpMAaLUK 71 peIlieHHs 3a/1a4 IPOpECCHOHATIBHOMN 1EATEIbHOCTH.

OIIK-10. cmocobeH B KayecTBe TEXHHYECKOTO CIEHUAIMCTa NPUHUMATh YYacTHE B
(GbopMHPOBAHUU MOJUTUKH MHPOPMALIMOHHONW 0€30MacCHOCTH, OPraHU30BbIBATh U MOJIEPKUBATH
BBIMIOJITHEHUE KOMIUIEKCA Mep MO 00eclneyeHH0 HH(OPMAlMOHHOM 0€30MacHOCTH, YIPAaBIATH
IPOLIECCOM UX peaan3ali Ha 0ObEKTE 3allUThI.

OIIK-11. criocobeH mpoBOAMTH SKCIIEPUMEHTHI MO 33JaHHOW METOIWKE W 00paboOTKy HX
pEe3yJbTATOB.

OIIK-12. crocobeH MpoBOAUTH MOArOTOBKY HCXOAHBIX JAHHBIX JJISi MPOEKTHUPOBAHMS
HOJCHCTEM, CPEICTB OOecneueHus 3alluThl MH(GOpPMamuu MU A8 TEXHUKO-3KOHOMHYECKOTO
000CHOBaHHS COOTBETCTBYIOIIMUX IMPOEKTHBIX PELICHU.

OIIK-13. cnocoOeH aHaIM3UpPOBaTh OCHOBHBIE ATAIlbl U 3aKOHOMEPHOCTU UCTOPUUYECKOIO
pazButus Poccun, ee MeCcTo M pojib B KOHTEKCTE BCEOOIIEH HCTOPUM, B TOM YHCIE IS
(bopMHpOBaHUS TPAKIAHCKOM MO3UIIMK U PAa3BUTHUS MATPUOTH3MA.

OIIK-1.1. cnocobeH pa3pabaTeiBaTh U PEATH30BHIBATH ITOJIUTUKHU YIIPABICHUS JOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMAX.

OIIK-1.2. cmoco0eH aAMMHHMCTPUPOBATH  CpPEACTBA  3alIMTHl  MHPOpMALUU B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. cnocoben obecrnieunBaTh 3amUTy WHPOpMAIMK Mpu padote ¢ 6a3aMu TaHHBIX,
IIPY IIepeiadye 10 KOMIIbIOTEPHBIM CETSIM.

OIIK-1.4. cocoOeH o1leHUBaTh YPOBEHb OE€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM U CETEH, B
TOM YHCJI€ B COOTBETCTBUU C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAaHHUSIMH.

[1IK-1. T'oroB oOecrnieunBaTh 3amMTy MHGOpPMAIMUM B aBTOMAaTU3UPOBAaHHBIX CHUCTEMax B
IIPOLIECCE UX DKCIUTYaTalUH.

[TK-2. ['0TOB K BHEAPEHUIO CUCTEM 3AIIUTHI UHPOPMAIIMY aBTOMATHU3UPOBAHHBIX CUCTEM.

[1K-3. CnocobGeH aIMUHUCTPUPOBATh CPEACTBA 3aLIUTHI MH(GOPMALMK B KOMIbIOTEPHBIX
CUCTEMaXxX U CETSX.

3. POPMA, CPOKH " TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMN

OO6mmas TpyA0EeMKOCTh TOCY/IapCTBEHHOW HMTOTOBOW aTTECTALIMHU COCTaBISET 6 3a4eTHBIX
enuHmiIl, 216 Jacos.

['ocynapcTBeHHass UTOroBasi aTTecTalusl MpeAcTaBisieT coO0ol (popMy OLEHKH CTENEHU U
YPOBHSI OCBOEHHSI 00y4JaIOLIMMHUCS 00pa30BaTeIbHON MPOTrPAMMBI.

['ocynapcTBeHHass WUTOroBasi aTTeCTallds TPOBOJUTCS HA  OCHOBE  IPUHLIMIIOB
00BEKTUBHOCTH M HE3aBUCUMOCTH OLICHKH KauecTBa MOJATOTOBKH 00YUYaIOIIHUXCSL.

['ocynapcTBeHHass ~ WTOroBas ~ aTTecTallds  SBISETCS  3aBepUIalOlled  YacThio
0o0pa3oBaTeNbHONW MPOrpaMMbl U MPOBOAUTCS B 8 cemecTpe IMOocie YCIEUIHOrO MPOXOXKICHUS
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MIPOMEKYTOYHOM aTTECTAIH 110 BCEM JAUCIUILTUHAM (MOAYIISIM) U MIPaKTUKaM 00pa3oBaTeIbHOM
POTPaMMBI.

B rocymapcTBeHHYIO HTOTOBYIO aTTECTAIMIO BXOJIUT MOJTOTOBKA K MPOIEAYpe 3alIUThl U
3alUTa BBITYCKHON KBAIN()UKAITMOHHOW PaOOTHI.

['ocynmapcTBeHHass WTOTOBasi aTTECTallds MPOBOAWTCS B (OpME 3alIUTHl BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA I'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJIAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHus K TeMAaTHKE BbINYCKHbIX KBATU(PUKALIMOHHBIX Pa0doT

Temaruka BKP nomkna coorBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoeCCHOHATIBHON JEATeNbHOCTH, K KOTOPHIM T'OTOBHUTCS BBITYCKHHK B paMKaX OCBOEHUS
00pa30BaTesbHOI MPOrpaMMBl.

TemaTuka BBIIYCKHOW KBaIM(PUKALMOHHOM pabOThl JOJKHA OBITh  aKTYaJIbHOM,
COOTBETCTBOBaTbh OCHOBHBIM CTPATETMYECKMM LEISIM DPa3BUTHS HAyKW W IIPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTUYECKUM IOJIXOAaM, OTpaXkaTh CHELU(PHUKY MPOrpamMMbl
«be3omacHOCTh KOMMBIOTEPHBIX cucTeM» 1o Hampasinerno 10.03.01 «udopmannonnas
0€30I1aCHOCTbY.

OOyyaroniemMycsi MOKET IpPeNOCTaBIATbCA MpaBo BblOopa Tembl BKP B ycTaHOBIEeHHOM
HOpsiIKe, BIUIOTH JI0 HPEUIOKEHUS] CBOEH TEMaTHMKH C HEOOXOJUMbIM OOOCHOBaHHEM
nenecoodpasHoctu ee pazpadborku. Temarnka BKP momkHa cootBeTcTBOBaTh 001actu (cdepe),
00BEKTY M TUIIAM 3a/1a4 NPO(HeCCHOHAIBHON JAESITeIbHOCTH, K KOTOPBIM FT'OTOBUTCS BBIITYCKHHK B
paMKax OCBOEHHS 00pa30BaTeIbHONU IPOrPaMMBI.

ITpumepHas Tematuka BKP:

1. PaspaboTka cucTeMbl JAMArHOCTUKM HAIM4YUS BPEIOHOCHOTO IPOrPaMMHOIO
oOecrieueHns («B JIOKAIbHOM CeTH oOpraHuM3aluu» Wian «Ha cersax loT-ycTpoilcTB» mnmm «B
IIPOMBILUIEHHOW CETH OpraHu3aiuny;.

2. Anamu3 ypoBHsA 3amunieHHoctd JIBC opranusanmm Ha OCHOBE HCIIOJIB30BAHHUS
CKAHEPOB ySI3BUMOCTEW;.

3. AHanu3 ypoBHS 3aIIMIIEHHOCTH BEO-NPUIJIOKEHMS OPraHM3aLUU MPH HUCHOJIb30BaHUU
CKAHEPOB ySI3BUMOCTEW;.

4. PazpaboTka W BHeIpeHHWE TIOJIMTUKUA TPUMEHEHUs TexHoiorun VPN g
MPOTUBOICHCTBUS BHENTHUM aTakaMm Ha VIC opranuzamnmu;.

5. Pa3paboTka ¥ BHeApeHHE NOJIUTUKM npuMeHeHus TexHojorun COB  jans
MPOTUBOICUCTBUS BHEITHUM aTakaMm Ha VIC opranuzanuu;.

6. Pa3paboTka u© BHeOpeHUE MOJUTUKM TpuUMeHeHus TexHonorun WAF  ans
MIPOTUBOJICUCTBUA BHEITHUM atakaMm Ha IC opranuzanuu;.

7. Pa3paboTka © BHEJpEHUE TMOJUTUKM TNpuMeHeHus TexHonorun NGFW  ans
MPOTUBOJICUCTBUA BHEITHUM atakam Ha C opranuzanuu;.

8. Pa3paboTka W BHeIpeHHWE TOJIMTUKM NpUMEHeHus TexHojoruun DLP s
MPOTUBOJICUCTBUA BHEITHUM atakaMm Ha IC opranuzanuu;.

9. IlpumeHeHne metoauku TOHKOM HacTpoikun CAB3 il coBEpIIEHCTBOBAHMS 3alllUThI
NC opranuzanuu oT BO3CUCTBUS KOMITBIOTEPHBIX BUPYCOB;.

10. 3ammTa OT HECAHKIIMOHMPOBAHHBIX IPOBOAHBIX IMOAKIIOYEHHUH K JIOKAJIBHON CETH
(Ha3BaHUE OpraHU3alnn);.

11. Ayaur 06e30MacHOCTH JIOKQJIbHOW BBIYMCIUTENBHOM CETH OpraHu3aluu ¢
HCIIOJIb30BaHUEM CKaHEepa OE30MaCHOCTH;.

12. MOHUTOPHHT COCTOSIHUS 0OBEKTa Ha OCHOBE OLICHKH PHCKOB;.
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13. Oobecneuenne O€30MAaCHOCTH CETEBOTO B3aUMOJCHCTBUS C  HCIIOJIB30BAaHHEM
texHonorun OpenVPN;.

14. BHepenue cucteMbl aHTUBUPYCHOM 3aIUThI B OPraHU3aLUu;.

15. 3amuTa cereBoro xpanuiuima cpeactBamu QNAP NAS oT HecaHKIIMOHHPOBAHHOTO
JI0CTyNa U HapyILIEHHs! LIETOCTHOCTH JaHHBIX;.

16. 3ammTa ceTeBOro XpaHwiuina cpeactsamMu Synology NAS oT HeCaHKIIMOHMPOBAHHOTO
JI0CTyIa U HapyLIEHUsI LIEIOCTHOCTU JaHHBIX;.

17. 3amura JTOKaIbHON BBIYUCIUTEILHON CETH OpPraHHW3alluu ¢ ucroiab3oBanuem IDS/IPS
CHUCTEM;.

18. 3ammra OT HECAaHKIIMOHMPOBAHHBIX IPOBOAHBIX IMOAKIOYEHUN K JIOKAJIBHOM CETH
(Ha3BaHME OpPraHU3alUN);.

19. Ilporpammuas 3ammra HWH(DOPMALMOHHOW CHUCTEMBl OpraHM3alMd Ha OCHOBE
BO3MO>KHOCTEH ONEPALlMOHHON CUCTEMBI;.

20. Buenpenue metononoruu DevSecOps B opranuzanuio;.

21. BHenpeHue TEXHOJIOTUH yIpaBieHUs WH(popManmued U cOOBITHAMU 0€30MacHOCTH
(SIEM-cucremBl) B OpraHu3aiuu;.

22. BHenpeHue CUCTEMBI IPEIOTBPAIIECHUS YTeUKHA HHPOPMAUU B (HHAHCOBO-KPEAUTHOM
YUPEKICHUU;.

23. BHenpenue MOHUTOPUHTA WH(DOPMAIIMOHHON 0€30MacHOCTH B (PMHAHCOBO-KPEAUTHOM
YUPEKICHUU;.

24. 3ammra WHPOPMALMU C HCIOJB30BAaHHEM METOJOB M TEXHOJIOTUH YIPOIIEHHON
KpunTorpaduu B opraHu3aIum;.

25. Ananu3 TeXHOJIO0ruil pa3paboTKK CMapT-KOHTPAKTOB U BBISIBJICHUE UX YSI3BUMOCTE;.

26. Meronbl W TEXHOJOTUU OOHAPYKEHUS CKPBITHIX KOHTEHHEPOB B COOOIICHUSX
METOJJaMH CTaTUCTUYECKOIO aHAJIN3a;.

27. BHenpeHue TeXHOJOTHH mpenoTBpamieHus yreuku uHpopmanuu (DLP-cucremsr) B
OpraHu3alLuy;.

28. Texuomoruu peBepcuHra (0OpPaTHOTO MPOTPAMMHPOBAHUS) U UX MPUMEHEHHE MPH
UCCJIEIOBAaHUM HEJEKIapUPOBAHHBIX (DYHKIMH MPOrpaMMHOr0 00ecrieueHus ;.

29. 3ammra (aiimoBoro apxruBa OpraHU3aIul CPEACTBAMH OTIEPAIMOHHON CUCTEMBI;.

30. Pa3paboTka mporpaMMHOro oOecIieueHHUsl BBIJICJICHUSI arperaroB PUCKOB IO OOUIUM
yrpo3aM, ysI3BUMOCTSIM M aKTHUBaM;.

31. NuBenTapuszanus u kiaccuuxanus MHOOPMALMOHHBIX AKTHUBOB OpPraHM3alUH IPH
OLICHKE PUCKOB.

32. AIMUHUCTPUPOBAHHME CHCTEM OE30MACHOCTH CETEBOTO B3aUMOJICHCTBUS HA OCHOBE
TexHosoruu VPN.

33. AAMUHUCTPUPOBAHHE MPOTPAMMHO-AMNIIAPATHOTO KOMILIEKCa «AKKOpPI» Ha paboumx
CTaHUHUSX OpraHU3aliu.

34. 3ammTa JOKaJIbHOW BBIYMCIUTENBHON CETH OpraHMU3alMM OT HECAaHKLIMOHUPOBAHHOTO
JIOCTYTIA K €€ pecypcaM C UCIOIb30BAHUEM MapILIPYTHU3aTOPOB YPOBHS JIOKAIbHBIX CETEH.

35. 3amuTta wHGOPMAIMH B BBIUMCIUTEIHHOM CETH OpPraHU3AlHMH C HMCIOJIb30BAaHUEM
BO3MOXHOCTEN MPOBANIEPOB.

36. IIpumeHeHnEe MEXCETEBBIX SKPAaHOB HKCIIEPTHOTO YPOBHS UL 3alIUTBI PECYPCOB
JIOKaJIbHOM BBIUMCIUTENBHOM CETU B OPraHU3AIIUU.

37. Oprauzanps CHENUAIBHBIX WHCTPYMEHTAIBHBIX IPOBEPOK IEpCOHAIA IS
MIPOTUBOACUCTBUS MHCANIEPCTBY B (PMHAHCOBOM yUpEXKIEHUH (HA MPEANPUATHH YHEPTETUKH );.

38. AIMUHHCTpUPOBAaHME CHUCTEMBI PE3EPBHOTO  KONMPOBAaHWSA I 3aIIMTHI
WH(OPMAIIMOHHBIX AKTHBOB OpraHU3aI1H.

39. IlpuMeHeHne cucTeM KOHTPOJIS U YIIpaBIeHUs Mpoleccamu («BbIBOJIa HA MeYaThy» WIN
«BBIBOJIA HA BHEIIHUE HOCUTENH MH()OpPMAIMN» WIH «OTIpaBKU (ailioB uepe3 WHTEPHET» WU
«OTHpaBKU (ailyIoB MO NEKTPOHHON MOUTE») B (Ha3BaHUE OPraHU3ALINN).
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40. Oprasamzanus —ayaura HHQOpPMAIMOHHOW  0€30IaCHOCTH  OpraHu3alMu  C
UCIIOJIb30BAaHUEM CHEIMATIBHOIO IPOrPAMMHOTO 00ECTIEUEHHUS;.

41. Kpunrorpadguueckue CcnocoObl KOHTPOJS IIEOCTHOCTH W HMX MpaKTUYecKas
peanu3arnus;.

42. OueHka OMacHOCTH YSI3BUMOCTEH cMapT-KOHTPAKTOB B TEXHOJIOTHH OJIOKYEHH;.

43. OueHka OINAacCHOCTH YSA3BUMOCTEH OeCIpOBOAHBIX MH(GOPMAIIMOHHBIX TEXHOJIOTHH Ha
ocuose Kali Linux;.

44. PazpaOoTKa KBECTOB 110 00yYEHHMIO TEXHOJIOIMH MPOHUKHOBEHHUS B 3aIIMIICHHYIO CETh
(3TUYHBIN XaKUHT);.

45. AnMuHHCTpUpOBAaHUE MPOrPaMMHO-ANNAPaTHOr0 komiuiekca «Coboib» Ha paboumx
CTaHLMIX B OpraHU3aluHu.

46. IlpumeHeHue TEXHOJIOTUI U CpeACTB UHPOPMALMOHHO-aHAIUTUYECKOTO 00eceueHHs
IPU PACCIICAOBAaHUH WHIMIEHTOB HHPOPMALIMOHHONW OE30MaCHOCTH.

47. HMuTanMoOHHOE  MOJCIMPOBAHHUE  CIICHAPHEB  PUCKOB  HH(OpPMAIMOHHOM
0€30MacHOCTH;.

48. PaccnenoBanne MHIMACHTOB HH(OPMAIIMOHHOM 0€3011acCHOCTH B OpraHU3aluy;.

49. AcuMMeTpUYHBIE KPUTITOCUCTEMBI M METOJIbI 0OecrieueHUs] KOH(PHICHIIMATBHOCTH TIPH
UX UCIOJIb30BaHUM;.

50. MonenupoBaHue ysa3BUMOCTEH MPOTOKOJIOB 3amuThl TLS;.

51. MonenupoBaHue ysa3BUMOCTEN TPOTOKOJIOB 3aUThl SSL;.

52. MoaenupoBaHue ysI3BUMOCTEH MTPOTOKOJIOB 3aIUThl HHPopManuu B ceTsix Kerberos;.

53. UccnenoBaHre MEXaHU3MOB LIEJIOCTHOCTH U AOCTYIHOCTH HH(pOpMaluu Ha miatdopme
OJIOKYEHH;.

54. MetoauKka MHBEHTApU3aLUK, KIACCUPHUKALMY U aHAINW3a UH(OPMAIIMOHHBIX AKTHBOB
OpraHu3aluy;.

55. Meroauka reHepanuu ClieHapyeB 1eJIeBbIX aTak Ha UH()OPMAIIIOHHBIE CUCTEMBI;.

56. IlpuMeHeHHE TEXHOJOTMU AaKTUBHOIO ayAuTa WH(OPMALMOHHOW OE30MacCHOCTH B
OpraHu3aluy;.

57. ABTOMaTU3UPOBAaHHBIN BBIOOP MEP U CPENCTB KOHTPOJISI U YIPABICHUS MO 3aJJaHHBIM
PHUCKaM C UCIIOJIb30BAaHNEM HEHPOHHBIX CETEH;.

58. Opranuzanus pacciieZJOBaHUs HMHIMJIEHTOB HH(POPMAIMOHHON O0€30MacHOCTH Ha
IPEIITPUATHH;.

59. Opranuzaiys nNporpaMMHOM 3aIlllUTHI CEPBEPA C UCIOIB30BaHHEM Bo3MOxHOCTer OC
Microsoft Windows;.

60. Opranuzanus OporpaMMHOM 3amuThl (HaliJIOBOrO cepBepa C HCIOJIb30BAaHUEM
BO3MOYKHOCTEH omnepanMoHHOM cucteMbl Astralinux;.

61. Opranuzanus nNporpaMMHON 3alUTHI BEO-cepBepa ¢ UCIMOJIH30BAHUEM BO3MOKHOCTEH
OTIepaAIIMOHHOM cucTeMbl Astralinux;.

62. Opranuzanuss OporpaMMHOM 3amuThl (HaliJIOBOrO cepBepa C HCIOJIb30BAaHUEM
BO3MOXHOCTeH onepannoHHoi cuctembl ALT Linux;.

63. Opranuzaiys MporpaMMHON 3alTUTHl BeO-cepBepa ¢ UCIOIB30BAHUEM BO3MOXKHOCTEH
oneparmonHoi cucrembl ALT Linux;.

64. ObecrnieueHre 6€30MaCHOTO MOJIKIIOYEHHS pabOYMX CTaHIUI (Ha3BaHHe OpraHu3alum),
o0pabaTbIBaroIIMX KOH(GHUASHIMATBHYIO0 HHPOpPMaLUIO, K ceTu HTepHeT;.

65. Opraamsanus ayauTa WHGOPMAIMOHHOW  O€30MACHOCTH  OpPTaHM3allid ¢
UCIIOJIb30BaHUEM CIEIMATIBLHOTO MPOrPAMMHOTO 00ECTICYEHHUS;.

66. OOecneueHue Oe3omacHocTH  WHGOpManuu Ha  O0OBEKTax  KPUTHYECKOU
UH(POPMALIMOHHON HHPPACTPYKTYPBI;.

67. ABTomaru3aius IMpPOLECCOB MEHeIKMEeHTa HWH(GOPMalUOHHONW O€30IMacHOCTH B
OpraHu3aluy;.

68. Pa3paboTka pekOMeHIAIWid 10 OPTraHW3allMX 3alUTHl BEO-TIPUIOKEHUS OT aTak,
HKCIUTYaTUPYIOIIUX CUCTEMY ayTeHTU(DUKALIH;.
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69. Pa3paboTka, pa3BepThIBaHHE U TMOAJEPIKKA MPOIECCOB HEMPEPHIBHOTO TECTUPOBAHUS
0€30MacHOCTH U OLIEHKH COCTOSIHUS 3alllMIIIEHHOCTH UH(POPMAILIMOHHOW CUCTEMBI OpTraHU3aIUH;.

70. MopaenupoBaHue PUCKOB HWH(GOPMAIMOHHONW O€30MacHOCTH B WH(GOPMAIMOHHBIX
CUCTEMaX, OCTPOEHHBIX MO TEXHOJIOTHH OJIOKYEITH;.

71. OueHKa 1 aHAIHM3 PUCKOB C KCIIOIB30BaHUEM nporpaMMmHoro obecnedenus CORAS;.

72. AHanu3 MeToJ0B obOecreyeHus: MHPOPMAIMOHHON 0e30MacHOCTH B OECHpPOBOIHBIX
CeTsX nepenayn vHGopMaIuu;.

73. Pa3paboTka KOMIUIEKCAa MpaBWI, MPOLUEAYP M MPAKTUYECKUX IPHUEMOB 3alllUThI
uHpOpPMAaLUK B MOOMIIBHBIX YCTPOHCTBAX;.

74. JlnarHocTHKa cTeraHorpad@HuuecKuX BO3MOXXHOCTEH M NPOTHUBOJCHCTBUE UM IpHU
peanu3anuy HHPOPMALMOHHBIX MPOLIECCOB B OPTaHU3AINH;.

75. Pa3zpaboTka cpeJCcTB aBTOMATU3ALUHU I HACTPONKU CPEJICTB 3alUThl HH(OPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JAOCTYIIA;.

76.  PazpaboTka  cpeACTB  aBTOMATHM3allMM A7 KOHTPOJS  3alUIIEHHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALINY;.

77. Pa3zpaboTka cpecTB aBTOMATH3AIUH ISl UCCIIEIOBAHUS POTPAMMHOT0 00ecriedeHUs
1o TpeOoBaHUsAM 0€30MaCHOCTH WH()OPMALINY;.

78. Pa3zpaboTka pekoMeHAalHii M0 3aIIUTe BEO-TIPUIIOKEHHS OT aTaK BHEIPECHHUS;.

5.2. TpeooBanusi k BKP

BKP cocrout u3 1Byx 00s13aTeNIbHBIX YacTEM:
— TEKCTOBOM 4acCTH;
— IEMOHCTPAIIMOHHAS YacTh, PEACTABISIONMAs COO0H rpaduyeckuii MaTepua u/mim
3JIEKTPOHHYIO IIPe3eHTalMI0. JIeMOHCTpAaLlMOHHAs YaCTh COEPKUT HeoOX0AUMBIE 11 HanboJee
MIOJTHOTO TIPE/ICTABICHUS paOOTHl KOHCTPYKTOPCKUE MPOPAOOTKH (UEPTEKH), CXEMHBIE PEILICHHS,
JIEMOHCTpaIlMOHHbIE MJIaKaThI (C OTPaXXEHUEM Ha HUX, B TOM YHUCIIE, CHHTE3UPOBAHHBIX H/UIIH
MCIIOJIb30BaHHBIX MAaTEMATUYECKUX MOJEIIEH, allTOPUTMOB, CTPYKTYp IPOrpamm, MOJTy4EHHbIX
pe3yiabTaToB U T.1.). I1o cormacoBanuio ¢ pykoBOAUTENIEM BO3MOXKHO MPE/ICTaBIEHHE MAaKETOB,
buznueckux mMozenel, BuaeopaiioB, JOKYMEHTUPOBAHHBIX aKTOB U T.II.
K conepxannto BKP npenbsaBnstores cneayromue TpeOoBaHUS:
— COOTBETCTBHE CO/IEPKaHUs CPOPMYITHPOBAHHOU TEME;
— TIIOJIHOTA PACKPBITHSI TEMBI,
— JIOTMYecKas MOCIe0BaTEeIbHOCTh U 3aBEPILIEHHOCTb.
B cootBercTBum ¢ muianom BKP nomxkHa ObITh pa3zieneHna Ha OTJeNIbHbIE JIOTHYECKH CBA3aHHBIE
4acTH, CHAOKEHHbIE KOPOTKUMHU U SICHBIMU 3aroJIOBKaMH, OTPAKAIOLMMU CMBICI U3JIaraéMoro B
HUX Marepuana.

5.3. O0beM TeKCTOBOM YacTH

Pexomenyemblit 06beM ocHoBHOM yacTi BKP (He Bkitovast npuinoxeHuit) J0KeH ObITh He
menee 40 u He Oonee 80 nMcTOB cTaHIAPTHO HabpaHHOTO TekcTa (1,5 nHTepBana, He MeHee 12
KerJisl, eAUHBIN THI mpudra mo Beeit padote), opopmiiennoro no 'OCT 7.32-2017, TOCT P
2.105-2019, I'OCT 2.106-2019. Pexomenayemsrii o6bem BKP no paznenam:
—BBenenne — 1-3 crp.,
— OCHOBHas 4acTh (T71aBbl) — HE MeHee 35-55 cTp.,
— 3aknmroueHue — 1-3 crp.
PexomentyeMblii 00beM MPUIIOKEHUN HE PeTJIaMEHTHPYETCsl, OJTHAKO JIOJKEH ObITh 000CHOBaH
peasibHOI HEOOXOAUMOCTBIO MIPEJICTABICHUSI MaTEPHAJIOB.

5.4. O0beM 1eMOHCTPALIMOHHOM YaCTH

Pexomenyercs B rpadudeckyro 4acTh BKIOUaTh 3—4 nucta popmarta Al B 3aBUCUMOCTH OT
HEOOXOIUMOCTHU PACKPBITHS 0OBEKTA.
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PexoMeHyeTcst B 3IEKTPOHHYIO TTPE3EHTAIINIO TOJDKHA COAepKaTh HE MeHee 6 u He Oornee 12
CJIAalIOB.

5.5. llopsinok BbImosiHenusi BKP

. [lonnyuenue 3aganus Ha BKP ot pykoBoauTens.

. CorylacoBaHue U yTBEPKACHHUE CTPYKTYpbl padoThl pykoBoautesnieM BKP.

. Bemonuaenne BKP B coOOTBETCTBHU C 3ajaHUEM.

. Odbopmnenue BKP B cooTBeTcTBUU C TPEOOBAHUSIMH.

. DKCrepTr3a roToBOM BBITYCKHON KBaMU(UKAIIMOHHONW pabOThl HA 3aMMCTBOBAHUS.

. [lepenaya HanmcaHHOW U OPOPMIICHHOM PaOOTHI JUIS TTOJTYICHUS OT3hIBA PYKOBOIUTEIIS.
. IloaroroBka aoknaza v Npe3eHTAIMOHHOI0 MaTepuaia s 3amutel BKP.

NN W=

5.6. lIpouenypa 3amursl BKP

3ammra BKP npoBoautcs B nopsike, yrBepkaeHHOM B [lonoxeHun o rocy1apcTBEeHHOM
uToroBou arrecranuu odydarmmxcs B DI'bOY BO «<HUY «M3ON».

5.7. Kpurepum oueHKHu pe3yabTaToB 3amuTsl BKP

K THA nonyckaercst oOydaroluiicss mocje yCIEUIHOro MPOXO0XKJIEHUS IPOMEXKYTOUHOM
aTTeCTalluy 10 BCEM AMUCLUIUIMHAM (MOIYyJsM) M IpaKTUKaM 00pa30BaTEIbHOM MpPOrpaMMBbl.
ChopMUpOBaHHOCTh  KOMIICTCHIIMIA,  yCTAHOBJICHHBIX  00pa30BaTEIbHOM  MPOTrpaMMOH,
HOJTBEPXKIACTCS pe3ysibTaTaMy 00yueHHs 10 JTUCLUIUIMHAM (MOAYNSAM) U IIPAKTUKAM y4eOHOro
IUIaHA.

Ha 3ammre BKP  onenuBaercss  cnocoOOHOCTh — BBINYCKHUKAa  OCYIIECTBIISTH
npodecCHOHATIBHYIO ACATEIBHOCTh HE MEHEE YeM B 0J1HOM 00aactu (chepe) nmpodeccnoHaabHOR
NeSITeIbHOCTH M pelliaTh 3a7auyd NpopecCHOHAIbHOM AeATENbHOCTH HE MEHEe YeM OJJHOTO THIa,
YCTaHOBJIEHHbIE 00PAa30BaATEIBLHON TPOrPaMMOii.

[IIxana 1 KpUTEpUH OLICHUBAHHUS pe3yabTaTOB 3amuThl BKP

Ne | IToka3zareanb IIxkana | Kpurepuii oneHuBaHus Bec
OLICHKH noKasareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpeaHuii 6au1 o NPUIOXKEHUIo | 25
00y4eHus 1o 4 K JUTJIOMY C OKPYTJICHHUEM JI0
JUCLUTUITMHAM 3 COTBIX J10JIeH
(Momynsim) U
MIPAaKTUKaM y4eOHOTro
TTaHa
2 | Hoknan u 5 - TOKJaI U 20
JI€MOHCTPAIIMOHHBIHI JIEMOHCTPAIIMOHHBIN MaTepua
Marepual OXBaThIBAIOT Bech 00beM BKP,
UMEIOT JIOTHYECKOE U YETKOE
MTOCTPOCHHE;

- 00beM U opopmieHHe
JIEMOHCTPAIIMOHHOMN YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJ|a HaXOJIUTCA B
paMKax, YCTAaHOBJICHHBIX B
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[Tonoxennu o
rOCyJIapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4aroluXxcs B
®I'bOY BO «HNY «MDNx;

- 00yyJaromuiics yBEpeHHO U
npodeccrnoHabHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSITHO U3JIaraeT CoAep KaHue
U CyTh pabOTHI

- TOKJIaJ 1
JIEMOHCTPALIMOHHBINA MaTepua
O0XBaTHIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATEILHOCTh
MIOCTPOCHHUS TOKIJIaa
HECYIIECTBEHHO HAPYIICHBI;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHON 4acCTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMs JOoKJaaa
HECYIIECTBEHHO BBIXOIUT 32
paMKH, yCTaHOBJICHHBIE B
[Tonoxxenuu o
rocyJapCTBEHHON UTOrOBOM
aTTecTaluy oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaromuiics B 11€JI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U TIOHSITHO W3JIaraeT
coJiepKaHue U CyTh pabOThI

- TOKJIa] 1
JEMOHCTPALIMOHHBINA MaTepHal
OXBaTBIBAIOT OOJBIIYIO YaCTh
oobema BKP, moruunocts u
MOCJIeI0BATEILHOCTh
MOCTPOEHHUS T0KJIaaa
HapyIIEHBI;

- 00beM U opopmieHHe
JIEMOHCTPAILIMOHHON YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJla CYILIECTBEHHO
BBIXOJIUT 32 PaMKH,
ycTtaHoBiieHHbIe B [lonoxxenun
0 rOCYAapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4JaroluXxcs B
OI'BOY BO «HNY «MDWNx»;

- 00ydJaromuiics u3naraer
CoJIep’KaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JOTTYCKaeT ONTUOKHU B
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UCIIOJIb30BAHUHU
npodeccroHabHOM
TEPMHHOJIOTHH;

- JIOKJIaJ] OTJINYAeTCs
MMOBEPXHOCTHOM
apryMeHTalHel OCHOBHBIX
MOJIOKEHUH;

- JIOTUYHOCTH U
MIOCJIEI0BATEIbHOCTh
MOCTPOEHHUS IOKJIaja
HapyIIEHBI;

- BpeMsl JIOKJIaJia CYIIECTBEHHO
BBIXOJIUT 32 PAMKH,
yCTaHOBJICHHbIE B [1on0xeHnn
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluu oOy4yaroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaroImuiics u3naraet
COJIep>KaHue U CYTh paOOTHI
HEYBEPEHHO M JIOTHYECKH
HETOCJEI0BATEIBHO,
MTOKAa3bIBACT CJIa0bIe 3HAHUS
MpeaMeTa BbIITYCKHOM
KBaJIM(UKAITMOHHON paboTHI;

3 | OT3bIB pyKOBOAMTES O

pabote

Ha OCHOBE OT3bIBa
PYKOBOAMTEIIA 110 PELLICHHUIO
I'OK

15

g1l W | O

4 | OTBeThl Ha BONPOCHI
wieHoB [ OK

oOydJaronuiics OTBEYaeT Ha
BOIIPOCHI IPAMOTHBIM SI3BIKOM,
SICHO, YETKO U MOHSTHO;
BOIIPOCHI, 33JaBac€MbIe
wieHamu ['OK, He BBI3BIBAIOT y
00yJaroIerocs CylnecTBeHHbIX
3aTpyAHEHU;

oOyuJaroluiicss OTBeYaeT Ha
BOIPOCHI TPAMOTHBIM SI3BIKOM,
4€TKO M MOHSITHO;
OOJIBIIMHCTBO BOIIPOCOB,
3amaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00YyYaromIerocs
CYIIECTBEHHBIX 3aTPYAHCHHUIA;

Ha MOCTaBJICHHBIC BOITPOCHI
o0yJaronuiicss OTBeYaeT
HEYBEPEHHO, JIOTUYECKU
HETIOCJIeIOBATENILHO,
JIOTyCKaeT MOrPEIIHOCTH,
MyTaeTcs B IPOPeCCUOHATHLHOM
TCPMHUHOJIOTHUH,

oOyuarouiicss HempaBUIbHO
OTBEYAET HA MOCTaBJICHHBIE
BOIIPOCHI WJIN 3aTPYAHSCTCA C

40
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OTBETOM

* — cymMa BecoB Tokazatese 1opkHa 0eith 100%

Kaxnprit wien 'K BbICTaBIISIET OLIGHKH MO KaXXJIOMY IOKa3aTEJI0 B COOTBETCTBHH CO
LIKaJION M KPUTEPHUSIMHU OLIEHUBaHUs pe3yiabTaToB 3amuThl BKP. Ouenka pe3ynbTaTtoB 3alliuThl
BKP kaxnasim wiienom ['OK omnpezensieTcss HHTErpaibHO ¢ y4€TOM Beca KaxI0ro MoKa3aTes.

UtoroBas ouenka 3a 3amuty BKP omnpegensercs kak cpenneapudmeTnueckas OLEHOK,
BbICTaBJIEHHBIX wieHamu ['OK ¢ okpyriieHnem 10 11e510ro uncia.

6. YYEBHO-METOANWYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE I'A
ITpu noaroroBke k 'MA cTyaeHT MOKET BOCIIOIb30BAThHCS

6.1 IleyaTHble M JICKTPOHHbIE U31AHUS:

1. MunzoB, A. C. IIpodeccuonanbnas »dtuka B cdepe HHPOPMAIUOHHON H
IKOHOMHYECKOU Oe3omacHocTH : [MoHorpadus] / A. C. Mun3zos, Ham. uccien. ya-t "MOUN", Un-
T nHpopmMarll. u skoHomMu4. 6e3onacHocty . — M. : BHUUreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .

2. Iletpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Iletpenko . —
M. : JIMK Ilpecc, 2002 . — 416 c. — (MuadopmMaioHHbIe TEXHOJIOTHU JIJIsl HHX)EHEepoB) . - ISBN
5-940741-83-5.

3. KubepOe3omacHocTs IU(POBOM MHIYCTPUU @ TEOPHSI U TPAKTHKA (DYHKIMOHATBHOU
ycroitunBoctu K kubeparakam / JI. I1. 3erkna, E. b. Anekcannposa, M. O. Kanunus, [u gp.] ;
pea. J. II. 3erxna . — Mocksa : ['opsuas Jlunusa-Tenexkom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopore Tur. 1. - ISBN 978-5-9912-0827-7 .

4. Capture the Flag [CTF]. UrpoBbie Momenu MOATOTOBKH CHEIMAIUCTOB B cdepe
KOMIIBIOTEPHON 0€30MacHOCTH : [yuyeOHO-MeToau4eckoe nocodue g npenoaasareneii]| / A. FO.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHxeHEpHO-IKOHOMHUY. HH-T
HallMoHanpHOTO uccnen. yH-ta "MDOH", Kadenpa "besomacHoctn u HHpopmannoHHBIX
Texuonoruii" (BUT) . — M. : BHUWreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

5. Jao K.X. Un¢opmanmonnas 6ezonacHocts B ACY TII : marucrepckas nucceprauus /
Jao K.X., Han. uccnen. yn-t "MOU", Kadenpa aBTOMAaTU3MpPOBAHHBIX CHUCTEM YIPABIICHUS
texHonornueckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - nuccepranusi TOJIBKO B
AJIEKTPOHHOM BUJIE, /ISl YTEHUS MepeUTe B AJIEKTPOHHYIO Onbanoreky MOU .

6. BacunbeB, B. WM. MHTemnekryanbHble CHCTEMBl 3alIUThl MHQOpPMauu : ydyeOHOE
nocodue i BY30B IO CHeNHaIU3aiusaM crenuaibHocTH  "KomriiekcHoe oOecrieueHue
MH(POPMALIMOHHOM 06e30IacHOCTH aBTOMaTU3UpoBaHHbIX cucteM" / B. U. Bacunbes . — 2-e u3n.,
ucnp . — M. : MammHoctpoenue, 2013 . — 172 c. — (/s By30B) . - ISBN 978-5-94275-667-3 .

7. babam, A. B. Kpuntorpapuueckue meronsl 3amutsl uHGopmamuu. T.3 : ydyeGHO-
MeTtoaudeckoe nocodbue mo crnenuanbHocTu 080801 "Ilpuknannas uHpoOpmaTHKa" U JIPYrUM
MEXIUCIUTUTMHAPHBIM crienuaibHocTsM / A. B. babam . — 2-e uzn . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Breicmee obpa3oBanue . bakanaspuar) . - ISBN 978-5-369-01304-5 .

8. babam, A. B. MadopmarimonHast 6e30macHOCTh: J1a00paTOPHBIA MPAKTUKYM : yuyeOHOe
nocobue / A. B. babam, E. K. bapanosa, 0. H. MenpHUKOB . — 2-¢ U31., cTepeoTun . — M. :
KnoPyc, 2013 . — 136 c. + CD . — (bakanaspuart) . - ISBN 978-5-406-02760-8 .

9. llly6un, B. . becripoBoHbIE ceTH TIepeaadn TaHHBIX : yueOHOE TTOCOOue /Tl BY30B T10
HanpasieHuio 210700 "MHpoxkoOMMyHHUKAallMOHHBIE TEXHOJIOTUH U cucTteMbl cBs3u" / B. WM.
Iy6un, O. C. KpacuneHukoBa . — 2-¢ u3n . — M. : By3oBckas kaura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

10. TIlpaBoBoe oOecreueHne KOHTPOJIA, Yyd4eTa, ayAuTa H CYIeOHO-KOHOMHYECKOU

OKCIEPTU3Bl : YUYEOHHWK [UIsi CTYJEHTOB BY30B, OOYyYalONUXCS TIO0 IOPHAUYECKUM,
sKoHOMHUYeCcKUM HampasieHusM / E. M. Ammvapuna, H. M. Apremos, A. b. beuts, [u ap.] ; pen.
12
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E. M. Ammapuna . — 2-e u3f., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsiciiee
obpazoBanmue) . - [lox obmum pykoBoacteoM B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

11. Ilanerun, B. ®. Madopmannonnas 6€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM M CETEH :
yueOHoe nocobue s CpeJHero npodeccuoHaIbHOro 00pa3oBaHusl 10 IpyIIe CHelHaIbHOCTEN
"Undopmaruka u BerunciaurenbHas texuuka" / B. @. ansrun . — M. : @opym : THOPA-M,
2012 . — 416 c. — (IIpodeccuonanpHoe oobpazoanue) . - ISBN 978-5-8199-0331-5 .

12. B. U. Aepuenkos- "Aynut uH(pOpManmoHHoi Oe3omacHocTH", (4-€ W3n., cTep.),
M3narensctBo: "OJIMHTA", Mocksa, 2021 - (269 c.)

13. Tpodpumon B. b., Temxun U. O.- "Oxcneprasie cucremsl B ACY TII", M3natenbcTBo:
"Undpa-Umkenepus", Boaoraa, 2020 - (284 c.)

6.2 JIuueH3uoHHOe M CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHoe odecrnevyeHme:
1. C0 "IIpomereit"
2. Office / Poccuiickuii makeT opUCHBIX MPOTpaMMm
3. Windows / OniepanrionHasi cucrema cemeiictsa Linux
4. Maitna BuaeokondepeHum
5. Aatumnaruar BY3

6.3 UnTepHeT-pecypceshl, BKIWYasA npogeccHoHATbHbIE 0a3bl JaHHBIX U HH(OPMAIIMOHHO-
CIIpaBOYHbIE CHCTEMbI:

1. OBC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0ubJnoTexa oHiaiH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. HayuHas 3j1iekTponHas ouéauoreka - https://elibrary.ru/

4. DneKTPOHHBIE pecypchbl H3aaTesibecTBa Springer - https://link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. baza nannbix Scopus - http://www.scopus.com

7. HannoHnabHasi 3JIeKTPpOHHAs 6udmoTeka - https://rusneb.ru/

8. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

9. Kypmuaua Science - https://www.sciencemag.org/

10. DnexTponnas 6udmmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. Undopmannonno-cnpasoynas cucrema «Kogexe/Texakcnepr -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpeITasi yHuBepcuTeTckas nHpopmannonHas cucrema «POCCHSD -
https://uisrussia.msu.ru

13. ®enepasbHblii moptan "Poccuiickoe o6pazoanue’ - http://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

[Tpu noaroroBke k 'MA u npoeaenus [ A ucnonb3yrorcs yueOHbIe ayIUTOPUN U TIOMELICHHE
JUIS CAMOCTOSITENIbHOU paboThl oOyuaromuxcs. [IpumepHblii nepeyeHs NOMEIEeHHH TPUBECH B
TabHLe.

Tun nomeumenns Homep ayauropuu, OcHamenue
HAUMEHOBAHHE
Ilomemenus mis HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI MUCbMEHHBIM,
CaMOCTOSITEIBHON KomnsrorepHslii CTYJ1, IPUHTEDP, KOHAULUOHED, BEIIAJIKA JJIs
paboTHI YUTAJIbHBIN 3aJ1 OJIEK/Ibl, CBETJIBHUK ITOTOJIOYHBIN C

JAUOJHBIMHU JIaMIIaMU, KOMIIBIOTEPHAA CETh C
BBIXOJ0OM B I/IHTCpHCT, KOMIIBIOTCP

MePCOHAIbHBIN
ITomemenus s M-511, Yuebnas CTOJI IPEeNoAAaBaTeNs, mapra, CTy, IKpPaH,
KOHCYJIbTUPOBAHUS ayIUTOPHUS MYJIBTUMEIUNHBIN TPOEKTOP, JOCKA
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MapKepHas, KOMIBIOTEP NMePCOHATbHBIN

VY4eOHble ayIUTOPHH
JUIsl IPOBEACHHUS

M-511, Yuebnas
ayJIUTOpUs

CTOJI MIpEenoiaBaTelis, napra, CTyjl, 3KpaH,
MYJIbTUMEIUIHBIN TPOEKTOP, 10CKa

IIPOMEKYTOUHOU MapKepHasi, KOMIIbIOTEP I1E€PCOHAIbHBIN

aTTecTaluu
VYueOunbie aynuropun | XK-120, MammHHbII cepBep, KOHIAUIMOHEP, KOMMYTAaTOp

JUJIs1 IPOBEJICHUS 3an UBI]

IIPOMEKYTOUHOU
aTTecTaluu

ITomemenus st K-202/2, Cknaxg | cremnax Uid XpaHEHHUS UHBEHTApS, MIKad s

XpaHEHUs kadenpet BUT XpaHEeHUs UHBEHTapsl, MKad Ui JOKYMEHTOB,

000pyI0BaHUS U
y4eOHOTO MHBEHTAps

CTOJI, CTYJI, CBETHJIbHUK ITOTOJIOUHBIH €
JFOMHHECLEHTHBIMHU JIaMIIaMH, KOMMYTATOp,
TyMOa, 3JIEKTPUYECKUE PO3ETKH, 3aIlaCHbIE
KOMILJIEKTYIOLIHE /Uil 000pYy0BaHuS,
WH(POPMALMOHHBIE (HHTEPHET) PO3ETKH

Ilomentenus st
CaMOCTOSITEIIbHOM
paboThI

K-307, YuecOnas
naboparopus
"OTKpbITOE
MIPOrPaMMHOE
obecneucHue"

CTOJI TPEIo1aBaTesi, CTOJI KOMIBIOTEPHBIH,
CTOJI Y4€OHBIi, CTyJI, KOMIIbIOTEP
NEPCOHANIbHBIH, CepBep, JNEKTPUUECKHE
PO3ETKH, KOMITBIOTEPHAs CETh C BHIXO/IOM B
HuTtepHer, nHGOpMaITHOHHBIC (MHTEPHET)
PO3ETKH, BEIIaKa JIJIsl OJIeXKAbI, TymOa,
KOHAMIIMOHEDP, KOMMYTATOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTHMEIHHBIN
IPOEKTOP

ITomemenust misa
CaMOCTOSITEIbHON
paboTsl

K-302, YuebOnas
nabopaTopus
"UndopmannonHo-
AHATUTUYECKUE
TEXHOJIOTUH"

CTOJI MPETIO/IaBaTEelIsA, CTOJI KOMITBIOTEPHBIH,
CTYJI, KOMIIBIOTEP [IEPCOHATILHBIH, CepBEp,
AIIEKTPHUYECKUE PO3ETKH, HH(POPMAITMOHHBIE
(MHTEpHET) PO3eTKH, CBETUIIbHUK
MOTOJIOYHBIN C TIOMHUHECIIEHTHBIMH JIAMITAMH,
KOMMYTAaTop, 10CKa MapKepHas, SKpaH,
MYJIbTUMEINIHBIN IPOEKTOP, KOHIUIINOHED
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