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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Ienp rocynapcTBeHHOW WMTOrOBOM AaTTeCTANMH — OIPEICIUTh COOTBETCTBUE
pe3yJIbTaTOB OCBOEHUS 00YyJaroIIUMCcs OCHOBHOM 00pa3oBaTeabHON nmporpamMmbl «be3onacHocTh
KOMITBIOTEPHBIX ~CHUCTeM» 1Mo HampasieHuto mnoarotoBku 10.03.01 «Muadopmanmonnas
0e30MacHOCTbY»,  COOTBETCTBYIOIIMM  TpeOoBaHUsIM  (enepaibHOr0  TOCYJapCTBEHHOTO
00pa30BaTeNbHOrO CTaHapTA.

3ajayaMu rocy1apCcTBeHHO UTOrOBOM aTTeCTAIIUN:

— OlleHKa C(OPMHUPOBAHHOCTH BCEX KOMIIETCHIMH, YCTAaHOBJICHHBIX 00pa30BaTEIbHOM
MIPOTPAMMOIA;

—OIEHKAa  OCBOGHHUS  pe3yiJpTaToB  OOy4deHHs  TpeOoBaHUSM  (enepantbHOTO
TrOCYJapCTBEHHOTO 00pa30BaTeIbLHOTO CTaHAapTa 1o HampaBieHuto mnoaroToBku 10.03.01
«MuadopmanrionHas 6e30MacHOCTh» U MPOPECCHOHATBHBIX CTaHIAPTOB.

2. PE3YJIbTATHI OGPA3OBATEJIBHOM ITPOT' PAMMBI

K pe3synbraTtam 00yueHUs BHIIYCKHUKA OTHOCATCS CIEAYIOIUE KOMIIETEHIIUHU:

VYK-1. crmocobeH ocymecTBUTh TOUCK, KPUTHYECKHH aHaIW3 W CHUHTE3 WH(pOpMaluu,
HOPUMEHATh CUCTEMHBIN IIOJXO/ AJIsl PEIIeHUs TOCTaBICHHBIX 3ajiau.

YK-2. crmocobeH ompenensaTh KPyr 3agad B paMKax IOCTaBICHHOW IEM W BHIOMpATh
ONTUMAJIbHBIE CIOCOOBI UX PELICHUs, UCXOJ U3 JAEHCTBYIOIUX MPABOBBIX HOPM, UMEIOLIUXCS
PECYPCOB U OrPAHUYECHUN.

VK-3. crnocobeH OoCyIIeCTBIATh COLUAIbHOE B3aUMOJEHCTBUE M PEATU30BBIBATH CBOIO
pOJIb B KOMaHJIE.

VK-4. cnocobGeH OCyIIecTBIATh JAEIOBYI0 KOMMYHMKALIMIO B YCTHOM W HHCbMEHHOH
dbopmax Ha rocygapcTBeHHOM si3bike Poccuiickoit deneparuu 1 ”HOCTPaHHOM(BIX) SI3bIKE(AX).

VK-5. cnoco6eH BoCIpHHUMATh MEXKYJIbTYPHOE pa3zHOOOpa3zue oOIIecTBa B COLUAIBHO-
UCTOPUYECKOM, STHIECKOM U PHIOCOPCKOM KOHTEKCTaX.

VYK-6. cnocobGeH ympaBisTh CBOMM BpEMEHEM, BBICTpPauBaTh M PEaTU30BbLIBATH
TPAEKTOPHUIO CAMOPa3BUTHS HA OCHOBE MPUHIIMIIOB 00pa30BaHus B TEUEHUE BCEHl JKU3HMU.

VYK-7. cnoco0eH nojaiepKuBaTh JTOJKHBIN YpOBEHb (PU3UUECKOM MOATOTOBIEHHOCTH JUIS
obecrieueHust MOJTHOIICHHOM COIMAaIbHOM B MPOo(heCcCHOHATBHON 1eITeTbHOCTH.

VK-8. cmocobeH co3maBaThb M MOJAEPKUBATH B IOBCEJHEBHOM KU3HM U B
npoeccuoHaNbHOM eATeIbHOCTH O€30MacHbIe YCIOBHS )KU3HEAEATEIbHOCTH JUISl COXPaHEHUs
HOPUPOIHON cpefbl, oOecrieueH s] yCTOWYMBOIO pa3BUTHUS OOIIECTBA, B TOM YHCIE MIPU Yyrpo3e U
BO3HHUKHOBEHUH YPE3BBIYAWHBIX CUTYaIllMil 1 BOCHHBIX KOH(DIMKTOB.

VYK-9. cnocoben mnpuHuMath OOOCHOBaHHbIE SKOHOMHYECKHE PEIIEHUS B pa3IMYHBIX
00JacTsIX KU3HEACSITETbHOCTH.

VYK-10. Criocoben popMHUpoBaTh HETEPIUMOE OTHOIIEHHE K HPOSIBICHUIO SKCTPEMHU3MA,
Teppopr3Ma, KOPPYNIUOHHOMY MOBEJEHUIO M NMPOTUBOJCHCTBOBATh UM B MPO(PECCHOHATBHON
NeSITeTbHOCTH.

OIIK-1. cmocoOeH oueHHBaTh poJib HHPOpPMAIMK, HUHMOPMAIMOHHBIX TEXHOJOTMH H
UH(POPMALIMOHHOM 0€30MacHOCTH B COBPEMEHHOM OOILECTBE, WX 3HAuY€HHE JUIsl oOecredeHus
00BEKTUBHBIX MOTPEOHOCTEHN TMYHOCTH, OOIIECTBA U FOCYAaPCTBA.

OIIK-2. cmnocobGeH MNpUMEHATh WHPOPMALMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTUH,
IIPOrpaMMHBIE CPEACTBA CUCTEMHOTO M MPUKIIAJTHOTO Ha3HAUEHUS, B TOM YUCJIE OT€YECTBEHHOTO
NPOM3BOJICTBA, IS PELICHNUs 3a1a4 NPo(hecCHOHAIBHON AeATEIbHOCTH.

OIIK-3. cnocobGeH MCmob30BaTh HEOOXOIUMBIE MATEMATHUYECKUE METOJbI JIJISl PeIIeHUS
3aJa4 NpoQecCUOHATBHOMN IeATETbHOCTH.

OIIK-4. ciocoGeH npUMeHATh He0OX0IuMbIe (PU3NUECKUE 3aKOHBI U MOJIEIH JJIsl PEeLeHUs
3aJa4 IpoQecCUOHATBHOMN eATETbHOCTH.
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OIIK-5. cnocoOeH TMpPHUMEHSATh HOPMATHBHBIC TIPAaBOBBbIC aKThl, HOPMAaTHUBHBIC U
METOAMYECKHE JOKYMEHTBI, pPEerjJaMEeHTUPYIOIUE NeATeIbHOCTh IO 3aluTe HH(OpMaluu B
cdepe npodeccnoHATBHON TeATeTbHOCTH.

OIIK-6. cnocobeH mnpu pemeHur Npo(ecCHOHAIBHBIX 337ad OPraHU30BbIBATH 3aILUTY
uHpOpPMALUK OTPAaHUYEHHOTO JOCTYIa B COOTBETCTBHM C HOPMATHBHBIMU NPAaBOBBIMU aKTaMH,
HOPMAaTUBHBIMH U METOJMYECKUMH JoKyMeHTamu DexnepanbHol ciayx0bl 0Oe30macHOCTH
Poccuiickoit enepanuu, @enepanbHOl CIIyKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

OIIK-7. criocobeH HCIoNIb30BaTh A3bIKM MPOTPAMMHUPOBAHUS U TEXHOJIOTUU pa3pabOTKU
IPOTPAMMHBIX CPEJICTB JJIs pEIIeHUs 3a/1a4 MPO(PECCUOHATBHON AEATEIbHOCTH.

OIIK-8. cnocoOGeH OCyHIECTBIATh MOI00p, U3YYCHHE U OOIIEHHE HAyYHO-TEXHHYECCKOU
JUTEpaTypbl, HOPMATHBHBIX M METOJUYECKHX JIOKYMEHTOB B LENAX peElIeHus 3ajad
npo¢eCcCHOHATIBLHOM 1eATEIbHOCTH.

OIIK-9. crnocobeH NmpUMEHSTHh CPEACTBA KPUNTOTPAPHUECKOW M TEXHHMYECKOW 3aIUTHI
UH(pOpMAaLUK 71 peIlieHHs 3a/1a4 IPOpECCHOHATIBHOMN 1EATEIbHOCTH.

OIIK-10. cmocobeH B KayecTBe TEXHHYECKOTO CIEHUAIMCTa NPUHUMATh YYacTHE B
(GbopMHPOBAHUU MOJUTUKH MHPOPMALIMOHHONW 0€30MacCHOCTH, OPraHU30BbIBATh U MOJIEPKUBATH
BBIMIOJITHEHUE KOMIUIEKCA Mep MO 00eclneyeHH0 HH(OPMAlMOHHOM 0€30MacHOCTH, YIPAaBIATH
IPOLIECCOM UX peaan3ali Ha 0ObEKTE 3allUThI.

OIIK-11. criocobeH mpoBOAMTH SKCIIEPUMEHTHI MO 33JaHHOW METOIWKE W 00paboOTKy HX
pEe3yJbTATOB.

OIIK-12. crocobeH MpoBOAUTH MOArOTOBKY HCXOAHBIX JAHHBIX JJISi MPOEKTHUPOBAHMS
HOJCHCTEM, CPEICTB OOecneueHus 3alluThl MH(GOpPMamuu MU A8 TEXHUKO-3KOHOMHYECKOTO
000CHOBaHHS COOTBETCTBYIOIIMUX IMPOEKTHBIX PELICHU.

OIIK-13. cnocoOeH aHaIM3UpPOBaTh OCHOBHBIE ATAIlbl U 3aKOHOMEPHOCTU UCTOPUUYECKOIO
pazButus Poccun, ee MeCcTo M pojib B KOHTEKCTE BCEOOIIEH HCTOPUM, B TOM YHCIE IS
(bopMHpOBaHUS TPAKIAHCKOM MO3UIIMK U PAa3BUTHUS MATPUOTH3MA.

OIIK-1.1. cnocobeH pa3pabaTeiBaTh U PEATH30BHIBATH ITOJIUTUKHU YIIPABICHUS JOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMAX.

OIIK-1.2. cmoco0eH aAMMHHMCTPUPOBATH  CpPEACTBA  3alIMTHl  MHPOpMALUU B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. cnocoben obecrnieunBaTh 3amUTy WHPOpMAIMK Mpu padote ¢ 6a3aMu TaHHBIX,
IIPY IIepeiadye 10 KOMIIbIOTEPHBIM CETSIM.

OIIK-1.4. cocoOeH o1leHUBaTh YPOBEHb OE€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM U CETEH, B
TOM YHCJI€ B COOTBETCTBUU C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAaHHUSIMH.

[1IK-1. T'oroB oOecrnieunBaTh 3amMTy MHGOpPMAIMUM B aBTOMAaTU3UPOBAaHHBIX CHUCTEMax B
IIPOLIECCE UX DKCIUTYaTalUH.

[TK-2. ['0TOB K BHEAPEHUIO CUCTEM 3AIIUTHI UHPOPMAIIMY aBTOMATHU3UPOBAHHBIX CUCTEM.

[1K-3. CnocobGeH aIMUHUCTPUPOBATh CPEACTBA 3aLIUTHI MH(GOPMALMK B KOMIbIOTEPHBIX
CUCTEMaXxX U CETSX.

3. POPMA, CPOKH " TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMN

OO6mmas TpyA0EeMKOCTh TOCY/IapCTBEHHOW HMTOTOBOW aTTECTALIMHU COCTaBISET 6 3a4eTHBIX
enuHmiIl, 216 Jacos.

['ocynapcTBeHHass UTOroBasi aTTecTalusl MpeAcTaBisieT coO0ol (popMy OLEHKH CTENEHU U
YPOBHSI OCBOEHHSI 00y4JaIOLIMMHUCS 00pa30BaTeIbHON MPOTrPAMMBI.

['ocynapcTBeHHass WUTOroBasi aTTeCTallds TPOBOJUTCS HA  OCHOBE  IPUHLIMIIOB
00BEKTUBHOCTH M HE3aBUCUMOCTH OLICHKH KauecTBa MOJATOTOBKH 00YUYaIOIIHUXCSL.

['ocynapcTBeHHass ~ WTOroBas ~ aTTecTallds  SBISETCS  3aBepUIalOlled  YacThio
0o0pa3oBaTeNbHONW MPOrpaMMbl U MPOBOAUTCS B 8 cemecTpe IMOocie YCIEUIHOrO MPOXOXKICHUS
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MIPOMEKYTOYHOM aTTECTAIH 110 BCEM JAUCIUILTUHAM (MOAYIISIM) U MIPaKTUKaM 00pa3oBaTeIbHOM
POTPaMMBI.

B rocymapcTBeHHYIO HTOTOBYIO aTTECTAIMIO BXOJIUT MOJTOTOBKA K MPOIEAYpe 3alIUThl U
3alUTa BBITYCKHON KBAIN()UKAITMOHHOW PaOOTHI.

['ocynmapcTBeHHass WTOTOBasi aTTECTallds MPOBOAWTCS B (OpME 3alIUTHl BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA I'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJIAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHus K TeMAaTHKE BbINYCKHbIX KBATU(PUKALIMOHHBIX Pa0doT

Temaruka BKP nomkna coorBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoeCCHOHATIBHON JEATeNbHOCTH, K KOTOPHIM T'OTOBHUTCS BBITYCKHHK B paMKaX OCBOEHUS
00pa30BaTesbHOI MPOrpaMMBl.

TemaTuka BBIIYCKHOW KBaIM(PUKALMOHHOM pabOThl JOJKHA OBITh  aKTYaJIbHOM,
COOTBETCTBOBAaTb OCHOBHBIM CTPAaTE€rMUECKUM LEISAM Ppa3BUTHS HAYKU U HPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTUYECKUM IOJIXOAaM, OTpaXkaTh CHELU(PHUKY MPOrpamMMbl
«be3omacHOCTh KOMMBIOTEPHBIX cucTeM» 1o Hampasinerno 10.03.01 «udopmannonnas
0€30I1aCHOCTbY.

OOyyaroniemMycsi MOKET IpPeNOCTaBIATbCA MpaBo BblOopa Tembl BKP B ycTaHOBIEeHHOM
HOpsiIKe, BIUIOTH JI0 HPEUIOKEHUS] CBOEH TEMaTHMKH C HEOOXOJUMbIM OOOCHOBaHHEM
nenecoodpasHoctu ee pazpadborku. Temarnka BKP momkHa cootBeTcTBOBaTh 001actu (cdepe),
00BEKTY M TUIIAM 3a/1a4 NPO(HeCCHOHAIBHON JAESITeIbHOCTH, K KOTOPBIM FT'OTOBUTCS BBIITYCKHHK B
paMKax OCBOEHHS 00pa30BaTeIbHONU IPOrPaMMBI.

ITpumepHas Tematuka BKP:

1. 3amuTa OT HECAHKIMOHUPOBAHHBIX IMPOBOJHBIX MOJKIIOYEHUH K JIOKAJIbHOM CceTH
(Ha3BaHUE OpPraHU3alINN);.

2. Ayaur 0e30macHOCTM JIOKQJIbHOM  BBIYUCIWUTEIBHOW CETH OpraHM3allu  C
UCIMOJIb30BaHUEM CKaHepa 0€30MacHOCTH;.

3. PaszpaboTka W BHeApeHHWE TOJUTHUKU TNPUMEHEHHs TexHojsorun VPN s
IIPOTUBOAEHCTBUA BHEIIHUM artakaMm Ha MC opranuzanuuy;.

4. MoaenupoBaHue ysa3BUMOCTEN IPOTOKOJIOB 3alIUThl UH(popManuu B ceTsax Kerberos;.

5. AHanu3 MerooB obecrieueHus MHPOPMALMOHHON 0€30MacHOCTH B OECIpOBOAHBIX
CeTsX nepenayu UHPOpMalLnu;.

6. MogenupoBaHue pPUCKOB HH(POPMAIIMOHHONW O€30MaCHOCTH B HH(POPMALlMOHHBIX
CUCTEMaX, IOCTPOEHHBIX MO TEXHOJIOIMH OJIOKYEIlH;.

7. Meronuka MHBEHTapHU3alllu, KJIACCU(PHUKAIMU U aHadu3a MH(OPMAIMOHHBIX aKTHBOB
OpraHu3aIuy;.

8. MeTo1Ka reHepaliy ClieHapHeB LEeNeBbIX aTaK Ha MHPOPMALMOHHBIE CHCTEMBI;.

9. IlpuMeHeHHE TEXHOJOTHMU AaKTHBHOIO ayauTa HHQOPMAIIMOHHON O€30MacHOCTH B
OpraHu3aLuy;.

10. OOecmeuenne 0O€30IIaCHOCTH CETEBOTO B3aUMOAEHCTBUS C HCIIOJIL30BaHUEM
texHosnorun OpenVPN;.

11. Opranuzanmsi paccieoBaHUs WHIMACHTOB HWH()OPMAIMOHHON O€30macHOCTH Ha
IPEIITPUATHH;.

12. Opranu3zanus NporpaMMHOM 3aIATHI CEPBEPA C MCHOJb30BaHUEM BO3MOXxHOCTEN OC
Microsoft Windows;.

13. Opranuzanus OporpaMMHON 3amuThl (DaiiIoBOro cepBepa € HCIOIb30BAaHUEM
BO3MOYKHOCTEH ornepanroHHol cucteMsl Astralinux;.
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14. OuenHka 1 aHaJIM3 PUCKOB C UCIOJIB30BaHKEM NporpammHoro obecrneuenus CORAS;.

15. Opraamzanus ayauta uHOOpPMAIMOHHOW  0€30MacHOCTH  OpTraHM3allid ¢
UCTIOJIB30BAaHUEM CIIEIIHATIBLHOTO POTPAMMHOTO 00ECTICYCHHUS;.

16. 3ammTa J0KaNbHOW BBIYMCIUTEIBHOM CETH OpraHu3alMy OT HECAaHKIIMOHHPOBAHHOI'O
JocTyna K e€ pecypcam ¢ UCII0JIb30BAHUEM MapILIPyTHU3aTOPOB YPOBHSI JIOKAJIBHBIX CETEH.

17. 3amura uHQOpPMAIMK B BBIUYKUCIUTEIBHOW CETH OpPraHHU3alMi C HCIOIb30BAHHEM
BO3MOXHOCTEHN MPOBANIECPOB.

18. IlpumeHeHHE MEXCETEBbIX AIKPAHOB AKCIEPTHOIO YPOBHSA Ui 3alUTHl PECYpCOB
JIOKaJIbHOM BBIYMCIUTEIBHOU CETH B OPTaHU3ALIUN.

19. Opranuzanusi CHEUMATBHBIX HHCTPYMEHTAJbHBIX IPOBEPOK TMEpcoHANa JUis
POTHBOACHCTBUS MHCAIIEPCTBY B (DHMHAHCOBOM yUPEXACHUU (HA MPEATIPUATUN SHEPTETHKH );.

20. AJMHMHHUCTPUPOBAaHHE CHCTEMbl  PE3EPBHOTO  KOMUPOBAHMS U1l 3AIIUTHI
UH(POPMALIMOHHBIX aKTHBOB OPTaHU3AIHH.

21. Opranu3anus MporpaMMHOK 3aIlIUTHI BEO-CEPBEPA C UCIIOIB30BAHHEM BO3MOKHOCTEH
OTIEpAIIMOHHOM cucTeMbl Astralinux;.

22. Opranuzamnusi IporpaMMHOMN 3alIUTHl BeO-CepBepa C UCIOJIb30BAHUEM BO3MOKHOCTEH
oneparuonHoi cucreMbl ALT Linux;.

23. [IpumeneHue cucteM KOHTPOJIS U YIpaBIIEHUS MpolieccaMu («BBIBOAA HA MEYaThy WIH
«BBIBOJIa HA BHEIIHWE HOCUTENW MH(DOPMAIUI» WIN «OTIPaBKU (ailyIoB yepe3 WHTEPHET» WU
«OTHpaBku (aiyioB Mo IEKTPOHHOMU MMOUTEe») B (Ha3BaHUE OPTaHU3AIINHN).

24. Kpunrorpadguueckue CrmocoObl KOHTPOJIA IEJIOCTHOCTH M WX TpaKTHYecKas
peanu3aius;.

25. HMuTanMoHHOE  MOJAEIHMPOBAHWE  CIIEHAPUEB  PHUCKOB  MH(POPMALMOHHON
0€30I1aCHOCTH;,.

26. OueHka OMacHOCTH YSI3BUMOCTEN OecnpOBOJHBIX MH(OPMALMOHHBIX TEXHOJIOIMH Ha
ocuose Kali Linux;.

27. Pa3paboTKa KBECTOB M0 O0YYECHHIO TEXHOJIOTUN MPOHUKHOBEHUS B 3aIIUIICHHYIO CETh
(9TUYHBIN XaKHHT);.

28. AIMUHHCTPUPOBAHUE MPOrpaMMHO-anmaparHoro komiuiekca «Cobonp» Ha padodmx
CTaHLMAX B OpraHU3aliHy.

29. IlpuMeHeHue TEXHOJIOTUN U CPeACTB MH(OPMALIMOHHO-aHATUTUYECKOTO 00ecTieueHus
IPU PacciieIOBAHUM MHIMIEHTOB HHPOPMALIMOHHON O€30MaCHOCTH.

30. AAMUHUCTPUPOBAHKE MPOTPAMMHO-AMIIAPATHOTO KOMILIEKCa «AKKOpI» Ha paboumx
CTaHLMIX OpraHU3aliH.

31. PaccienoBanue MHITMACHTOB HH(POPMAIIMOHHON O€30MaCHOCTH B OPraHU3allNH;.

32. AcuMMeTpHUHbIE KPUIITOCHUCTEMBI U METObI 00ecTiedeHNs KOH(UACHIUATILHOCTH TIPU
UX HCIIOJIb30BAHUU;.

33. OneHka onacHOCTH ySA3BUMOCTEH CMAapT-KOHTPAKTOB B TEXHOJIOTUH OJIOKYEHH;.

34. AIMUHUCTPUPOBAHME CHUCTEM OE30MACHOCTH CETEBOTO B3aMMOJICHCTBHS Ha OCHOBE
TexHosoruu VPN.

35. MeTtoapl ¥ TEXHOJOTHMM OOHapyXEHHsS CKPBITHIX KOHTEMHEPOB B COOOIIECHUSX
METOJJaMH CTaTUCTUYECKOIO aHAJIN3a;.

36. Pa3paboTka mporpaMMHOT0 oOecrieueHHUsl BBIJICJICHUSI arperaroB PHMCKOB MO OOITUM
yrpo3am, ysI3BUMOCTSIM U aKTHBaM;.

37. BHepeHue CUCTEMBI AHTUBUPYCHOM 3alIUThl B OPraHU3aLNH;.

38. 3amura cereBoro xpanwnuia cpeacrBaMu QNAP NAS oT HecaHKIIMOHMPOBAHHOTO
JOCTyTa U HapyIIeHHs LIEIOCTHOCTU JaHHBIX;.

39. 3amuTa cereBoro xpanwiuiia cpeactsamu Synology NAS oT HECAHKIIMOHUPOBAHHOTO
JOCTyNa U HapyIIeHUs LIeIOCTHOCTU JaHHBIX;.

40. 3amuTa JTOKaJIbHOW BBIYMCIUTEIHHON CETH OpraHu3aluu ¢ ucnois3oBanueM IDS/IPS
CHUCTEM;.
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41. 3amuTa OT HECAHKLIMOHMPOBAHHBIX IMPOBOJHBIX MOJAKIIOYEHHH K JIOKAJIbHOW CETH
(Ha3BaHME OpPTaHMU3AIINN);.

42. TlporpammHas 3ammTa WH(POPMALMOHHOM CHUCTEMBbl OpPraHM3alUUd HAa OCHOBE
BO3MO>KHOCTEM ONEPALIMOHHON CUCTEMBI;.

43. Bueapenue merogonoruu DevSecOps B opraHu3aiuio;.

44. VuBentapuzanus U Kiaccudukanus MH(GOPMALMOHHBIX AKTMBOB OpraHM3alldd IpH
OLICHKE PUCKOB.

45. BHenpeHue TEXHOJOIMM YIpaBlIeHHS HHPOpManueil u coObITUAMHU O€30MacHOCTH
(SIEM-cucTembl) B OpraHu3aiiuy;.

46. Buenpenue MOHUTOPUHIAa MH(MOPMALIMOHHONW 0€3011aCHOCTH B (PMHAHCOBO-KPEIUTHOM
YUPEXKICHUY;.

47. 3amurta WHGOPMAIMK C HCIOIH30BAHMEM METOJOB M TEXHOJIOTMH YIPOUICHHOMN
KpUnrorpadguu B opraHu3aiuu;.

48. AHaM3 TEXHOJIOTUH pa3pabOTKH CMapT-KOHTPAKTOB U BBISBIICHUE UX YSA3BUMOCTEH;.

49. MonenupoBaHue ysI3BUMOCTEHN MPOTOKOJIOB 3auThl TLS;.

50. Buenpenne TexHonoruii mpenorBpaiieHus yreuku uHbopmanuu (DLP-cuctemsl) B
OpraHu3aluy;.

51. TexHonoruu peBepcHHra (0OpaTHOro MPOrPpaMMHUPOBAHMSA) M UX HPUMEHEHHE IpU
UCCIICIOBAaHUH HEIEKIApUPOBAHHBIX ()YHKIIMN TPOTPAMMHOTO 0OECTICUCHHUS;.

52. 3ammra ¢ailioBoro apxuBa OpraHu3aluy CpeICTBAMU ONEPALIMOHHON CUCTEMBI;.

53. BHeapeHue cCUCTeMBI MPeI0TBPAILEHHs YTeUKH HHPOPMALUU B (HHAHCOBO-KPEAUTHOM
YUPEXKIECHUY;.

54. MonenupoBaHHe yA3BUMOCTEH TPOTOKOJIOB 3alIUThI SSL;.

55. ABTOMaTU3UPOBAHHBII BHIOOP MEp M CPEACTB KOHTPOJIS U YIpaBJIEHUS 10 3aJaHHBIM
PpHCKaM C MCIOJIb30BaHUEM HEMPOHHBIX CETEW;.

56. UccrnenoBanre MEXaHU3MOB LIEJIOCTHOCTH U JOCTYIHOCTH MH(pOpMaIMK Ha maatdopme
OJIOKYEHH;.

57. JlmarHocTuka creraHorpauuyeckux BO3MOXKHOCTEH W MNPOTHBOAECHCTBHE UM IIpU
peanu3anuy HHGOPMALIMOHHBIX MPOLIECCOB B OPTaHU3ALINH;.

58. Pa3paboTka cpe/iCTB aBTOMATHU3ALUU /ISl HACTPOMKH CPEJICTB 3aIIUThl UHPOPMALIUU OT
HECaHKIMOHUPOBAHHOTO JJOCTYIIA;.

59. PazpaboTka  cpeacTB  aBTOMAaTH3alMM Ui KOHTPOJS  3AIIMIICHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM IO TpeOOBaHUSAM O€30M1aCHOCTH MH(OPMALINH;.

60. Pa3zpaboTka cpeAcTB aBTOMATH3alMU AJIS UCCIIEOBAHUS IPOIPAMMHOI0 0OecreueHus
1o TpeOoBaHUAM 0€30MaCHOCTH UH(OPMAITUH;.

61. PazpaboTka pekoMeHAaLU 110 3aIUTe BEO-NPUIIOKEHHS OT aTaKk BHEIPEHUS;.

62. Pa3paboTka cuCTEMBl JWAarHOCTUKM HAJIWYUS BPEJOHOCHOTO IPOrpPaMMHOIO
oOecrieueHns («B JIOKANbHOM CeTH oOpraHuM3anuu» Wian «Ha cersax loT-ycTpoilcTB» mnm «B
MPOMBIIIIIEHHON CETH OpraHu3aLum;.

63. Anamu3 ypoBHs 3amminieHHoctH JIBC opraHmsannym Ha OCHOBE HCIIOJIB30BAHMS
CKAHEPOB YSI3BUMOCTEW;.

64. PazpaGoTka KOMIUIEKCAa MpaBWJ, MPOLEAYP U TNPAKTHUYECKUX MPUEMOB 3alUThHI
uH(pOpMaluu B MOOMIJIBHBIX YCTPOMCTBAX;.

65. AHanu3 ypoBHS 3alMIIEHHOCTH BeO-TIPUIIOKEHUS OPTaHU3AIMH MPH MCIIOJIB30BaHUU
CKAHEPOB ySI3BUMOCTEW;.

66. Pa3paboTka ¥ BHeIpeHHWE TOJIMTUKM NOpuMeHeHus TexHosorun COB  mns
MIPOTUBOJICUCTBUA BHEITHUM atakaMm Ha IC opranuzanuu;.

67. Pa3zpaboTka u BHeApeHHE TOJIMTUKA TNpuUMeHeHus TexHojaorun WAF ang
MIPOTUBOJICUCTBUA BHEITHUM atakaMm Ha IC opranuzanuu;.

68. PazpaboTka u BHeApeHHE NOJIUTUKM NpuUMeHeHus TexHojdoruu NGFW s
MIPOTUBOICUCTBUS BHEITHUM aTakaMm Ha MIC opranuzanmu;.
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69. Pa3paboTka © BHeApEHHE TOJUTUKUM MpUMeHeHHs TexHonorun DLP nans
MIPOTUBOJICUCTBUA BHEIIHUM aTakam Ha MC opranuszanuu;.

70. Ilpumenenue metoauku ToHKoW HacTpoiiku CAB3 1711 cCOBEpIIEHCTBOBAHUS 3alllUTHI
N C opranuzanuu oT BO3ACHCTBUSI KOMIIBIOTEPHBIX BUPYCOB;.

71. ObecnieueHne 6€30MACHOTO MOIKIIOUEHUS pa0OYNX CTAaHIUH (Ha3BaHHUE OpraHU3aIlim),
obOpabaTeiBarouX KOH(GUIESHIINAILHYIO HH(DOpMaInio, K ceTh MHTepHeT;.

72. Opraamzanus  ayauta WHGOPMAIMOHHOW  OE30MACHOCTH  OpraHW3aluu  C
MCIOJIb30BaHUEM CIEIIMATILHOTO MPOTrPAMMHOI0 00ECICUEHUS;.

73. OGecneuenue Oe3omacHOocTH  WHPOpMANMU  HA  OOBEKTaX  KPUTUYECKOM
nH(pOpMaITMOHHOW HHPPACTPYKTYPHI;.

74. ABromaru3anusi TPOIECCOB MEHEIKMEHTa HH()OpPMAIMOHHONW O0e30MacHOCTH B
OpraHu3aIuy;.

75. Pa3paboTka peKOMEHIAIWiA M0 OpPraHW3alUd 3alUThl BEO-TPUIOKEHUS OT aTak,
IKCITyaTUPYIOLIUX CUCTEMY ayTeHTU(DUKAIIH;.

76. Pa3paboTka, pa3BepThIBAHUE U IMOAJCPKKA MPOIECCOB HEMPEPHIBHOIO TECTHPOBAHUS
0€30MacHOCTH U OILIEHKU COCTOSIHUS 3aIIUIICHHOCTH HHPOPMAIIMOHHOW CUCTEMBbI OpTaHU3AIUH;.

77. Oprasuzanysi OPOrpaMMHON 3amuThl  (DailIoBOro cepBepa C HCIOJIB30BaHUEM
BO3MOJKHOCTEH onepannoHHoi cuctembl ALT Linux;.

78. MOHUTOPHUHT COCTOSTHUS 0OBbEKTa HA OCHOBE OLIEHKH PUCKOB;.

5.2. TpeboBanusi kK BKP

BKP cocrout u3 n1Byx 00s3aTeNbHbIX YacTEH:
— TEKCTOBOM YaCTH;
— IEMOHCTPAIMOHHAS YacTh, IIPEICTABIIAIONIAs CO00H rpaduuecKuii MaTepHrall u/uiu
AJIEKTPOHHYIO MPE3eHTAIHIO0. JIeMOHCTpallMOHHAS YacTh COJIEPKUT HEOOXOIMMBIE /I HauboJiee
MIOJIHOTO MPEACTAaBIEHUS pabOThl KOHCTPYKTOPCKUE MPOPAOOTKH (YEPTEKH ), CXEMHBIE PEIICHHUS,
JIEMOHCTPAIIMOHHBIC TJIAKATHI (C OTPaXCHUEM Ha HUX, B TOM YUCIIC, CHHTE3UPOBAHHBIX U/UITH
HCIIOJIb30BAHHBIX MaTEMaTUYECKUX MOJIEIIEN, AITOPUTMOB, CTPYKTYP IPOTrpaMM, IOJTYYEHHBIX
pe3yapTaToB U T.1.). [lo cornacoBanuio ¢ pyKOBOJAUTEIEM BO3MOXKHO MPEACTABICHUE MAaKETOB,
dbuznueckux mMozenei, Buaeodaios, JOKYMEHTHPOBAHHBIX aKTOB U T.II.
K conepsxanuro BKP nipenbsiBisitores crneayroniye TpeOoBaHus:
— COOTBETCTBHE CO/ICPKaHUS CPOPMYITHPOBAHHON TEME;
— MOJIHOTA PaCKPBITUS TEMBI,
— JIOTUYECKAs MOCIJIEI0BATENBHOCTD U 3aBEPLIEHHOCTbD.
B cootBerctBuu ¢ mianom BKP gomxHa ObITh pa3ieneHa Ha OTAENbHBIC JJOTUYECKH CBSI3aHHbBIC
4acTu, CHaOXKEHHBIE KOPOTKUMU U SICHBIMHU 3ar0JIOBKaMH, OTPAXKAIOIIUMH CMBICI U3]IaraeMoro B
HUX MaTepuaa.

5.3. O6beM TeKcTOBOI YacTH

Pexomenayemsiit 00beM ocHOBHOM yacTi BKP (He Brirouast npuinoxkeHuii) J0KeH ObITh HE
meHee 40 u He 6onee 80 HUCTOB cTaHAapTHO HabpaHHOTO TekcTa (1,5 uHTepBaina, He MeHee 12
KerJisl, eMuHbIN Tl mpudra no Beeit padore), opopmiaennoro no 'OCT 7.32-2017, TOCT P
2.105-2019, TOCT 2.106-2019. Pekomenayemsrii o0bem BKP 1o pazgenam:
— BBegeHue — 1-3 cTp.,
— OCHOBHas 4acTh (IJIaBbl) — HE MeHee 35-55 cTp.,
— 3aKimroueHue — 1-3 crp.
PexoMenayemblil 00beM IPUIIOKEHUHN HE peraMeHTHPYETCs, OJTHAKO J0JKEH ObITh 000CHOBaH
peasbHON HEOOXOJUMOCTBIO MPEICTABICHUS MaTEPUAIOB.

5.4. O0beM 1eMOHCTPALMOHHOM YacTH

Pexomenmyercst B rpadudecKyro 4acTh BKIOUaTh 3—4 nucra opmarta Al B 3aBUCUMOCTH OT
HEOO0XO/IMMOCTH PACKPBITHS O0BEKTA.

10.03.01 BKC 2221 WudU O 2022



PexoMeHyeTcst B 2IEKTPOHHYIO TIPE3CHTAIIMIO IOJDKHA COAepkKaTh He MeHee 6 u He Oonee 12
CJIAalIOB.

5.5. llopsinok BbImosiHenusi BKP

. [lonnyuenue 3aganust Ha BKP ot pykoBoauTens.

. CorylacoBaHue U yTBEPKACHHUE CTPYKTYpbl padoThl pykoBoautesnieM BKP.

. Bemonuaenne BKP B coOOTBETCTBHU C 3ajaHUEM.

. Odbopmnenue BKP B cooTBeTcTBUU C TPEOOBAHUSIMH.

. DKCrepTr3a roToBOM BBITYCKHON KBaTM(UKAIIMOHHONW paboThl HAa 3aMMCTBOBAHMUSL.

. [lepenaya HanmcaHHOW U OPOPMIICHHOM PaOOTHI JUIS TTOJTYICHUS OT3hIBA PYKOBOIUTEIIS.
. IloaroroBka aoknaza v Npe3eHTAIMOHHOI0 MaTepuaia s 3amutel BKP.

NN W=

5.6. lIpouenypa 3amursl BKP

3ammra BKP npoBoautcs B nopsike, yrBepkaeHHOM B [lonoxeHun o rocy1apcTBEeHHOM
uToroBou arrecranuu odydarmmxcs B DI'bOY BO «<HUY «M3ON».

5.7. Kpurepum oueHKHu pe3yabTaToB 3amuTsl BKP

K THA nonyckaercst oOydaroluiicss mocje yCIEUIHOro MPOXO0XKJIEHUS IPOMEXKYTOUHOM
aTTeCTalluy 10 BCEM AMUCLUIUIMHAM (MOIYyJsM) M IpaKTUKaM 00pa30BaTEIbHOM MpPOrpaMMBbl.
ChopMUpOBaHHOCTh  KOMIICTCHIIMIA,  yCTAHOBJICHHBIX  00pa30BaTEIbHOM  MPOTrpaMMOH,
HOJTBEPXKIACTCS pe3ysibTaTaMy 00yueHHs 10 JTUCLUIUIMHAM (MOAYNSAM) U IIPAKTUKAM y4eOHOro
IUIaHA.

Ha 3ammre BKP  onenuBaercss  cnocoOOHOCTh — BBINYCKHUKAa  OCYIIECTBIISTH
npodecCHOHATIBHYIO ACATEIBHOCTh HE MEHEE YeM B 0J1HOM 00aactu (chepe) nmpodeccnoHaabHOR
NeSITeIbHOCTH M pelliaTh 3a7auyd NpopecCHOHAIbHOM AeATENbHOCTH HE MEHEe YeM OJJHOTO THIa,
YCTaHOBJIEHHbIE 00PAa30BaATEIBLHON TPOrPaMMOii.

[IIxana 1 KpUTEpUH OLICHUBAHHUS pe3yabTaTOB 3amuThl BKP

Ne | IToka3zareanb IIxkana | Kpurepuii oneHuBaHus Bec
OLICHKH noKasareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpeaHuii 6au1 o NPUIOXKEHUIo | 25
00y4eHus 1o 4 K JUTJIOMY C OKPYTJICHHUEM JI0
JUCLUTUITMHAM 3 COTBIX J10JIeH
(Momynsim) U
MIPAaKTUKaM y4eOHOTro
TTaHa
2 | Hoknan u 5 - TOKJaI U 20
JI€MOHCTPAIIMOHHBIHI JIEMOHCTPAIIMOHHBIN MaTepua
Marepual OXBaThIBAIOT Bech 00beM BKP,
UMEIOT JIOTHYECKOE U YETKOE
MTOCTPOCHHE;

- 00beM U opopmieHHe
JIEMOHCTPAIIMOHHOMN YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJ|a HaXOJIUTCA B
paMKax, YCTAaHOBJICHHBIX B

10.03.01 BKC 2221 WudU O 2022



[Tonoxennu o
rOCyJIapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4aroluXxcs B
®I'bOY BO «HNY «MDNx;

- 00yyJaromuiics yBEpeHHO U
npodeccrnoHabHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSITHO U3JIaraeT CoAep KaHue
U CyTh pabOTHI

- TOKJIaJ 1
JIEMOHCTPALIMOHHBINA MaTepua
O0XBaTHIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATEILHOCTh
MIOCTPOCHHUS TOKIJIaa
HECYIIECTBEHHO HAPYIICHBI;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHON 4acCTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMs JOoKJaaa
HECYIIECTBEHHO BBIXOIUT 32
paMKH, yCTaHOBJICHHBIE B
[Tonoxxenuu o
rocyJapCTBEHHON UTOrOBOM
aTTecTaluy oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaromuiics B 11€JI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U TIOHSITHO W3JIaraeT
coJiepKaHue U CyTh pabOThI

- TOKJIa] 1
JEMOHCTPALIMOHHBINA MaTepHal
OXBaTBIBAIOT OOJBIIYIO YaCTh
oobema BKP, moruunocts u
MOCJIeI0BATEILHOCTh
MOCTPOEHHUS T0KJIaaa
HapyIIEHBI;

- 00beM U opopmieHHe
JIEMOHCTPAILIMOHHON YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJla CYILIECTBEHHO
BBIXOJIUT 32 PaMKH,
ycTtaHoBiieHHbIe B [lonoxxenun
0 rOCYAapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4JaroluXxcs B
OI'BOY BO «HNY «MDWNx»;

- 00ydJaromuiics u3naraer
CoJIep’KaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JOTTYCKaeT ONTUOKHU B
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UCIIOJIb30BAHUHU
npodeccroHabHOM
TEPMHHOJIOTHH;

- JIOKJIaJ] OTJINYAeTCs
MMOBEPXHOCTHOM
apryMeHTalHel OCHOBHBIX
MOJIOKEHUH;

- JIOTUYHOCTH U
MIOCJIEI0BATEIbHOCTh
MOCTPOEHHUS IOKJIaja
HapyIIEHBI;

- BpeMsl JIOKJIaJia CYIIECTBEHHO
BBIXOJIUT 32 PAMKH,
yCTaHOBJICHHbIE B [1on0xeHnn
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluu oOy4yaroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaroImuiics u3naraet
COJIep>KaHue U CYTh paOOTHI
HEYBEPEHHO M JIOTHYECKH
HETOCJEI0BATEIBHO,
MTOKAa3bIBACT CJIa0bIe 3HAHUS
MpeaMeTa BbIITYCKHOM
KBaJIM(UKAITMOHHON paboTHI;

3 | OT3bIB pyKOBOAMTES O

pabote

Ha OCHOBE OT3bIBa
PYKOBOAMTEIIA 110 PELLICHHUIO
I'OK

15

g1l W | O

4 | OTBeThl Ha BONPOCHI
wieHoB [ OK

oOydJaronuiics OTBEYaeT Ha
BOIIPOCHI IPAMOTHBIM SI3BIKOM,
SICHO, YETKO U MOHSTHO;
BOIIPOCHI, 33JaBac€MbIe
wieHamu ['OK, He BBI3BIBAIOT y
00yJaroIerocs CylnecTBeHHbIX
3aTpyAHEHU;

oOyuJaroluiicss OTBeYaeT Ha
BOIPOCHI TPAMOTHBIM SI3BIKOM,
4€TKO M MOHSITHO;
OOJIBIIMHCTBO BOIIPOCOB,
3amaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00YyYaromIerocs
CYIIECTBEHHBIX 3aTPYAHCHHUIA;

Ha MOCTaBJICHHBIC BOITPOCHI
o0yJaronuiicss OTBeYaeT
HEYBEPEHHO, JIOTUYECKU
HETIOCJIeIOBATENILHO,
JIOTyCKaeT MOrPEIIHOCTH,
MyTaeTcs B IPOPeCCUOHATHLHOM
TCPMHUHOJIOTHUH,

oOyuarouiicss HempaBUIbHO
OTBEYAET HA MOCTaBJICHHBIE
BOIIPOCHI WJIN 3aTPYAHSCTCA C

40
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OTBETOM

* — cymMa BecoB Tokazatese 1opkHa 0eith 100%

Kaxnprit wien 'K BbICTaBIISIET OLIGHKH MO KaXXJIOMY IOKa3aTEJI0 B COOTBETCTBHH CO
LIKaJION M KPUTEPHUSIMHU OLIEHUBaHUs pe3yiabTaToB 3amuThl BKP. Ouenka pe3ynbTaTtoB 3alliuThl
BKP kaxnasim wiienom ['OK omnpezensieTcss HHTErpaibHO ¢ y4€TOM Beca KaxI0ro MoKa3aTes.

UtoroBas ouenka 3a 3amuty BKP omnpegensercs kak cpenneapudmeTnueckas OLEHOK,
BbICTaBJIEHHBIX wieHamu ['OK ¢ okpyriieHnem 10 11e510ro uncia.

6. YYEBHO-METOANWYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE I'A
ITpu noaroroBke k 'MA cTyaeHT MOKET BOCIIOIb30BAThHCS

6.1 IleyaTHble M JICKTPOHHbIE U31AHUS:

1. MunzoB, A. C. IIpodeccuonanbnas »dtuka B cdepe HHPOPMAIUOHHON H
IKOHOMHYECKOU Oe3omacHocTH : [MoHorpadus] / A. C. Mun3zos, Ham. uccien. ya-t "MOUN", Un-
T nHpopmMarll. u skoHomMu4. 6e3onacHocty . — M. : BHUUreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .

2. Iletpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Iletpenko . —
M. : JIMK Ilpecc, 2002 . — 416 c. — (MuadopmMaioHHbIe TEXHOJIOTHU JIJIsl HHX)EHEepoB) . - ISBN
5-940741-83-5.

3. KubepOe3omacHocTs IU(POBOM MHIYCTPUU @ TEOPHSI U TPAKTHKA (DYHKIMOHATBHOU
ycroitunBoctu K kubeparakam / JI. I1. 3erkna, E. b. Anekcannposa, M. O. Kanunus, [u gp.] ;
pea. J. II. 3erxna . — Mocksa : ['opsuas Jlunusa-Tenexkom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopore Tur. 1. - ISBN 978-5-9912-0827-7 .

4. Capture the Flag [CTF]. UrpoBbie Momenu MOATOTOBKH CHEIMAIUCTOB B cdepe
KOMIIBIOTEPHON 0€30MacHOCTH : [yuyeOHO-MeToau4eckoe nocodue g npenoaasareneii]| / A. FO.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHxeHEpHO-IKOHOMHUY. HH-T
HallMoHanpHOTO uccnen. yH-ta "MDOH", Kadenpa "besomacHoctn u HHpopmannoHHBIX
Texuonoruii" (BUT) . — M. : BHUWreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

5. Jao K.X. Un¢opmanmonnas 6ezonacHocts B ACY TII : marucrepckas nucceprauus /
Jao K.X., Han. uccnen. yn-t "MOU", Kadenpa aBTOMAaTU3MpPOBAHHBIX CHUCTEM YIPABIICHUS
texHonornueckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - nuccepranusi TOJIBKO B
AJIEKTPOHHOM BUJIE, /ISl YTEHUS MepeUTe B AJIEKTPOHHYIO Onbanoreky MOU .

6. BacunbeB, B. WM. MHTemnekryanbHble CHCTEMBl 3alIUThl MHQOpPMauu : ydyeOHOE
nocodue i BY30B IO CHeNHaIU3aiusaM crenuaibHocTH  "KomriiekcHoe oOecrieueHue
MH(POPMALIMOHHOM 06e30IacHOCTH aBTOMaTU3UpoBaHHbIX cucteM" / B. U. Bacunbes . — 2-e u3n.,
ucnp . — M. : MammHoctpoenue, 2013 . — 172 c. — (/s By30B) . - ISBN 978-5-94275-667-3 .

7. babam, A. B. Kpuntorpapuueckue meronsl 3amutsl uHGopmamuu. T.3 : ydyeGHO-
MeTtoaudeckoe nocodbue mo crnenuanbHocTu 080801 "Ilpuknannas uHpoOpmaTHKa" U JIPYrUM
MEXIUCIUTUTMHAPHBIM crienuaibHocTsM / A. B. babam . — 2-e uzn . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Breicmee obpa3oBanue . bakanaspuar) . - ISBN 978-5-369-01304-5 .

8. babam, A. B. MadopmarimonHast 6e30macHOCTh: J1a00paTOPHBIA MPAKTUKYM : yuyeOHOe
nocobue / A. B. babam, E. K. bapanosa, 0. H. MenpHUKOB . — 2-¢ U31., cTepeoTun . — M. :
KnoPyc, 2013 . — 136 c. + CD . — (bakanaspuart) . - ISBN 978-5-406-02760-8 .

9. llly6un, B. . becripoBoHbIE ceTH TIepeaadn TaHHBIX : yueOHOE TTOCOOue /Tl BY30B T10
HanpasieHuio 210700 "MHpoxkoOMMyHHUKAallMOHHBIE TEXHOJIOTUH U cucTteMbl cBs3u" / B. WM.
Iy6un, O. C. KpacuneHukoBa . — 2-¢ u3n . — M. : By3oBckas kaura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

10. TIlpaBoBoe oOecreueHne KOHTPOJIA, Yyd4eTa, ayAuTa H CYIeOHO-KOHOMHYECKOU

OKCIEPTU3Bl : YUYEOHHWK [UIsi CTYJEHTOB BY30B, OOYyYalONUXCS TIO0 IOPHAUYECKUM,
sKoHOMHUYeCcKUM HampasieHusM / E. M. Ammvapuna, H. M. Apremos, A. b. beuts, [u ap.] ; pen.
12
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E. M. Ammapuna . — 2-e u3f., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsiciiee
obpazoBanmue) . - [lox obmum pykoBoacteoM B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

11. Ilanerun, B. ®. Madopmannonnas 6€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM M CETEH :
yueOHoe nocobue s CpeJHero npodeccuoHaIbHOro 00pa3oBaHusl 10 IpyIIe CHelHaIbHOCTEN
"Undopmaruka u BerunciaurenbHas texuuka" / B. @. ansrun . — M. : @opym : THOPA-M,
2012 . — 416 c. — (IIpodeccuonanpHoe oobpazoanue) . - ISBN 978-5-8199-0331-5 .

12. B. U. Aepuenkos- "Aynut uH(pOpManmoHHoi Oe3omacHocTH", (4-€ W3n., cTep.),
M3narensctBo: "OJIMHTA", Mocksa, 2021 - (269 c.)

6.2 JIuueH3uoHHOe U CBOOOHO PacnpocTpaHsieMoe MPOrpaMMHoe odecrnevyeHme:
1. C0 "IIpomereit"
2. Office / Poccuiickuit makeT 0UCHBIX MPOTpaMM
3. Windows / OniepanrionHas cucrema cemeiictsa Linux
4. Maitna BuneoxkondepeHum
5. Aatumnaruar BY3

6.3 UnTepHeT-pecypcehl, BKIWYas npodeccHoHaIbHbIE 0a3bl JaHHBIX U HH(OPMAIIMOHHO-
CIIpaBOYHbIE CHCTEMbI:

1. OBC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0ulJnorexa onyiain'" -
http://biblioclub.ru/index.php?page=main_ub_red

3. HayuHas 3j1iekTponHas ouéauoreka - https://elibrary.ru/

4. DneKTPOHHBIE pecypchbl H3aaTesibeTBa Springer - https://link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. baza nannbix Scopus - http://www.scopus.com

7. HauuoHa bHasi 2JIeKTPOHHAs oubamoreka - https://rusneb.ru/

8. OBC "Koncyabsrant ctygenta' - http://www.studentlibrary.ru/

9. Kypmuaua Science - https://www.sciencemag.org/

10. DnexTponnas 6udmmoreka MIU (3B MIM) - http://elib.mpei.ru/login.php

11. Undopmannonno-cnpasoynas cucrema «Kogexe/Texakcnepr -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkphITasi yHuBepcuTeTckas nHpopmannonHas cucrema «POCCHSD -
https://uisrussia.msu.ru

13. ®enepasbHblii moptan "Poccuiickoe o6pazoanue’ - http://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

ITpu noaroroske k 'MA u nposenenus [ A ucnonb3yrorcs yueOHbIe ayIUTOPUHN U IOMEIIEHNE
JUIS CAaMOCTOSITENIbHON paboThl oOyyaromuxcs. [IpumepHblii nepeyeHs NOMEIEeH!H TPUBE/ICH B
TabauLe.

Tun nomeumenus Homep ayauropuu, OcHamenue
HAUMEHOBAHHE
Ilomemenus mis HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI MUCbMEHHBIM,
CaMOCTOSITEIBHON KomnsrorepHslii CTYJ1, IPUHTEDP, KOHAULUOHED, BEIIAJIKA JJIs
paboTHI YUTAJIbHBIN 3aJ1 OJIEK/Ibl, CBETJIBHUK ITOTOJIOYHBIN C

JAUOJHBIMHU JIaMIIaMU, KOMIIBIOTEPHAsA CETh C
BBIXOJ0OM B I/IHTCpHCT, KOMIIBIOTCP

MePCOHAIbHBIN
VYuebHbIC ayAUTOPUN K-120, MamuHHbII cepBep, KOHAUIIMOHEP, KOMMYTATOP
JUJIA IPOBEICHUS 3an MBI
MIPOMEKYTOUHON
aTTeCTaluU
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TTomermenust misa
XpaHeHUs
obopynoBaHUs U
y4e0HOT0 UHBEHTapPs

K-202/2, Cknan
kadenper BUT

CTeJUIaX ISl XpaHECHUs] HHBEHTaps, IKad s
XpaHeHUsl UHBEHTaps, MKaQ A JOKYMEHTOB,
CTOJI, CTYJI, CBETUJIbHHK ITOTOJIOYHBIN C
JTIOMUHECIICHTHBIMY JIAaMIIaMH, KOMMYTaTOp,
TyM0a, DJIEKTPHUYECKUE PO3CTKH, 3allaCHbIC
KOMIUICKTYIOIIUE JITIs1 000pyI0BaHUS,
nH(hOopMaIMoHHbIC (MHTEPHET) PO3ETKH

ITomemmenust misa
CaMOCTOSITEIbHOMN
paboThI

K-307, Yuebnas
nabopaTopus
"OTKpBITOE
MpOrpaMMHOE
obecrieuenue"

CTOJI IPEI0/IaBaATENs], CTOJI KOMIIBIOTEPHBIH,
CTOJI y4€OHBIH, CTYJI, KOMIIBIOTEP
IIEPCOHANIBbHBIM, CEPBEP, AEKTPUUECKUE
PO3€TKH, KOMIIBIOTEPHAs CETh C BHIXO/IOM B
Wutepner, nHPpOpMaMOHHbIE (HHTEPHET)
PO3€TKH, Belanka Juis 0JeX/bl, TyMOa,
KOHJUIIMOHEP, KOMMYTAaTOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTUMEIUHHBIN
IPOEKTOP

Ilomenienus st
CaMOCTOSITEITbHOM
paboThI

K-302, YucOnas
naboparopus
"UndopManimoHHO-
aHAJIUTHYCCKUE
TeXHOI0THH"

CTOJI IIPETIo/1aBaTelisl, CTOJI KOMIIbIOTEPHBIHA,
CTYJ1, KOMIIBIOTEp IIEPCOHAIIbHBIN, CEpBep,
3JIEKTPUUYECKUE PO3ETKU, MH(POPMAIIMOHHBIE
(MHTEpHET) PO3ETKH, CBETUIILHUK
IIOTOJIOYHBIN C IFOMUHECLEHTHBIMU JIAMIIaMH,
KOMMYTaTop, J10CKa MapKepHas, IKpaH,
MYJIbTUMEAUUHBIA IPOEKTOP, KOHAUIIMOHED

ITomemenust misa
KOHCYJIbTUPOBAHUS

A-300, YuebOnas
aynuropus "A"

CTOJI MPEIoiaBaTeisi, KOMMYTaTop,
TEJIEBU30D, CTEIIAX, NHPOPMALIMOHHBIE
(MHTEpHET) PO3ETKH, MYJIbTUMEUIHBIN

IPOEKTOP, J0CKa MapKepHasi, 3KpaH,

TEXHUYECKas ammaparypa, MUKpOQOH,
KOJIOHKH, CBETHJIBHHUK TTOTOJIOYHBIH €
JTMOAHBIMU JIAMIIaMHU, Kpecjio pabouee, CTy,
napTta, CToJi yueOHbIH, TpuOyHa,
AIIEKTPUYECKUE PO3ETKU, KOHIUIIUOHEP

VY4eOHble ayIUTOPUH
JUISl TIPOBEJICHUS
IIPOMEKYTOUHOU

aTTecTaluu

A-300, YueOnas
aynutopus "A"

CTOJI IIperoiaBaTessi, KOMMYTaTop,
TEJICBU30D, CTEIUIaX, HHPOPMAI[OHHbIE
(MHTEpHET) PO3eTKU, MyJIbTUMETUIHBIN

IPOEKTOP, JOCKA MapKepHas, SKpaH,

TEeXHUYECKas amnmnaparypa, MUKpO(QOH,
KOJIOHKH, CBE€ETUJIBHUK TIOTOJIOYHBIN C
JTMOJTHBIMH JIaMITaMu, Kpeciio pabouee, Ty,
napTa, cToj y4eOHblIi, TpuOyHa,
HIIEKTPUUYECKUE PO3ETKU, KOHTUIIMOHEP
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