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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Ienp rocynapcTBeHHOW WMTOrOBOM AaTTeCTANMH — OIPEICIUTh COOTBETCTBUE
pe3yJIbTaTOB OCBOEHUS 00YyJaroIIUMCcs OCHOBHOM 00pa3oBaTeabHON nmporpamMmbl «be3onacHocTh
KOMITBIOTEPHBIX ~CHUCTeM» 1Mo HampasieHuto mnoarotoBku 10.03.01 «Muadopmanmonnas
0e30MacHOCTbY»,  COOTBETCTBYIOIIMM  TpeOoBaHUsIM  (enepaibHOr0  TOCYJapCTBEHHOTO
00pa30BaTeNbHOrO CTaHapTA.

3ajayaMu rocy1apCcTBeHHO UTOrOBOM aTTeCTAIIUN:

— OlleHKa C(OPMHUPOBAHHOCTH BCEX KOMIIETCHIMH, YCTAaHOBJICHHBIX 00pa30BaTEIbHOM
MIPOTPAMMOIA;

—OIEHKAa  OCBOGHHUS  pe3yiJpTaToB  OOy4deHHs  TpeOoBaHUSM  (enepantbHOTO
TrOCYJapCTBEHHOTO 00pa30BaTeIbLHOTO CTaHAapTa 1o HampaBieHuto mnoaroToBku 10.03.01
«MuadopmanrionHas 6e30MacHOCTh» U MPOPECCHOHATBHBIX CTaHIAPTOB.

2. PE3YJIbTATHI OGPA3OBATEJIBHOM ITPOT' PAMMBI

K pe3synbraTtam 00yueHUs BHIIYCKHUKA OTHOCATCS CIEAYIOIUE KOMIIETEHIIUHU:

VYK-1. crmocobeH ocymecTBUTh TOUCK, KPUTHYECKHH aHaIW3 W CHUHTE3 WH(pOpMaluu,
HOPUMEHATh CUCTEMHBIN IIOJXO/ AJIsl PEIIeHUs TOCTaBICHHBIX 3ajiau.

YK-2. crmocobeH ompenensaTh KPyr 3agad B paMKax IOCTaBICHHOW IEM W BHIOMpATh
ONTUMAJIbHBIE CIOCOOBI UX PELICHUs, UCXOJ U3 JAEHCTBYIOIUX MPABOBBIX HOPM, UMEIOLIUXCS
PECYPCOB U OrPAHUYECHUN.

VK-3. crnocobeH OoCyIIeCTBIATh COLUAIbHOE B3aUMOJEHCTBUE M PEATU30BBIBATH CBOIO
pOJIb B KOMaHJIE.

VK-4. cnocobGeH OCyIIecTBIATh JAEIOBYI0 KOMMYHMKALIMIO B YCTHOM W HHCbMEHHOH
dbopmax Ha rocygapcTBeHHOM si3bike Poccuiickoit deneparuu 1 ”HOCTPaHHOM(BIX) SI3bIKE(AX).

VK-5. cnoco6eH BoCIpHHUMATh MEXKYJIbTYPHOE pa3zHOOOpa3zue oOIIecTBa B COLUAIBHO-
UCTOPUYECKOM, STHIECKOM U PHIOCOPCKOM KOHTEKCTaX.

VYK-6. cnocobGeH ympaBisTh CBOMM BpEMEHEM, BBICTpPauBaTh M PEaTU30BbLIBATH
TPAEKTOPHUIO CAMOPa3BUTHS HA OCHOBE MPUHIIMIIOB 00pa30BaHus B TEUEHUE BCEHl JKU3HMU.

VYK-7. cnoco0eH nojaiepKuBaTh JTOJKHBIN YpOBEHb (PU3UUECKOM MOATOTOBIEHHOCTH JUIS
obecrieueHust MOJTHOIICHHOM COIMAaIbHOM B MPOo(heCcCHOHATBHON 1eITeTbHOCTH.

VK-8. cmocobeH co3maBaThb M MOJAEPKUBATH B IOBCEJHEBHOM KU3HM U B
npoeccuoHaNbHOM eATeIbHOCTH O€30MacHbIe YCIOBHS )KU3HEAEATEIbHOCTH JUISl COXPaHEHUs
HOPUPOIHON cpefbl, oOecrieueH s] yCTOWYMBOIO pa3BUTHUS OOIIECTBA, B TOM YHCIE MIPU Yyrpo3e U
BO3HHUKHOBEHUH YPE3BBIYAWHBIX CUTYaIllMil 1 BOCHHBIX KOH(DIMKTOB.

VYK-9. cnocoben mnpuHuMath OOOCHOBaHHbIE SKOHOMHYECKHE PEIIEHUS B pa3IMYHBIX
00JacTsIX KU3HEACSITETbHOCTH.

VYK-10. Criocoben popMHUpoBaTh HETEPIUMOE OTHOIIEHHE K HPOSIBICHUIO SKCTPEMHU3MA,
Teppopr3Ma, KOPPYNIUOHHOMY MOBEJEHUIO M NMPOTUBOJCHCTBOBATh UM B MPO(PECCHOHATBHON
NeSITeTbHOCTH.

OIIK-1. cmocoOeH oueHHBaTh poJib HHPOpPMAIMK, HUHMOPMAIMOHHBIX TEXHOJOTMH H
UH(POPMALIMOHHOM 0€30MacHOCTH B COBPEMEHHOM OOILECTBE, WX 3HAuY€HHE JUIsl oOecredeHus
00BEKTUBHBIX MOTPEOHOCTEHN TMYHOCTH, OOIIECTBA U FOCYAaPCTBA.

OIIK-2. cmnocobGeH MNpUMEHATh WHPOPMALMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTUH,
IIPOrpaMMHBIE CPEACTBA CUCTEMHOTO M MPUKIIAJTHOTO Ha3HAUEHUS, B TOM YUCJIE OT€YECTBEHHOTO
NPOM3BOJICTBA, IS PELICHNUs 3a1a4 NPo(hecCHOHAIBHON AeATEIbHOCTH.

OIIK-3. cnocobGeH MCmob30BaTh HEOOXOIUMBIE MATEMATHUYECKUE METOJbI JIJISl PeIIeHUS
3aJa4 NpoQecCUOHATBHOMN IeATETbHOCTH.

OIIK-4. ciocoGeH npUMeHATh He0OX0IuMbIe (PU3NUECKUE 3aKOHBI U MOJIEIH JJIsl PEeLeHUs
3aJa4 IpoQecCUOHATBHOMN eATETbHOCTH.
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OIIK-5. cnocoOeH TMpPHUMEHSATh HOPMATHBHBIC TIPAaBOBBbIC aKThl, HOPMAaTHUBHBIC U
METOAMYECKHE JOKYMEHTBI, pPEerjJaMEeHTUPYIOIUE NeATeIbHOCTh IO 3aluTe HH(OpMaluu B
cdepe npodeccnoHATBHON TeATeTbHOCTH.

OIIK-6. cnocobeH mnpu pemeHur Npo(ecCHOHAIBHBIX 337ad OPraHU30BbIBATH 3aILUTY
uHpOpPMALUK OTPAaHUYEHHOTO JOCTYIa B COOTBETCTBHM C HOPMATHBHBIMU NPAaBOBBIMU aKTaMH,
HOPMAaTUBHBIMH U METOJMYECKUMH JoKyMeHTamu DexnepanbHol ciayx0bl 0Oe30macHOCTH
Poccuiickoit enepanuu, @enepanbHOl CIIyKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

OIIK-7. criocobeH HCIoNIb30BaTh A3bIKM MPOTPAMMHUPOBAHUS U TEXHOJIOTUU pa3pabOTKU
IPOTPAMMHBIX CPEJICTB JJIs pEIIeHUs 3a/1a4 MPO(PECCUOHATBHON AEATEIbHOCTH.

OIIK-8. cnocoOGeH OCyHIECTBIATh MOI00p, U3YYCHHE U OOIIEHHE HAyYHO-TEXHHYECCKOU
JUTEpaTypbl, HOPMATHBHBIX M METOJUYECKHX JIOKYMEHTOB B LENAX peElIeHus 3ajad
npo¢eCcCHOHATIBLHOM 1eATEIbHOCTH.

OIIK-9. crnocobeH NmpUMEHSTHh CPEACTBA KPUNTOTPAPHUECKOW M TEXHHMYECKOW 3aIUTHI
UH(pOpMAaLUK 71 peIlieHHs 3a/1a4 IPOpECCHOHATIBHOMN 1EATEIbHOCTH.

OIIK-10. cmocobeH B KayecTBe TEXHHYECKOTO CIEHUAIMCTa NPUHUMATh YYacTHE B
(GbopMHPOBAHUU MOJUTUKH MHPOPMALIMOHHONW 0€30MacCHOCTH, OPraHU30BbIBATh U MOJIEPKUBATH
BBIMIOJITHEHUE KOMIUIEKCA Mep MO 00eclneyeHH0 HH(OPMAlMOHHOM 0€30MacHOCTH, YIPAaBIATH
IPOLIECCOM UX peaan3ali Ha 0ObEKTE 3allUThI.

OIIK-11. criocobeH mpoBOAMTH SKCIIEPUMEHTHI MO 33JaHHOW METOIWKE W 00paboOTKy HX
pEe3yJbTATOB.

OIIK-12. crocobeH MpoBOAUTH MOArOTOBKY HCXOAHBIX JAHHBIX JJISi MPOEKTHUPOBAHMS
HOJCHCTEM, CPEICTB OOecneueHus 3alluThl MH(GOpPMamuu MU A8 TEXHUKO-3KOHOMHYECKOTO
000CHOBaHHS COOTBETCTBYIOIIMUX IMPOEKTHBIX PELICHU.

OIIK-13. cnocoOeH aHaIM3UpPOBaTh OCHOBHBIE ATAIlbl U 3aKOHOMEPHOCTU UCTOPUUYECKOIO
pazButus Poccun, ee MeCcTo M pojib B KOHTEKCTE BCEOOIIEH HCTOPUM, B TOM YHCIE IS
(bopMHpOBaHUS TPAKIAHCKOM MO3UIIMK U PAa3BUTHUS MATPUOTH3MA.

OIIK-1.1. cnocobeH pa3pabaTeiBaTh U PEATH30BHIBATH ITOJIUTUKHU YIIPABICHUS JOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMAX.

OIIK-1.2. cmoco0eH aAMMHHMCTPUPOBATH  CpPEACTBA  3alIMTHl  MHPOpMALUU B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. cnocoben obecrnieunBaTh 3amUTy WHPOpMAIMK Mpu padote ¢ 6a3aMu TaHHBIX,
IIPY IIepeiadye 10 KOMIIbIOTEPHBIM CETSIM.

OIIK-1.4. cocoOeH o1leHUBaTh YPOBEHb OE€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM U CETEH, B
TOM YHCJI€ B COOTBETCTBUU C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAaHHUSIMH.

[1IK-1. T'oroB oOecrnieunBaTh 3amMTy MHGOpPMAIMUM B aBTOMAaTU3UPOBAaHHBIX CHUCTEMax B
IIPOLIECCE UX DKCIUTYaTalUH.

[TK-2. ['0TOB K BHEAPEHUIO CUCTEM 3AIIUTHI UHPOPMAIIMY aBTOMATHU3UPOBAHHBIX CUCTEM.

[1K-3. CnocobGeH aIMUHUCTPUPOBATh CPEACTBA 3aLIUTHI MH(GOPMALMK B KOMIbIOTEPHBIX
CUCTEMaXxX U CETSX.

3. POPMA, CPOKH " TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMN

OO6mmas TpyA0EeMKOCTh TOCY/IapCTBEHHOW HMTOTOBOW aTTECTALIMHU COCTaBISET 6 3a4eTHBIX
enuHmiIl, 216 Jacos.

['ocynapcTBeHHass UTOroBasi aTTecTalusl MpeAcTaBisieT coO0ol (popMy OLEHKH CTENEHU U
YPOBHSI OCBOEHHSI 00y4JaIOLIMMHUCS 00pa30BaTeIbHON MPOTrPAMMBI.

['ocynapcTBeHHass WUTOroBasi aTTeCTallds TPOBOJUTCS HA  OCHOBE  IPUHLIMIIOB
00BEKTUBHOCTH M HE3aBUCUMOCTH OLICHKH KauecTBa MOJATOTOBKH 00YUYaIOIIHUXCSL.

['ocynapcTBeHHass ~ WTOroBas ~ aTTecTallds  SBISETCS  3aBepUIalOlled  YacThio
0o0pa3oBaTeNbHONW MPOrpaMMbl U MPOBOAUTCS B 8 cemecTpe IMOocie YCIEUIHOrO MPOXOXKICHUS
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MIPOMEKYTOYHOM aTTECTAIH 110 BCEM JAUCIUILTUHAM (MOAYIISIM) U MIPaKTUKaM 00pa3oBaTeIbHOM
POTPaMMBI.

B rocymapcTBeHHYIO HTOTOBYIO aTTECTAIMIO BXOJIUT MOJTOTOBKA K MPOIEAYpe 3alIUThl U
3alUTa BBITYCKHON KBAIN()UKAITMOHHOW PaOOTHI.

['ocynmapcTBeHHass WTOTOBasi aTTECTallds MPOBOAWTCS B (OpME 3alIUTHl BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA I'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJIAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHus K TeMAaTHKE BbINYCKHbIX KBATU(PUKALIMOHHBIX Pa0doT

Temaruka BKP nomkna coorBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoeCCHOHATIBHON JEATeNbHOCTH, K KOTOPHIM T'OTOBHUTCS BBITYCKHHK B paMKaX OCBOEHUS
00pa30BaTesbHOI MPOrpaMMBl.

TemaTuka BBIIYCKHOW KBaIM(PUKALMOHHOM pabOThl JOJKHA OBITh  aKTYaJIbHOM,
COOTBETCTBOBAaTb OCHOBHBIM CTPAaTE€rMUECKUM LEISAM Ppa3BUTHS HAYKU U HPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTUYECKUM IOJIXOAaM, OTpaXkaTh CHELU(PHUKY MPOrpamMMbl
«be3omacHOCTh KOMMBIOTEPHBIX cucTeM» 1o Hampasinerno 10.03.01 «udopmannonnas
0€30I1aCHOCTbY.

OOyyaroniemMycsi MOKET IpPeNOCTaBIATbCA MpaBo BblOopa Tembl BKP B ycTaHOBIEeHHOM
HOpsiIKe, BIUIOTH JI0 HPEUIOKEHUS] CBOEH TEMaTHMKH C HEOOXOJUMbIM OOOCHOBaHHEM
nenecoodpasHoctu ee pazpadborku. Temarnka BKP momkHa cootBeTcTBOBaTh 001actu (cdepe),
00BEKTY M TUIIAM 3a/1a4 NPO(HeCCHOHAIBHON JAESITeIbHOCTH, K KOTOPBIM FT'OTOBUTCS BBIITYCKHHK B
paMKax OCBOEHHS 00pa30BaTeIbHONU IPOrPaMMBI.

ITpumepHas Tematuka BKP:

1. BHenpeHue TEXHOJOTMM YIpaBieHHUs HHPopManued MU COOBITUSAMU O€30IacHOCTH
(SIEM-cuctembl) B OpraHu3aIum;.

2. 3amuTa ceTeBoro xpaHuwiuia cpeacrsamu Synology NAS oT HeCaHKIIMOHUPOBAHHOTO
JIOCTyTIa ¥ HapyLIEHUsI LIEJIOCTHOCTH JaHHBIX;.

3. 3amuTa JOKaJbHOM BBIUMCIMTEIBLHOM CETH OopraHu3anuu ¢ ucnoiszoBanuem IDS/IPS
CHUCTEM;.

4. 3amuTa OT HECAHKIIMOHHMPOBAHHBIX MPOBOJHBIX MOJKIIOYEHHH K JIOKAJIbHOM ceTu
(Ha3BaHUE OpPraHU3alINN);.

5. IlporpammHas 3amura HWHGOPMALMOHHONW CHCTEMbl OpraHM3allid Ha OCHOBE
BO3MO>KHOCTEH ONEPALIMOHHON CUCTEMBI;.

6. Baenpenue merononorun DevSecOps B opraHu3aiuio;.

7. VHBeHTapu3aums M kiaccupukanus HHOOPMAIMOHHBIX AKTMBOB OpPraHU3aLUU IpU
OILICHKE PUCKOB.

8. BHenpenue MOHUTOpPHHra MH(GOPMAIIMOHHON G€30MacHOCTH B (PMHAHCOBO-KPEIUTHOM
YUPEXKICHUY;.

9. 3amuTa (QaiiI0BOTO apXrUBa OPraHU3aIMK CPEICTBAMHU ONEPATUOHHON CUCTEMBI;.

10. Ananu3 TexXHONOTrHi pa3paboTKH CMapT-KOHTPAKTOB U BBISIBIIEHUE X YSI3BUMOCTEH;.

11. MogenupoBaHnue ys3BUMOCTEN TPOTOKOJIOB 3amuThl TLS;.

12. Buenpenue TexHOJOTHM mMpenoTBpaiieHuss yreuku uHpopmauuu (DLP-cucremsr) B
OpraHu3aluy;.

13. TexHonmoruu peBepcuHra (0OpPaTHOTO MPOTPAaMMHUPOBAHUS) U UX MPUMEHEHHUE INpPHU
UCCIIEIOBAaHUM HEIEKJIapUPOBAHHBIX (DYHKIIMNA TPOTPaMMHOT0 00ECTIEUeHHUS;.

14. 3amura cereBoro xpanmmima cpencrBamu QNAP NAS oT HecaHKIIMOHMPOBAHHOTO
JI0CTyNa U HapyILIEHUsI LIETOCTHOCTH JaHHBIX;.
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15. BHenpenue cucTeMsl pe1oTBpaIeHs YTeUKH HHPOPMALUU B PHUHAHCOBO-KPEIUTHOM
YUPEKACHUY;.

16. MozaenupoBaHue ysi3BUMOCTEN ITPOTOKOJIOB 3aIUTHI SSL;.

17. 3ammura uHpOpMANMU C HCIOJH30BAHUEM METOJIOB M TEXHOJOTHUH YIPOIICHHON
Kpunrorpaduu B opraHu3aluus;.

18. BHenpenue cucTeMbl aHTUBUPYCHOM 3alIMTHI B OpraHU3aIuu;.

19. PacciienoBanue HHIIUIEHTOB HH(POPMALIMOHHOM O€30MIaCHOCTH B OPTaHU3aINH;.

20. Meronbl M TEXHOJOIMM OOHAPYXKEHUS CKPBITBIX KOHTEHHEPOB B COOOILEHUSX
METOJJaMH CTaTUCTUYECKOIO aHAJIN3A;.

21. 3ammra uH(OpManUK B BBIYMCIMTEIBHON CETH OpraHU3alMd C HCIOJIb30BaHUEM
BO3MOYHOCTEHN MPOBANIECPOB.

22. IlpuMeHEeHHE MEKCETEBbIX 3KPAaHOB AKCIEPTHOIO YPOBHS I 3aILUTBl PECYpCcOB
JIOKaJIbHOM BBIYMCIUTEIBHON CETH B OPTaHU3ALIUN.

23. OpraHuzanys CHEUMAIbHBIX HMHCTPYMEHTAJbHBIX IPOBEPOK IEpcoHana  Jyid
IPOTHBOICHCTBUS MHCANIEPCTBY B (PUHAHCOBOM YUPEKACHUU (HA MPEATIPUITAN SHEPTETHKH );.

24.  AJMMHHCTPUPOBAaHME CHCTEMBl  DPE3EPBHOIO  KONMMPOBAaHUS  JUId  3alIMUTHI
MH(OPMAaLIMOHHBIX AKTUBOB OpraHU3al1y.

25. IlpumeHeHne cUCTeM KOHTPOJIS U yIIpaBJIeHUs IpolieccaMu («BbIBOJA HA MEYaTh» UM
«BBIBOJIa HA BHEIIHWE HOCUTENW MH(DOPMAIUI» WIN «OTIPaBKU (ailyIoB yepe3 WHTEPHET» WU
«OTNpaBKyU (ailyioB M0 MEKTPOHHON NOUYTE») B (Ha3BaHUE OpPraHU3aLMN).

26. Kpunrorpadguueckue CrmocoObl KOHTPOJI IEJIOCTHOCTH M WX TpaKTHYecKas
peanu3arnus;.

27. HVMuTanMoHHOE  MOAETHPOBAHHWE  CIICHAPHEB  PHCKOB  WH(POPMALMOHHOM
0€30I1aCHOCTH;,.

28. Pa3paboTka mporpaMMHOTO OOECIICUCHHSI BBIJICIICHHUS arperaToB PHUCKOB IO OOLTIM
yrpo3aMm, ys3BUMOCTSIM U aKTHBaM;.

29. OueHKa OMacHOCTH YSI3BUMOCTEH OecnpoBOJHBIX MH(POPMALMOHHBIX TEXHOJIOIMH Ha
ocuose Kali Linux;.

30. ADMUHHUCTPUPOBAHHE MPOTPAMMHO-AINIAPATHOTO Komruiekca «Co0oib» Ha pabounx
CTaHLMAX B OpraHU3aliHy.

31. IlpumeHeHNEe TEXHOJIOTHI U CpelcTB MH(POPMALIMOHHO-aHAIMTUYECKOTO 00eCIIeYeHUsI
IPU PacciieIOBAHUM MHIMIEHTOB HHPOPMALIMOHHON O€30MaCHOCTH.

32. AIMUHUCTPUPOBAHHE MPOrPAMMHO-ANIAPATHOIO KOMIUIEKCa «AKKOpI» Ha pabouyux
CTaHLMIX OpraHU3aliH.

33. ABTOMaTU3UPOBAHHBII BBIOOP MEP U CPENCTB KOHTPOJISI U YIPABICHUS MO 3aJJaHHBIM
PHUCKaM C UCIIOJIb30BAaHNEM HEHPOHHBIX CETEH;.

34. AcHMMETpUYHBIE KPUTITOCUCTEMBI M METO/IbI 00EeCTICUeHHST KOHPUACHIIMAIBHOCTH TPU
UX HUCIIOJIb30BAHUU;.

35. OueHka onacHOCTH ySI3BUMOCTEN CMapT-KOHTPAKTOB B TEXHOJIOTHH OJOKUYEHH;.

36. AIMUHUCTPUpPOBAHHE CHUCTEM OE30MAaCHOCTH CETEBOTO B3aMMOJEHCTBHS Ha OCHOBE
texHosiornu VPN.

37. Pa3paboTka KBECTOB M0 OOYYEHUIO TEXHOJIOTUU MTPOHUKHOBEHUS B 3alUIIEHHYIO CETh
(3TUYHBIN XaKHUHT);.

38. UccnenoBanne MEXaHU3MOB 1IEJIOCTHOCTH U IOCTYITHOCTH MH(pOpMaluU Ha miatdopme
OJIOKYEIH;.

39. Pa3paboTka cHUCTeMbl JAMArHOCTHKH HalU4Ms BPEAOHOCHOTO IPOrpaMMHOI0
oOecrieueHus («B JIOKaIbHOW CETH OpraHu3auum» win «Ha cersax loT-ycTtpoiicTB» umm «B
IIPOMBIIIIEHHON CETH OpraHU3aLuny;.

40. Pa3paboTka cpecTB aBTOMAaTH3aI|H /111 HACTPOMKHU CPEJCTB 3aIUTHI HHPOPMAIUHN OT
HECaHKLMOHUPOBAHHOTO JOCTYIIA;.

41. IlpuMeHeHHE TEXHOJIOTUM AKTHBHOIO ayauTa HHQOPMAIMOHHON Oe30macHOCTH B
OpraHu3aluy;.
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42. Ob6ecrieueHne 0e30MaCHOCTH CETEBOTO B3aMMOJEHCTBHS C  HCIOJIb30BaHUEM
texHonorun OpenVPN;.

43. OpraHu3anusi paccieOBaHUS WHIMACHTOB HH(POPMALMOHHOW O€30MacHOCTH Ha
NPEIPUITHH;.

44. Opranuzanus TporpaMMHON 3aIIUTHI CepBepa C UCIOJIb30BaHUEM BO3MOxkHOCTEH OC
Microsoft Windows;.

45. OpraHuzanusi TPOrpaMMHON 3alIUTHI  (PaiiJIOBOTO cepBepa C HCIOJIb30BaHUEM
BO3MOYKHOCTEH OIepannoHHOM crucTembl Astralinux;.

46. OnieHKa ¥ aHaTU3 PUCKOB C UCIIOJIb30BaHuEM porpamMmmHoro odecrneueHuss CORAS;.

47. Opranuzanus IporpaMMHON 3aIlIUThl BeO-CepBepa C MCIOJIb30BaHUEM BO3MOXKHOCTEH
OTIEpAIIMOHHON cucTeMbl Astralinux;.

48. MeToauka reHepalyy ClieHapHueB LIEeJeBbIX aTak Ha UH(POPMAIIMOHHBIE CUCTEMBI;.

49. Opranu3zanys nMporpaMMHON 3aIlUTHl BeO-CepBepa ¢ MCIOIH30BAHUEM BO3MOXKHOCTEH
onepanuonHoi cuctembl ALT Linux;.

50. Opranm3zauuss aynuta WHGOPMAIMOHHOM  0E€30MacHOCTH  OpraHU3alluh  C
MCIOJIb30BaHUEM CIEIIMATBFHOTO MPOTPAMMHOI0 00ECTIICUEHUS;.

51. O0ecneuenne ©OezonmacHOCTH  HWH(MOPMAIMK HAa  OOBEKTaX  KPUTHUYECKOMH
nH(pOpMaMOHHON UHPPACTPYKTYPHI;.

52. ABromaru3anusi TPOIECCOB MEHEIKMEHTa HH()OpPMAIMOHHONW Oe30MacHOCTH B
OpraHHu3aIuy;.

53. Pa3paboTka peKOMEHJAluid 10 OpraHU3alMK 3alIUThl BEO-TIPUIIOKEHUS] OT AaTak,
9KCITYyaTUPYIOLIUX CUCTEMY ayTeHTU(DUKAIIH;.

54. Pa3paboTka, pa3BepThIBAHUE U TOAJCPKKA MPOIECCOB HEMPEPHIBHOIO TECTHPOBAHUS
0€30MacHOCTH U OILIEHKU COCTOSIHUS 3aIIUIICHHOCTH HHPOPMAIIIOHHOW CUCTEMBbI OpTaHU3aIUH;.

55. Oprasuzanusi NOpOrpaMMHON 3amuThl  (HAaiIoBOrO cepBepa C HCIOIb30BAaHHEM
BO3MOJKHOCTEH onepannoHHoi cuctembl ALT Linux;.

56. MOHUTOPHHT COCTOSTHHSI 0OBEKTa Ha OCHOBE OLICHKU PUCKOB;.

57. O6ecrnieuenue 0€30MacHOrO MOJAKIOYEHUS Pa00YMX CTaHIUH (Ha3BaHHE OPraHU3aLUN ),
oOpabateiBarolnX KOHGUACHINATbHYIO0 HHpOpMaluio, k cetu HTepHerT:;.

58. JlmarHoctuka creraHorpau4eckux BO3MOXHOCTEH M MPOTHUBOJACHCTBHE WM IIpH
peanuzanuy HHGOPMAIIMOHHBIX MPOLIECCOB B OPTaHU3ALINH;.

59. Metoauka MHBEHTApU3aLUK, KIAaCCUPHUKALMY U aHANINW3a UH(OPMAIIMOHHBIX aKTHBOB
OpraHu3aIuy;.

60. Ananmu3 MeTonoB obecrieueHUs MH(OPMAIMOHHON 0e30MacHOCTH B OECIPOBOAHBIX
CeTsX nepenayu HHPpOpMalnu;.

61. Pa3paGoTka  cpeacTB  aBTOMAaTH3allMM Ui KOHTPOJS  3AIIMIICHHOCTH
AaBTOMATHU3UPOBAHHBIX CHCTEM IO TpeOOBaHUSAM O€30MMaCHOCTH NH(OPMALINK;.

62. Pa3zpaboTka cpeACTB aBTOMAaTH3aIMU AJISl UCCIIEOBAHUS IPOIPAMMHOI0 0OecreueHus
1o TpeOoBaHUAM 0€30MaCHOCTH UH(OpPMAIUH;.

63. PazpaboTka pekoMeHAaLu 110 3aIUTe BEO-NPUIIOKEHHS OT aTaKk BHEIPEHUS;.

64. 3ammTa JOKaJIbHOW BBIYMCIUTENBHON CETH OpraHU3alMid OT HECAaHKIIMOHMPOBAHHOIO
JocTyna K €€ pecypcam ¢ UCI0JIb30BAHUEM MapILIPyTU3aTOPOB YPOBHSI JIOKAJIBHBIX CETEH.

65. Anaymm3 ypoBHs 3anmuiieHHoctn JIBC opranm3anuu Ha OCHOBE HCIOJIb30BaHUS
CKaHEpOB YS3BHUMOCTEI;.

66. Pa3paGoTka KOMIUIEKCa MpaBWI, MPOLUEAYpP M MPAKTUYECKUX IPHUEMOB 3alllUThI
UHpOpPMaLIUK B MOOUIIBHBIX YCTPOHCTBAX;.

67. AHanu3 ypoBHSI 3aIIMIIEHHOCTH BEO-TIPHIIOKEHUS OpraHU3aluy MPHU HCIOIb30BaAHUH
CKaHEpOB YS3BHUMOCTE;.

68. MogenmupoBanue pUCKOB WH(OOPMAIMOHHOW O€30macHOCTH B WH(DOPMAITMOHHBIX
cucTeMax, OCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUEHH;.

69. PazpaboTka W BHEAPEHHE TOJUTUKU TpuMeHeHus TexHoimoruu COB s
IPOTUBOAEHCTBUA BHEIIHUM atakaMm Ha MC opranuzanuu;.
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70. PazpaboTka ¥ BHEApPEHHE TOJIUTUKM NpuUMeHeHus TexHojorun NGFW s
MPOTUBOJICUCTBUA BHEITHUM atakaMm Ha MIC opranuzanuu;.

71. Pa3paboTka W BHEIpPEHHE TIONUTHKU TNpUMEHEeHHs TexHonormn DLP s
MIPOTUBOICUCTBUS BHEIIHUM aTakaMm Ha MIC opranuzauuu;.

72. llpumenenue mMeToauku ToHKoW HacTpoiiku CAB3 1711 cOBEpIIEHCTBOBAaHUS 3alllUThI
NC opranuzauuu oT BO3AEHCTBUS KOMIIBIOTEPHBIX BUPYCOB;.

73. 3amMra OT HECAaHKLMOHUPOBAHHBIX IIPOBOAHBIX IOAKIIOUYEHHUH K JIOKAJIBHOH ceTu
(Ha3BaHME OpPTaHMU3AIINN);.

74. Aynur 0€301aCHOCTH  JIOKAJbHOW BBIUMCIWTEIBHOW CETH OpraHu3alud ¢
HCIIOJIb30BaHUEM CKaHepa Oe30MaCHOCTH;.

75. Pa3zpaboTka © BHEApPEHWUE TMOJUTUKA TNPUMEHEHUs TexHonoruu VPN s
MIPOTUBOICUCTBUS BHEeIIHUM aTakaMm Ha MC opranuzauuu;.

76. MoaenupoBaHHe ysI3BUMOCTEH MTPOTOKOJIOB 3aIIUThl HHpopManuu B ceTsax Kerberos;.

77. Pa3paboTka ¥ BHEOpPEHUE TMOJMTUKW TIpUMeHeHus TtexHoiorun WAF s
MPOTUBOICUCTBUS BHEITHUM aTakaMm Ha VIC opranuzanuu;.

78. Opranmzanus ayauta UHGOPMAlMOHHOW  OE30MACHOCTH  OpraHU3aluu  C
UCTIOJIB30BAaHUEM CIEIIHATIBLHOTO IPOTPAMMHOTO O0ECTICYCHHS;.

5.2. Tpe6oBanusi kK BKP

BKP cocrout u3 n1Byx 00s3aTeNbHbBIX YacTeH:
— TEKCTOBOM YaCTH;
— IEMOHCTPAIMOHHAS YacTh, IIPEJICTABIIIONIAsA COO0H rpaduueckuii MaTepual u/uiu
AJIEKTPOHHYIO MPE3eHTAIHI0. JIeMOHCTpallMOHHAS YacTh COJIEPKUT HEOOXOIMMBIE JIJIs HauboJiee
MIOJIHOTO MPEACTaBICHUS pa0OThI KOHCTPYKTOPCKUE MPOPAOOTKH (YEPTEXKH ), CXEMHBIE PEIICHHUS,
JIEMOHCTPAIIMOHHBIC TIIAKATHI (C OTPaXEHUEM Ha HUX, B TOM YHCJIC, CAHTC3UPOBAHHBIX U/WIIH
MCIIOJIb30BaHHBIX MATEMATHUYECKUX MOJIENEH, alITOPUTMOB, CTPYKTYP IPOTPaMM, MOITYYEHHBIX
pe3yapTaToB U T.1.). [lo coracoBanuio ¢ pyKOBOJIUTEIEM BO3MOKHO MPEACTABICHUE MAKETOB,
buznueckux mMozenei, Buaeodaiios, JOKYMEHTHPOBAHHBIX aKTOB U T.II.
K conepxxanuto BKP npensspnsitores cienyromue TpeOoBaHUS:
— COOTBETCTBHE CO/ICPKaHUS CPOPMYITHPOBAHHOU TEME;
— MOJIHOTA PaCKPBITUS TEMBI,
— JIOTUYECKas MOCIJIEI0BATENBHOCTD U 3aBEPLIEHHOCTbD.
B cootBerctBum ¢ mianom BKP gomxHa ObITh pa3ieneHa Ha OTASIbHBIC JJOTUYECKH CBSI3aHHbBIC
4acTu, CHaOXKEHHbIE KOPOTKUMU U SICHBIMHU 3ar'0JIOBKaAMH, OTPAXKAIOIIMMH CMBICI U3]IaraeéMoro B
HHUX MaTepuaa.

5.3. O0beM TeKcTOBOI YacTH

Pexomenayemsiit 06beM ocHOBHOI yacTi BKP (He BriIrO9ast mpuiokeHuii) J0KeH ObITh He
MmeHee 40 u He 6onee 80 MKMCTOB cTaHAapTHO HabpaHHOTO TekcTa (1,5 nHTepBana, He MeHee 12
KerJisl, eMuHbIN Tl mpudra no Beeit padore), opopmaennoro no 'OCT 7.32-2017, TOCT P
2.105-2019, TOCT 2.106-2019. Pekomenayemsrii o0bem BKP 1o pa3aenam:
— BBeAeHue — 1-3 cTp.,
— OCHOBHas 4acTh (IJIaBbl) — HE MeHee 35-55 cTp.,
— 3aKiroueHue — 1-3 crp.
PexoMenayemblil 00beM PUIIOKEHUIN HE peraMeHTHPYETCs, OJTHAKO JI0JKEH ObITh 000CHOBaH
peasbHON HEOOXOJMMOCTBIO MPEICTABICHHUS] MaTePUAIIOB.

5.4. O0beM 1eMOHCTPALIMOHHOM YaCTH

Pexomenmyercst B rpadudecKyro 4acTh BKIOUaTh 3—4 nucrta ¢opmarta Al B 3aBUCUMOCTH OT
HEOO0XO/IMMOCTH PACKPBITHS O0BEKTA.
PexomeHyeTCst B QIEKTPOHHYIO MTPE3CHTAINIO TOJDKHA COJIepKaTh He MeHee 6 u He Oonee 12
CIIalIoB.
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5.5. llopsinok BoImosiHeHust BKP

. [lonnyyenue 3aganus Ha BKP ot pykoBoauTens.

. CorylacoBaHue U yTBEPKACHUE CTPYKTYpbl padoThl pykoBoautesnieM BKP.

. Bemonuaenne BKP B cooTBeTCTBHU C 3ajaHUEM.

. Odbopmnenue BKP B cooTBeTcTBUU C TPEOOBAHUSIMH.

. DKCcrepTr3a roToBOM BBITYCKHON KBaTU(UKAIIMOHHONW pabOThl HA 3aMMCTBOBAHUS.

. [lepenaya HanmmcaHHOM U OPOPMIICHHOM paOOTHI JUIS TOJYICHHUS OT3hIBA PYKOBOIUTEIIS.
. IloaroToBka aokiaza v Mpe3eHTAMOHHOI0 MaTepuaia s 3amuTel BKP.

NN AW

5.6. lIpouenypa 3amursl BKP

3amura BKP npoBoautces B nopsike, yrBepkaeHHOM B [1o0keHUr 0 rocynapcTBeHHOM
uToroBoii arrecranuu odydatonuxcst B ®I'bOY BO «HNY «MDN».

5.7. Kpurepum oueHKHu pe3yabTaToB 3amuTsl BKP

K THA nonyckaercst oOydaroluiicss mocje yCIEUIHOro MPOXO0XKJIEHUS IPOMEKYTOUHOM
aTTeCTalluyd 10 BCEM AUCLUIUIMHAM (MOIYyJsM) M IpakTUKaM 0Opa30BaTEIbHOM MpPOrpaMMBbl.
ChopMUpOBaHHOCTh  KOMIICTCHIIMIA, yCTAHOBJICHHBIX  00pa30BaTECIILHOM  MPOrpaMMOH,
HOJTBEPXKIACTCS pe3ysibTaTaMu 00yueHHs 0 JTUCUUIUIMHAM (MOAYNSAM) U IPAKTUKAM y4eOHOro
IUIaHA.

Ha 3ammre BKP  onenuBaercss  cnocoOHOCTh — BBINYCKHHUKAa  OCYIIECTBIISATH
npodecCHOHATIBHYIO AEATEIBHOCTh HE MEHEE YeM B 0J1HOM 00actu (chepe) nmpodeccnoHaabHOR
NeSITeIbHOCTH U pelliaTh 3a7auyd NpopecCuOHAIbHON AEATENbHOCTH HE MEHEe YeM OJJHOTO THIa,
YCTaHOBJIEHHbIE 00PAa30BATEIbLHON TPOrpPaMMOii.

[IIxana 1 KpUTEpUH OLICHUBAHHUS pe3yabTaTOB 3amuThl BKP

Ne | IToka3zareanb IIxkana | Kpurepuii oneHuBaHus Bec
OLICHKH noKa3areJis,
%
1 | Ouenka pe3ynbTaToB ) cpeaHuii 6ayuT IO MPUIIOKEHUIO | 25
o0y4eHus 1o 4 K JJUIJIOMY C OKPYTJIEHUEM J10
JUCLUTUIMHAM 3 COTBIX J10JIeH

(Momynsim) U
MPAaKTUKaM y4eOHOTro

TTaHa
2 | dokman 5 - TOKJIaJl 20
JI€MOHCTPAIIMOHHBIN JIEMOHCTPAIIMOHHBINA MaTepua
Marepual OXBaThIBAIOT Bech 00beM BKP,
MMEIOT JIOTHYECKOe U YETKOE
MTOCTPOCHHE;

- 00beM U opopmIeHne
JIEMOHCTPAIIMOHHOMN YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JI0KJIaJla HaXOJIUTCA B
paMKax, YCTAaHOBJICHHBIX B
ITonoxenuu o
rOCyJIapCTBEHHOW UTOTOBOM
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aTTecTaluu 00yJaronuxcs B
®I'bOY BO «HUY «MDBNx;

- 00YJarOIIMIACS YBEPEHHO H
npodeccnoHabHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHATHO U3JIaraeT CoJepKaHUE
U CyTh pabOTHI

- TOKJIaJ 1
JI€MOHCTPALIMOHHBINA MaTepUa
O0XBaTHIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATEILHOCTh
MIOCTPOCHHUSI TOKIa/1a
HECYIIECTBEHHO HAPYIICHBI;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHON 4aCcCTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMsi JOoKJaaa
HECYIIECTBEHHO BBIXOIUT 32
paMKH, yCTaHOBJICHHBIE B
[Tonoxxenuu o
rocyJapCTBEHHON UTOrOBOM
aTTecTaluu oOy4yaroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaromuiics B 11€JI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U TIOHSITHO M3JIaraeT
coJiepKaHue U CyTh pabOThI

- TOKJIa] 1
JEMOHCTPALIMOHHBINA MaTepHal
OXBaTBIBAIOT OOJBIIYIO YaCTh
oobema BKP, moruunocts u
MOCJIeI0BATEILHOCTh
MOCTPOEHHUS T0KJIaaa
HapyIIEHBI;

- 00beM U opopmieHHe
JIEMOHCTPAILIMOHHON YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJla CYILIECTBEHHO
BBIXOJIUT 32 PaMKH,
ycTtaHoBiieHHbIe B [lonoxxenun
0 FrOCYAapCTBEHHOW UTOTOBOM
aTTecTaluy 00yJaroluXxcs B
OI'BOY BO «HNY «MDWNx»;

- 00yyJaromuiics u3naraer
coJiep’KaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JOTTyCKaeT OITUOKHU B
WCIIOJIb30BaHUU
podeCcCuOHATBHON
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TEPMUHOJIOTUH,

- IOKJIaJl OTIIMYAETCS
MMOBEPXHOCTHOM
apryMeHTalKel OCHOBHBIX
MOJIOKECHU;

- JIOTUYHOCTh U
MOCJIEZI0BATEILHOCTD
IIOCTPOEHHUS JOKJIaa
HapYIICHBI;

- BpeMsl JIOKJIaJia CYIIECTBEHHO
BBIXOJIHT 32 PaMKH,
yCTaHOBJICHHBIE B [1on0xeHnun
0 rOCyAapCTBEHHOW UTOTOBOM
aTTecTaluy oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaromuiics u3naraet
COJIep>KaHue U CYTh paOOTHI
HEYBEPEHHO M JIOTHYECKH
HEMocCeA0BaTeIbHO,
MTOKAa3bIBACT ClIa0ble 3HAHUS
MpeIMeTa BBITYCKHOM
KBaJIM(UKAITMOHHON paboTHI;

3 | OT3BIB pyKOBOJIUTES O
pabote

Ha OCHOBE OT3bIBa
PYKOBOAMTEIIA 110 PELLICHUIO
I'OK

15

4 | OTBeTHI Ha BOMPOCHI
wieHoB [ DK

g1l W | 01

o0yyaroIuiicsi OTBeYaeT Ha
BOIIPOCHI IPaMOTHBIM SI3BIKOM,
SICHO, YETKO U NOHATHO;
BOIIPOCHI, 33]]aBacMble
wieHamu ['OK, He BBI3BIBAIOT y
00yyaroIerocs CylueCTBEHHbIX
3aTpyAHECHU,;

oOydJaronuiics OTBEYaeT Ha
BOMPOCHI FPAMOTHBIM SI3BIKOM,
4E€TKO U MOHSTHO;
OOJIBIIMHCTBO BOIIPOCOB,
3ajaBaeMbIX wieHamu I OK, He
BBI3BIBAIOT y 00yYaroIIerocs
CYIIECTBEHHBIX 3aTPyIHCHHUI,

Ha MOCTaBJICHHbBIE BOIPOCHI
oOydJaronuiics OTBEYaeT
HEYBEPEHHO, JJOTMYECKH
HETIOCIIe/IOBATENBHO,
JIOIyCKAeT MOTrPeIIHOCTH,
myTaercs B IpohecCuOHATbHOM
TEPMUHOJIOTHH;

oOyuaroluiicss HenmpaBUIbHO
OTBEYAET HA MOCTaBJICHHBIE
BOITPOCHI WJIN 3aTPYAHSICTCSA C
OTBETOM

40

* — cymMMma BecoB ToKazaTenen mopkHa 0eith 100%
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Kaxnapiii wien ['DK BpICTaBisieT OLIEHKH MO Ka)XJOMy IOKA3aTEI0 B COOTBETCTBUU CO
LIKAJION M KPUTEPUSMHU OLIEHHMBAaHUA pe3yapTaToB 3amiuThl BKP. Ouenka pe3ynbTaToB 3aIiuThI
BKP xaxnapiM uienom ['OK onpeaensieTcs HHTErpagbHO ¢ YYETOM Beca KayKJI0Tro MoKa3aTesl.

HroroBas omenka 3a 3amuty BKP ompenensercs kak cpenHeapudMeTHuecKas OIEHOK,
BbICTaBJICHHBIX WieHamu ['OK ¢ okpyriennem A0 1es1oro yucia.

6. YYEBHO-METOJINYECKOE U HTH®OPMALIMOHHOE OBECIIEYEHUME I'A
IIpu noaroroBke k [MMA cTyZeHT MOXKET BOCHOJIb30BATHCS

6.1 IleyaTHble U 3JIEKTPOHHbIE U3IAHMSL:

1. MumsoB, A. C. IIpodeccuonanphHas 3Tuka B cdepe HUHPOPMALUOHHON U
SKOHOMHUYECKON Oe3omacHoCTH : [MoHorpadus] / A. C. Munzos, Ham. uccnen. ya-t "MOHN", Un-
T uHpOpMaIl. 1 SKoHOMHUY. Oe3onacHocty . — M. : BHUHreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5.

2. Ilerpenko, C. A. Aynut 6e3onmacHoctu Intranet / C. A. Ilerpenko, A. A. Ilerpenko . —
M. : IMK TIlpecc, 2002 . — 416 c. — (MadopmanioHHbIe TEXHOJIOTHH Il HH)KeHEepoB) . - ISBN
5-940741-83-5 .

3. babam, A. B. UndopmannonHas 6e30macHOCTb: 1aOOpaTOPHBIA MPAKTUKYM : yueOHOe
nocobue / A. B. babam, E. K. bapanosa, 10. H. MenpHUKOB . — 2-¢ u31., crepeoTun . — M. :
KnoPyc, 2013 . — 136 c¢. + CD . — (bakanaBpuar) . - ISBN 978-5-406-02760-8 .

4. babam, A. B. Kpunrorpadpuueckre metonsl 3ammthl uHpopmammu. T.3 : ydeGHO-
MeToaudeckoe nocodbue mo crnenuansHoctu 080801 "Ilpuknanunas wHpOpMaTHKA" U IPYTrUM
MEXIUCIUTUTMHAPHBIM crienuaibHocTsM / A. B. babam . — 2-e uzn . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Breicmiee oOpa3zoBanue . bakanaspuar) . - ISBN 978-5-369-01304-5 .

5. lllyoun, B. U. BecripoBoHbIe ceTH Tiepeadn JaHHBIX : y4eOHOE TOCOOUE IS BY30B 110
HanpasieHuto 210700 "MHpokoOMMyHHKAallMOHHBIE TEXHOJIOTMU U cucTteMbl cBs3u" / B. WM.
Iy6un, O. C. KpacunpaukoBa . — 2-¢ u3n . — M. : By3oBckas kuura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

6. IlpaBoBOoe oOecmeyeHue KOHTPOJS, Yyd4eTa, ayAuTa U CyAeOHO-dKOHOMUYECKOU
OKCHEepPTH3bl : Y4eOHMK JJs CTYACHTOB BY30B, OOYyYalOHMIMXCS IO IOPUAUYECKHM,
sKoHOMHUYeCKUM HampasieHusM / E. M. Ammvapuna, H. M. Apremos, A. b. beus, [u ap.] ; pen.
E. M. AmmapuHa . — 2-e u3f., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsiciiee
obpa3zoBanmue) . - [Tog obmum pykosojcteoMm B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

7. Hao K. X. Uudopmanmonnas 6e3onacuocts B ACY TII : marucrepckas auccepranus /
Jao K.X., Han. uccnen. yn-t "MOU", Kadenpa aBTOMAaTH3MpPOBAaHHBIX CHUCTEM YIPaBIIECHUS
texHonornueckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - nuccepranusi TOJIBKO B
AIIEKTPOHHOM BUJIE, /ISl UTEHUS TIEpEeRUTE B AIEKTPOHHYIO OMbauoreky MOU .

8. KubepbOe3onacHocTh UGPOBOM HHIYCTPUU : TEOpHUsS M MPAKTUKA (YHKUHOHAIBHON
yctoitunBocty K kubeparakam / JI. I1. 3erxkna, E. b. Anekcanaposa, M. O. Kanunun, [u np.] ;
pen. 1. I1. 3erxna . — Mocksa : 'opsuas Jlunusa-Tenexkom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopote TuT. 1. - ISBN 978-5-9912-0827-7 .

9. I'anarenko, B.A. Crannaptsl nnpopmanonHoit 6ezonacuoctu. Kypce nekmuii : yauebHoe
nmocoOue Il BY30B IO CHEIUAIBLHOCTSIM B 005acTH HMH(POpPMAIMOHHBIX TexHoyormi / B.A.
['anatenxo ; Pen. B. b. berenun . — 2-e u3g . — M. : UaTepHeT-YH-T nHbOpM. TexHonorui, 2012
. — 264 c. — (OcHOBBI HH(pOPMAITMOHHBIX TeXHOJOTHH) . - ISBN 978-5-9556-0053-6 .

10. ITanerun, B. ®. MHpopmannonHas 6e30MaCHOCTh KOMIBIOTEPHBIX CUCTEM M CeTeH :
yaeOHOe 1mocodue s CPeTHETO MPOPECCHOHAIBHOTO 00pa30BaHMs IO TPYIIIE CIeIHATBHOCTEN
"Undopmaruka u BerunciaurenbHas texuuka" / B. @. lansrun . — M. : @opym : THOPA-M,
2012 . — 416 c. — (IIpodeccuonansHoe 0OpazoBanue) . - ISBN 978-5-8199-0331-5 .
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11. Capture the Flag [CTF]. WrpoBble Mojenu MOATOTOBKH CIEIHMAIMCTOB B cdepe
KOMIThIOTEPHOM 0€30MacHOCTH : [yueOHO-MeToIn4YecKoe mocoodue s npenogasareneii] / A. O.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHXeHEpHO-IKOHOMHUY. HH-T
HanoHanpHOTrO wuccnen. yH-ta "MOU", Kadeapa "beszomacnoctm u HMHpopmanmoHHBIX
Texnomoruit" (BUT) . — M. : BHUHMreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

12. B. 1. ABepuenkos- "Aymutr wHbOpManmoHHOW Oe3omacHoctu", (4-¢ u3ad., crep.),
M3patenscrBo: "®JIMHTA", Mocksa, 2021 - (269 c.)

13. Tpodumos B. b., Temxun U. O.- "OkcneptHbie cuctemsl B ACY TII", U3narenbcTBo:
"Undpa-Umxenepus", Bonoraa, 2020 - (284 c.)

6.2 JInueH3nonHoe U CBOOOIHO pacpocTpaHsieMoe NPOrpaMMHoOe odecreyeHme:
1. CAO "ITpomereit"
2. Office / Poccuiickuii makeT 0pUCHBIX MPOrpaMm
3. Windows / OnepanionHas cucrema cemeicTBa Linux
4. Maitan Buneoxondepenuuu
5. Antumnaruat BY3

6.3 UnTepHeT-pecypcsl, BKIKYasA nNpodeccuoHaIbHbIe 0a3bl JAHHBIX M HH(POPMALMOHHO-
CIIpaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0ubJnoTeKa onyaiin' -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas yy1ekTponHas ouéaumoreka - https://elibrary.ru/

4. DeKTPOHHBIE pecypchbl U3aaTesibecTBa Springer - https://link.springer.com/

5. baza nannbix Web of Science - http://webofscience.com/

6. ba3a 1anHbIX SCOpUS - http://www.scopus.com

7. HammonanbHas J1eKTpoHHasi 6udamoreka - https://rusneb.ru/

8. 9BC "KouncyasTanT crygenra" - http://www.studentlibrary.ru/

9. Kypuau Science - https://www.sciencemag.org/

10. DaexTponnas 6udmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. Uudopmannonno-cnpaBouynasi cucrema «Koaexc/Texakcnepr» -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbiTasi yHuBepcuTeTcKas nnpopmaunonnas cucrema «POCCHUS» -
https://uisrussia.msu.ru

13. ®enepanbHblii noptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE

[Tpu noaroroBke k 'MA u nmpoBeaenust ' MA ucnonb3yrotrcs yueOHble ayTUTOPUU U IOMELICHHE
JUISL CAaMOCTOSITENbHON paboThl oOyyatonuxcs. [IpuMepHsblii nepeueHb NOMEIEHUH TPUBE/IEH B
Talnuue.

Tun nomeumenunst Homep ayauropuu, OcHamenue
HAaNMEHOBaHHE
ITomemenus s HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI TUCbMEHHBIN,
CaMOCTOSTEIIbHOM KommbsrotepHsiii CTYJ, IPUHTEP, KOHJAULIMOHED, BEIIaIKa s
paboTHI YUTATBHBIA 3451 OJEXKIbI, CBETHIILHUK ITOTOJIOYHBIH C

AUOJHBIMU JIaMIIaMH, KOMIIbFOTCPHAA CETh C
BBIXOJOM B I/IHTepHeT, KOMIIBIOTEP

TIEPCOHAIIbHBIN
VYuebnsle aynutopun | XK-120, MamunHbIH cepBep, KOHIAULMOHEP, KOMMYTAaTOp
JUTA TPOBEJICHUS 3an MBI
IIPOMEKYTOUYHOU
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aTTecTaluu

Ilomemenust misa
XpaHeHUs
000pyI0BaHUs U
y4eOHOTr0 MHBEHTAPS

K-202/2, Ckman
kadeapsr BUT

CTEJUIaX Il XpaHEHUs! HHBEHTaps, IKad s
XpaHEHUs UHBEHTapsl, MKad Ui JOKYMEHTOB,
CTOJI, CTYJI, CBETHJIbHUK ITOTOJIOUHBIN €
JFOMHHECLEHTHBIMHU JIaMIIaMH, KOMMYTATOp,
TyMOa, 3JIEKTPUYECKUE PO3ETKH, 3aIlaCHbIE
KOMILIEKTYIOLIHE Ui 000pYyOBaHus,
nH(pOpMaIMOHHbIE (MHTEPHET) PO3ETKH

TTomerenust misa
CaMOCTOSITCIBHOM
paboThI

K-307, YuebOnas
nabopaTopus
"OTKpBITOEC
MPOrpPaMMHOE
obecneuenue"

CTOJI MPEIo1aBaTesi, CTOJI KOMIBIOTEPHbIH,
CTOJI Y4€OHBIi, CTYJI, KOMIIBIOTED
NEPCOHANIbHBIH, CepBep, JEKTPUUECKHE
PO3ETKH, KOMITBIOTEPHAs CETh C BHIXO/IOM B
Hutepuer, nHbOpMaIInOHHBIC (MHTEPHET)
PO3ETKH, BEIIaJKa JIJIsl OJIeKAbI, TymOa,
KOHAUIIMOHEDP, KOMMYTATOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTHMEIHHBIN
IPOEKTOP

ITomemenust misa
CaMOCTOSITEIbHON
paboTsl

K-302, YuebOnas
nabopaTopus
"NudopmannoHHoO-
AHAIUTUYECKUE
TEXHOJIOTUH"

CTOJI MPETIO/IaBaTelIsA, CTOJI KOMITBIOTEPHBIH,
CTYJ1, KOMIIBIOTEp TIEPCOHANILHBIN, CEpBeEp,
AIIEKTPHUYECKUE PO3ETKH, HH(POPMAITMOHHBIE
(MHTEpHET) PO3ETKU, CBETUIILHUK
MOTOJIOYHBIN C TIOMHUHECHEHTHBIMH JIAMITAMH,
KOMMYTaTop, J0CKa MapKepHas, YKpaH,
MYJIbTUMEAUMHBIN IPOEKTOP, KOHIUIIUOHED

Ilomentenus st
KOHCYJIbTUPOBAHUS

A-300, YueOnas
aynutopus "A"

CTOJI TIpeTIo/iaBaTesi, KOMMYTaTop,
TEJIEBU30D, CTEIUIaX, NHPOPMAIIMOHHbIE
(MHTEpHET) PO3ETKH, MYJIbTUMEIHUHHBIN

IPOEKTOP, JOCKA MapKepHasi, SKpaH,

TEeXHUYECKas amnmnaparypa, MUKpOoQoOH,
KOJIOHKH, CBE€ETUJIBHUK TTOTOJIOYHBIH C
JMOTHBIMH JIaMITaMu, Kpeciio pabouee, Ty,
napra, cToj y4eOHblIi, TpuOyHa,
HIIEKTPUUYECKUE PO3ETKU, KOHTUIIMOHEP

VY4eOHble aynuTopun
JUIS IPOBE/ICHUS
MIPOMEKYTOUHON

aTTecTalluu

A-300, YuebOnas
aynurtopus "A"

CTOJI MPEernoiaBareisi, KOMMYTaTop,
TEJIEBU30D, CTEIUIAX, UHPOPMALIMOHHBIE
(MHTEpHET) PO3ETKH, MYJIbTUMEUIHBIN

MPOEKTOP, J0CKa MapKepHasi, 3KpaH,

TEXHUYECKas ammaparypa, MUKpOQOH,
KOJIOHKH, CBETHJIbHHUK ITOTOJIOUHBIN C
JTMOAHBIMU JIAMIIaMHU, Kpecjio pabouee, CTy,
napra, cToj1 yueOHbIH, TprOyHa,
AIIEKTPUYECKUE PO3ETKU, KOHIUIIHMOHEP
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