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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[IK-1 I'oToB oOecnieunBaTh 3aUUTy HHPOPMALIMHA B ABTOMATH3UPOBAHHBIX CHCTEMAaX B
IIPOLIECCE UX IKCIUTyaTalluu
NJI-1 AIMUHUCTPUPYET CUCTEMBI 3alIUTHl UHGOPMAIIUU aBTOMAaTU3UPOBAHHBIX CUCTEM

2. I1K-2 I'0TOB K BHEIPEHUIO CUCTEM 3aIIUTHI HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM
I1K-2.1 YcranaBnuBaeT ¥ HACTPAMBAET CPEICTBA 3AIUTHI HH(OpMAIUU B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

3. I1IK-3 CnocobeH aAMUHUCTPUPOBATH CPECTBA 3AIIUTH HHPOPMAIIMH B KOMITBIOTEPHBIX
CHUCTEMax U CEeTIX
[1K-3.2 AaMUHHUCTpHUPYET MPOrpaMMHO-aNMapaTHbIE CPECTBA 3aIIUTH HHPOPMAIINH B
KOMITBIOTEPHBIX CETIX

K BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanun: [Tucemennas padora
1. KonTponbras pabora Ne 1; Jlaboparopras padora Ne 1; (KonTposbras paboTa)
2. KonrtponbHas pabora Ne 4; JlaboparopHas padota Ne 5; (KontponbsHast pabota)
3. JlabopaTtopHas padota Ne 2; JTabopaTopnast pabota Ne 3. (KonrposbHas padorta)
4. JIaboparopHas pabota Ne 6; JJaboparopHas padota Ne 7 (KontponbHast pabota)

BPC nucuuminHbl

8 cemectp
Beca KOHTpOJIBHBIX MEPONIPUATHIL, %o
Nunexc KM- | KM- | KM- | KM-
Paznen nucuuninHb KM: 1 5 3 4

Cpok KM: 4 8 12 15

Monens ceTeBoit 6€30MacHOCTH KOMMYTUPYEMBIX OECIIPOBOIHBIX
JIOKaJbHBIX ceTel. ATaki Ha CETEeBYI0 HH(POPMAIIMOHHYIO
UHQPaACTPYKTYpy OECIIPOBOIHOIN KOMITBIOTEPHOM CETH

ATaky Ha ceTeByI0 HH()OPMALIMOHHYIO HHPPACTPYKTYPY
0ecrpoBOIHOM KOMIIBIOTEPHOH CETH

MexaHu3MBbI U cpesicTBa obecrieueHus: 0€30MacHOCTH CETEBOM
nH(pOpMalMOHHON HHPPACTPYKTYPHI OECIIPOBOTHOM
KOMIIBIOTEPHOH CETH

MexaHu3Mbl U cpeicTBa obecrieueHus: 0e30MacHOCTH CETEBOM
UH(POPMALIMOHHON HHPPACTPYKTYPHI O€CIIPOBOTHON + +
KOMITBIOTEPHOU CETH

Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunekc Nunukarop
KOMIIETEHIINHU

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

IK-1 N-1nk-1 AIMUHUCTpUPYET
CHCTEMBI 3aLIUThI
uHpOpMaLUN
aBTOMAaTH3UPOBaHHbIX
CUCTEM

3HaTh:

(bu3uIecKrue OCHOBBI PabOTHI
TEJICKOMMYHUKAITMOHHBIX
CUCTEM U BO3MOXKHbBIE
yrpo3bl HHGOPMAIIMOHHOM
0€30I1aCHOCTH;

YMers:

MIPAKTUYECKH MPUMEHSITh
TEOPETUICCKHEC 3HAHUS IIPU
pEIIeHNH 3a]1a4 3aIlUThI
nH(popmanuy B
0eCTpOBOTHBIX CHCTEMAX;

KonTponpHas padora Ne 1; JTaboparoprast padota Ne 1; (KonTponbHast
pabora)
KonTpomnpHas padora Ne 4; JTaboparoprast padota Ne 5; (KonTponbHast
pabora)

[K-2 IMK-2.1nk-2 YcraHaBiauBaeT
U HacTpauBaeT CpelCcTBa
3amuTel  MHpOpManuMu B
aBTOMAaTH3UPOBAHHBIX
cucTeMax

3HaTh!

CYLIECTBYIOINE CTAHAAPTHI
JIOKQJIbHBIX OECPOBOIHBIX
KOMIIBIOTEPHBIX CETEN
Ymers:

HaBbIKaMU HaCTPOUKH
CeTeBbIX UHTEp(ECcOoB
0ecTpOBOTHBIX
KOMITBIOTEPHBIX CETEM,
METOJIaMH TIOBBIIICHHUS
3alUIIEHHOCTH
Iepe1aBaeMoil uepes3 HUxX
nHpopMalnu;

Kontponbnas padota Ne 1; JlaGoparopnast padota Ne 1; (KonTponpHas

paborta)

JlabopaTtopHas pabota Ne 2; Jlaboparopnas padota Ne 3. (KonrponbpHas
paborta)

JlabopaTtopHas padota Ne 6; JJaboparopnas padota Ne 7 (KontponsHas
paborta)




I1K-3

ITK-3.2mx-3
AJIMUHUCTPUPYET
IIPOrpaMMHO-aIIapaTHbIE
cpeacTna 3aIUTHI
uHpopMaun B

KOMITBIOTCPHBIX CETAX

3HaTh:

MPUHITUIIBI TIOCTPOCHUS
OeCTpOBOTHBIX
KOMITBIOTEPHBIX CETEH C
Pa3IMYHON peain3annei
¢bu3nvecKkoro Kanana, a
TaK)Ke METOIBI U CPEICTBA
obecrnieueHus
MH(POPMAIIMOHHOM
0€e30I1aCHOCTH;

KonTponbnas padorta Ne 1; Jlaboparopuas padota Ne 1; (KonTponbhas
pabora)

JlaboparopHas pabota Ne 2; JlaboparopHnas pabota Ne 3. (KontponbsHas
pabora)




11. Cooeporcanue oyenounvix cpeocme. Illlkana u kpumepuu oyenueanus
KM-1. Kontpoabnas padora Ne 1; JlaGoparopnas padora Ne 1;

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHnsi KOHTPOJbLHOI0 MEPONPUATHSA: PAKTUUECKOE 3aHATHE

Kpartkoe cogep:xkanue 3aiaHusA:
[Tpu pacdere pa3aMUHBIX MAPaMETPOB OESCIPOBOJHBIX CETEH, YACTO MPUXOAUTCS BBHIITOTHATD
npeoOpa3oBaHUE OJHUX €AMHUL U3MepeHus B Apyrue. [Ipobiema cocTout B TOM, YTO B
TEXHUUYECKUX ONMCAHUAX U 3aKOHO/ATEIbHBIX AKTaX, PErYIUPYIOIINX UCIOIb30BaHUE
pazuoyacTOTHOTO crieKkTpa B Poccun, mpucyTCTBYIOT Kak JuHelHble (BarTel, BT), Tak u
norapudmugeckue (IennOeInbl) equHUIBI U3MepeHus. [lenrdens! SBIsSoTCs
JOrapu(pMHUUECKUMH €JMHULAMH U3MEPEHUS YPOBHEH MOIIHOCTH, 3aTyXaHUs U YCUJICHUS
curHainos. B nenubenax npuHATO U3MEPATH 3aTyXaHUE BOJIHBI IPU PacCpOCTPAHEHHUH B
noromaromient cpeae, K03GGUIUUEHT ycuineHns aHTeHHbI, OTHOLIEHHE cUrHaj/mym. Pycckoe
0003HaueHHE eANHUIIBI «Ienndem» — «aby, mexayHapoaHoe — «dBy. Jleunben sBisercs
6e3pa3MepHOil OTHOCUTEIbHOM BETMUMHOMN, MPEAHA3HAYEHHON AJI U3MEPEHHsI OTHOIIECHUS
JIBYX OJTHOMMEHHBIX BEJIMYUH C IPUMEHEHUEM K IIOJyYEHHOMY OTHOLLIEHHUIO
Jorapugmuueckoro macmrada. /[y oleHKH OTHOLIEHHS MOLITHOCTEH CUTHAala, BeJIMYrHa,
BbIpakeHHas B 1b, Berancisiercs o ¢opmysne: 1b = 100001 [J1 [J0, (1) roe P1 — u3mepennas
MOILIHOCTb, PO — MOIIHOCTB, IpUHSTasA 32 OCHOBY. B oTiuuune ot 6e3pazmepHoro aeunbdena,

JUTSL BRIpKEHUST a0COFOTHBIX 3HAYEHUH MOITHOCTH HUcTob3ytoTcss dBm (nbm) u dBW (abBT).

J171st 5TOTO OCTaTOYHO YCIOBUTHCS, KAKOH YPOBEHb U3MEPseMOil (PU3NIECKON BETHMUHHBI
Oynet mpuHsT 32 ocHOBY (ycyioBHbIN 0 16). B dBm (1bM) 00b14HO BBIpa)aeTcsi MOIIHOCTh

nepeaaTumkKa. 3a HYHCBOﬁ YPOBCHB abm MMpUHATAa MOITHOCTH B 1MBT. I[J'I}I nepeBoJia MOMHOCTU

u3 MBT B 1bM HE0OX0TMMO BBITIOJHUTH Ciieaytomiee Beraucienue: [0 = 10000
00000100, (2) voe DO OO L D— MomHOCT NepenaTunka, BeipakeHHas B abm, (101011
— MOIIIHOCTD IepelaTurKa, BbipakeHHas B MBT. OOpaTHoe npeobpa3oBanue u3 1bm B MBT
BhINoJIHsAeTCs 1o popmyne: (10110 =10 OO0 10, (3) rae [ T— MOIHOCTh
nepeaardrka, BelpaxkenHas B A1bm, [ [1[1[][] — MOIIHOCTb NIEpeAaTUnKa, BRIpaKeHHasl B MBT.
B dBW (a1bBT) 3a HyneBoii ypoBeHb npuHsATa MOIIHOCTE B 1 BT. ®opmyssl s nepeBoa
AQHAJIOTMYHBI BHIICTIPUBEACHHBIM C TOM pa3HUIIEH, UTO B KAUECTBE HYJIEBOTO YPOBHsI BbIOpaHa
BenuunHa 1 BT, a n3aMepeHHas MOIIHOCTb TaKke J0JKHA BhIpaxkaThes B BarTax. dBi (nbu) —
M30TPONHBIN Aennden (aenrden OTHOCUTENbHO U30TPOITHOTO U3Ty4yaTens). XapaKTepus3yeT
KO3(PUIMEHT yCUIIeHUs aHTEHHBI OTHOCUTEIBHO KO3 (UIIMEHTa HAITPABIECHHOT'O IeHCTBHS
M30TponHOro nu3nyyatens. Kak npaBuso, eciii He OrOBOPEHO CHEMAIIBHO, XapaKTePUCTHKU
YCUJIEHUS peabHBIX aHTEHH JA0TCSl HIMEHHO OTHOCUTEIBHO YCUJIEHUS! H30TPOITHOTO
u3nydarens. Jlenuoensl ABIAIOTCS HEMMHEHHBIMU eIMHUIIaMU n3Mepenus. [loatomy, korna
TOBOPST, HalIpUMep, 00 yaABoeHUH MOIIHOCTH, paBHOU 100 MBT (20 1bm), 3TO HE 03HauaeT,
410 MOIHOCTh yBennumiack A0 40 1bm. 40 nbm coorBercTByer 10 000 MBT. YBenuuenune
MOIIIHOCTH B MBT B 2 pa3a 5KBUBaJICHTHO TPHOABIICHUIO K MOIITHOCTH B 1bm 3 nbM.
YMeHblIeHHEe MOIIHOCTH B MBT B 2 pa3a SKBUB&JIEHTHO BBIYMTAHUIO U3 MOIIHOCTH B 1bMm 3
nbwm. CnenoBarensHo, pu yBeaudeHHH MomHOCTH 100 MBT B 2 pa3za, HEOOX0AUMO CIIOKHUTH
20 nbm u 3 1bM u osy4rM MOIHOCTE 23 nbM.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

‘ 3HaTh: buznaeckue OCHOBEI ‘ 1.Ykaxxute MeT0/IbI KOHTPOJISA 10CTYIA, BLIXOAsIIIHE
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paboThl  TEIIEKOMMYHHKAIIHOHHBIX
CUCTEM ¥ BO3MOXXHBIE YyTPO3bI
nH(pOpMaIMOHHOM 0€30MMaCHOCTH;

3a pamku cranaapra IEEE 802.11.

3HaTh: CYIIECTBYIOLUE CTaHAAPTHI
JIOKAJIBHBIX 0ecrpoBOIHBIX
KOMITBIOTEPHBIX CETEN

1.ITosioca npomyckanust — 370 .

3HaTh: NOPUHLUIBI  TOCTPOCHUS
OECIIpOBOIHBIX ~ KOMITBIOTEPHBIX
CeTel C pa3IM4yHON peanu3aluen
¢u3uueckoro KaHama, a TakKke
METOJIbl U CpeICcTBa oOecreyeHus
nH(OPMAaIMOHHON 0€30MTaCHOCTH;

1.Y9T10 Takoe GecipoBOIHAS JIOKAJIbHAS CeTh
(WLAN)?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka: 5

Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CIIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJTHEHO MPEHMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABJICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3

Hudienuii nopoe évinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu evinoanenus sHanus: OueHka "y10BIeTBOPUTENILHO" BHICTABIIAETCS
€CJIM 3aJjaHUE IPEUMYILIECTBEHHO BBIIIOJIHEHO

Oyenka: 2

Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBINOJIHEHO

KM-2. JlabopaTopHasi pabora Ne 2; JlaGopaTtopHasi pa6ora Ne 3.

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora

Bec konTposbHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHHs KOHTPOJBLHOr0 MeponpusaTus: [Ipaktuyeckoe 3ansaTue

KpaTKOC CoA€cpKaHMuE 3alaHUA:

J171st TOro 4TOOBI OMIPENIEUTh COCTOSIHUE OECTIPOBOTHON Cpelbl epeiauu, CTAHIUS UCTIOIb3YeT
(GYHKIMIO KOHTPOJIS HECYIIEH B TEUCHHE YKa3aHHOTO Medckaoposozo unmepsana (Inter Frame
Space, IFS). MexkaapoBbslit HHTEpBaJ ONpeesieT BpEMEHHOM HHTepBal MEX 1y Nepeaayeit
kanpoB. B ctangapre IEEE 802.11-2016 onpeneneno 10 mexxkaapoBbIX HHTEPBAJIOB, KOTOPHIE
CIIy’at Juist oOecriedeHus MPUOPUTETHOTO OCTyMa K cpeae nepenadn. [FS HezaBuCUMEBI OT
CKOPOCTH TIepeIavyy M OMPEACIIAIOTCS OTICTBHO IS KXo crieruduKanuu Gru3naecKkoro
YPOBHSI. DTU UHTEPBabI clieayroure (yKa3aHbl B MOPSAKE YBEIMUCHUS ITTUTEIBHOCTH):

*  yMeHbLUeHHbIN MmeXKKagpoBsblit nHTepsan (Reduced IFS, RIFS);

®  KOPOTKUI MeXKKaapoBbiii MHTepBan (Short IFS, SIFS);

*  MeXKaaposblii MHTepBan ¢yHKumm PCF (PCF IFS, PIFS);

*  MeXKaaposblii MHTepBan ¢yHKumm DCF ( DCF IFS, DIFS);

® apbuUTpaXKHbI MexXKaapoBbiii MHTepBan (Arbitration IFS, AIFS);




®  paclUMpeHHbIt MeXKaapoBsbiii MHTepsan (Extended IFS, EIFS);

®  KOPOTKUIN MEeXKKagpoBbli MHTepBaa dopmupoBaHua nyya (Short Beamforming IFS, SBIFS);

*  MeXKaapoBblii MHTEPBaAs NPOTOKOA yTOYHEeHUs yda (Beam Refinement Protocol IFS, BRPIFS);
* CcpeaHUN MeXKagpoBbi MHTepBan dopmupoBaHua nyya (Medium Beamforming IFS, MBIFS);

*  [/IMHHbIA MEXKagpoBbli MHTepBan dopmmnpoBaHms nyda (Long Beamforming IFS, LBIFS).

MesxkaapoBselii uHTepBasl SIFS camblil KOPOTKUI M3 BCEX MEKKAAPOBBIX HHTEpBAIOB. OH
UCTIONIB3YeTCs, KOTJja OECTpOBOAHAsI CTAHLIUS 3aXBaTHIIA CPEAyY U €l TpeOyeTcsi COXpaHUTh
JIOCTYT K cpefie Ha BpeMsi, He0OX0AUMOe IS epeadu MOCIe10BaTeIbHOCTH KapOB.
Hcnonp30Banue HEOOIBIIOTO0 BPEMEHHOTO HHTEPBaIa MEXKAY Iepeiayeld KaapoB M03BOJISIET
MIPEAOTBPATUTD MTONBITKU 3aXBaTa CPEeAbl APYTUMHU CTAaHLUSMH.

B HekoTOpbIX citydasx, A1 YMEHbIIEHUS HAKJIaIHbIX pacxooB, BMecTo SIFS moxer
HCIIOJIb30BaThCs MexXKaapoBbiid nHTEpBai RIFS.

Wutepsain PIFS ucnonssyercst Toueunsim koopauaaropoM (Point Coordinator) ¢pynakuuu PCF
u TuopuHEIM KoopauHaTopoM (Hybrid Coordinator) ¢pyaknuu HCF st monyuenus
IPUOPUTETHOTO JI0CTYIA K CpeJE.

Mesxxkaapossiii uaTepBai DIFS ucnonb3yercs 6ecipoBOIHBIME CTAaHIIUSIMU, PAOOTAIOITIMHU
non ynpasienueMm DCF, u1s nepeaaun kaapoB JaHHBIX U YIIPABISIIOIIMX KaJpOB.

Wnteppan AIFS ucnonb3yercs 6ecipoBOIHBIMH CTAHIIUSMU, MOAECpKUBaOIIUMU QOS, 11t
MOJIy4eHHS JOCTyNa K cpezie ¢ nomoibio Mmeroga EDCA.

Wnrepan EIFS ucnonssyercs ¢pynkueit DCF Bmecto DIFS B Tom cnyuae, korja craHius
olnpezenuia, 4To NOCAEAHUN MOy4YEeHHBIH KaJip coAepKall OLUMOKY UM €r0 KOHTPOJIbHAsS
cymma Obi1a HekoppekTHa. [locne ycnenrHoro nonyudenus kaapa, Gynkuus DCF caoBa Oyzaer
ucnosap3oBath uHTEpBan DIFS.

Wnrepsan SBIFS nomkeH nucnonb3oBaTbes Ui OTAEICHUS HECKOJIBKUX Mepeaay OT OJTHOTO
nepegaTyvKa B TEUCHHE Pa3BEPTKU CEKTOpa MPUEMHHUKa (receive sector sweep) Wil Koraa
KaX/1as Tiepeiaya MporuCXoIuT ¢ APYroi KOH(UTypanuei nepenaroneld aHTeHHBI U He
O’KU/IaeTCsl, YTO OTBETHAs Nepeaya Oy/eT BhImoiHeHa yepe3 natepBain SIFS.

Wnrepsan BRPIFS nomken ncnonab3oBaThCsl CTAHIUAMU MEXY NepeadyaMu KaJpoB
npotokona Beam Refinement Protocol (BRP).

Wnrepsan MBIFS nomxken ucnonszoBatecs Mexry BTI (Beacon Transmission Interval) n A-
BFT (Association Beamforming Training) u mexnmy ISS (Initiator Sector Sweep), RSS
(Responder Sector Sweep), kaapamu SSW-Feedback (Sector Sweep Feedback) u SSW-Ack
(Sector Sweep Ack).

Nurtepran LBIFS nomkeH nConb30BaThCs MEXKTY MepeadaMu, NCIOJIb3YIOIIMMU Pa3HbIe
anteHHsl DMG (Directional Multi-Gigabit), u korja oxuaaercs, 4To noxydareib
nepeKIounTes Ha anTeHHbsl DMG.

3uauenus IFS 3aBucsT ot cpensl nepenaun u puxcupoBansbl (3a uckiarodenneMm AIFS) nns
KaXJI0TO (PU3UYECKOTO YPOBHS, HE3aBUCUMO OT OMTOBOI CKOPOCTH OECIIPOBOIHOM CTAHITHH.
Bce BpeMeHHbIE HHTEPBAJIbl HAUMHAIOT OTCYUTHIBATHCS OT MOMEHTa OKOHYaHUS NIepe1aun
OuepesHOro Kajapa. ITo He TpedyeT nepeadn Kakux-a1ubo crennaaibHbIX CHHXPOHU3UPYIOIINX
CUTHAJIOB M HE OTPAHUUYMBAET pa3Mep KaJpa pa3sMeEPOM BPEMEHHOTI'O CJIOTa, TaK KaK CJIOTHI
MPUHUMAIOTCSI BO BHUMaHUE TOJIBKO MPH MPUHATUHU PEUISHHs] O Havasle repeiadu Kajapa.

KoHTpoJibHbIE BOIPOCHI/3a1aHUSA:

3HaTh: CYIIECTBYIOIINE CTAHIAPTHI 1.YTo Takoe YmpaBieHue ouepeaHoCThio (Sequence
JOKaJbHBIX 0ecrpoBOTHBIX Control)

KOMITBIOTEPHBIX CETEN

3HaTh: TOPUHLUIIBI  TOCTPOEHUS 1.J1s1s1 yero HaJl0 pacCYUTHIBATH IHEPreTHYECKU I
OecrpoBOJIHBIX  KOMIBIOTEPHBIX NOTeHIHAJI IMHUM CBA3U?

CeTel C pa3IMYHOM pealn3anuen 2.Yto takoe Ynpasienue kajapoM (Frame Control):




GU3MYEeCKOTO KaHajla, a TaKxke
METOJIBI U CPENCTBa OOeCIeueHUs
nH(pOpMaIMOHHOM 0€30MMaCHOCTH;

Onucanue MKAJbI OICHUBAHUA:

Ouenxa: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku btnoanenus 3uanus. OueHka "Xopomo" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a]1a4

Oyenka: 3

Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIETBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHue NPEUMYILIECTBEHHO BHIIIOJIHEHO

Oyenka: 2

Onucanue xapakxmepucmuxu evinoanenus sHanusa: OneHKa "Hey10BIETBOPUTENIbHO" BBICTABIISAETCS
€CJIM 3aJIaHU€E BBIITOJIHEHO HEBEPHO UJTU MPEUMYILIECTBEHHO HE BBIMOJIHEHO

KM-3. KonrpoJabHnas padora Ne 4; Jlaboparopuast padora Ne S;

®opmbl peasuzanun: [TuceMennas padora

Tun koHTpOIBLHOr0 MeponpusaTus: KontponsHas pabora

Bec koutposabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHusi KOHTPOJbLHOT0 Meponpusitus: [IpakTudeckoe 3auaTue

Kparkoe conep:kanue 3a1aHus:

Cranpapt [EEE 802.11 nonnepkuBaeT Tpu pa3HbIX TUIA KapOB: ® KaJpbl TaHHBIX WIN
uH(popMaloHHbIe Kaapsl (data frames) - HCTIONB3YIOTCS TSI IEpEAaY TaHHBIX; *
KOHTPOJIbHBIE KaJIphlI (control frames) - ciry»aT AJiss KOHTPOJISI IOCTYTIa K CPeJie; * KaJphl
yrpaBieHus (management frames) - uConb3yIOTCs A1 0OMeHa yrpasistoniei nupopmanmen
IIPU BBINIOJHEHUH TaKUX omnepanuii nogypoBHs MAC, kak accorualis 1 pa3pblB acColMalun
CTaHIIMH C TOYKOM JOCTYIa, ayTeHTH(PHUKAIMSA U OTMEHA ayTeHTHU(UKAIIUU, CHHXPOHU3AIUS U
np. Kaxapiit kanp MAC cocTOUT U3 CIeAYIONMX OCHOBHBIX KOMIIOHEHTOB: 3aroJIoBKa Kajpa,
TeJa KaJapa MepeMEeHHON JUIMHBI U KOHTPOJIbHOM CyMMBI Kazpa. [lepBeie Tpu noss
(«YmpaBnenue kanpomy, «nutenpsHoCTh/UACHTHGUKATOPY, «Anpec 1») U ocienHee mosyie
(«KoHTponbHas cymma Kajipa») IpUCYTCTBYIOT BO Beex kaapax MAC. OcTanbHble MO
(«Ampec 2», «Anpec 3», «YTpaBieHne 09epeIHOCThION, «Anpec 4», «YmpaBiaenue QoSy,
«Teno kaapa») MPUCYTCTBYIOT TOJBKO B ornpeneneHHbIX kaapax MAC. Puc. 4.1 ®opmar kaapa
MAC IEEE 802.11-2012 Kaxaplii u3 TUIIOB KaJpoB pa30MBaeTCcsi Ha HECKOJIbKO MOJTHUIIOB B
3aBUCHUMOCTH OT BBINIOJIHSIEMOM ornepanuu

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

YMeTb: MNpakTUYECKH NPUMEHSThH
TEOPETHUYECKHE 3HAHUS npu
pelIeHnn 3a/1a4 3alIUThI
uHpopmanui B OECTIPOBOIHBIX
CHUCTEMAX;

1. Pactuudpyiite bonbme pparmentos (More Fragments
2. Jlaiite onpenenenue [ToBrop (Retry)

3.Jlaiite onpenenenue YnpasieHue MOIHOCThIO (Power
management)




Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JUIsI PEIICHUS 3a/1a4

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: ONeHKa "HeyIOBICTBOPUTEIIEHO" BEICTABIISICTCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-4. JIaboparopnasi padota Ne 6; Jlaboparopnast padora Ne 7

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpouenypa npoBeaeHnss KOHTPOJIBLHOI0 MeponpuaTHA: [IpakTnueckoe 3ansTue

Kpatkoe cogepxxanue 3agaHusi:
pPOEKTUpPOBaHHE OECITPOBOIHBIX CETEH MPaKTUUECKU HEBO3MOXKHO 0€3 OLIEHKH IPUTOJHOCTH
JIMHUM CBSI3H, T.K. 3T OI[EHKA UMeeT OOJIbIIIOe 3HAYECHHUE [Tl BRISIBICHUST BO3MOXKHBIX TIPo0IeM
B X0/I€ yCTaHOBKU. Hanmuuue Xopouero sHepreTHYeckoro noTeH1yana spisercs: 0a30BbIM
YCIIOBHEM JIJISI HOPMAIBHOTO (PYHKITMOHUPOBAHUSI JIMHAN CBSI3U. DHEPTETHUECKUI IMOTSHIIAI
(Link budget) 6ecripoBoJHOM IMHUM CBSA3HM YUUTHIBACT BCE YCUIIEHUS U ITOTEPHU YPOBHS
CHTHAJIa TIPY €T0 PacIpOCTPAaHEHHUH OT TepeIaTuhKa K IPHEMHHUKY depe3 OeCIIpOBOTHYIO CPEy
nepeaayn, kabenu, pa3beMbl U Pa3IMYHbIE MPEMATCTBUS (CTEHBI, IOTOJKH, IEPEBbs U T.1.).
[TonHOE ypaBHEHHE SHEPTETUYECKOTO TOTSHIINANA JIMHUHU CBSI3M MOXKHO 3aICaTh CIIETYIOIIHM
obpazom: 10— 000+ 000 -000+ 00000 -00000=000+ 00000, (1) roe:
[J[1[]— momHoCTh nepeaaryuka, 1bm (dBm); [1[][]— norepu curuana B aHTEHHOM Kabesne 1
pasbeMax nepezaromero tpaxkta, b (dB); [1[1[1— koaduureHT ycuneHus nepeaaroneit
anTeHHsl, 1b (dBi1); [1[][]— notepu nepeaauu B cB00O0AHOM npocTpaHcTse, b (dB); (111 11[1[]—
K03 UIIMEHT yCuIeHus npuemMHon antenssl, 1b (dBi); [10]J[1[]— moTepu curHaia B
aHTEHHOM Kalele 1 pa3beMax npueMHoro tpakra, 1b (dB); [1[1[]—3amac Ha 3amMupanue
curnana (SOM, System Operating Margin), n1b (dB); [1[][][][]— 9yBCTBUTEIbHOCTb
NpUeMHHKa MPH JaHHOH ckopocTu nepeaayu, 1bm (dBm). ITotepu B cBO60AHOM NPOCTpaHCTBE
JUTSL JTMHUY CBSI3M C U30TPOITHBIMU aHTEHHAMH MOYKHO PAaCcCUUTATh C TIOMOIIBIO CIIETYIOIIEH
dopmynsr: [0 =20000000 + 20000000 + [(ab), (2) roe: [10][1— ocHOBHBIE IOTEPH TEepeiadyn B
CBOOOTHOM TIPOCTPAHCTBE; [ |— EHTpaIbHAs YacTOTa KaHalla, HA KOTOPOM paboTaeT cucTeMa
CBsI3U; []— paccTosiHHE MEXy ABYMSl aHTEHHaMHM; [ |— KOHCTaHTa, KOTOPast 3aBUCUT OT €JJMHHUIL
W3MEPEHUs YaCTOTHI M paccTostHus. KoHCTaHTa B BRIpOKEHUH MOKET MEHSTHCSI B 3aBHCUMOCTH
OT TOTO, B KAKUX €IMHUIIAX BBIPAYKEHBI YACTOTA U PACCTOSHUE: * JJIsl YACTOTHI, BBIPAKEHHOH B
I'T', m paccTosiHUSL, U3MEPSIEMOTO B KHJIOMETPAX, KOHCTAHTa paBHa 92,45; ¢ 111 4acTOTHI,
BbIpakeHHOU B MI'11, 1 paccTOsiHMSL, U3MEPSIEMOro B KUJIOMETpaX, KOHCTAaHTa paBHa 32,4; ¢ s
4acTOTHI, BEIpakeHHOM B MI'11, M paccTosiHusA, N3MEPSAEMOro B METPAxX, KOHCTAHTA PaBHA -
27,55. Jlns ipyrux TUIIOB aHTEHH CIIEAYyeT YUUThIBaTh K03(duument ycunenus. B pezynbrare
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BBIpa)KEHUE IS OTEPb B CBOOOIHOM IIPOCTPAHCTBE MPUMET Cleayrouuii Bu;: (11111 =
20000000+ 20000000 = V0 = D E + Tl(ab), (3) tae: [111[]— ocHOBHBIE TIOTEpH TIepeaadn
B CBOOOJTHOM MPOCTPAHCTBE; [ |— IEHTpaIbHas 4acTOTa KaHaja, Ha KOTOPOM pabOTaeT cCucTeMa
CBsI3H; [ |— paccTosiHUE MEXy IBYMsl aHTeHHaMu; || [ — Koo puieHT ycuneHus
nepeaaomei anteHnsl; - 54 - 1111 [ []— ko3¢ HUIHeHT yCHuIIeHus IPUEeMHON aHTEeHHBI; [ —
KOHCTaHTa, KOTOpasi 3aBUCUT OT €MHUILl U3MEPEHHsI YaCTOThI U paccTosiHus. HanexxHocTh
paboThI GECTIPOBOIHOM JTMHUU CBSI3U B IIEPBYIO OUYEPEAb ONPEACISCTCS YJHEPTeTHUECKUM
3aracoMm Ha OBICTpbIE U MeJJICHHbIE 3aMupanusd. [loaromy npu ee pacuere 00s13aTeILHO
JIOJKEH OBITh MPEyCMOTPEH pe3epB Ha KOMIICHCAIUIO 3TUX 3aMUpaHuil [] 3anac Ha
3amupanue curaaia (SOM). SOM onpenenseTcs: Kak pa3HUIla MKy YPOBHEM (paKTHUECKH
NPUHUMAEMOTO CUTHAJIA U YyBCTBUTEIBHOCTHIO TPUEMHHUKA, KOTOPAasi 3aBHCUT OT BHIOPAHHOTO
Tuna Mmonyisiuuu. L0 =000 - 000+ 000 =000 + 00000 -00otn =
OO0, (4) rae: 11— 3amac Ha 3amupanue curHana (SOM, System Operating Margin), nb
(dB); [J[1[]— momHOCTH nepeaarynka, 1bm (dBm); [J[][J— moTepu curHaia B aHTEHHOM
KabeJe 1 pa3beMax mnepeaaromniero Tpakra, 1b (dB); [ 11— koapdumeHT ycuneHus
nepenaronieit anteHHsl, 1b (dBi); [ ][ ]— moTepu nepeaadu B CBOOOHOM MPOCTPAHCTBE, 1b
(dB); 11— koa(puLMeHT yeuIeHns: TpUeMHOM anTeHHsl, n1b (dBi); (111 [][1— notepu
CUTHaJIa B aHTEHHOM Ka0elle U pa3beMax ImpuemMHoro tpakta, nb (dB); L1111 [—
YyBCTBUTEIHHOCTh MMPHEMHUKA Ha TAHHOH ckopocTu nepeaayn, 1bm (dBm). Uem Beime SOM,
TeM HajiekHee OecrpoBOAHAS TUHUS cBs3u. CunTaercs, MUHIUMallbHAs BEIMYMHA 3araca Ha
3aMUpaHue J10bKHA ObITh He MeHbIe 10 1b 1 3Toro 10CTaTOYHO /I MHXKEHEPHOTO pacyeTa,
HO Ha MPAKTHKE 4acTo UCIob3yioT 3HadeHue 20 [ 30 nb. J{ns a¢dhekTuBHOM CBSI3U C
MIOMOIIbI0 CAHTUMETPOBBIX BOJIH HAJ0 00€CIEYUTh OECIPENSITCTBEHHYIO JIMHUIO MTPSMOM
BUJIUMOCTH MEX]y MepeAaTINKOM U MprueMHUKOM. OHAKO 3TO HE BCEria BO3MOXKHO,
0COOEHHO IIPU IOCTPOECHUHU OECIIPOBOJIHBIX CeTel BHE oMeleHui. /st onpenenenus Toro,
CKOJIBKO MPOCTPAHCTBA JOJKHO OBITH CBOOOIHO OT Mperpaj] Ha JTUHUH CBSI3U MEXKITY
nepeJaTYuKoM U IPUEMHUKOM UCIOJIb3YeTCs Takoe NMoHATHE, Kak 30Ha @penens (Fresnel
zone). bimxaiiias K TMHUM, COEAMHAIONIEH NepeaTyiK ¢ IPUEMHUKOM, 30Ha Ha3bIBAETCS
nepBoii 30HoM ®Ppenens. Bee ecrecTBeHHBIE (3€MIIs1, XOJIMBI, IEPEBbsI) U UICKYCCTBEHHbIE
(3maHus, cTONIObI) IPENATCTBUS, MONAIAOLINE B HEe, OKa3bIBAIOT HaHOOJIee HeraTUBHOE
BJIMSTHUE HA YPOBEHb CUTHAJA B PE3YJIbTAaTE OTPAKEHUS, IPETIOMIICHUS, pAaCCEUBAHUS WU
mudpakuuu. [Ipu 3TOM, YeM JUIMHHee JTUHUS CBS3U, TEM BakKHEE CTAHOBUTCS BHIYMCIICHUE
paauyca nepBoi 306l @penenst. i 1100601 TOUKK paiiOIMHUU PAUuyC IEPBON 30HBI
dpeHenst MOKHO HalTh 1o popmyie: [ = 17,32V (11 x [12 [1 x ([11 + [12) (5) rae: [1— paguyc
nepBoit 30H61 Openens, M; (11— paccTosiHue OT aHTEHHBI ITepeAaTInKa J0 CaMOM BBICIIICH
TOYKHU HPEATNO0JIaraeMoro MpensTCTBUs, KM; [ |2— paccTOsSHUE OT caMOM BBbICIIEH TOUKU
IPEeJIoJIaraéMoro NpensaTCTBUS JO aHTEHHBI IPUEMHUKA, KM; [ |—yacTtoTa, I'T1. YuureiBas ToT
(axT, YTO MaKCUMaNbHBIN panuyc nepBas 30Ha OpeHenst UMeeT B TOUKE, paBHOYAAJICHHOHN OT
06erX aHTEeHH, TOTYHM YIPOIIEHHYIO GOpMYTy uTs ero Beraucaenns: [1 = 17,32V [1 4F (m),
(6) - 55 - rue: [1— paxuyc nepBoit 30161 DpeHens, M; [J— pacCTOSHIE MEXKIY aHTCHHAMH, KM;
[l—gactora, ['Tu. Ecnmu B o61actu, paguyc kotopoit cocrasisier 60% mnepBoii 30061 DpeHens,
HET Mperpa, To MpU pacueTe PaJIuoJIMHUN MOKHO OTPAaHUYUTHCS YyUE€TOM IOTEPh CUTHAJIA B
cBOOOAHOM IpocTpaHcTBe. YTOOBI JOCTHYB 3TOTO, BHICOTA MO/IBECA AaHTEHH NPUEMHHUKA U
nepeAaTyrKa JODKHA ObITh TaKOM, 4TOOBI BJIOJIb PaMOIMHUN HEe ObIJIO HU OJHOM TOYKH,
paccTosiHuE OT KOTOPOM 710 MpensTcTBUsI OblT0 Obl MeHbIIE, YyeM 0,6 pannyca nepBoi 30HbI
®penens. Cienyer OTMETUTD, UTO 3€MIIS TAKXKE SIBJISIETCS OAHUM U3 NpensaTcTBUM. g
VIPOIIEHHOTO BRIYUCIIEHUS pajnyca 00JacTH, cocTasismomero 60% pannyca nepBoit 30HbI
@peHensi, YMHOKHMM BbIpakeHue npenpiyuieit popmyinsl Ha koadpdumment 0,6: [1(60) = 10,4V
[ 4F (m), (7) dpyrue nCTOUHHKH YCTaHABIMBAIOT O0Jiee )KeCTKHE TPeOOBaHUs: Iperpaabl
JOJKHBI 0TCYTCTBOBaTh B 80% mnepBoii 30HbI dpenens. (s ynpoueHHOro BEIYACICHUS
paamyca obsactu, coctasistoniero 80% panuyca nepBoit 30061 DpeHesnsi, HyKHO YMHOXHUTh
BBIPAKEHHE ISl YIPOIIEHHOIO BBIUMCIIEHUSI MAKCUMAJILHOTO paaunyca 1nepBoil 30HbI OpeHens
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Ha kodhduuuent 0,8: [1(80) = 13,86V [1 4F (m), (8) ClieayeT IOHUMATh, 9TO PAIyC IEPBOil
30HBI DpeHens He SIBIIAETCS BHICOTOM YCTAaHOBKH aHTEHH, HO HCIOJIb3YeTCs IS ee
BblunciaeHus. Ornpenensis BBICOTY YCTAaHOBKH aHTEHH, CIEAYET YUUTHIBATh TAKXKE KPUBU3HY
3eMHOM MmoBepxHOCTH. Ee MOKHO paccunuTath, ucnonb3ys hopmyny: (LA =12 68 (m),
(9) rme: (1AL xpuBU3HA 3eMHOM MOBEPXHOCTH, M; [][] paccTosiHuE MEX/1y aHTCHHAMH,
kM. Torga MUHHMMAaIbHAas BBICOTa YCTAHOBKU @aHTEHH HaJl IPEMATCTBUSMU, C YI€TOM TOTO, UYTO
60% nepBoii 30H61 Dpenens cBOOOIHO OT Mperpai, OyAeT BRIYUCIATHCS 1Mo hopmyne: [11111[]
= 10,4V 0 4F + 11 2 68 (m), (10) rme: (1] ][] BBICOTA YCTAHOBKH QHTEHHBI, M; [ [J
paccTosiHue MeXy aHTeHHamu, kM; [|[] yactorta, I'T. Eciu HeoOxonuMo paccunTars BBICOTY
YCTaHOBKH aHTEHHBI IPU OTCYTCTBUU NpensaTcTBUl B 80% nepBoil 30HbI OpeHenst, To

ko Puuuent 10,4 B popmysne (10) Hano 3amenuts Ha 13,86

KoHTposibHbIe BONPOCHI/3aJaHUA:

YMeTh:  HaBbIKAMU  HACTPOMKHU 1.0npenenure norepu B CBOOOHOM MPOCTPAHCTBE HA
CETEBbIX uHTepdelicoB JIMHUU CBSI3U MEXIY TOUKOM JIOCTYIA U KIIMEHTCKUM
OECIIPOBOTHBIX KOMIIBIOTEPHBIX ycrpoiictBoM ctanaapta 802.11n, paboraromumu Ha 7
cered, MeToAaMu  IIOBBILICHUS KaHaje (ueHTpanbHas yacrtora 2442 MI'n). Paccrosinue
3alUIIEHHOCTH nepeaBaeMoit Mexay ycrporctBamu — 100 m

4yepe3 HUX HH(OpMaIni; 2.0npeaenure mOTepH B CBOOOIHOM IIPOCTPAHCTBE HA

JIMHUM CBSI3U MEX]y TOUKOU foctymna ctanaapta 802.11n
1 TOuKo# noctyna crangapra 802.11ac, padoraromumu
Ha 64 kanane (ueHTpaibHas yactora 5320 Ml ).
Paccrosinue mexny ycrpoiictBamu — 200 M.
3.Boruncnute paguyc nepBoii 30Hbl OpeHens.
Paccrosinue mexxny anrennamu 15 km. Paccrosnue ot
AHTCHHBI MEPEIATYNKA IO CAMOM BBICIIEH TOYKH
npernoaaraeMoro npensatcTeus — 7 kM. [lepenaya
Benercs B quanasoHe 2,4 [T Ha 6 kaHane (LeHTpaibHast
yacrora 2437 MI'g

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenxa: 5
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHkKa "Xopoo" BbICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenxa: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoineHus shanus: OneHka "yI0BIEeTBOPUTEIBHO" BEICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIECTBEHHO BBITIOTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyTOBICTBOPUTEIIEHO" BEICTABIISICTCS
€CJIN 3aJIaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYIIECTBEHHO HE BBHIMOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXXYTOUYHOM ATTECTAIIUA
8 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

3AYETHBIN BIIET Nel Ymeeporcoaro:
Kadenpa hezonacrocmu u ungpopmayuoruwix 3as. kagh. BUT
HNY MexHoI02Ul A.FO.Hesckuti
M>BHU Huctmmmuaa  «be3omacHOCTh OECTIPOBOIHBIX CeTel mepeaadn IIpomorxon HMK
uHPOPMAITUH » HUDOFB Ne
NH:KeHEePHO-IKOHOMHUYECKUIl HHCTHTYT

1. Cetn WiFi 802.11a, b, g. Oco6eHHOCTH, CTAaHAAPTHI, XapaKTEPUCTHKH.
2. Apxurektypa cetu 3G (UMTYS).
3. 3ayaua

IIpoueaypa nposenenust
[TucemenHas ¢popma 1o OwmeTy

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 u KOHMPOIAbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenunst/Uuankarop: UJI-1nk-1 AAMUHUCTPUPYET CUCTEMBI 3alIUTHI HH(GOpMAIIUU
ABTOMATU3UPOBAHHBIX CUCTEM

Bonpocel, 3aganus
1.CereBast uHpOpMaLOHHAs UHPPACTPYKTYpa OECIPOBOIHON U KOMITBIOTEPHON CETH.
2.Cnioco0sl coeinHeHni. ApXxUTeKkTypa 1 000py10BaHNEe OECIIPOBOIHBIX CETEH.
3.becripoBoiHBIE IEPCOHAIBHBIE CETU U TEXHOJIOTUN
4.Knaccuduxanus 6ecripoBOIHBIX ceTei

Matepuainbl 1/151 IPOBEPKH OCTATOYHBIX 3HAHUM
1.0neHuTe BO3MOXKHOCTD PabOThI KaHaa CBSA3U AJIMHON 2 KM MEXAy TOukoi noctyrna DAP-
3310 u GecipoBOAHBIM KIMEHTOM ¢ agantepoM DWA-182 Ha MakcuManbHON CKOPOCTH,
nojaepKuBaeMoi 6ecripoBoiHOi ceThio (300 MOuT/c). YcTpoiicTBa paboTatoT Ha 6 KaHaie
(uenTpanpHas yactota 2437 MI ).
BepHnplii otBeT: 3anuiieM TexHuueckue xapakrepuctuku DAP-3310 u DWA-182: »
MomHocTh nepenaTunka Ha Bcex ckopocTsax DAP-3310: 20 dBm; « MomHocTh
nepenatunka DWA-182 nHa ckopoctu 300 Mout/c: 15 dBm; « MomHoCTh nepeaTanka

DWA-182 na ckopoctu 1 Mout/c: 19 dBm; « UyBctBuTtensnocts DAP-3310 Ha ckopoct
300 Mowut/c: -69 dBm; * UysctBurenbrnocth DAP-3310 Ha ckopoctu 1 M6wut/c: -96 dBm;
* UysctBuTenbHOCT DWA-182 Ha ckopoctu 300 Mout/c: -61 dBm; * UyBCcTBUTENBHOCTH

DWA-182 na ckopoctu 1 M6ut/c: -87 dBm; * Koaddurment ycunenus mraTHoi

aateHHsl DAP-3310: 10 dBi. * Koaddurment ycmienus mraraoit anteHHsl DWA-182: 0
dBi; « IToTepp B aHTEHHO-(UAEPHOM TPAKTE, T.€. MEKAY OECIIPOBOJHBIMHU YCTPOUCTBAMH U

ux aHteHHamu, HeT (0 1bm). [Ipumeuanue: XxapakTepUCTUKH YCTPOMCTB MOXKHO
nocMoTpeThb Ha caiite http://dlink.ru — IIpoxykTs! u pemenuss — becnipoBoHOE
obopynoBanue. Jlamee Heooxoaumo nepertu Ha ctpanuiyy DAP-3310 u DWA-182 B
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paznen Xapaktepuctuku. lllar 1. OueHuM JTUHAIO CBSI3U B HAIIPABICHUU OT TOYKHU
noctyna K knueHTy. Halinem notepu B cBoO0AHOM mpocTpaHcTBe. [loacTaBum 3HaYeHUS B
bopmymy (2): 200111(2437) + 200111(2) + 32,4 = 106,2 a1b Paccunraem 3amac Ha
3amupanue s ckopoctu 300 Mowut/c. IloncraBum 3naueHus B popmyny (4): L1011 =20 —
0+10—-106,2+0—0—(—61)=-15,2 nb Ular 2. OrieHuM JUHUIO CBS3U B OOpPATHOM
HaIpaBJIEHUU — OT KIMEHTa K TOUKe jocTyna. Paccuntaem 3amac Ha 3aMupaHue.
[MoncraBum 3Havenus B popmyny (4): 1 =15-0+0-106,2+10—-0—(—69) =
—12,2 nb BeiBoj: 3amac Ha 3aMUpaHue JIMHUH CBS3M B 000MX HAINPABICHUSIX HAMHOTO
MenbIie 10 1bM, 9TO TOBOPUT O €€ HeTOCTATOYHOM DYHEPreTUUECKOM IMOTEHITHAIE.
2.Oyukuus ToueyHoi koopauHauuu (PCF)
OTBeTHI:

JIOJKHA OBITH peaan30BaHa BO BCEX OECIPOBOIHBIX CTAHIMAX TOJIBKO JJIs pabOTHI B peKUME
IBSS
apisieTcs gonoaHuTenbHbM K DCF MeToiom toctyna, KOTOpbIil IPUMEHSAETCS TOIBKO B
UHPPACTPYKTYPHOM PEXUME
JOJKHA OBITH peaan30BaHa BO BCEX OECIPOBOIHBIX CTAHIMAX sl paboThl B peskumax IBSS u
UHPPACTPYKTYPHOM
BepHbplii oTBeT: sBigercs gononHuTenbHbIM K DCF MeToiom toctyna, KoTopblit
IIPUMEHSETCS TOJIBKO B MHPPACTPYKTYPHOM PEKUME
3.Cranaapr IEEE 802.11 ynpaBJjsieT 10cTynoM K 0eclipoBO/IHO¥ ceTH yepe3 yCIyry
OtBeTsl:
UHTETpaluu
ayTeHTU(UKAINH
accouuanuu
pacnpezneneHus
Bepuslii oTBeT: ayreHTH()UKAINN

2. Komnerennusi/Mnaukarop: [1K-2.1nk» YcranaBnuBaer u HacTpauBaeT CpeCTBA 3AIIUTHI
nH(pOpMaIK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

Bonpocel, 3aganus
1.CereBble TEXHOJIOTUH CEKTOpPa OECIIPOBOIHBIX JIOKAIBHBIX HHTEP(EIcCOB
2. Texnonoruu nuH¢paxkpacHoi ces3u. CereBas TexHonorus Bluetooth
3.Texnonoruu ceHcopHbix cereit ZigBee. Texnonorus Wireless USB. 6.2 becipoBoHbie
JokanbHble ceTd U TexHonoruu. Texnonoruu WiFi u ctanmaptst 802.11.
4.Knaccudukanus arak Ha CETeBYI0 MHPOPMAIIMOHHYIO HHPPACTPYKTypy OecripoBOAHON
KOMIIBIOTEPHOU CETH.

Matepuainbl 1/151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.B npouecce acconuanuu TOYKA J0CTYNA CO3AaeT A KIUEHTCKOH CTAHIUH.
OtBerTsI:

unentuduxarop SSID

uaeHtudukatop akkpeauranuu (AID)

uaeHTudukarop accoruanuu (AID
Bepnpiii otBeT: nnentudukarop accouuanuu (AID)

2. YKa:KuTe MeTO/Ibl KOHTPOJIA A0CTyNa, BbIXoAsue 3a pamku crangapra IEEE 802.11
OtBerTsI:

¢dbynaknus Captive portal
ayreHTH(uKanus Ha ocHoBe crannaprta IEEE 802.1X
cnucku KoHTpoust foctyna (ACL)
¢ynkuus puistpanun no MAC-aapecam (MAC Filtering)
14



Bepusiit otet: ¢pynkuus Captive portal crimcku kontposst gocryna (ACL) dynkims
¢unprparuu no MAC-aapecam (MAC Filtering)

3.CyuiecTBYIOT cJieAyIolIie BU/bI ONePallii CKAHUPOBAHUS
OTtBeTsI:

AKTUBHOC CKAaHUPOBAHUEC
MMaCCUBHOC CKAaHUPOBAHUC
CKPBITOC CKAHUPOBAHUE
BepHHﬁ OTBCT: aKTUBHOC CKAaHUPOBAHUC IMACCUBHOC CKAHUPOBAHUC

3. Komnerenuusi/Unaukarop: [1K-3.2nk-3 AIMUHHCTpUPYET MPOTpaMMHO-aIIapaTHbIC CPEACTBA
3aMUThl UHOOPMAIIUY B KOMITBIOTEPHBIX CETAX

Bomnpocel, 3axanus
1.JIokanbHbIe OECTIPOBOIHBIE KOMITBIOTEPHBIE CETH
2.JloxanbHbIE OecipoBOAHBIC KOMITbIOTEpHBIE ceTu cTanaapToB IEEE 802.11, 802.15.
®Pu3nuecKuil, KaHaJIbHbIM U CETEBON YPOBHHU
3.Konduryparus 6ecipoBOAHBIX JTOKAJIBHBIX KOMITBIOTEPHBIX CETEH.
4.. Komnwtorepusie cetu crannapta IEEE 802.11: texuudeckas peanuszanus u
KOH(UTYpHUpPOBaHUE

Marepuanbl 115 NPOBEPKH OCTATOUYHBIX 3HAHUM
1.ba3oBbIii Ha0op ycayr (BSS) .
OTBeThI:
BeiGepure oauH OTBET:
COCTOUT M3 HECKOJIbKUX CTAHIIMH, peanu3yromux ooumii mpotokoia MAC u cocTsizarommxcs 3a
JIOCTYII K pa3JiesiseMoi cpefie nepeaadu
CHUCTEMA, KOTOPast UCIIOIb3YETCs JUIsl UHTETPALUY IIPOBOIHOM JIOKAJIIBHOM CETH B
pacuIMpeHHbI Habop ycayr
COCTOUT TOJIbKO M3 TOUEK JIOCTYMa, peanu3yronux ooumit mpotokoid MAC u cocTs3aommxcs
3a IOCTYI K pa3JesieMOn cpelie epesadn
UM OECITPOBOJIHOM CETH
BepHblil 0TBET: COCTOUT M3 HECKOJIBKHMX CTAHIMM, pean3yromux ooumii mpotokon MAC
U COCTS3aI0IIMXCS 3a JOCTYI K pa3zesieMoil cpejie nepenauu
2.J1ns1 o6ecneyenusi QoS Ha kaHAIbHOM ypoBHe Kaap 802.11 cogep:kuT nose
OTBeThI:
BeiGepute ouH OTBET:
BCE YKa3aHHBIC BApUAHTHI
yrnpasnenue QoS (QoS Control)
ynpaBiieHHe BbICOKOM npomnyckHoi criocodHocThio (HT Control)
ylpaBiieHue ouepeHocThIo (Sequence Control)
BepHbiii otBet: ynpasienue QoS (QoS Control
3.Mnentudukarop nadopa ycayr (SSID
OtBerTsI:

BCE€ YKa3aHHbIE BAPUAHTHI
SBIISIETCS CPEACTBOM obecrieueHus: 6e30MacHOCTH
CILY’KMT JUIsl UACHTUPUKAUU O€CIIPOBOAHON CETH
ABJIIETCS AJIbTEPHATUBOMN IapoJIs
BepHblii 0TBET: ciyKuT A5 uAeHTUGUKAIKY OECTIPOBOIHON ceTH
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II. Onucanue wKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10

Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMoHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI TaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3nanus: PadboTa BeImojgHeHa B paMKax ""0a30Boro"
ypoBHs. BOJBIIMHCTBO OTBETOB J1aHbl BepHO. B yacTu Marepuana ecTb HE3HAYUTEIbHBIC
HEJ0CTaTKU

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIOTHEHA B paMKax "moporoBoro"”
ypoBHsi. OCHOBHAsl 4acThb 3a/laHus BBIMIOJIHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa He BHIMOJHEHA WIH BBITOJIHEHA
MPEUMYIIECTBEHHO HETPABUIHLHO

1I1. IIpasuna évicmaenenun umo2o60i OYeHKU no Kypcy
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