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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CnocoGeH aAMUHUCTPUPOBATH CPECTBA 3aIIUTH HHGOPMAIIMH B KOMITBIOTEPHBIX
CUCTEMAX U CETAX
[1K-3.1 AAMUHHUCTPHUPYET MOACUCTEMBI 3alIUTHI HH()OPMALIUY B OMEPAI[HOHHBIX CUCTEMAaX
[1K-3.3 AAMUHUCTPUPYET CPEACTBA 3aLIUTHI HH(OPMAIIMY TPUKIAJHOTO U CHCTEMHOTO
MPOrpPaMMHOT0 OOecTieueHust

2. PIIK-1 I'oToB oOecnieunBath 3amuTy WHGOPMAIMKA B aBTOMAaTH3UPOBAHHBIX CHCTEMAX B
IIPOLIECCE UX DKCIUTyaTalluu
NJI-1 AAMUHUCTPUPYET CUCTEMBI 3l THI HH(OPMAIINY aBTOMATH3UPOBAHHBIX CHCTEM

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaruu: [Tucemennas pabota
1. KontponbHoe 3amanue 1; [Ipaktuueckoe 3ananue Ne 1; (KontponsHas pabota)
2. KontponbHoe 3ananue 2; [Ipaktuueckoe 3aganue Ne 2; (KontponwsHas pabota)
3. Kontponbnoe 3ananue 3; [Ipaktuueckoe 3ananue Ne 3; (Konrponbhas paboTta)
4. Ipaktuyeckoe 3ananue Ne 4; [Ipaktudeckoe 3ananue Ne 5. (KontponbHas padorta)

BPC nucuuminHbl

5 ceMecTp
Beca KOHTpOIbHBIX MeponpusaTHil, %
Nunexc KM- | KM- | KM- | KM-
Paznen qucuumimHb KM: 1 5 3 4

Cpok KM: 4 8 12 15

BBenenue B ONCpallnOHHBIC CUCTCMBbI

Tema 1. Onpenenenue 1 OCHOBHbIE (PYHKIIMH ONEPALUMOHHBIX
cucreM. Knaccuduxanus onepaunoHHbix cucteM. Victopus +
pa3BUTHS ONEPAIIMOHHBIX CUCTEM

Tema 2. OCHOBHbBIE TOHATHUS ONEPALIMOHHBIX cucTeM. CTpyKTypa
ONEPaOHHONW CHCTEMBI

Tewma 3. @aitnossie cucteMbl. Daliiiel, kaTajgoru. Peanuszamnus

. . . +
daitnoBoii cucremsl. [Ipumeps! (aiinoBsix cucteM
BbruncnurensHble ceTu
Tema 4. Cetn. [IpoTokosbl 1 0cHOBBI paboThI B ceTu. CeTeBble +

ONncpanrnOHHbBIC CUCTCMBbI

OCHOBBI a/IMUHUCTPUPOBAHUS CEPBEPHBIX BEPCUN OTIEPAITMOHHBIX
cucreM ceMmeiricta Microsoft Windows




Tewma 5. OnepannonHbie cucTeMbl cemelicTBa Microsoft Windows +
Tema 6. AIMUHUCTPUPOBAHKE ONIEPAIMOHHBIX CHCTEM Ha IPUMEpe +
OC Microsoft Windows Server.
Tema 7. CeteBbie ciyx0b1 B OC Windows Server +
Tewma 8. Ciryx0a katanoroB Active Directory +
Tema 9. OcHOBHBIE TOHATHS 0€30MIACHOCTH ONEPALIIOHHBIX CUCTEM +
Y KOMITBIOTEPHBIX CETEH.

Bec KM: | 20 20 20 40

$O0611as yacte/[11s MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ynbTaThl  OOYYCHHS TIO
JUCIUILINHE
I1K-2 [MK-3.1nk-2 3HaTh: Kontponbnoe 3ananue 2; [Ipaktuueckoe 3ananue Ne 2; (KontponsHas
AJIMUHUCTpUPYET METO/Ibl YIIPaBIICHUS pabota)
MOJICUCTEMBI 3alUTHl | MAPIIPYTU3ALUEH Kontponbnoe 3ananue 3; [Ipaktuueckoe 3ananue Ne 3; (KonrponbHas
uHpopmanuu B | ”HGOPMAIIMOHHBIX MIOTOKOB | paboTa)

ONCpaOHHBIX CUCTEMAX

B JIOKQJIBHBIX CETSX,
OCHOBHBIE
UHPPACTPYKTYPHBIE CETEBBIE
CIIy>kOBbI U METO/IbI
yIIPaBIICHUSIMH UMU;

YMers:

WCTIOJIB30BATh METOMIBI U
CpeAcTBa MOHUTOPHHIA U
KOH(HUTYPUPOBAHHS CETEBBIX
CIIy0 U cucTeM;

I1K-2 IMK-3.3nk-2
AJIMMHHCTpUPYET CpeAcTBa
3aIIUTHI uHbopMauu
HPUKIIAQJHOTO M CUCTEMHOIO
IPOTPaAMMHOTO
o0ecrieueHus

3HaTh:

MOJICITH U TOTIOJIOTHH
MH(OPMAIMOHHBIX CETEH;
OCHOBBI O€301TaCHOCTH
COBPEMEHHBIX
MH(OPMAIIMOHHBIX CeTel U
0a3oBas dTaJOHHAS MOJICITb
MexnyHapoaHou
OpTraHH3aIK CTaHIAPTOB
(monens OSI);

YMeTh:

KonTponbHoe 3ananue 1; [lpaktuueckoe 3aganue Ne 1; (KontponpHas
paborta)

KonTponbHoe 3ananue 2; [lpaktuueckoe 3aganue Ne 2; (KontponapHas
paborta)

[IpakTuueckoe 3aganue Ne 4; [Ipaktuueckoe 3aganue Ne 5. (KonrponbHas
paborta)




IIPUMEHSITh CETEBbIE
MIpOrpaMMHBIE U
TEXHUUYECKUE CPEJICTBA
YIPABJICHUS U
aJIMMHHUCTPUPOBAHUS
MH(OPMAIIMOHHBIMU CETSIMHU;

PIIK-1

N-1pnk-1 AIMUHUCTPUPYET

CHCTEMBI 3aIIHUTHI
uHpOpMaLUN
ABTOMAaTU3UPOBAHHBIX

CHCTEM

YMers:

PUMEHATH
WH(pOPMAaIOHHbIE
TEXHOJIOTUH B CETH;

[IpakTuueckoe 3ananue Ne 4; IIpaktuueckoe 3aganue Ne 5. (KonrposnbHas
pabora)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. KourpoasHoe 3ananne 1; [Ipaktudeckoe 3aganue Ne 1;

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBegeHnsi KOHTPOJIbLHOr0 MeponpusiTus: [IpakTuyeckoe 3ansaTue

Kparkoe conepxanue 3a1aHus:
1.YuuTeiBas npuBEAEHHOE KOJIUYECTBO XOCTOB U HAYAIIBHYIO CETh, Pa30UTh €€ Ha MOJICETH IS
BBIJICJIEHUS] XOCTOB, UCIOJIb3Yys MAaKCUMAIIbHO Y3 PEKTUBHYIO MAacKy. Berunciauts aapec cetu u
aZpec 1OMEHa MHUPOKOBEIIATEIbHON PACCHUIKU.
N3navaneHas cetb: 192.168.0.0
KoanyectBo xocToB B KoHeuHbIX moacersx: 1000, 998, 543, 200, 135, 15, 1.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: MOJIETM U  TOIOJOTUHU 1. KakoBbI OCHOBHBIE ()YHKITHH CETEBOTO KOMMYyTaTopa?
MH(OPMAIIMOHHBIX CETEH;

OnucaHue MKAJbI OlleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinoinenus 3Hanus: OueHKa "0TINYHO" BBICTaBISIETCS €CIIM 3aJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BbICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHHE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIISCTCS
€CJIM 3aJJaHUE BBITOJIHEHO HEBEPHO UJTU MPEUMYILIECTBEHHO HE BHITIOJIHEHO

KM-2. KoutpoJabHoe 3aganne 2; [Ipaktudeckoe 3aganue Ne 2;

®opmbl peanusanuu: [luceMenHas padora

Tun koHTpobHOro MeponpustTus: KourponsHas paborta

Bec koHTpOosbHOrO0 Meponpusitusi B BPC: 20

IIpoueaypa npoBeaeHrsi KOHTPOJBLHOr0 MeponpusaTus: [IpakTudeckoe 3ansaTne

Kparkoe conepxxanue 3aganus:
[Tpumep pacuera ceTu Ha 4 MOJCETH.
ITycts ecth anpec cetu 192.168.1.0/24. Heo6xoaumMo ceThb pa3faeauTh Ha 4 MOACETH.




B cootBerctBum ¢ Cisco-¢popmytoii 2n paccunTaeM CKOJIBKO HEOOOIMMO 3aHSITh OUT OT XOCTa:
22 = 4. Takum obpazoM, mpeduKC MacCKu CETH U3MEHsIETCs Ha /26.

3anumieM aznpeca 4 moJCceTeH, 1€ «3aXBaYeHHBI» OUT BBIIEICH >KUPHBIM MIPU(TOM:

1) 11000000.10101000.00000001.00000000;

2) 11000000.10101000.00000001.01000000;

3) 11000000.10101000.00000001.10000000;

4) 11000000.10101000.00000001.11000000.

Kaxk B npensiaymem npumepe, BeIJeNICHA )KUPHBIM IPU(TOM MOPIHS MOJCETH, a Oe3

BBIACIICHHA - IOPpILUA XOCTa:

1) 11000000.10101000.00000001.00000000 = 192.168.1.0/26;

2) 11000000.10101000.00000001.01000000 = 192.168.1.64/26;

3) 11000000.10101000.00000001.10000000 = 192.168.1.128/26

4) 11000000.10101000.00000001.11000000 = 192.168.1.192/26

TakuMm o0Opa3om, ceTh pasjieieHa Ha 4 mojaceTd. [Ipy 3TOM HopIUs XOCTa TeNnepb COCTABIISACT 6
ouT, a, caeaoBareNbHoO, 26 - 2 = 62 X0CTOB. BhinuiieM cocTaBisitomue aapeca s K10
[TOJICETH B IBOMYHOM U JECATUYHOM BUJIE:

11000000.10101000.00000001.00000000 = 192.168.1.0/26 (agpec ceTu MepBOM MOJACETH)
11000000.10101000.00000001.00111111 = 192.168.1.63/26 (mmpoKOBeMATEILHEIN aapec

MIePBOI MOJICETH)

11000000.10101000.00000001.01000000 = 192.168.1.64/26 (agpec ceTH BTOPOIl MOACETH)
11000000.10101000.00000001.01111111 = 192.168.1.127/26 (mmpoxoBeIaTSIbHBINA apec

BTOPOI MOJCETH)

11000000.10101000.00000001.10000000 = 192.168.1.128/26 (ampec ceTH TPEThEH MOJICETH)
11000000.10101000.00000001.10111111 = 192.168.1.191/26 (mpoKoBeIATEIBHBIN aapec

TPEThEi MO/ICETH)

11000000.10101000.00000001.11000000 = 192.168.1.192/26 (axpec cetu 4eTBEPTOH

MOJICETH)

11000000.10101000.00000001.11111111 = 192.168.1.255/26 (mpoKOBEIIATEIBHBIN apec

4eTBEPTOI MO/ICETH ).

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

3HaTh: METOABl  YIpaBJICHUSA
MapIIpyTU3aLHUEn
MH(OPMALIMOHHBIX  IOTOKOB B
JIOKaJIbHBIX  CETSAX,  OCHOBHBIE
UH(ppacTpyKTypHbIE CETEBBIC
CIIY’)KOBI U METOJIbl YIPABICHUSIMU
UMU;

1.IlepeuncianTe OCHOBHbBIE PEXUMBI PaOOTHI
MapIIpyTU3aTopa

3HaTh: OCHOBBI  0€30IacCHOCTH
COBPEMEHHBIX HMH(POPMAIIMOHHBIX
cetei M  ©0a3oBas  OSTaJIOHHAs
MOJEIIb MexnyHapoaHou
OpraHM3aly CTaHJApTOB (MOZEIb
ON])}

1.KakoBbl OCHOBHBIE (DYHKIIMHM MapuIpyTu3zaropa?

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISIETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJTHOM O00BEME HIIH BBHITTOJTHEHO MMPEUMYIIIECTBEHHO BEPHO




Oyenxa: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIu
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIACTCS
€CJIM 3aJJaHUE BBITIOJIHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BHITTOJIHEHO

KM-3. KoutpoabHnoe 3aganue 3; [Ipakrudeckoe 3aganue Ne 3;

®opmbl peaquzanun: [TuceMennas padora

Tun koHTpOIBLHOr0 MeponpusaTus: KontponsHas pabora

Bec koutposabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHusi KOHTPOJbLHOr0 Meponpusitusi: [IpakTudeckoe 3aganue

Kpatkoe cogepxanue 3a1aHusi:
3amaua ynpaBieHHS JOCTYIIOM SIBJISIETCS BEChbMa BXHOM MPOOIIEMOMA, peraTh KOTOPYIO
MPUXOAUTCS aIMUHUCTPATOpPy ceTh. [Ipu 3ToM HE0OX0AUMO MPEAYCMOTPETh:
- OTpaHUyYEHUE J0CTYIIa K CEPBEPY;
- 3aMpeT Ha JOCTYN K HEKOTOPHIM CETEBBIM pecypcaM U CepBHUCaM, HAPUMED 3alpeleHHbIM
WHTEpHET-CcalTam;
- pa3rpaHUYeHHE MPaB MOJIb30BaTENEH.
JanHas 3aaua pemaeTcst HaCTpOMKON cnuckoB ynpasienus pocrynom (ACL — Access
Control List) — Tabmuil, KOTOpPBIE ONPECISIOT, KAKUE OMepallii MOYKHO COBEpIIATh HAJl TEM
WJIM UHBIM CETE€BBIM KOMIIOHEHTOM.
B cymnoctu ACL — 310 MuHH-(alipBOILIIBL, GUIBTpYIONIUE TpadUK, HATPABICHHBIHN K XOCTY,
OT XOCTa, K TOJICETH UJIU OT MOJICETH.
ACL — MouiHbIi HHCTPYMEHT ynpasieHus Tpadpukom. C uX MOMOIIBIO MOKHO 00€3011acUTh
CeTb, OTPAaHUYUTH 00BEM TpadurKa, pa3rpaHUUMTh [T0JIb30BaTeNel no npasaM. Hayio nums
YMETh UX MPABUIBHO MIPUMEHSITh.
Wtak, cnycku ynpaBlieHUs JOCTYIIOM ObIBAIOT:
1. Crangaptasie (Standard ACLs), no3Bosnstomue GpuibTpoBaTh TpaduK TOIBKO MO aApecy
oTnpaBuTes (IpaBuiia CHHTaKCUca), B KOTOPOM OTpaxéEH nuib [P-aapec ycrpoiicTsa, ¢
KOTOPOT'O J10JIKEeH (PUIIbTPOBATHCS MOTOK JAHHBIX.
router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]
IIpumep
router(conf)# access-list 10 permit 192.168.0.0 0.0.0.255

W3 npumepa BuaHO, uTo M1000i ACL nmeer cTporyio CTpykTypy. Y HEro ecTh HIeHTH(PUKATOP
(B nanHOM npumepe — 10), KoTopslit mo3BoJIsAET ocyuiecTBUTH NpuBs3ky ACL k ycTpolicTBy;
IPaBUJIO, KOTOPOE OTIpeiesIseT NeHCTBHS ¢ TpahUKOM (B TaHHOM IpUMeEpe «permit -
pa3penInThy») 1, COOCTBEHHO, aApeC OTIPABUTES, C KOTOPOTO OBLIT OTIIPABIICH MTAKET JAHHBIX.
PaGoraer 310 crnenyromum obpa3om: ecnu Tpaduk npummén u3 cetu 192.168.0.0/24, to,
PYKOBOJICTBYSICh CIIMCKOM A0CTyna 1o HomepoM 10, oH mpomyckaercs.

Ilpumeuanue: B CHHTaKcuCe cTaHIApTHBIX Access-lists Hcmonb3yercss oOpaTHast Macka —
wildcard tuma 0.0.0.255. Eit Oyaer cooTBeTcTBOBATh MpsiMasi Macka - 255.255.255.0.

Bceraer Bonpoc: Uto nenaTh ¢ TpadhuKoM, KOTOPBI He MONaiaeT moj 3To NpaBuiio?



Jist aToro B koHIle mo6oro ACL cymiecTByeT «HessBHOe» (aHTII. «implicity) npaBuio oropoca
BCETO OCTaJILHOTO Tpaduka. ITO 03HAYAET, UTO JIFOOOU MOTOK JAHHBIX, TOTA IAFOIIIHHA MO/
JEHCTBHUE CIIHMCKA YIPaBIEHUs JOCTYOM ¢ HomepoM 10 u He ucxoaut u3 cetu 192.168.0.0/24,
OyneT oTOpoIIIeH.

Ortcrona BeITeKaeT Apyroi Bompoc: Kak onpenenuts monamaet i tpaduk nox aeiicrsue ACL?
Jy1s 3TOTO CHIMCKM yIpaBiIeHUS TOCTYIIOM MPUBsA3bIBalOTCA K MHTepdeiicam. [Iponcxoaur »to
MIPU TIOMOIIY KOMaH/IbI CBSI3KU:

router(conf-if)# ip access-group <1-99> <in | out>

IIpumep

router(conf-if)# ip access-group 10 in

Kak BuHO U3 npumepa, HacTpolKa IPOUCXOIUT U3 pesKuMa KOHGUrypaiuu narepgeiica
(conf-if) u ACL 6yner umeth umsi Access-group.

Kpome onpenenenust Toro, Ha KakoM IOPTY YCTPOMCTBA IPUMEHSIETCS CIIUCOK YIPaBJICHUS
JOCTYIIOM, HEOOXOIMMO yKa3aTh HalpaBjIeHue, B KOTOpOM Tpaduk OyaeT pumbTpoBarhes (Ha
BXOJ] UJIM Ha BBIXOJ).

Just crangaptabeix ACL mMeeT CMBICT CTaBUTh PEXKHUM «HA BXO/», TaK Kak (QUIbTpanus
ocyluecTBiseTcs, ucxons u3 IP-agpeca ornpasuresns.

[To6ounsmM 3¢ dexrom sBisieTcst To, uro Takue ACL cTaBsATCS Kak MOXKHO OJIMKE K ITYHKTY
Ha3HAuYeHUsl, YTOObI OXBATUTH BECh OTOK Tpaduka U He OTQUILTPOBBIBATh HYKHBIN TpaduK,
WAYIIUH 110 IPYTUM HaIpaBJICHUSM Yepe3 TOT K€ MapIIpyTU3aTop.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

YMeTb: HCIONB30BaTh METOIBI U 1. I'ne myumie ctaButh crannaptabiii ACL?

cpenacTBa MOHUTOpPHUHTA u
KOH(HUTypHPOBAHUS CEeTEeBBIX
ciy0 u cucreM;

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenxa: 5
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax: 10

Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue

BBIIIOJIHEHO B MOJIHOM 00BbEME HIIA BBIIOJIHEHO NpEeUMYyIICCTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnonenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax. 50

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI.[CHK& "y,[[OBJ'IeTBOpI/ITCJ'ILHO" BBICTaBJIACTCA

€CJIM 3aJaHNUEC IPEUMYIIICCTBCHHO BBIITIOJIHEHO

Oyenka: 2

Onucanue xapakxmepucmuxu evinoanenus sHanusa: OneHKa "Hey10BIeTBOPUTENIbHO" BBICTABIISETCS

€CJIN 3aJaHNC BBINNOJIHCHO HCBCPHO UJIU ITPECUMYIIECCTBECHHO HE BBIITOJIHCHO

KM-4. IIpakTnueckoe 3axanne Ne 4; [Ipakru4yeckoe 3axanmne Ne 5.

®opmbl peanusanun: [lucpmennas padbora

Tun koHTpoabHOro Meponpusitusi: KontponsHas pabora

Bec konTposbHoro meponpusitusi B BPC: 40

IIpoueaypa npoBeaeHHs KOHTPOJBLHOro Meponpustus: [Ipaktudeckoe 3aganue
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Kpatkoe cogepxanue 3agaHus:
3amaua ynpaBJIeHHS TOCTYIIOM SBJISIETCS BECbMa BaXKHOM MPOOJIEMOH, pemaTh KOTOPYIO
NPUXOIHUTCS aIMUHUCTpaTopy ceTh. [Ipu 3ToM HE0OX0MMO MPETyCMOTPETh:
- OrpaHUyEHUE JOCTYIIa K CEpPBEPY;
- 3aIpeT Ha JOCTYN K HEKOTOPBIM CETEBBIM pPECYpCaM U CEpBHUCAM, HalpUMED 3alpelieHHbIM
MHTEpPHET-calTaM;
- pa3rpaHuYeHUE IpaB M0JIb30BaTENEH.
JlanHas 3aaua peraeTcst HaCTpOMKOW cnuckoB ynpasienus aocrynom (ACL — Access
Control List) — tabxuii, KOTOpbIC ONMPEICISIOT, KAKKE ONEpaIlii MOYKHO COBEpPIIATh HAJl TEM
WM UHBIM CETE€BbIM KOMIIOHEHTOM.
B cymnoct ACL — 310 MuHU-(aiipBoILIB], GUIbTpYIOUIHE TpadUK, HAPABIEHHBIN K XOCTY,
OT XOCTa, K OJICETH WU OT MOJICETH.
ACL — momisbIil UHCTpYMEHT ynpasieHus TpadukoMm. C UX MOMOIIBIO MOKHO 00€3011acuTh
CEeTh, OTPAaHUYUTH 00BEM TpaduKa, pa3rpaHUYHTh [I0JIb30BaTeNeH o npasaM. Hamo numie
YMETb UX MPAaBUIBHO IPUMEHSITD.
Wtak, ciycKu yrpaBlieHUs JOCTYIIOM ObIBAIOT:
1. Crangapraeie (Standard ACLs), mo3Bossiromye GuibTpoBaTh TpaduK TOIBKO 1O aApecy
oTnpaBuTens (IpaBuiia CHHTaKCUCa), B KOTOPOM oTpaxéEH nmuib [P-aapec ycrpoiicTsa, ¢
KOTOPOTO JIOJKEH (PMIIBTPOBATHCS MMOTOK JAHHBIX.
router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]
IIpumep
router(conf)# access-list 10 permit 192.168.0.0 0.0.0.255

W3 nmpumepa BuaHO, 4TO 1100011 ACL HMeeT CTporyro CTpykTypy. ¥ HEero ectb uAeHTU(PHUKATOP
(B nanHOM npumepe — 10), koTopslii mo3BoJIsAET ocyecTBUTh NpuBsa3ky ACL k ycrpolicTBy;
MIPaBHUIIO, KOTOPOE OIpeeNsieT JeHCTBUS ¢ TpaduKoM (B JaHHOM MpUMepe «permit -
pa3peunTb») U, COOCTBEHHO, apec OTHPABUTEIIS, C KOTOPOTO ObLI OTHPABJICH MaKEeT JaHHBIX.
PabGotaer 310 cienyromum obpazom: ecnu Tpapuk npumén uz cetu 192.168.0.0/24, to,
PYKOBOJICTBYSCH CIIHCKOM JIOCTyIIa o1 HoMepoMm 10, oH mporryckaercs.

Ilpumeuanue: B CHHTaKcuce cTaHIapTHBHIX Access-lists Hcmonb3yercss oOpaTHast Macka —
wildcard tuna 0.0.0.255. Eit Oyaer cooTBeTcTBOBATH MpsiMasi Macka - 255.255.255.0.

Bceraer Bonpoc: Uto aenatsb ¢ TpadhuKoM, KOTOPBIM He MOnasaeT moJj 3To NpaBuio?

st atoro B koHIle irob6oro ACL cymiectByeT «HesiBHOE» (aHTII. «implicity) mpaBuiio orOpoca
BCET0 OCTAJIBHOTO Tpaduka. ITO 03HAYAET, YTO JIFOOOH MOTOK JJAHHBIX, MONAIA0IINNA O]
JIEWCTBUE CIHMCKA yIpaBJIeHUs 10CTyrnoM ¢ HomepoM 10 u He ucxoaut u3 cetu 192.168.0.0/24,
Oyznet oTOpoIiIeH.

Ortcrona BeITeKaeT npyroi Bonpoc: Kak onpenenuts nonamaer au tpaduk mnoj aeicteue ACL?
JJ1s 3TOTO CIIUCKHU YIpaBiIeHUs JOCTYIOM IPUBA3BIBAIOTCS K MHTepdeiicam. [Ipoucxoaut 3to
IIPY TIOMOIIIA KOMaH/IbI CBSI3KU:

router(conf-if)# ip access-group <1-99> <in | out>

IIpumep

router(conf-if)# ip access-group 10 in

Kak BuHO U3 mpuMepa, HacTpoiKa MPOUCXOIUT U3 pekuMa KOH(pUrypauu narepgeiica
(conf-if) u ACL 6yner umeth umst Access-group.

Kpowme onpenenenns Toro, Ha KakOM IOPTY YCTPOMCTBA PUMEHSIETCS CIIUCOK YITPaBJICHHUS
JIOCTYTIOM, HEOOXOMMO yKa3aTh HampaBieHHE, B KOTOPOM Tpaduk OyaeT puibTpoBaThes (Ha
BXO/JI WJIA Ha BBIXON).

Jns crangaptHeix ACL MeeT cMBICT CTaBUTh PEXXKHUM «Ha BXO/», TaK KakK (GUIbTpanus
ocyuiecTisercs, ucxond us IP-anpeca ornpasurens.
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[To6ounsM 3¢ extom sBisieTcs To, uto Takue ACL cTaBsATCS KaK MOKHO OJIMXKE K ITyHKTY
Ha3HAYCHMsI, YTOOBI OXBATHTh BECh MOTOK Tpaduka U HE OTPMIBTPOBLIBATH HYKHBIN TpauK,
UAYIIUH 110 IPYTUM HalpaBJICHUSM Yepe3 TOT )K€ MapLIpyTU3aTop.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

YMers: IIPUMEHATh  CETEBbIC 1.Kakue napameTpsl MoxkHO nepenasatb B EACL
OporpaMMHbIE M TEXHHYECKHE
cpeacTBa yIpaBiIeHUs u
a/IMUHUCTPUPOBAHUS
UH(POPMALIMOHHBIMH CETSIMU;

YMeTs: MIPUMEHSTh 1. KakoB cuHTakcuc koman bl Ping?
WH(OPMAIIMOHHBIE TEXHOJIOTUU B
CeTH;

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBIITOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evinonenus 3Hanus: OleHKa "Xopoo" BEICTaBISAETCS €ClIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHie MPEUMYILIECTBEHHO BBIIIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyTOBICTBOPUTEIIHHO" BEICTABIISCTCS
€CJIM 3aJJaHU€E BBITTOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

5 cemecTp

®opma NPOMeKYTOUYHOM aTTecTalnu: JK3aMeH

IIpumep Onsiera

3K3AMEHAIIMOHHBII BUJIET Nel 33;’:655;’60[;%

HIY ani;?:ggjeuﬁBesonacnocmu U UHGOPMAYUOHHBIX 41O, Heecrui

M>BHU . Ilpomoxon HMK UDF
JuciMiuinHa — «AJMUHHCTPUPOBAHHE CUCTEM U CETEH» o
NHKeHepHO-IKOHOMUYEeCKUIl HHCTUTYT B

1. Yro Takoe ceTh? Pu3MUECKHE KOMIIOHEHTHI CETH.

2. Araku Ha KOMMyTaTOpbI. [IpUHIMIT TpOBEICHNUS aTaK U CIIOCOOBI 3aIIUTHI.

3. YuwnTeiBas MpUBEAEHHOE KOIMYECTBO XOCTOB U HAYAIBHYIO CE€Th, pa30UTh €€ Ha IMOICETH s
BBIJIETICHHS XOCTOB, UCIIONB3YSI MAKCUMaIbHO dPPEKTUBHYIO MacKy. BEIUHCITUTE agpec CeTH U ajipec
JIOMEHA IIUPOKOBEMIATETFHON PACCHUTKH.

W3navansHas cethb: 192.168.0.0

KommaectBo Xx0cTOB B KoHEeUHBIX IToaceTax: 1000, 998, 543, 200, 135, 15, 1.

IIpoueaypa npoBenenust
[TucemenHas ¢popma mo ouneTy

L. Ilepeuens Komnemenyuit/uHOUKaAMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNIUHDL

1. Komnerenuusi/Muankarop: [1K-3.1nk2 AIMHHACTPUPYET MOJICUCTEMBI 3allIUTHI HH(POPMAIHA
B OIIEPALIMOHHBIX CUCTEMAX

Bonpocsl, 3aganus
1.Knaccudukanus cereit nepenauu naHHbIX. [IOHITHS «KOMMYTaTOP», «KOMMYTAIUSI», UX
00111as1 XapaKTepUCTUKA.
2.Pa3BuTHe TEXHONOTUI KOMMYTaluU. Xabbl, MOCTbI, KOMMYTaTOpbl. O011ast XapaKTepUCTHKA.
3.Ilpomecc kommyTanuu naketoB BHyTpH cetu. [lIupokoBemniarensHas paccbuika u ARP-
3aIpOCHI.
4.Texnonorust DNS. Ilpunnun paGoTsl.
5.Ilonstre mapmpyruszanuu. [Iporecc MapmpyTu3anuu MakeTos

MarepuaJbl Uisi IPOBEPKH 0CTATOYHBIX 3HAHU
1.Yro Takoe cnuckoB ynpaiaenus goctynom (ACL — Access Control List)
Bepubriit oTBeT: crirckoB yrpasienus goctymnom (ACL — Access Control List) — tabiuir,
KOTOpBIE ONPEACIIIOT, KAKHE ONepaIlii MO>KHO COBEPIIIATh HAJl TEM WIJIM HHBIM CETEBBIM
KOMITOHEHTOM.
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2. Komnerenuuss/Muauxarop: [1K-3.3nk-2 AIMUHHCTpUPYET CpesicTBa 3aIUThl HHPOPMALUU
NPUKIIAJHOTO U CHCTEMHOT'O TPOrPaMMHOT0 00eCTIeYeHNUS

Bonpocsl, 3aganus
1.Ctpykrypa kaapa 802.3. O0mas xapakTepucTHKa HaroTHeHUs kaapa Tuna Ethernet.
2.Iletnu xoMMyTanuu. Y CIOBHsI BOSHUKHOBEHHUS M CIIOCOOBI OOPHOBI C METISMH.
3. JdynnekcHas nepenava qaHubix. [ToHsATHS MOMy- ¥ onHOrO Ayruiekca. O61mas
XapaKTEepUCTHKA, 00JIaCTh TPUMEHEHUS.

MartepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI
1.IlpeumyriecTBa CTaTUYECKON MapIIPpyTU3ALUU
Bepnsiii otBet: [IpenmyinecTBa craTuuecko MapmpyTu3alii: € MUHUMAaJIbHbIE 3aTPaThl
rpoiieccopa 1 namsiTi; ®0TCYTCTBHE HArpy3KU HA JIUHUIO CBSI3M Ha OOHOBJICHUSI MEXK]TY
MapIIpyTU3aTOpaMu; ®AeTaabHbIi KOHTPOJIb MaplIpyTu3anuu Tpaduka. Hemocratku
CTATUYECKON MapUIPyTU3aLMU: ® HACTPOUKU U3MEHSIOTCS TOJIBKO BPYUHYIO; ® HET

HHHaMquCKOﬁ OTKaBOYCTOﬁQHBOCTH €CJIM KaKoH-1100 KaHall CBA3H MNEepEeCTaHCT pa6OTaTB;

®HE IIPAKTUYHO JUIsl OOJIBIINX CETEH.

3. Komnerenuusi/Muaukarop: M/I-1pnk-1 AAIMUHUCTPUPYET CUCTEMBI 3aIIUTHI HH(GOPMaIIUU
ABTOMATU3UPOBAHHBIX CUCTEM

Bonpocel, 3a1anns
1.Yro Takoe ceTh?
2.Mogpens OSI. XapakTepuctuka, 00JacTb IPUMEHEHHS.
3. Kommsuu tpaduka. Onrcanue, METOABI 3aIUTHI
4.CtpikoBoyHbIe ceTh. [ToHsTHE U 007aCTh IPUMEHEHHUS.
5. Tpabmurytunr. [Ipornecc moucka nmpo6iem Ha CETH.
6. TpalnuryTHHT B KOMMYTallMU: IPUMEPHI TPOOJIEM U UX peleHUe
7. TpabnuryTusr B Mmapuipytusanuu. [Ipunnun padotel npotokonos Ping u Traceroute.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1. Yo nenaer Aunamuueckuii NAT?

Bepusiit otBer: Iunamuueckuit NAT oroOpakaeT Habop 4acTHBIX aJpecoB Ha HEKOE
MHO>KecTBO myOsnnuHbIX [P-agpecos. Eciu yuciio 0kaabHBIX XOCTOB HE MPEBBIIIAET
YHCII0 UMEIOIUXCs MYOJUYHBIX a/IpecoB, KAKIOMY JIOKAIbHOMY ajipecy OyneT
rapaHTUPOBATHCS COOTBETCTBUE IMYOJIUYHOIO aapeca. B mpoTuBHOM ciiyyae, yuciio
XOCTOB, KOTOPbIE MOTYT OJJHOBPEMEHHO MOJYYUTh JOCTYI BO BHEIIHUE CETH, OyaeT
OTPaHUYEHO KOJIMYECTBOM ITYOJIMYHBIX aJIPECOB.

Il. Onucanue wikanvt ouenusanus

Ouenka: 5
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoJHeHus 3nanus: Paborta BBIMOIHEHA B paMKax "TPOIBUHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYINPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHI

Ouenka: 4
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6blnoHeHus 3nanus: Paborta BbINOIHEHA B paMKax "0a30Boro"
yYPOBHS. BOJIBIIMHCTBO OTBETOB JJaHBI BEpHO. B uacTn MaTepualia ecTh He3HAUUTEIbHBIC
HETOCTATKH

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3a0anus 6 npoyernmax. 50



Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIOTHEHA B paMKaXx "moporooro"
ypoBHs. OCHOBHAs 4acTh 3a/1aHUs BBITIOJHEHA BEPHO. HA BOMIPOCHI YTIIIYOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapakmepucmuxu ebinoineHus 3nanus: Pabora He BBIOJIHEHA WIH BBITIOJHEHA
MPEUMYIIIECTBEHHO HETPABUIHLHO

111. Ilpasuna évicmasnenus umozo8oi OyeHKu no Kypcy
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