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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-1.3 Criocoben obecnieunBaTh 3aUTy HHGOPMAIMKU TP padoTe ¢ 6a3aMu JaHHBIX, TTPU
nepeaaye 1mo KOMIbIOTEPHBIM CETSIM
NJI-1 PazpabaTbIiBaeT MOPsI0K MPUMEHEHHS TPOrPAMMHOTO 00ECTICUEHHUS C EITBI0
coOuroieHust TpeOOBaHUH 10 3aIuTe HHPOPMAIUN

2. OIIK-1.4 CriocoOeH olleHHBaTh YPOBEHb OE30MACHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH, B TOM
YHUCJIE B COOTBETCTBUHM C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAHUSIMU
NJI-1 KortponupyeT KOppeKTHOCTh (DYHKIIMOHUPOBAHHUS POTPAMMHO-ANapPATHBIX CPEJICTB
3amUThl MHOOPMAIIUK B KOMIIBIOTEPHBIX CHUCTEMaX U CETSIX B COOTBETCTBUU C HOPMATHBHBIMU
U KOPIIOPATUBHBIMU TPEOOBaHUSIMU

" BKIIFOYACT.
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Dopma peanmzanuu: ITncemenHas pabora

. KorrponpHoe meponpusitue Ne 1 (KonTponpHas padota)
. Kontponbaoe meponpusitue Ne 2 (KontponsHas padota)
. KorrponpHoe meponpusitie Ne 3 (KonTtponpHas paboTa)
. Kontponsaoe meponpusrtue Ne 4 (KontposnbHas pabota)
. Konrponsnoe meponpusarue Ne 5 (KontposbHas pabota)
. Koutponbsaoe meponpusitie Ne 6 (KontponsHas padota)
. Konrponsnoe meponpusarue Ne 7 (KontpossHas pabota)
. Koutponbaoe meponpusitie Ne 8 (KontponsHas padota)

01N N KW~

BPC aucuuniavHbl

5 cemectp
Beca KOHTpOJIBHBIX MEepONIpUATHIL, %
Pasiest AHCIHILIHHEI Nupexc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 15
Brenenne
KonnenryanbHble OCHOBBI HH(OPMALIMOHHON O€301MaCHOCTH + +
OcHOBHbBIE IOHATHS TPOrPaMMHO-AIAapaTHON 3alUThl HHGopManuu | + +
Obecneuenne JOCTYITHOCTH HH(OpMAIK TPUMEHEHHEM CPE/ICTB
POrpaMMHO-aINapaTHON 3alUThI
Obecneuenue JOCTYITHOCTH HH(OpMaIK CpeCTBAMU + +
ONEpalOHHONW CHCTEMBI Y TPABJICHUE TPaBaMM JIOCTYIA K pecypcam




B ONIEPAIIMOHHBIX cHcTeMax cemeiictBa MS Windows. YuetHbie
3aIIMCH T10JIb30BATENICH U IPYIIL. Y IIPABJICHUE TOCTYIIOM U
riio0anbHbIMU TapameTpamMu. OCHOBHBIE CBEIEHUS 00 yUeTHBIX
3anucsx rpyni. OcHactka "JIokanpHbI€ 110JIb30BATENN U rpyHb!"

O6paboTka nHGOPMAIMK HA PAOOYUX CTAHIUAX M 0OCCIICUCHHE €€
JOCTYITHOCTH

ObecnieueHne 1OCTYTHOCTH HH(GOPMAIIUU B JIOKAJIbHBIX CETAX + +

Obecneuenne HEIOCTHOCTH HH(POPMALIUHU C TOMOIIBIO
POrpPaMMHBIX H aNNapaTHBIX CPENICTB

TepmuHosorus pezepBupoBanusi. OniepaTUBHOE U aBTOHOMHOE
pesepBupoBanue. Tunsl pezepBupoBanusi. Buasi RAID-maccuBos.
Hcxonnsie Tunsl RAID-maccuBoB. RAID-koHTpOIEpbl. OCHOBBI
pe3epBUpPOBaHUS JaHHBIX. BapraHThl pe3epBUPOBaHUS JaHHBIX

ObecnieueHne 11ETOCTHOCTH MPH Mepeaade HHHOpMaIUu 10 CETSIM + +

Bec KM: | 25 25 25 25

6 cemecTp
Beca KOHTpOIBHBIX MeponpusTHii, %o
Paszpen nucnurnimHbl Hnpexe KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpok KM: 4 8 12 15
Obecneuenne KOHPUACHIUATEHOCTH JIOCTYTA K MHPOPMALUU
CpeACTBaMU OIEPALMOHHBIX CUCTEM U MOJIb30BATEIBCKUX
IIPUIJIOKEHU N
Mexanu3mbl obecriedeHnss KOHPUIEHIIMAIbHOCTH JOCTYIa K + +
nH(OPMALIMU Ha YPOBHE ONEPAIMOHHBIX CUCTEM
Mexanu3mbl obecriedeHns: KOHPHUIEHIIMAIbHOCTH JOCTYIa K + +
nH(OpMalli Ha YPOBHE NPHUIIOKEHUN
[TporpamMHo-annapaTHbIE CpeICTBA KpUNTOrpadhUUeCKOM 3alUThI + +
uH(popMalun
Obecneuenne KOHGUASHIMATBEHOCTH HH(popMaru B [P-ceTsix + +
KommiekcHble cucTeMbl 3aIUThl HHPOpMALIUU
ObecneueHne aHTUBUPYCHOM 3alIUThl UH()OPMAIIMOHHBIX CUCTEM + +
[IpenorBpamenue yreuek nupopmanuu (DLP) u yuet pabouero + +
BPEMEHHU
CucreMbl 00HapY>KEHUS U MPEJOTBPAIICHUS BTOPKEHUIN + +
OcHOBBI Be0-0€301MacHOCTH
[{enu aTtaku Ha BeO-pecypchl MPETPUITHS + +
MeToabl 1 MHCTPYMEHTHI 3JI0yMBIIIUIEHHUKA JUIsl aTakKu Ha BeO- + +
pecypcesl
Knaccudukanus ceTeBbIX aTak. + +
Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
OIIK-1.3 N-lonk-1.3 PaspabateiBaer | 3HaTh: KonTponsaoe meponpusitue Ne 1 (KontposabsHas pabora)
MOPSATIOK npumenenus | CrnocoObl 0OHapyKeHUs U KonTponsaoe meponpustue Ne 2 (KontponbsHas pabora)
MIPOrpaMMHOTO UICHTH(DUKAITIT Kontponbaoe meponpustue Ne 5 (KonrponbHas paboTta)
oOecrieueHUss C  LEJbIO | HHIUICHTOB KonTponsaoe meponpustue Ne 6 (KontponbsHas padora)
coOuoieHus TpeOOBaHUH 1O | HHPOPMALTMOHHON
3amuTe HHPOpMAaIHH 0€30MacHOCTH B Ipoliecce
OKCILTyaTaIlH
aBTOMATHU3HPOBAHHOU
CHCTEMBI

Tunossle nporpaMmMHbIE U
MIPOrpaMMHO-aIIapaTHbIE
CPEICTBA PE3€pBUPOBAHUS U
BOCCTAHOBJICHUS
uHpopmanuu B
aBTOMATU3HPOBAHHBIX
CUCTEMAxX

Ymers:

[IpoBOAUTH YCTaHOBKY U
HaCTPOMKY NMPOTPaMMHBIX U
MIPOrpaMMHO-AINIAPATHBIX
CpEeICTBa pe3epBUPOBAHUS U
BOCCTAHOBJICHUS
nHpopmanuy B
aBTOMATHU3HPOBAaHHBIX
CUCTeMax




AJMUHUCTPUPOBATH
cUCTeMbl OOHApYyKEHUS U
UICHTH(PUKAITIT
WHIUJIEHTOB
MH(POPMAIIMOHHOMN
0€e30I1aCHOCTH B Ipoliecce
HKCILTyaTaIH
aBTOMaTU3UPOBAHHOM
CHCTEMBI

OIIK-1.4

UA-1lonk-14 KonTpomupyer
KOPPEKTHOCTb
(YHKIIMOHMPOBAHHS
POrpaMMHO-AMIaPATHBIX
CpenCTB 3aIIHUTHI
uHpOpMaLUN B
KOMITBIOTEPHBIX CHCTEMaxX H
CeTAX B COOTBETCTBHU C
HOPMaTHBHBIMHU "
KOPIOPATUBHBIMU
TpeOOBaHUSIMU

3HaTh:

Oco0eHHoOCTH ITPOBEEHUS
paboT Mo ycTaHOBKE,
HAaCTpOWKe,
aJIMUHHUCTPUPOBAHUIO,
00CITyKMUBaHUIO U TIPOBEPKE
paboToCrocoOHOCTH
IPOrpaMMHO-AINAPATHBIX U
TEXHUYECKUX CPEJICTB
3aluThl HH(OPMALIUY B
aBTOMaTH3UPOBAHHBIX
crcTemMax

CriocoOsI oCyIIeCTBICHUS
JTMAarHOCTUKH U
MOHUTOPHUHTA CUCTEM
3aIUTHI
aBTOMaTH3UPOBAHHBIX
CHCTEM

YMers:

BBINOTHATE OLIEHKY
3alUIIEHHOCTH
nHpopmanuu,
UACHTU(DUKALIIO U
JMKBUIANNIO MHIIAJICHTOB

KonTpoasnoe meponpusitue Ne 3 (KonrponbsHas padora)
Kontponbaoe meponpustue Ne 4 (KontponbHas padoTta)
KonTponsaoe meponpustue Ne 7 (KontponbHas pabora)
Kontponbaoe meponpustue Ne 8 (KonrponbHas padoTta)




MH(POPMAIIMOHHOMN
0€30MacHOCTH B TIpoIecce
HKCILTyaTaIH
aBTOMATHU3UPOBAHHBIX
cHCTEM

[TpuMeHsATh TUTIOBBIC
IpOrpaMMHO-aIapaTHbIC
CpEICTBA 3aIIUTHI
nHpopManuy B
aBTOMATHU3UPOBAHHBIX
crcreMax u 0a3zax JaHHBIX




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
S cemecTp

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJIBLHOIO MeponpuaTHsA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATHUSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBJIECHHOIO aJMHWHHUCTpALMEH

dbopmara

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

JlaiiTe mucbMEHHBIM OTBET Ha 6 BOIIPOCOB.

OnvH U3 IByX BapuaHTOB KOHTPOJIBHOTO MEPOIIPHUATHS BEIOUPAETCS MO0 KPUTEPHIO:
HE4YETHBIE HOMepa 1o cnucky )kypHaina BACP - 1 BapuaHT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3uarb: CriocoObl OOHapyXeHUs u 1. KonTtposnbHoe meponpusitie Ne 1 o AMCHUIIIMHE
UIeHTU(DUKAITIN VHIHUJICHTOB [IporpamMHoO-anmapaTHbie CpeICTBA 3AIMUTHI
nH(pOpMaIMOHHOW 0€301TaCHOCTH B nHpopmauu
rmporecce ?KcnnyaTaunn Ne | Bapuant 2 Bapuant
ABTOMAaTU3UPOBAHHOM CHUCTEMBI n/n

OCHOBHBIE IOHATHUSA U

onpezencHus B chepe [IporpamMmHo-

1 MH()OpPMALTMOHHOM armaparHas 3aIuTa
0e30macHOCTH. YTPO3bl MH(OPMALIH.
uHpopMaru. MeTo bt OCHOBHbIE TOHATHA
3aIIUThl HHPOPMALIUH

Uro oTHOCHTCA K
YTo OTHOCHUTCSA K OCHOBHBIM | OCHOBHBIM

2 arrapaTHbIM CpEaACTBaM IIporpaMMHBIM

3amuThl HpOopManuu? CpE/ICTBaM 3alIHUThI
nHbOpMaIuu?

KaxoBbI 0OCHOBHBIE KakoBbI ocHOBHBIE

MIPEUMYyLIECTBA HEIOCTAaTKH!

3 | mpuMeHeHHs NPOrpaMMHBIX | IPUMEHEHUS
CPEACTB 3alUThI IIPOTPaMMHBIX CPEICTB
uHpopMaluu? 3alUThl HHPOpMaIuu?
MexaHU3MBbI yIpaBIeHHs
JOCTYIIOM 1 Opraam3arus 5

XpaHEHHs TTapoJiei B

4 ay.TeHTH(bHKaHHH oc OC Microsoft

Windows. Ys3BumocTa .
Windows. baza SAM,
noctyna k OC MS
Windows €€ XapaKTepHCTHKA.
Opraam3anus
Mudpyromas daitnosas XpaHEHUs napoiei B

5 cuctema (EFS). OC Microsoft

Texuonorus mudposanus. | Windows, Linux u
MacOS.
YMers: AJIMAHHACTPUPOBATh 1.




CHUCTEMBI OoOHapyXeHUS " [IpoBecTu ananus IIpoBecTu ananus
uAcHTU(DUKAITIH WHLUICHTOB 6 yszumocteir OC Windows | ys3zBumocteit OC Ubuntu
I/IH(l)OpMaHI/IOHHOI?'I 6e3OHaCHOCTH B 10322021 roa 110 Oaze 3322021 rong 110 Oaze
nporecce SKCILTyaTaLUuH nanueix CVE mauueix CVE

aBTOMaTHSI/IPOBaHHOﬁ CHCTCEMBI

Onucanue MIKAJbI OICHUBAHUSA:

Ouenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MTOJIHOM 00'bEME WIIH BBITIONHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHHUE JUISI PEIICHUS 32,124

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyIOBICTBOPUTEIIEHO" BEICTABIISCTCS
€CIIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBITOIHEHO

KM-2. KoutpoJsibHoe Mmeponpusitue Ne 5

®opmbl peaquzanun: [TuceMennas padora

Tun koHTpoLHOrO MeponpustTus: KonrponsHas padora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET Ha BONPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIOJHAEMbI Ha JINCTaX YCTAHOBJIEHHOTO aJIMUHUCTpaluen
dbopmara

Kparkoe conepxxanue 3agaHus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOMPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOT'O MEPOIIPUATHUS BEIOUPAETCS MO KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3narb: CrocoObl OOHapyeHUus u 1.
uACHTU(DUKAITIH § WHITUICHTOB N BapuanT 2 Bapuant
WH(GOPMAITMOHHON 0€301TacHOCTH B n/n
poliecce SKCIUTyaTaluy Hats onpenenenne
ABTOMATH3UPOBAHHOM CHCTEMBI Pamxnposate MeTOME! 1 ARP spoofing'a.
HHCTPYMCHTBI VYkazatb UHCTPYMCHTEI,
1 3JIOYMBIIIJICHHUKA, HCIOJIb3YCMBIC IJIA
HAIIpaBJICHHBIC HA CETCBYIO | pCaJIM3alliM aTaK TUIla
HHPPACTPYKTYPY ARP spoofing.
MPEINPUATHS [IpennoxuTsb
MCEXaHU3MbI 3allIUThI
CdopmupoBath [Ipeanoxursb
2 PEKOMEHIAITUH TI0 KJIACCU(DUKAIIIO
IPUMCHCHHUIO CKaAaHCPOB TPOAHCKHUX ITPOrpaMm




Oe3omacHOCTH 0 KaTeropuu BHJA
nH(pOpMaIuu MPEICTaBIIEMOM
cneranuctamu red u blue | yrpossr

KOMaHJ. YKa3aTb
u3BecTHbIe BaM ckaHephl
0e30MacHOCTH T10 TPEM
HaIpaBJICHUSIM PaOOTHI:

ceth, AC, BeO.
. aiiTe XapaKTepUCTHK

OxapakrepusyiTe A paKtep Y
BapHaHTaM

OCHOBHBIE CITOCOOBI N
MPOTUBOICHCTBHUS

MPOHUKHOBCHHS

3 HapyIeHHs padoThI

BPEIOHOCHBIX MPOTrpaMM

AQHTUBUPYCHBIX
Ha KopropaTuBHble AC
HpeAnpHATHA MPOTPaMMHBIX
MPOAYKTOB
JlaifTe onpenenexHue
B cootBercTBHH C TYHHEJIUPOBAHMSA, KaK
ypoBHsAMHU Mozenu OSI Buaa ataku Ha AC
4 JaiiTe XapaKTepPUCTHKY NPENPHUSITHS.
BapHUaHTaM PEaIN3yEeMbIX VYKaxuTe BapHaHTbI
Ha HUX aTakKax 3alIHUTHI OT
TYHHEJIMPOBaHHS
YMers: A JIMMUHHCTPHUPOBATh 1.
CUCTEMBI oOHapy)eHus u VKka3aTh KAKUMH JaHHBIMU [IpuBectu npusHaku
UIeHTH(OUKAITN VHIMICHTOB 3JI0YMBITIUICHHUK MOKET Hannuus cauddepa B
MH(OPMAIMOHHOH 6E30IIaCHOCTH B 5 | 33BJANCTb B CCTH HA KAXKIOM e¢ | ceru. [IpuBectu
nporecce SKCIUTyaTaLHK YPOBHE B COOTBETCTBUH C MIPUMEPBI OTKPBITOIO
ABTOMATH3UPOBAHHOI CHCTEMBI Mozenbro OSI mpu ycrenrHom I1O nuist 3aIIUTEI CETH
ucnosb3oBaHuu cauddepa ot cHuddepos
Onucanue MKAJbI OLCHUBAHUS:
Oyenka: 5

Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu ebinonneHus snanus: OueHka "Xopoo" BBICTaBISETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoineHus sHanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIECTBEHHO BBITIOTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyTOBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIN 3aJIaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYIIECTBEHHO HE BBIMOJHEHO

KM-3. KourpoabHoe meponpusitue Ne 3
®opmbl peaausanun: [lucpmennas padbora

Tun koHTpoabHOro Meponpusitusi: KontponsHas pabora
Bec konTposbHOro meponpusitusi B BPC: 25
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IIpouenypa mnpoBegeHMsi KOHTPOJBHOIO MEPONPHATHSA:
BBINOJIHAEMBI Ha JIUCTax

KOHTPOJILHOTO MEPOTIPHSITHS,
dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.

[IuceMeHHBI OTBET HAa BONPOCHI
YCTAHOBJICHHOT'O  aJIMUHHUCTpPALMEH

OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
Heuy€THbIE HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: OCOOEHHOCTH MPOBEACHUS
paboT 1O YCTaHOBKE, HACTpPOMKeE,

1. KonTtposnbHoe meponpusitue Ne 1 mo aucuuIuiviae
[IporpammHoO-anmnapaTHbie CpeICTBa 3AITUTHI

aJIMUHHUCTPUPOBAHUIO, nHdopManuu
OOCIyMBAaHUIO U  IPOBEpKE Ne
Y POBCP 1 Bapuant 2 Bapuant
paboTOCIIOCOOHOCTH TTPOrPAMMHO- /1
Kakum o6pazom
anmnapaTHbIX U TEXHUYECKHX a60Ta10TpVPN om0 Kakum 06pa3oM paGoTaior
CPEACTB 3alUThl MHpOpMALMK B 1 p Point t VPN cetu 1o npoTokoy
ABTOMATM3MPOBAHHBIX CUCTEMAX TIpOTOKOTY L'omnt to Laver 2 Tunnelin
Yy g
Point Tunneling Protocol Protocol (L2TP)?
(PPTP)? '
JIIIst KaKkuX mennei u .
JIU1st KakuX 1esneit 1 Kakum
KaKUM 00pa3om
2 00pa3oM MPUMEHSIOTCS
HPHMEIIOTCA npotokon [Psec?
nporoxoner SSL M TLS? | P '
[lepeuncnure 6azoBBIC Onumure
paspeleHus, (yHKIMOHAIBHBIE
3 NPUMEHHUMBIC K QaiijiaM | BO3MOXKHOCTH U IeTTh
Y TIaIKaM Ha TOMax ¢ npuMeHeHus: Microsoft
¢aiinoBoii cucteMsl Management Console
NTFS (MMC)
s perieHust Kakux
3aa4 MOXKET s pereHust Kakux
4 | MPMMEHATHCS OCHACTKA | 33/1a1 MOXKET
"JlokanbHBIE [IPUMEHSATHCS OCHACTKA
MOJIB30BATENHN U "I'pynnoBeie mOAUTHKA"?
rpymmsl"?
Kakum oOpazom MoxeT
OBITH MPOU3BEICHA
o [Nepeuncnure npueMsl st
OTMEHa JeHCTBUS
5 00x0/1a TPYIIOBBIX
TPYIOBBIX MOJMTHK Ha .
nonutuk B Windows
JIOKaJIbHOM KOMTIBIOTEpE
B Windows?
YMers: BrimonnsaTe OLICHKY 1.
3aLUIIEHHOCTH uHpOopMaIuy, [MponeMoHCTpUPOBATH
UICHTU(DHUKAIMIO W JTUKBUIAIIUAIO HacTpoiiky VPN-kanana ¢ [IponemoHCcTpUpOBaTH
WUHIMICHTOB MH()OPMAIUOHHOM 6 | MCTOIb30BAHMEM HacTpoiiky VPN-kaHana c
GE30MaCHOCTH B nporecce BcTpoeHHBIX B OC HCIIONb30BAaHUEM
SKCILTyaTalu Windows nporpamMMHBIX texaonorun OpenVPN
perieHunit
aBTOMATU3UPOBAHHBIX CUCTEM
Onucanue MKaJIbl OLEHNBAHUS:
Ouyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
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Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

€CJIM 3aJaHUEC IPEUMYIICCTBCHHO BBIIIOJIHEHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABISACTCS

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-4. KoutposabHoe meponipusitue Ne 7

®opmbl peasuzanun: [TuceMennas padora
Tun koHTpOIBLHOr0 MeponpusaTus: KontponsHas pabora

Bec koutposabHoro meponpusitusi B BPC: 25
IIpouenypa mnpoBeaeHHs] KOHTPOJBLHOTO MePONMPHUATHS:
BBIMOJIHAEMBIA Ha JIUCTAX

KOHTPOJIBHOTO MEPOIIPHSITHS,
dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJBHOI'O MEPONIPHUATHS BEIOUPAETCS 110 KPUTEPUIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHBbIC BONIPOCHI/3aJaHHA:

[IucpMeHHBIN OTBET HAa BONPOCHI
YCTAHOBJICHHOT'O ~ aJIMUHUCTpALKEH

3Hatb: OCOOEHHOCTH MPOBEIEHUS
paboT 1O YCTaHOBKE, HACTpOMKe,
aJIMUHHUCTPUPOBAHUIO,
OOCIIy’)KUBaHUIO M TIPOBEpKe
paboTOCTIOCOOHOCTH MPOrPaMMHO-
anmapaTHbIX M TEXHMYECKHUX
CPEICTB 3allluThl MHPOpMAIUU B
aBTOMAaTH3UPOBAHHBIX CHCTEMaxX

1.

Ne
1 Bapuant 2 BapuaHnt

n/n
Kakue nmytu BHenpenust | M3 KakMX HCTOYHUKOB
BpenoHocHoro 10 B uHQOpMAITUH
AC Bawm u3BectHbI? CTIEIMAJINCTHI T10

1 Kakue crioco0sr o0ecreyeHuIo
00pBOEI ¢ 0€e301MacHOCTH Y3HAIOT O
aHTHBHpYCHBIM [10 BHJIAX YS3BUMOCTEU ISt
Bawm u3BecTHbI? BeO-TIPHIIOKEHUI ?
[Haiite xapaktepuctuky | JalTe XapakTepucTuky

5 CETEeBBIM aTaKaM Ha CETEeBBIM aTaKaM Ha
KaHAJbHOM yYPOBHe (puzuyeckom ypoBHe
mogenu OSI mozenu OSI
Maiite xapakrepuctuky | Jlaiite XapaKTEpUCTUKY

3 CETEeBBIM aTaKaM Ha CETEeBBIM aTaKaM Ha
ceTeBOM yYPOBHe TPAHCIOPTHOM yYPOBHeE
mozenu OSI mozenu OSI
[lepeuncnure OxapakrepusyiTe
HECKOJIbKO Hanboiee M3MeHeHus B 06a3e JaHHbBIX

4 onacHbIxX ysa3sumocteii | OWASP TOP-10 3a

BEO-TIPUIIOKECHUH B
COOTBETCTBHH C

OWASP TOP-10

MIOCIIEAHHE 5 JIET C TOYKU
3pEHUS TOSABICHHS HOBBIX
BHJIOB YI'PO3 BEO-
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| | | IpHITOKEHNsAM
VYMmeTh: BrImmonsaTe OIICHKY 1.5. B cooTBeTCTBHU C N3BECTHLIMU BaM THIIaMH aTak Ha
3alMILEHHOCTH uHpOpMaInH, CETEeBYI0 HHPPACTPYKTYpY NPEANPUATHs (TIO YPOBHSIM
UACHTU(DUKAIMIO U JUKBUIAIUIO moaenu OSI) chopMupoBaTh TUIIOBYIO TaOIUILy MOZAEIN
HHIUJIEHTOB uH(GOPMAMOHHOU yrpo3 Ha ocHoOBe npuiioxkenus 11 k "MeToiuke OLleHKH
0e301acHOCTH B npouecce yrpo3 6e3onacHoct nHbopmanun" OCTIKa Poccun
AKCIUTyaTalluu ot 5 ¢eBpans 2021 r.
ABTOMATHU3UPOBAHHBIX CHCTEM B pe3ynbratel BeinosnHeHUs 3aanus y Bac nomkHa
MOJIYYUTHCS TAOIUIIA WITH CTPYKTYPUPOBAHHBIN CITHCOK:
Takrtuka - Texnuka (Bua ataku) - [Iporpammuas
peanu3anus (arakyromee [10)

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CIIM 3aJaHIe
BBIIOJIHEHO B TIOJTHOM 00'bEME HMJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OeHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEILHO" BHICTABIISCTCS
€CIIM 3aJIaHUE NMPSUMYIIECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuku evinoaxneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIN 33JIaHUE BBIITOJIHEHO HEBEPHO WJIU MPEUMYIIECTBEHHO HE BBIIIOJIHEHO

6 cemecTp

KM-1. KonrpoabHoe meponpusitue Ne 2

®opmbl peanuzanuu: [TuceMenHas padota

Tun koHTpoabHOrO MeponpusTus: KourponsHas pabota

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIIPHUATHS, BBIIOJHAEMbI Ha JIACTaX YCTAaHOBJIEHHOIO aJMHUHUCTpALMEH
dbopmara

Kparkoe conepxxanue 3agaHus:
JlaliTe MMCbMEHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOT'O MEPOIIPUATHUS BEIOUPAETCS MO KPUTEPHIO:
He4y€THbIe HoMepa 1o crucKy >xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIE BONPOCHI/32/IaHUS

3HaTh: TUNOBBIE NMPOTpPaMMHBIE U 1.KonTpoasHoe meponpustue Ne 1 o nucuurmae
[IPOrpaMMHO-aIIapaTHbIE IIporpamMMHoO-anmnapaTHsle CPEACTBA 3ALUTHI
CpeicTBa  pE3EpBUPOBAHUSA U nHdopManuu
BOCCTAaHOBJICHUSI HMH(pOpPMALUU B No

(bopman 1 Bapuant 2 BapuaHTt
ABTOMAaTU3UPOBAHHBIX CUCTEMAX 1/
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VYerpoiictBa

KpHNTOTrpaduaecKoi
HasnayeHue 1 IpUHITUITBL SAIHTEL TAHHbIX
pab6otsr [TAK "Axkkopa- Kparkas '
NT" u "Axkopa-AM/3".
P 2 xapakrepuctaka [ICK31
"Ilwnmka".
VYcrpolicTBa BBOJIa .
buomerpuueckuit
UICHTH(DHUKAITMOHHBIX
nmoctyt. O630p
MPHU3HAKOB,
OMOMETpPUYECKUX
KJIacCU(UKAITH, KpaTKas .
TEXHOJOTHH
XapaKTePUCTHKA
ITonHOCTHIO
Obecneuenue
KOHTPOJIMpYEMbIe
0€30I1acHOCTH XpaHEeHHUS
KOMITBIOTEPHBIC CUCTEMBI. :
nmauHbix B OC Microsoft
Artrectanusa KC.

IIporpammHas u
anmapaTHasl pearu3arus

Windows. TexHosorus
TEHEBOT'O KOITUPOBAHUS
IAHHBIX

¢ynkuuit KC.
CyTb 1 Ha3HaYEHUE MonMeHeHIe
npotokona TCP/IP u I pOTOKOJIOB ceMencTBa
UDP/IP B xoHTEKCTE b
TCP/IP B cepe
3aIIUThI .
KOH(UICHIINATHHON MH(OPMAIIHOHHOIf
6e3onacHoctu AC
rH(pOpMaIuu

B cooTBeTcTBUM C
tpedoBanmsiMu ODCTIK
Poccun onpenenuth
TpeOOBaHMSI 110 3aIUTE
AC pekiamMHOTo oTena
kommaauu OO0 "Pora u
KommpiTa",
oOpabaThIBaroLIei
MIepCOHANBHEIE TaHHBIE
rpaxxaaH PO, B nensax
pacchuTky HHGOpPMAIIIU O
CKHUJOYHBIX aKIUSIX U
IHsX pacrponax. B AC
MTOTIEPEMEHHO MOT'YT
paboTath ciemyromnme
COTPYTHUKH:
PYKOBOIMTEb
pEeKJIaMHOTO OT/Iena,
COTPYJIHUK PEKIAMHOTO
otaena, a Takxke B AC
HAMEIOT JOCTYII
CHCTEMHBIN
AJMHUHHCTPATOP U
COTPYIHHKE CITYKOBI
0e30ITacHOCTH.

B cootBeTcTBUM C
tpedoBanusiMu DCTIK
Poccuu onpenenutsb
TpeOOBaHMSI 110 3aIIUTE
AC pexxumHo-
CEKPETHOTO
roipa3iesieHus
kommanuu OO0
"Pomarka",
oOpabaTsiBaromeit
CEKpETHBIC JTAHHEIE
TPEThEN KaTeropuu, B
nessix (POpMUPOBAHUS
OTUETHOI
JIOKyMEHTAITUH TI0
pe3yiabTatam ayauta b
Y IPOBEICHUS
aTTECTAIMOHHBIX
ucneiTannii. B AC
MTOTIEPEMEHHO MOTYT
paboTtath ciemyromnme
COTPY/JHHKH: BCE
COTPYIHUKH (OKOJIO 3
YEIIOBEK)
aTTECTAITMOHHOTO
0THeNa, COTPYIHUK
otnena aynuta Ub,
PYKOBOJHTEIH
aTTECTAITMOHHOTO
OTJIeNa, HauaIbHHUK
PEKUMHO-CEKPETHOTO
oApa3AeIeHUs U
CUCTEMHBII
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| | | aqMuHEHCTpaTOP.

VYwmetn: [IpoBOAWTH YCTAaHOBKY U 1.
HAaCTPOMKY  IPOTPaMMHBIX u [TpoaeMOHCTPHPOBATD
[IpOrpaMMHO-aIIIapaTHbIX a Hactpoiiky [ICK3U1
OACMOHCTPUPOBATH .
CpeICcTBAa  PE3EPBUPOBAHHMS | DOACMOHCTPHP "lllunka", a MMEHHO:
HAaCTPOUKY CUCTEMBbIL ° LLIVId) oBaHue
BOCCTaHOBJICHHs] HH(pOpManuu B P

3amuTel oT HCJI ¢
HCITOJIb30BAaHUEM
Bo3MmokHOCTel [TAK

5 | "Akkopa-NT", a umeHHoO:
*  BNOKNPOBKY CbEMHbIX

CO34aHHOro
CTYAEeHTOM Ha
pabouyem cTone
daiina MS Word;

®  3/IeKTPOHHYIO

ABTOMATHU3UPOBAHHLIX CUCTEMAX

HocuTenemn
nognucb

nHdopmaumu;

e 6n0KuposKy CD/DVD- CO3/aHHOro

CTYAEHTOM Ha

ANCKOB.
pabouem cTtone
daina MS Word.

Onucanne MKAJbI OIIEHUBAHUS
Ouyenka: 5

Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CIIM 3aJaHIe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO MMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABIICHHUE ISl PEIICHUS 3a/1a4

Oyenka: 3
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinonnenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CITU 3a/l1aHue NMPEUMYILECTBEHHO BBITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBHIOJIHEHO

KM-2. KoutpoJsbHoe meponpusitue Ne 6

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KonrponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

Ilpoueaypa mnpoBeaeHHMs KOHTPOJBHOrO MeponpusATHsA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPHUATHUSA, BBIIOIHAEMBI Ha JMCTaX YCTAHOBIEHHOI'O aJMHHHMCTpAlAEn
dopmara

Kpartkoe cogep:xxanue 3aganus:
JlaliTe MMCEMEHHBIN OTBET HA 5 BOIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BHIOMPAETCS MO0 KPUTEPUIO:
He4YETHBIE HOMepa 1o cnucky xkypHana BACP - 1 BapuaHT, uéTHbIe HOMEpA - 2 BaApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTth: TunoBble MpPOrpaMMHBIE U 1.
IIPOrpaMMHO-aIIIapaTHbIE | Ne | 1 Bapuant | 2 Bapuant
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CpeACTBa  pPE3EPBUPOBAHUSA u n/n
BOCCTaHOBJICHHsI WH(OpManuu B Kareropuposanue KareropupoBanue
aBTOMATU3MPOBAHHBIX CUCTEMAX 1 DDoS-arak 1o ceTeBLIM DDoS-arak o cxemam
MIPOTOKOJIaM OCYIICCTBJICHHS
Knaccudukanus arak Ha
MIPUKJIaTHOM YPOBHE Knaccudukarus arak Ha
5 mozaemn OSI. npotokoasl TCP u UDP B
[TpuHIHATTE KOMMEPUYECKUX H
oprHanu3anun SQL- TIPOMBIIIIICHHBIX CETSIX
UHBEKIMHA 1 XSS
Mopens yrpo3 u Monenb HapyIIuTens
OCHOBHBIC THUIIBI aTaK Ha | 0€30MaCHOCTH
3 OeCIpOBOIHBIC CETH OCCIIPOBOIHBIX CETEH
craagapra 802.11. craggapra 802.11.
[pumepsr 10 ans [Ipumepsr 10 ans
peanu3anuy 3anuThl. pean3anny aTaKw.
OYHKINOHAIbHBIE
BO3MOXHOCTH DLP-
[IpuaNIHATE pabOTH 1
HasHauenune DLP- cHCTeM JLTA 3a1uHbe
4 cucteM B coctaBe SOC. KOHUACHIHMATLHO
nH(pOpMaIuu B
[Ipumepst mporpaMMHBIX
. KOPIIOPATUBHBIX CETSX.
pelIeHui.
[Ipumepst mporpaMMHBIX
peLeHui.
VYMmers: IIpoBOIUTE YCTAaHOBKY U 1.
HacCTPOMKY MPOTrPaAMMHBIX u [IpennoxuTh
IPOrpaMMHO-AIIapaTHBIX CdopmupoBats PEKOMEHIAIUU 110
cpelcTBa pe3epBUPOBAHMS H MepedeHb MPUMEHIEMBIX | PUMEHEHHIO ITPOTPaMMHO-
BOCCTAHOBJICHHS MH(OPMALMH B 5 | Texuuk araku Ha AC ¢ alnapaTHbIX CpPEICTB
aBTOMAaTU3UPOBAHHEIX CUCTEMAX HCTOME30BAHHCM SallIATBI OT aTaK ¢
CONMATILHON MHXKEHEPUHU | MCIIOIb30BAHUEM
COLMAIIBHOW WH)KEHEPUU

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenxa: 5
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHue
BBHITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABICHHUE JJIS PEIICHUS 3314

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evinonnenus snanus: OneHka "ya0BIeTBOPUTEIHHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: OTNeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHECHO

KM-3. KonrpoJsbsHoe meponpusitue Ne 4

®opmbl peaausanun: [lucpmennas padbora
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Tun KoHTpPoAbHOT0 MeponpusitTus: KonrponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHHs KOHTPOJLHOro MeponpusaTus: [[MCEMEHHBI OTBET HAa BOIMPOCHI
KOHTPOJILHOTO MEPOIIPHSTHS, BBIIOJIHAEMBIA Ha JHCTaX YCTAHOBICHHOTO aJMHUHUCTpAIHeH
dbopmara

Kparkoe conepxanue 3a1aHus:
JaiiTe nucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
Heuy€THbIE HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTth: CrocoObl OCYIIECTBICHUS 1.KoutponsHoe Meponpusitue Ne 1 1o JucUUIIMHE
JIUAarHOCTUKA W  MOHUTOPHUHTA [IporpamMHoO-anmnapaTHbie CpeICTBA 3AIIMUTHI
CHUCTEM 3alUTHI nHdopManuu
aBTOMAaTU3UPOBAHHBIX CUCTEM Ne 1B
apuaHT 2 BapuaHT
/1
ITonsaTre 1 TUIIBI CucreMsbl aHaIM3a
pe3epBUPOBAHUS JaHHBIX. | 3AIIUIICHHOCTH.
1 Onpenenenue RAID, [IpuanHTE pabOTHI
ocHoBHbIE TUITEI RAID- CHUCTEM aHaJIN3a
MacCHBOB U UX 3aLIUIIEHHOCTH.
XapaKTePUCTUKU. [Tpumeps! peanu3zanum.
Bupryanbssle yacTHbIE MexaHn3MBbI OJIOKUPOBKH
cetu (VPN). [Iporokonsl, | pabodeli cTaHIUU HA
5 ucnonb3dyemoie B VPN, arnmnapaTHOM YpOBHE.
HX OCHOBHBIE JloBepeHHas 3arpyska.
XapaKTepUCTUKH. Oransl JOBepeHHON
[Tpumeps! peanuzanum. 3arpys3KHu.

MekceTeBble SKpaHBl.
Kpurepun Bp1OOpa
MEKCETEBbIX IKPAHOB.
OcHoBHBIE TpeOOBaHUS
PETyIATOPOB K
MEKCETEBBIM KpaHaM.
3ammra uHbOpPMAIIUU
IIPH [Iepeiaye 1o
BBIYHCITUTEIIBHBIM CETSIM.

MexkceTeBble 3KpaHBbI.
Turmer MexCeTeBBIX

3 aKkpaHoB. Pa3paboTka
MIPaBUII JJIs1 MEKCETEBOTI'O
9KpaHa.

OCHOBBI yIpaBieHUs
3JIEKTPONUTAHUEM
4 pabounx CTaHIUH 1

3aluineHHbIe
cepsepos. Kpurepin n I(I)ITOHIjOJ'ILI nepegayu
BbIOOpa MBI p P

JaHHBIX.

Kontpomns nienoctTHOCTH
Texuomorus

uHopmarur. OCHOBHBIE

5 OecIIpPOBOIHON IepeIadn
POBOZL peaL metoibl. [Tpumepst

JIaHHBIX, €€ 3aI1uTa

peanu3aimu.

YMmers:  IIpumeHsATH  TUIIOBBIE 1.

[IpOrpaMMHO-anIapaTHele Ha crenne xadenpsr Ha crenne xadenpsr

Cpe/cTBa 3aIuThl MHQOpMAIMK B MIPOIEMOHCTPUPOBATH MIPOIEMOHCTPUPOBATH

AaBTOMATH3MPOBAHHBIX CHCTEMAaxX M peanu3ammio pens peannsauio pein

6a3ax TaHHBIX g | MAcCHBa MAHHBIX 1O THITY | MACCHBA JAHHBIX MO THITY
RAID-5 s RAID-0 pusa
MPETIOKEHHOTO MPENIOKEHHOTO
npernojaBarenemM npernojiaBareneM
JKECTKOTO JIMCKa JKECTKOTO IMCKa
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Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku btnonanenus 3nanus. OueHka "Xoponio" BbICTaBISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE IPEUMYIIECTBEHHO BBITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: ONeHKa "HeyI0OBICTBOPUTEIIEHO" BEICTABIISCTCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-4. KoutpoJsibHoe meponpusitue Ne 8

®opmbl peaausanun: [lucemennas padbora

Tun koHTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJBHOIO MeponpusaTHsA: [IMCBMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPHUATHSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBIECHHOIO aJMHWHHUCTPALMEN
dbopmara

Kpartkoe cogep:xanue 3aganus:
JlaliTe MMCEMEHHBIN OTBET HA 5 BOIIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIBHOTO MEPOIIPHUSITHSI BHIOMPAETCS 110 KPUTEPHIO:
He4YETHBIE HOMepa 1o cnucky *kypHaina BACP - 1 BapuaHT, y€THbIe HOMEpaA - 2 BApUAHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3Hath: CnocoObl OCYIIECTBICHUS 1.
WAarHOCTUKA W  MOHUTOPHHTA Ne
a1 P 1 Bapuant 2 Bapuant
CHCTEM 3aIUATHI n/n
IIpuBenure o
aBTOMATU3UPOBAHHBIX CUCTEM pHUBeX KpaTko packpoiite cyTh
KJ1accU(pUKALHIO aTaK I10
ataku tuna Spoofing Ha
1 KPUTEPHUIO
BeO-pecypchl
MECTOTIOIOKEHHS P HSTHS
atakyromero u OU PEATp
5 B uéwm 3akmrodaercs Yro takoe MAC-
onacHocth IP-spoofing? | Spoofing?
N Kaxk ocymiectBisiercs
B uém cyTb ataku Ha MO ym
3aIuTa oT ataku Ha MO ¢
3 METOZIOM
WCTIOJIb30BaHUEM
TYHHEJIMPOBAHHS ! 9
TYHHEJIUPOBAHHS
Yem ICMP Redirect
Kakoga cyTb araku OTIIMYAETCS OT aTaku ¢
4 KpOLICYHBIMH WCTIOJIb30BaHUEM
dbparmerramu? JIO’KHOT'O COOOIICHMS
DHCP?
Ymers:  IIpumeHsATp  THUNOBBIE 1.5. IlpakTHueckoe 3a7aHre MOKET BBIIOJIHATh B
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MPOrPaMMHO-aNIapaTHbIE rpymnmnax mno 2-3 4ejoBeka.

CpeAcTBa 3aIuThl MH(OpMAIKU B Heo6xoaumo chopmupoBats oT4ET B hopmare
ABTOMAaTU3UPOBAHHBIX CHUCTEMaxX M npesentanuu PowerPoint uinu PDF o amxecnenyronum
0a3ax JaHHBIX noA3ajadam:

1. JIaTh XapakTepUCTUKY KOPIOPATUBHBIM PELICHUSIM
3amuThl 0T DDoS-arak 1 uX OTJIMYUAM OT CPEJICTB
3aluThl nepcoHanbHbIX AC

2. Onucare Ha3HAYCHHUE U (PYHKIIMOHAIbHBIC
BO3MOYXHOCTH MPOTPAMMHBIX PEIICHHUI 3alUThI

ot DDo0S-arak

3. CpopmupoBaTh KiaaccuPpUKaIUIO TUIIOB alllIapaTHOTO
o0opymoBaHus, HCIOIB3yeMoro B 6oproe ¢ DDOS-
aTaKkaMu

Onucanue MKAJbI OICHUBaAHUA:

Oyenka: 5
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTJIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOJHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinonenus 3Hanus: OLeHKa "Xopouo" BEICTABISAETCS €CIU
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHUE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHka "yJoBIeTBOPUTEIBHO" BbICTABIISAETCS
€CJIM 3aJ]aHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyTOBICTBOPUTEIIEHO" BEICTABIISICTCS
€CJIM 3aJIaHUE BBITOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

Ymeeporcoaro:
9K3AMEHAIIMOHHBIN BUJIET Ne 1 3as. xap. BUT

HnY . »

MU Kadenpa beszonacnocmu u ungpopmayuonnoix mexnonoeuti | A.FO.Heeckuii
Hucuummaa «[IporpaMMHO-ammapaTHeie CPeICTBA 3AIIUTHI Ilpomoxkon kagheopwi
UHPOPMALITI» No3

«18»0exabps 2019e.

1. Pam>KupoBaTh TUIIOBBIE METO/BI X MHCTPYMEHTHI 3JI0YMBIIIJICHHUKA, HAIIPAaBJIEHHbBIE HA CETEBYIO
UHPPACTPYKTYPY HPEATIPUATHUSL

2. CchopmMupoBaTh peKOMEHIAIMH 10 TPUMEHEHUIO CKaHEPOB 0€30MacHOCTH HH(OpMAIU
cnenmanuctamu red u blue komann. Yka3aThs u3BecTHble Bam ckaHepsl 6€30MaCHOCTH 10 TPEM
HarpaBIeHUsAM paboTsl: ceTh, AC, BeO.

3. [IpogemoHCTpUpY#TE NMEepexBaT TpaduKa JIOKAITBHON CeTH CTeHIa Kaeaphl C HCIIOJIb30BaHUE
nporpammel WireShark

IIpoueaypa nposenenus

VYeTHBIN 3a4€T € MPAKTUYECKOW MMCbMEHHOM YacThIO HA JINCTAX YCTAHOBJIICHHOI'O aJIMMHHUCTPALMEN
obOpasima

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNTIUHDL

1. Komnerenmust/Muaukarop: MJI-lonk-1.3 PazpabaTsiBaeT mopsaok mpuMeHEHHUs! TPOTPaMMHOTO
o0ecrneveHus ¢ IeNbI0 co00IeHus TpeOOBaHMIA MO 3aInTe HHPOpMAITUU

Bonpocsl, 3aganus
1.OxapakTepusyiiTe OCHOBHBIE CIOCOOBI MPOHUKHOBEHUS BPEAOHOCHBIX MIPOTPaMM Ha
koprnopatuBHbie AC MpennpusTus
2./laiiTe XxapaKTepUCTUKY BapuaHTaM MPOTUBOCHCTBHS U HapyIIECHHUS padOThl aHTUBUPYCHBIX
MPOTPaMMHBIX MTPOTYKTOB
3.B cooTBercTBHM € ypoBHsIMU Mojaenu OSI gaiiTe XapakTepUCTUKY BApUAHTAM PEATU3yEMBbIX
Ha HUX aTakax
4 JlaiiTe onpeneneHrne TYHHEIUPOBaHUsI, Kak BUaa ataku Ha AC npeanpustus. YKaxuTe
BapUAHTHI 3aIUTHI OT TYHHEIUPOBAHUS
5.Kakue tpu xkareropuu DDoS-arak Bam nu3zBectHbI? KakoBbl MEXaHU3MBI 3aIIUTHI OT HUX?

Matepuanbl A/l IPOBEPKH OCTATOYHBIX 3HAHUM
1.Kakue tunel DDoS-aTtak B cooTBeTcTBUH € ypoBHsAMH Mojenu OSI Bam uzBecTHbI?

OTBeThI:
JI71s1 KOppEKTHOTO OTBETA Ha BOIIPOC PEKOMEHIYETCSl OOPaTUTHCS K CEIbMOM JICKIIUU 10
mucrurinHe «[IporpaMMHO-anmapaTHbIe CpEACTBA 3AIIUTH HHPOPMAITII)
Bepnsriit orBeT: HuzkoypoBHeBbIe aTaku: - ATaku Ha ceteBoM ypoBHe OSI mpencraBisroT
u3 cebs «3abuBanue» kanana. [Ipumepom mosxket 661Th CMP-(hayn — araka, koTopas



ucnonb3yer ICMP-coo0mienuns, KOTopble CHIKAIOT MPOITYCKHYIO CIIOCOOHOCTh aTaKyeMoil
CEeTH U MeperpyxaroT OpanaMaysp. XOCT MOCTOSIHHO «ITUHTYETCS» HapyIIUTEISIMH,
BBIHYX/Iasl €T0 OTBEYATh Ha ping-3ampockl. Korga ux mpuxoauT 3HAYUTEITHHOE
KOJIMYECTBO, MIPOIYCKHOM CIIOCOOHOCTH CETH HE XBaTa€T U OTBETHI HA 3aIPOCHI MPUXOJIAT
CO 3HAUYUTENIbHOU 3a1epxkKoi. [ npegorBpaienus Takux DDoS-arak MoxxHO
oTKII0uuTh 00padoTky ICMP-3anpocos nocpeactom Firewall nnu orpaHuanTh ux
KOJIMYECTBO, MPOMyCKaeMOe Ha cepBep. - ATaKi TPAHCIIOPTHOT'O YPOBHSI BBITJISIAT KaK
HapyuieHue GyHKITMOHUPOBaHUs U nepexBaT Tpaduka. Hanmpumep, SYN-daya nnm Smurf-
ataka (ataka ICMP-3anpocamu ¢ usmenénnbiMu aapecamiu). [locneacrsust Takoir DDoS-
aTaku — MPEBBIIICHNE KOJIMYECTBA IOCTYITHBIX OIKIIOUEHHH U iepedou B padboTe
ceTeBOro obopynoBanus. BricokoypoBHEBbIE aTaki: - Ha ceaHCOBOM ypOBHE aTakam
nojiBepraercs cereBoe obopyaosanue. Mcnomab3ys ysa3BUMOCTH TPOrPaMMHOTO
obecnieuenus Telnet-cepBepa Ha CBUTYE, 3I0YMBIIICHHUKH MOTYT 3a0JIOKMPOBATh
BO3MOXXHOCTH YIIPABJICHUS CBUTYEM JUIsl aIMUHUCTpaTopa. YToO n36exarh mogo0HbIX
BHJIOB aTaK, PEKOMEH/IYETCS IMOICPKUBATH MTPOLITUBKHA 000PYAOBaHHUS B aKTYAIbHOM
COCTOSIHMH. - BBICOKOYpOBHEBBIEC aTaKW MPUKIIATHOTO YPOBHS OPUEHTUPOBAHBI HA
CTHpaHue TaMITH WIN HHpOpMAaIHH ¢ JUCKa, KBOPOBCTBO» PECYPCOB y CEpBEpa,
W3BJICYCHHE U UCIIONIBb30BaHuE NaHHbIX U3 b/. DTo MoeT mpuBecTH K TOTaIbHOM
HEXBATKE PECYPCOB JIJIsl BBIMIOJHEHUSI MPOCTEHIIMX ONEpaIvii Ha 000PYIOBAHHH.
Haub6onee s pexTuBHBIN cr1ocod mpeaynpeskIeHIs aTak — CBOEBPEMEHHbBII MOHUTOPUHT
COCTOSIHHSI CUCTEMBI U IIPOTPaAaMMHOTO 00€CTIeUeHHUS.

2.Ilepeuncnute ocHOBHbIE THUIIBI SQL-UHBEKINNA, UCTIOIB3YEMbIX JUISl aTaKH Ha

KOPIIOPATHBHBIE CETU MIPEIITPHUSITHIA
OTtBeTsI:

J71s1 KOppEKTHOTO OTBETA Ha BOIIPOC PEKOMEHIYETCSl OOPaTUTHCA K OJIMHHAIIATOM JICKITUH 110

mucruminie «[IporpaMMHoO-anmapaTHbie CpEeACTBA 3AIUTH HHPOPMAIII)
Bepuriit orBeT: CymiectByet 5 ocHOBHBIX THIIOB SQL mnbekumii: - Kinaccuueckas (In-
Band unm Union-based). Camas onacHasi ¥ peIKO BCTPEYAIOIIAsCs CETOAHS aTaka.
[To3BossieT cpa3y mosydartsb Jit0ObIe JaHHBIE U3 0a3bl. - Error-based. I1o3BossieT momy4darsb
nHpopmanuio o 6asze, TabIUIAX U JAHHBIX HAa OCHOBE BRIBOAMMOro Tekcra omuoku CYB/I.
- Boolean-based. BmecTo mosmy4eHust BceX JIaHHBIX, aTAKYIOMIMNA MOXKET MOIITYYHO MX
nepedupaTh, OPUEHTHPYACH Ha MPOCTOM OTBET THMa true/false. - Time-based. I[Toxoxa Ha
MPEABIYIIYIO aTaKy MPUHIIUIIOM Tlepedopa, MAaHUTTYJIUPYsI BpEMEHEM OTKJIMKA Oa3kbl. -
Out-of-Band. Ouens peaxue u crienupuIeckre THITBI aTaK, OCHOBaHHBIC HA
WHJIMBUIYAIBHBIX OCOOEHHOCTSIX 0a3 JIaHHBIX.

3.Ilpennoxxute pekoMeHAAINH IO 3aIIUTe TUIIOBOTO KOMMEpPUYECKOTo Beb-caiita oT SQL-

HHBEKIIUN
OTBeTsI:

J71s1 KOppEKTHOTO OTBETA Ha BOMIPOC PEKOMEHIYETCSl OOPaTUTHCS K OJUHHAIIATON JIEKIIHH 110

mucrurnie «[IporpaMMHO-anmapaTHbie CpEICTBA 3aIUTH HHPOPMAITII)
Bepnsiit otBeT: s 3ammTel caiita oT SQL-uHBbEKIINN peKOMeHayeTcs: - Micnonp3yiiTe
oenpie criucku - He ucnons3oBate Mmeton GET B popmax uaentudukammu -
O6pabateiBaiiTe mepeMeHHbIe - [[poBEpATH UCTOUYHUK TIOTYICHHSI TaHHBIX -
Ucnons3zosars PDO

4. KakoBbI 0COOCHHOCTH (hYHKIIMOHUPOBAHUS CUCTEMBI TIPEIOTBPAICHUS yTeueK HHPOPMAITIN

B pexxume MonuTopunra (DLP-cuctemsr), paboTaroieii B KOPIOpaTUBHON CETH MPEATPUATHSA?
OTBeTHI:

J1J1st KOpPEKTHOTO OTBETA HA BOMPOC PEKOMEHIYETCSI OOPATUTHCS K YETHIPHAAIATOMN JISKIIMH T10

nucturuae «[IporpaMMHoO-amnmapaTHbIE CpEJCTBA 3aUTHI HH)OpMAITUN
Bepubsiii otBeT: DLP-cucTeMBI OTCIEKHUBAIOT: - UCXOIAIINA U BXOIAIINN web-Tpaduk; -
KOMMYHUKAIIUW COTPYAHUKOB TI0 Pa3JIMYHBIM KaHaJaM CBS3H, B COIIMAIBHBIX CETIX, HA
dbopymax u UHBIX pecypcax; - HHPOPMAIUIO, XPAHSIIIYIOCS Ha pab0YnX CTaHIUX,
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cepBepax, B 00JaYHBIX XPAaHWIUIIAX; - (PaKThI 3arpy3KH (PaiiIoB HA ChEMHbIE HOCUTEIH; -
BHECEHUE U3MEHEHUI B TIOKYMEHTHI, OTIPAaBKYy WX HA Me4aTh U MPOYHe COOBITHS; -
pabouee Bpemsi U ACHCTBUS COTPYIHUKOB: HCIIOIB30BAaHUE IPOTPAMMHOTO 00ECTICUeHHUS,
MHTEPHET-CEPBUCOB, MOMBITKH U3MeHeHHs koHurypanuu 110, o6opynoBanus u Tak
naee.

5.Hem TCP SYN Flood otinuaercs ot Reflection SYN flooding?
OTBeTHI:

J171s1 KOPPEKTHOTO OTBETA HA BOIPOC PEKOMEHIYEeTCsl 0OpATUTHCS K TPUHAIATOMN JISKIIMHU T10

mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3aIIUTH HHPOPMAITII)
Bepnriit orBeT: Ha cepBepa B cetu nocbinatotcest SY N-makeTsl ¢ ucxoansim [P-agpecom
aTakyeMoi mamuHbl. CepBep WM MapLIpyTU3aTOp MOJIyYaeT 3TU nojjaeibubie SYN-
nakeTsl ¥ mockutaeT SYN/ACK oTBeThl Ha aTakyemblil XocT. KoMmbroTep, OTIPaBIISIOIIHMA
SYN/ACK mnaker, oxxunaer Ha Hero ACK-0TBeT, a mpu ero OTCYTCTBUU MOCHUIAET eIIié
Heckoiibko SYN/ACK nakeroB. SYN/ACK makeTsl MpoIomKaT aTakoBaTh IIEIEBOM
CEpBEp aXKe MOCJe TOT0, KaK 3JI0YMBIIUIEHHUK IPEKpaTHII HallaIeHUE.

6.Kakue araku crieninanbHO CKOHCTPYUPOBAHHBIMU MakeTaMu Bam n3BecTHBI?
OTBeTHI:

J1J1s1 KOpPEKTHOT'O OTBETA HA BOMPOC PEKOMEHIYETCSI OOpATUTHCS K TPUHAIIATOMN JISKIIMH T10

mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3AIUTH HHPOPMAITHI
Bepnpsiii otBeT: Ping of death. [Tochiika Ha aTakyeMslil y3en pparMeHTHPOBaAaHHON
JaTarpaMMbl, pa3Mep KOTOPOil mociie COOPKH MPEBHIIIACT MAaKCUMAJIbHBIN Pa3peIeHHbINA
pa3mep natarpammsel Land. [lockuika Ha atakyemsiit y3en SYN-cermenta TCP, y koToporo
IP-anpec u mopT oTIpaBUTENs coBNaaaroT ¢ noxydarenem Teardrop. Ilpuceimaercs
HECKOJIbKO (pparMeHToB ogHoro nakera. [Ipu coopke nakera BTOpoii (parMeHT
HAaKJIaJIbIBAETCS HA TIEPBBIH, M €0 TaHHBIC 3aIMMCHIBAIOTCS TTOBEPX MPEIBITYILETO
dbparmenTa

2. Komnerennusi/Mugukarop: UJ-lonk-1.4 KonTponupyer KOppeKTHOCTb PYHKIIMOHUPOBAHUS
IpOTrpaMMHO-aNNapaTHBIX CPEJCTB 3aLIUThl HH(OpPMAIIMK B KOMITBIOTEPHBIX CHCTEMaX U CETAX B
COOTBETCTBUU C HOPMATUBHBIMU M KOPIOPATUBHBIMU TPEOOBaHUSIMHU

Bomnpocel, 3axanus
1.ats onpenenenne ARP spoofing'a. Ykazare HHCTpyMEHTHI, HCTIONIb3yEMBbIE JIJISl peanu3alii
atak Tuna ARP spoofing. [IpeyioxxuTe MeXxaHU3MBbI 3aILUTHI
2.I1lpeoxkuTh KIIacCH(PHUKAINIO TPOSHCKHUX MPOTPAMM I10 KaTETOPHH BHUA MTPEICTABIIEMON

yIpo3bl

II. Onucanue wkKanvl ouenueanus

Oyenka: 5
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakxmepucmuxu 8vlnoHeHus 3Hanus: PaboTa BINONHEHA B paMKaX "MPOJABHHYTOrO"
ypoBHs. OTBETHI JIaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTHYSCKUX PEIICHUAN

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu vinoiHeHus sHanus: PaboTa BeIONHEHA B paMKax "6a3oBoro"
ypoBHs. BOJIBIIMHCTBO OTBETOB AaHBI BEpHO. B yacTu MaTtepuana ecTh He3HAUYNTEIbHbIE
HEJIOCTATKU

Oyenka: 3
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku 6binoiHenus 3nanus: Paborta BBIMOIIHEHA B paMKax "moporoBoro"”
ypoBHsi. OCHOBHasI YaCTh 3aJ[aHUs BHIIIOJIHEHA BEPHO. Ha BOIIPOCHI YIIIYOJICHHOTO YPOBHS
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Oyenka: 2
Onucanue xapakmepucmuxu vinoiheHus 3nanus: Pabora He BBITOJIHEHA WIH BBITIOJTHEHA
MPEUMYIIIECTBEHHO HETPABUIHHO

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

6 cemecTp
@DopMa NPOMEKYTOUYHOM aTTecTalumn: JK3aMeH

IIpumep Onsera

Ymeepoicoaro:
9K3AMEHALIUMOHHBIU BUJIET Ne 1 3as. kagp. BUT
HR1Y . .
MO Kadenpa bIesonacnocmu u unpopmayuorHvix mexHono2ull A.1O.Hesckuil
Huctunnuna «[IporpaMMHo-anmnapaTHble CpeCTBa 3aIIUTHI Ilpomoxon xageopul
WHPOPMALTTI» N3
«18»0exaops 2019e.

1. OcHOBHEIE MOHATHS U OTIpeeeHus B cepe NHPOPMAIIMOHHONW O€301MacHOCTH. YTPO3bI
nH(popMaruu. MeTop! 3aUTh HH()OpMaInu.

2. buomerpuueckuit moctym. O0630p OHOMETPHUUECKUX TEXHOJIOTHI.

3. Co3nath pe3epBHYyI0 Komuio nanku Mou JIokyMeHTsI ¢ ucrosb3oBannem ytuutbl NTBackup.

IIpoueaypa nposenenus
VY CTHBIN SK3aMEH ¢ IPAKTHYECKON YacThIO Ha CTeH1aX Kadeapsl

L. Ilepeuens Komnemenyuii/uHOUKAmMOpPo8 u KOHMPOILHBIX 60NPOCOE NPOGEPKU PE3YTbM AN 08
0C60EeHUA OUCYUNIUHDL

1. Komnerenuusi/Muankarop: N/I-lomk-1.3 PazpabaTeiBaeT mopsaok npuMeHEeHHs IPOrpaMMHOTO
oOecrnievyeHus ¢ 1eNIbI0 co0I0IeHus TpeOOBaHM 110 3aIruTe HHPOpMaAIuU

Bonpocel, 3aganus
1.0O6ecneuenue 6e3onacHocTu xpanenus qanHbix B OC Microsoft Windows. Texnonorus
TEHEBOTO KOMMMPOBAHUS IaHHBIX.
2.ITporpaMMHO-anmapaTHBIE CPENICTBA KOHTPOJIS OCTyMA. Y CTPOHCTBA BBOJA
UACHTU(DUKAITMOHHBIX TPU3HAKOB, KJIacCU(UKAIINA, KpaTKas XapaKTepUCTHKA.

2. Komnerennusi/Mugukarop: U-lonk-1.4 KonTponupyer KOppeKTHOCTh PYHKIIMOHUPOBAHUS
IPOTrpaMMHO-aNIapaTHBIX CPEJCTB 3aLIUTH HH()OPMAIIMK B KOMIBIOTEPHBIX CUCTEMAX U CETSAX B
COOTBETCTBUU C HOPMATUBHBIMHU M KOPIOPATUBHBIMU TPEOOBaHUSIMH

Bonpocsl, 3aganus
1.Pe3epBrupoBanue ganHbIix. Tunsl pezepBupoBanusa. RAID, onpenenenne. OCHOBHBIE TUIIBI

RAID- MaccuBOB U X XapaKTEPUCTUKU.

2.ApxuBanus gaHHbix. CTpaTeruu apXvuBalyu.

3.CucteMsbl aHaIM3a 3alUIIeHHOCTH. [[puHIIUIIBI pabOTHI CUCTEM aHaN3a 3alUIIEHHOCTH.
4.BBIIOJIHUTHh aBTOMATHUYECKYIO TIOCTAHOBKY PECYpCcOB Ha KOHTPoJib AM/I3 «Akkopm» ¢
MOMOIIIbIO MacTepa
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5.MekcereBble SKpaHbl. TUIIBI MEKCETEBBIX 3KpaHOoB. PazpaboTka mpaBui 11 MEXCETEBOTO
JKpaHa.

6.Buptyanbubie yacthble cetu (VPN). IIporokosl, ncnons3yemsle B VPN, uX 0OCHOBHbIE
XapaKTEPUCTHUKHU.

MarepuaJbl 1J151 IPOBEPKH OCTATOYHbBIX 3HAHUMH

1.Kakue anmnaparHble ycTpOHCTBa BBOAA UAECHTU(DHUKALIMOHHBIX IPU3HAKOB B

aBTOMATHU3UPOBAaHHYIO cucTeMy Bam u3BecTHbI?
OtBeTsl:

Jis paBUIIBHOTO OTBETA Ha BOIPOC HEOOXOAUMO KOPPEKTHO OMPEIECIUTh BOZMOKHBIC

annapaTHble UACHTU(DUKATOPHI, IPUMEHEMbIE B CUCTEMAX 3alllUThl HH()OpMaIUK
Bepusiii otet: [1o ciocoOy cunThiBaHNS UACHTU(PUKAIIMOHHBIX TPU3HAKOB BBIACISIOT: * C
PYYHBIM BBOJIOM; * KOHTaKTHbIE; * JUCTAHI[MOHHBIE (OECKOHTAKTHBIC); ®
KOMOMHUpOBaHHbIE. Py4HOI BBOJ HIEHTH(PHUKALMOHHBIX MPU3HAKOB ITPOU3BOIUTCS C
MIOMOILBIO HAXKaTHsl KJIABUILI, IOBOPOTOM IEpEKIItoYaTeIeld WiIn APYrux MoA00HbBIX
arieMeHTOB. KOHTAaKTHOE CYMTHIBAaHHE MICHTH(PHKAIIMOHHBIX TPU3HAKOB IOIpa3yMeBaeT
HENOCPEJCTBEHHBI KOHTAKT UIeHTH(UKATOpa U cUUThIBaTeNsl. YTeHne nHpopMaLuu
MPOUCXOIUT ITyTEM MPOBECHHS UACHTU(UKATOPA YePe3 CUNTHIBATEIb HIIU HX MPOCTHIM
IIPUKOCHOBEHHUEM.

2.KakoBbl ocHOBHBIE pyHKIMU IDS-crcrem?
OtBeTsl:

B otBere Ha Bompoc HEOOXOAUMO PACKPBITH OCHOBHBIE QyHKIMH IDS-cructeM, mpuMeHsIeMbIX B

chepe nahopMaIMOHHOM 0€301TaCHOCTH
Bepnpiii otBet: K ocHOBHBIM (pyHKIIMAM cucteM IDS oTHOCATCS: - BBISIBICHUE BTOPKEHUMN
U CETEBBIX aTakK; - 3alMCh BCEX COOBITHI; - HOMCK YA3BUMOCTEH; - IPOrHO3UPOBAHHE aTaK;
- pacrio3HaBaHWE UCTOYHMKA aTaKH: WHCAW]I WU B3JIOM; - HHpopMupoBanue ciyx0 b 06
MHIUJIEHTE B PeabHOM BPEMEHH; - (OpMUPOBaHNE OTUYETOB.

3.PackpoiiTe cyTh M Ha3HaYEHUE KPUNITOTPA(YUIECKUX CPENICTB 3AIUTHI HHPOPMAITUT
OtBeTsI:

J171s1 KOpPEKTHOTO OTBETA HA BONPOC HEOOXOIMMO 0OPAaTUTHCS K ONpEAEIEHUI0 TePMUHA

“kpunrorpaduyeckas 3ammra”’, npeyiaraemoro ®Cb Poccun, kak 0CHOBHOTO perynsitopa

3TOM cepbl HHDOPMAITMOHHOM 0€301TaCHOCTH
Bepusliit otBet: CpenctBa kpunrtorpapuieckoil 3amuts! nHGopmaruun (CK3U1) —
anmnapaTHble, IPOrpaMMHBIE U alllapaTHO—TIPOrPAMMHBIE CPEICTBA, CUCTEMBI U
KOMILIEKCBI, PEAIN3YIOIINE aITOPUTMBI KpUITOTpaduueckoro npeoOpa3oBaHUs
nH(pOpMalLMY U peJHa3HAYEeHHbIE ISl 3aIlUThl UH()OpMALIMK IIPU Nepeiade 10 KaHaliaM
CBSI3U M (MJIN) JUTSL 3aLUTHI UH(OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA IIPH €€
00palboTKe M XpaHEHHUH.

4 KakoBa 1niens npumenenust DLP-cucrem B chepe nHpopmMaimoHHOM 0€30macHOCTH

XO03SHCTBYIOLIETrO CyOBheKTa?
OtBeThI:

Jl51s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs HCIOIb30BaTh MaTepUalIbl JIEKIIUU IO

mucuuruinbe “TIporpamMmHO-anmapaTHble CpeAcTBa 3alluThl HHpOopMaun”
Bepnsiit orBeT: OcHOBHOM 3aaaueit DLP-cucTeM, 4T0 04€BUAHO, SIBISETCS
MpeJOTBpalleHHEe Tiepeayl KOH(UACHIIHATbHOW HHPOPMALIUH 32 MTPEIeIIbI
nHpopmanoHHOU cucteMbl. Takas nepenaya (yTeuka) MOKET ObITh HAMEPEHHOU MITH
HeHaMmepeHHoi. Hanbonee yacro DLP-cuctemMbl IpUMEHSIIOTCS [UIs PELISHUS CICAYIOIINX
HEOCHOBHBIX I ce0sl 33/1a4: - KOHTPOJIb UCIOIb30BaHMs pabodyero BpeMeH! U pabounx
PECYpCOB COTPYIHUKAMH; - MOHUTOPHUHT OOIIEHUS COTPYAHUKOB C LIEJIbIO BBISIBICHUS
BHYTpeHHel 00pbObI, KOTOpasi MOKET HABPEUTh OPTaHU3alUN; - KOHTPOJIb
MIPAaBOMEPHOCTH JIEHCTBUI COTPYAHUKOB (TIpeIOTBpAIllEHHE E€UaTH MOAIEIBHBIX
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JIOKYMEHTOB H IIp.); - BBISIBIIEHUE COTPYJHUKOB, PACCHUIAIOIINX PE3IOME, IS
OTIEPaTHUBHOTO MOMCKA CIEUATUCTOB Ha OCBOOOUBIIYIOCS JOIKHOCTD.
5.Kakue xkomnoneHTs! BXo4T B coctaB SIEM-cuctem, npuMeHseMbIX B KOMMEPYECKUX
KOPIIOPATUBHBIX CETAX?
OTBeTHI:
J171s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCS HCIOIb30BaTh MaTepUAIIbI JIEKIIUU IO
mucuuruinae “TIporpamMmHO-anmapaTHbie CpeAcTBa 3alUThl HHpOpMaun”
Bepnsiit orBeT: Komnonentsl SIEM: - areHThl, ycTaHaBIMBAEMbIE HA HHCIIEKTUPYEMYIO
MH(POPMALMOHHYIO CUCTEMY (aKTyaJIbHO JJISl ONIEPAlMOHHBIX CUCTEM (areHT MpeICTaBIIsAET
co00i1 pe3nICHTHYIO TPOrpaMMy (CEepBHC, IEMOH), KOTOpast JIOKAIbHO COOUPAET KYPHAIIBI
COOBITHI 1 TIO BO3MOXXHOCTH NIEPEAaeT UX Ha CepBeEp) - KOJUIEKTOPHI HA areHTax, KOTOPHIE,
10 CYTH, TIPEACTABIISIIOT COO00H MOy (OMOIMOTEKH) 1711 MOHUMAaHUS KOHKPETHOTO
KypHaia COOBITUI MIT CUCTEMBI - CEpBEPbI-KOJIEKTOPHI, IIPEAHA3HAYECHHBIC IS
MIpeIBAPUTENILHON aKKyMYJISIIUN COOBITUI OT MHOXECTBA HCTOUHUKOB - CEPBEp-
KOPPEJATOpP, OTBEYAIOIININ 32 COOp HHPOPMAIIMH OT KOJUICKTOPOB M ar€HTOB U 00pabOTKY
IO MpaBUJIaM U AIrOPUTMaM KOPPEISLUU - cepBep 0a3 JaHHBIX U XPaHUIIHIIA,
OTBEUAIOLINI 32 XpaHEHHE KYPHAJIOB COOBITUI
6.Kakue pekomenaanuu skcrepToB u3 chepbl HHGOPMAIIMOHHON O€30MaCHOCTH T10 3aIIUTE OT
DDoS Bawm u3BectHbI?
OTtBeTsI:
Jly1s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs MCI0Ib30BaTh MaTepUalIbl JIEKIIUHU T10
mucrumiae “TIporpamMmmHo-anmnapatHble cpeIcTBa 3aluThl HHGopManun”
Bepusriii otBet: 1) ckoHpUTYypHpOBaTh aHTU-CITY(UHT HA MapIIpyTH3aTopax u MD st
OIIOKMPOBKH MCXOAIIEr0 TpaduKa, €Clid aApec UICTOYHHUKA HE SBIIAETCS BHYTPEHHUM
azpecoM ceTu; 2) CKoHPUTrypupoBath anTH-DOS Ha MapiipyTuzaropax u MO s
OrpaHUYEHUS YKCIIa OTYOTKPHITHIX KAHAIOB U HEBO3MOYKHOCTH MEPErPY3KU CUCTEMBI; 3)
OrpaHU4YuTh 00beM HekpuTuueckoro tpaduka B JIBC, nanpumep ICMP; 4) npumensts
IDS nnis ananu3a Tpaduka 1 BBISIBICHUS aHOMAJIUi B HEM; 5) IPUMEHSTh pe3epBHbIC
I10JIOCHI IPOITYCKAHMSI UJTU PE3EPBHBIE CETEBBIX YCTPOMCTB B MUKOBBIM POCT HArpy3KH.
7.KakuM IONIOJHUTENBHBIMU YTPO3aM B CPAaBHEHUE C IPOBOJIHBIMU MTOABEPKEHBI
OecrpoBOIHBIE JTUHHUHU NTEpPEIaul JaHHBIX?
OTBeTsI:
Jl1s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs HCIO0Ib30BaTh MaTepUalIbl JIEKIIUU 10
mucuuruinbe “TIporpamMmHO-anmapaTHble CpeAcTBa 3alUThl HHpOopMan”
Bepwnrriit orBeT: Hapymienue pu3ndeckoi 1eTOCTHOCTH CETH CIIYYailHBIMU HIIHA
npeJHaMepeHHbIMU ToMexamu. [loaciaymmBanue Tpaduka Ha GU3NIECKOM YPOBHE
NpUEMHHMKAMH B IIMPOKOM criekTpe curdana. HCBropxkeHue B ceTh 10 3aHECEHHBIMU B
Tabmuiy pazpeméHHbIx MAC-anpecam.

II. Onucanue wkanvl ouenueanus

Ouyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakxmepucmuxu 8vlnoiHeHus 3Hanus: PaboTa BIONIHEHA B paMKaX "TPOJIBHHYTOTO'
ypoBHs. OTBETHI JIAHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTHYSCKUX PEIICHUAN

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu vinoineHus sHanus: Paborta BeIONIHEHA B paMKax "6a3oBoro"
YpOBHS. BOJIELITUHCTBO OTBETOB JaHBI BEPHO. B yacTh MaTepuana ecTh He3HAUUTEIbHBIC
HEJIOCTATKU

Oyenka: 3
Huoicnuii nopoe svinonnenus sadanus 6 npoyernmax. 50
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Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIOTHEHA B paMKaXx "moporoBoro"”
ypoBHs. OCHOBHAs 4acTh 3a/1aHUs BBITIOJHEHA BEPHO. HA BOMIPOCHI YTIIIYOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapakmepucmuxu ebinoineHus 3nanus: Pabora He BBIOJIHEHA WIH BBITIOJHEHA
MPEUMYIIIECTBEHHO HETPABUIHLHO

111. Ilpasuna évicmasnenus umozo80ii OUeHKU no Kypcy

J17151 OLIEHKHM UCIIOJIB3YETCsl TOJIBKO PE3YJILTATHI IPOMEKYTOUHOM aTTECTAL[UU U SK3aMEeHa
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