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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CnocoGeH aAMUHUCTPUPOBATH CPECTBA 3aIIUTH HHGOPMAIIMH B KOMITBIOTEPHBIX
CHUCTEMax U CETSIX
[1K-3.2 AAMHUHUCTpHUPYET MPOrpaMMHO-aIIapaTHBIC CPEACTBA 3aIIUTH HHGOPMAIIH B
KOMITBIOTEPHBIX CETSIX

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

dopma peanuzanuu: [TuceMenHas padota

1. Kourposnbaoe meponpusitue Ne 1 (KontponbHas pabota)
. KorrponpHoe meponpusitre Ne 2 (KonTtponpHas pabota)
. Koutponbaoe meponpusitue Ne 3 (KontponsHas padota)
. KorrponpHoe Mmeponpusitre Ne 4 (KonTponpHas paboTa)
. Kontponbaoe meponpusitue Ne 5 (KontponsHast pabota)
. KorrponpHoe Mmeponpusitie Ne 6 (KonTponpHas padoTa)
. Kontponbaoe meponpusitue Ne 7 (KontponsHas padota)
. KorrponpHoe Mmeponpusitie Ne 8 (KonTtponpHas pabota)

0 31 O\ L KW

BPC nucuuminHbl

6 cemecTp

Beca KOHTPOJIBHBIX MEPONIPUATHIL, %o

WNHupekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-

Paznen mucnumianHe! KM- 1 2 3 4 5 6 7 8

Cpok KM: 2 4 6 8 10 12 14 15

OCHOBBI 3aLIUTHI HH()OPMAITMOHHBIX
CUCTEM OT Kubeparak

BBenenue B 3alIUTy OT KI/I6epaTaK + +

Mopenps yrpo3 1 MOZENIb HapyIIATENSA
UH(POPMALIMOHHOM 6€30MaCHOCTH B + +
THUTIOBBIX MH(QOPMAITMOHHBIX CHCTEMAX

CrpykTypa kubeparaku Ha
MH(OPMALIMOHHYIO CUCTEMY O0BEKTa
uHpOpMaTHU3aLUU

ATaky Ha KOpIIOpaTUBHbIE
UH(POPMALIMOHHbIE CUCTEMbI KOMIIaHUH + + + +
(KHC)

ATaky Ha IPOMBIILICHHBIE
npennpustust (ACY TII)




O6napyxenue arak Ha IC

Araku Ha UC. DoS/DDoS

Artaxku Ha UC. ConpanbHasi MHKEHEpHUsI +

Crpykrypa kubeparaku Ha BeO-
HPUIIOKEHUS U PECYPCHI CETH
"NnTepuer”

BreisiBnenue u sxcrutyatanus SQL-
WHBEKINI B TPUIOKEHUSIX

3amuTa BeO-TIPUIIOKEHUH OT HHBEKITUI
KOMaH/I

3ammuTa BeO-IIPUIIOKEHUN OT aTakK TUIIA
XSS

Mepsl ipegoTBpaiieHus stored u
reflected XSS. CSRF. SSRF.

[Ipumenenue noaxoaa DevSecOps B
COBPEMEHHBIX CUCTEMaxX pa3paboTKu
MIPOrpaMMHOTO 00ecIIeUeHUs

Bec KM: | 12,5

12,5 ] 12,5

12,5

12,5

12,5

12,5 | 12,5

BPC kypcoBoii padoTbsi/mpoekTa

6 cemecTp

Beca KOHTpOIBHBIX MeponpusThii, %o

Nunexc

Paznen nucuuruinHbl
JACJI AUCI] KM:

KM-1

KM-2

KM-3

KM-4

Cpox KM:

4

8

12

15

TUTYIBHBIN JTUCT

+

Conepxxanue

Bsenenne

IlepBblit pasaen

Bropoii pazaen

3aKIroyeHue

Cnucok ucnoib30BaHHOM JTUTEPaTyphl

Bec KM:

25

25

25

25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ynbTaThl  OOYYCHHS TIO
JUCIUILINHE
I1K-2 [TK-3.2nk-2 3HaTh: KonTponpaoe meponpustue Ne 1 (KoHTponsHas padora)
AJIMUHHCTpPUPYET KJ1acCU(UKALIUIO KonTponsaoe meponpustue Ne 2 (KontponbsHas pabora)
IporpaMMHO-anmnapaTHbIe Kuoepyrpo3 Kontponbaoe meponpustue Ne 3 (KonrponbHas padoTta)
CpencTBa 3alUThl | UHPOPMAIIMOHHON KonTpoasnoe meponpusitue Ne 4 (KonrponsHas pabota)
uH(pOpMaIuu B | 0e30MacHOCTH B Kontponbaoe meponpustue Ne 5 (KonrponbHas padoTta)
KOMIIBIOTEPHBIX CETAX COOTBETCTBUU KonTponsaoe meponpustue Ne 6 (KontponbsHas padora)
HOPMaTUBHBIMU Kontponbaoe meponpustue Ne 7 (KontposbHas paboTta)

nokyMeHTamu perynsatopoB | Kontpossnoe meponpusitue Ne 8 (KonrponbHas pabora)
TUIIOBBIE AJITOPUTMBI aTaKU
U MEXAHU3MBI 3aLIUTHI OT
KkuOeparak Ha
MH(OPMAIMOHHbBIE CUCTEMBI
MIPOrpaMMHBIE U
IIPOrpaMMHO-AIIapaTHbIE
CPEICTBA 3aIMUThI
KOMITBIOTEPHBIX CUCTEM OT
Kubeparak

YMers:

MIPOBOJUTH aHAIHU3 yIPo3
6e30macHOCTH
MH(OPMALIMOHHBIX CUCTEM B
COOTBETCTBUH C
MEXIYHapOIHBIMU U
OTEYECTBEHHBIMH Oa3amMu
JTAHHBIX YSI3BUMOCTEMN




pa3pabarbiBaTh
PEKOMEHIalluH 10
MIPUMEHEHUIO TPOrPAMMHBIX
Y IPOrpaMMHO-aNNapaTHbIX
PELLIEHUH JJIs1 3aIUThI
CUCTEMHBIX U MPUKIIATHBIX
MIPOTPaMMHBIX MPOAYKTOB, a
Takke web-npunoxxeHuit u
pecypcos cetu "UuTepuet"
oT Kubepyrpo3

MIPUMEHATHh KOMIUIEKCHBIE
MIPOTrpaMMHBIE pELIEHUs IS
TECTUPOBAHUS,
oOHapyKeHHsI U JTUKBUIAIIUU
K1Oepyrpo3 B
MH(OPMALIMOHHBIX CHCTEMaX




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOIbHOTr0 MeponpusiTus: KornrponsHas padora

Bec konTposabHoro meponpusitusi B bPC: 12,5

IIpouenypa mnpoBeaeHHss KOHTPOJLHOro Meponpusitusi: [[MCEMEHHBI OTBET HAa BOMPOCHI
KOHTPOJIBHOTO MEpPOIPHATHS, BBINOJHAEMbII Ha JIMCTaX YCTAaHOBJIEHHOTO aJIMUHUCTpaluen
dbopmara

Kparkoe conepxanue 3a1aHus:
JaiiTe mucbMEHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUSTHS BEIOUPACTCS [0 KPUTEPUIO:
Heu€THbIe HoMepa 1o cnucKy >kypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: KJIaccU(UKAITUIO 1.1 Bapuanrt

KuOepyrpo3 uHGOpPMaMOHHON Uro Takoe Command and Control server?
0e30MacHOCTH B COOTBETCTBUU Uro Takoe Payload?

HOPMAaTHUBHBIMH JIOKyMEHTaMHU VYkazaTb IoMeH BTOporo ypoBHs u3 api.tiktok.com
PeryisiTopoB Haiite onucanue Taktuku "Initial Access"

Yro takoe SSH?

2 BapHaHT

UYro Takoe "ya3BUMOCTB"?

Yro takoe exploit?

VYka3zaTh JOMEH TpeThero ypoBHs u3 api.tiktok.com
JlaiiTe onrcanue TakTuku "Persistence"

Yro takoe SSL/TLS?
YMeTb: NPUMEHSTh KOMIUIEKCHbIE 1.1 BapuaHTt
IIpOrpaMMHBIE  peleHus Ui Otdunsrpyiite MaTpuily Mittra 1o TakKTHKE aTaku
TECTUPOBAaHUS, OOHAPYXKEHHS WU "Initial Access"
JVMKBUAALMHT K1Oepyrpos B
UH(POPMALIMOHHBIX CUCTEMAX 2 BapuaHT

Ordunerpyiite Matpuily Mittra mo TakTUKE aTaku
"Persistence”

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABISETCS €ClU 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00'bEME WIIH BBITIOJTHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoneHus snanus: OueHkKa "XopoIo" BEICTABISIETCS €CIH
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHUE JUISI PEIICHUS 3a/1a4

Oyenxa: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

Oyenka: 2

Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJIHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO

KM-2. KoutposabHoe meponpusitue Ne 2

®opmbl peasuzanun: [TuceMennas padora
Tun KoHTpPOoIBHOr0 MeponpusaTus: KontponsHas padora
Bec konTpoabHoro meponpusitusi B bPC: 12,5

Hpouenypa NMPOBE€ACHUSA KOHTPOJBHOIO MEPOIIPUATHUH:
KOHTPOJIbHOI'O MCPOIIPHUATHA, BBIITOJIHSIEMBIH Ha JIMCTax

dbopmara

KpaTkoe conep:kanue 3a1aHusi:

[IuceMeHHBI OTBET HAa BOIPOCHI
YCTAHOBJICHHOI'O ~ aJIMUHUCTpPALIMEH

JaliTe nuCbMEHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: IpOrpaMMHBbIE u
IpOrpaMMHO-aIIapaTHHIE
CpeACTBa 3aIUTHl KOMITBIOTEPHBIX
CHCTEM OT KubepaTak

1.1 Bapuant

[IpenmyriecTBa cCkaHEPOB YA3BUMOCTEH
[lepeueHb BUIOB CETEBBIX aTaK

Cpenctea Ob OC

Cytb cpencrta 3ammuthl Air Gap

Xap-ka "cratnueckoro tectupoanus” 110

2 BapuaHT

HenocraTku ckaHepoB ys3BUMOCTEN
[lepeuenb cpeacTBa 3alIMTHI OT CETEBBIX aTaK
Cpencta Ob npunoxenunii (App Sec)

Cytsb cpenctsa 3amutel Honeypots

Xap-ka "auHamuueckoro tectupoBanus’” 110

YMeTb: NpPOBOAWTH AHAIN3 YIPO3
6e30MmacHOCTH  MH(pOPMALMOHHBIX
CUCTEM B  COOTBETCTBUM  C
MEXIYHAPOAHBIMU U
OTEYECTBEHHBIMU 0a3aMM JTaHHBIX
ySA3BUMOCTEMN

1.1 Bapuanrt
IToctpoiite mind-kapTy NpOrpaMMHBIX POYKTOB,
MPUMEHSIEMBIX JUIS “‘cTaTHdeckoro tectupoBanus’ 110

2 BapuaHT
[Toctpoiite mind-kapTy mporpaMMHBIX TPOAYKTOB,
MPUMEHSEMBIX IS “IMHaMu4ecKoro tectupoBanus [10

Onucanune MKAJbI OIICHUBAHUA:

Ouenka: 5

Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku btnoanenus 3Hanus.; OueHka "oTIMYHO" BBICTABISETCA €CIIN 3aJJaHhe
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyernmax.: 60




OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOMPOCOB PACKPHITO. BEIOPAHO BEPHOE HAIIPABIICHHE ISl PEIICHUS 33134

Oyenka: 3

Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHka "yI0BIeTBOPUTEIHLHO" BBICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2

Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-3. KonutpoJsbHoe meponpusitue Ne 3

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padbora
Bec koutposabHoro meponpusitusi B BPC: 12,5
IIpouenypa mnpoBegeHMsi KOHTPOJHLHOr0 MeponpusitTusa: [IuCbMEHHBIH OTBET Ha BOMIPOCHI
KOHTPOJIBHOTO MEpPOIPHATHS, BBINOJHAEMbII Ha JIMCTAX YCTAHOBIEHHOTO aJIMUHUCTpaluein

dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JaiiTe mucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: IpOrpaMMHBIE u
pOrpaMMHO-aIIapaTHHIE
CpeICTBa 3alUTHl KOMITBIOTEPHBIX
CHCTEM OT Kubeparak

1.1 Bapuanrt

Komanza y1st momy4deHust Criucka yCTaHOBJICHHBIX
[TaKETOB

Komanga myist momydenus coaepxumoro ¢aiina
Komanna co3nanus apxusa

Uro Takoe Persistence?

Yro takoe Defense Evasion?

2 BapuaHT

Kak BeIrsiiuT komManaa ¢ ¢uaramu (OMIHSIMHE )

Mosxno nu Ha cepuce CVE Details mocmotpets yiiepo
s KIJI?

[IpuBeaurte npumep UaAEHTU(UKATOPA YSI3BUMOCTEN B
6a3ze nanubix CVE (U3 uero cocTout uaeHTuduKaTop)
Uro Takoe Lateral Movement?

Uro takoe Privilege Escalation?

YMeTb: NpOBOJUTH aHAIU3 YIpo3
0€30MacHOCTH  WH(pOPMAIIMOHHBIX
CUCTEM B  COOTBETCTBHM C
MEXYHapOJAHBIMU U
OTEYECTBEHHBIMU 0a3aMU JTaHHBIX
ySA3BUMOCTEMN

1.1 Bapuant
[IponemoHcTpupyiiTE MPUMEHEHHE KOMAaH/bI JJIs
noy4yeHus coaepxumoro ¢aitna B OC Kali Linux

2 BapuaHT
[IponemMoHcTpupyiiTE MPUMEHEHHE KOMAaH/bI JJIs
co3nanus u pacnakoBku apxuBa B OC Kali Linux

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5




Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku btnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUE
BBITIOJTHEHO B MTOJIHOM 00'bEME WIIH BBITIOJTHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a]1a4

Ouenxa: 3

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABIISETCS
€CJIM 3aJ]aHue PEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2

Onucanue xapakxmepucmuku evinoanenus snanus: OUeHKa "Hey10BIETBOPUTENIbHO" BBICTABIISAETCS
€CJIM 3aJIaHUE BBIIIOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO

KM-4. KoutpoJsibHoe meponpusitue Ne 4

®opmbl peanusanum: [lucemennas padora

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 12,5

IIpouenypa mnpoBegeHMs KOHTPOJBLHOIO MeponmpusaTHsA: [IMCBMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEpPOIPUATHS, BBIIIOJHAEMbII Ha JIMCTAX YCTAaHOBJIEHHOTO aJIMUHUCTpaLuen

dbopmara

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

JlaiiTe MMCbMEHHBIN OTBET Ha 6 BOIIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BHIOMPAETCS IO KPUTEPUIO:
HEe4ETHbIE HoMepa 1o crucKy >kypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HaTh: TUIOBBIE ANTOPUTMBI aTakKu
M MEXaHW3Mbl  3allUTBl  OT
KubepaTak Ha HMH()OPMALMOHHBIE
CHCTEMBI

1.1 BapuaHnrt

@OyHK1IMOHaNbHBIE BO3MOKHOCTH NGFW

Jns gero HyxeH Burn Suite?

Uto MOXKHO J1e7aTh C MOMOIIBI0 Nmap?

Tpu sTana Tunosoi cxems! ataku Ha ACY TII
Cxema pabotet DNS-over-HTTPS

2 BapuaHT

OyHkHoHaNbHBIE Bo3MokHOCTH [DS/IPS

Jnisa yero nyxen WireShark?

Uro MoxHO fienath ¢ moMotnbio John the Ripper?
Tpu Tuna mogenent ACY TII

Cxema pabotel DNS-over-HTTPS

YMers: pa3pabaTbiBaTh
PEKOMEHIAUN TI0 PUMEHEHHIO
NPOTPaMMHBIX M MPOTPAMMHO-
anmapaTHBIX PEHICHUH IS 3alUThI
CHCTEMHBIX u TPUKITAHBIX
NPOTrPaMMHBIX TPOJYKTOB, & TAKXKe
Web-npriioxeHuit 1 pecypcoB ceTH
"UuTeprer” oT kubepyrpos

1.1 BapuaHnt
3armycTuTe U IpOIEMOHCTpUpYiiTe 6a30BbIe
Bo3MoxkHOCTH yTHiUThl Nmap B OC Kali Linux

2 BapuaHT
3amycTuTe U IpOoIEMOHCTpUpYiiTe Oa30BbIe
Bo3MOkHOCTH yTHiUTHI John the Ripper B OC Kali Linux

10




Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJI0BICTBOPUTEIBHO" BBICTaBISAETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: ONeHKa "HeyI0OBICTBOPUTEIIEHO" BEICTABIISCTCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-5. KourpoJsibHoe meponpusitue Ne 5

®opmbl peaausanun: [lucemennas padbora

Tun koHTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustus B BPC: 12,5

IIpouenypa mnpoBegeHMs KOHTPOJBHOIO MeponpusaTHsA: [IMCBMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEpPOIPUATHS, BBIIIOJHAEMbII Ha JIMCTAX YCTAaHOBJIEHHOTO aJIMUHUCTpaLuen
dbopmara

Kpartkoe cogep:xanue 3aganus:
JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIBHOTO MEPOIIPHUSITHSI BHIOMPAETCS 110 KPUTEPHIO:
HE4YETHBIE HOMepa 1o cnucky *kypHana BACP - 1 BapuaHT, yéTHbIe HOMEpaA - 2 BApUAHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HAaTh: KJIaccu(pUKaIUIo 1. KoHTponbHOE MEPONIPUATHE IO JUCLIUILINHE
KuOepyrpos nH(}OpMaLMOHHON "TeXHOJOr1H 3alUThl HH()OPMALIMOHHBIX CUCTEM OT
0€30IIaCHOCTM B COOTBETCTBUHU kubepaTak"
HOPMaTHUBHBIMU JIOKyMEHTaMu Neo |y Bapuart 2 Bapuant
PEryasTopoB n/n
[Tepeuuncnure u
Y10 TaKOE U KAKOBBI packpoiiTe cyTh
1 | npuYMHBEI BOBHUKHOBEHUS | TEXHHK, IPHUMEHSIEMBIX
SQL-unbekimii? MIPH SKCIUTyaTaluu

SQL-unbeKnui.
[oapo6no packpoiite uro | [TogpoOHO packpoiite

2 takoe Blind SQL- gro Takoe Time-Based
UHBEKIS. SQL-unbexnus.
Haiite onpenenenue ORM, | Jlns kakux neneit
MOSICHUTE KaK JaHHAas MOTYT OBITh

3 TEXHOJIOI'HSI UCIIOB3YETCS | MCIIOJIb30BAaHbI
B KOHTEKCTE KomaHasl chown u
kr0ep0e30nacHOCTH. chmod?

4 [lepeuncnure u mosicHuTe [lepeuncnure u
METObI OOHAPYKEHHSI MTOSICHUTE METOBI
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BHEJIPCHUS OITACHBIX MPEIOTBPAIICHUS

KOMaHJI. BHEJPEHUS OMAaCHBIX

KOMaHJI.
Yto Takoe XSS B
KOHTEKCTE CocraBbTe
. knaccupukanmo XSS
5 MHQOPMALMOHHOH U PACKPOWTE CYTh
6e3onmacHocTH? packp y
. Ka)KI0r0 U3 3JICMCHTOB
Packpoiire cymnocts XSS
KJTaccu(pUKaIiy.

Ha KOHKPETHBIX IPUMEPAX.
YMeTh: NMPUMEHATH KOMIUIEKCHBIE 1.
[IpOrpaMMHBIE peueHus UL Ha mpumepe crenna Ha npumepe crenna
TECTUPOBAHUS, OOHAPYKEHHUS | xadeapst Kageapbl
JIUKBUALIANA KH6epyrpo3 B 6 IIPOACMOHCTPHUPOBATH IpOaACMOHCTPUPOBATH
MH(OPMALIMOHHBIX CHCTEMAX peam3anuio 00bIYHOM peanmuzanuro Blind SQL-

SQL-unbexmu UHBEKINA
OnucaHue MIKAJIbI OLlEeHUBAHUS
Ouyenxa: 5

Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHIe
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOJHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evinonenus 3Hanus: OueHKa "Xopouo" BEICTaBIsAETCS €U
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHHUE JUISI PEIICHUS 32,124

Oyenka: 3
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIIICTCS
€CJIM 3aJJaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIMOJIHEHO

KM-6. KourpobHoe meponpusitue Ne 6

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KonrponsHas padora

Bec konTpoabHoro meponpustusi B BPC: 12,5

IIpouenypa mnpoBegeHMss KOHTPOJBHOIO MeponpuaTHsA: [IMCBMEHHBIII OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEpPOIPUATHS, BBIIOJHAEMbII Ha JIMCTaX YCTAaHOBJIEHHOTO aJMUHUCTpaLuen
dopmara

Kpartkoe cogep:xxanue 3aganus:
JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BHIOMPAETCS MO0 KPUTEPUIO:
He4YETHBIE HOMepa 1o cnucky *kypHana BACP - 1 BapuaHT, u€THbIe HOMEpA - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: [IPOrpaMMHBIE u 1. KoHTpOIBHOE MEPOIIPUATHE 110 TUCLUIUIMHE
[IPOrPaMMHO-AIIIAPATHBIE "TeXHOIOr1H 3aIUThl UH)OPMALIMOHHBIX CUCTEM OT
CpeACTBa 3aILUTHl KOMIIBIOTEPHBIX kubepaTak"

CUCTEM OT KubepaTak | Ne | 1 BapuaHT | 2 Bapuant

12




/1

[IpuBeaute npumMeps

peanuzanuu stored XSS arak

[TpuBeauTe mpuMepbI
peanmsanuu reflected
XSS

IlosicauTe B uém
3aKJIF0YATECS OTIIMYHE
CIIeTyIOINX BUIOB XSS
arak: stored, reflected u
DOM-based

Packpoiite cyTb
noustus CSP,
ONUIINTE MOPSIIOK
€ro BKJIFOUCHHUS U
TIPUBEIUTE TIPUMED €€
peanu3anuu.

Hapycytite rpadudaeckyro
cxemy araku tuna CSRF.

Hapycyiite
rpadUUuEeCcKyIO CXeMy
araku thna SSRF.

[aiiTe XapakTepuCTUKY

Haiite onpenenenue
"TOKeHY" B KOHTEKCTE
3amuthl oT CSRF artaku.

UCTIONIb30BAHHUS
Synchronizer Token n
Double Submit Cookie

meTonoB 3amuThl oT CSRF.

OnumuTe CyTh U MOPAIOK

JlaiiTe
XapaKTepPUCTUKY
METOJIOB 3aIllUTHI OT
CSREF. JlaiiTe
omnpezeneHne
"TOKeHY" B KOHTEKCTE
3amuTsl 0T CSRF
ataky. OnuumTe cyTh
U TIOPSI/I0K
UCTIOJIb30BaHUS
Encrypted Token u
Same-Site Cookie

SSRF B cutyauuu
"[IpunoxeHue MOXeT

I/I,Z[eHTI/I(l)I/ILII/IpOBaHHBIM n

Onuncarh METOIBI 3AIATEI OT

OTHPABJIATE 3aIIPOCHI TOJIBKO

JIOBEPEHHBIM MPUIOKECHUSIM "

Omnucath METOABI
3amuTel oT SSRF B
CUTyaIluu
"[IpunoxeHue MOXeT
OTIIPABIISITH 3aIIPOCHI
na JIIOBOH
BHemHuM [P-aapec
WTH JJIOMEHHOE nMA"

YMeTb: NpPOBOAWTH AHAIN3 YIPO3
6e30MmacHOCTH  MH(pOPMALMOHHBIX
CUCTEM B  COOTBETCTBUM  C
MEXIYHAPOAHBIMU U
OTEYECTBEHHBIMU 0a3aMM JTaHHBIX
yA3BUMOCTEMN

Ha npumepe ctenna
Kadeaps
MPOJEMOHCTPUPOBATh
peanuzanuto CSRF araku.
IIpensioxure
MPaKTUYECKUE
PEKOMEHIAINH TT0
IIPOTUBOJIEHCTBHUIO ATaKeE.

Ha npumepe crenna
Kadeaps
MPOJEMOHCTPUPOBATh
peanuzanuto SSRF araku.
IIpennoxure
MPaKTUYECKUE
PEKOMEHIAINH T10
IIPOTUBOJIEHCTBHUIO ATAKE.

Onucanue MKAJbI OIICHUBAHUA:

Ouenka: 5

Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku evtnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku svtnoanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 50
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Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJIHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO

KM-7. KonrpoJsbHoe meponipusitue Ne 7

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTPOILHOT0 MeponipusitTus: KorrponsHas padora

Bec konTpoabHoro meponpusitusi B bPC: 12,5

IIpouenypa mnpoBeaeHHs KOHTPOJLHOro MeponpusaTus: [[MCEMEHHBI OTBET HAa BOIMPOCHI
KOHTPOJIBHOTO MEpPOIPHATHS, BBINOJHAEMbI Ha JIMCTaX YCTAaHOBJIEHHOTO aJIMUHUCTpaluein
dbopmara

Kparkoe cogep:xanue 3agaHus:
JaiiTe nucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: MPOrpaMMHEIE 51 1. KoHTpoapHOE MEPOTTPUATHE IO TUCIUTIIIUHE
NpOrpaMMHO-aIlapaTHbIE "TeXHONOr1H 3alUThl UH()OPMALIMOHHBIX CUCTEM OT
CpEeZCTBa 3aLUThl KOMIIBIOTEPHBIX kuOeparak"
CUCTEM OT KubepaTak Ne
P 1 Bapuant 2 Bapuant
/I
Kaxkue kpurepun
OTIPEACTSAIOT
CPOK JE€UCTBUS
CxeMaTHYHO U300pazuTe ceaHca B BeO-
KU3HEHHBIN IIMKJI CYILIECTBOBAHUS | MPUIOXKEHUSX, U
1 UACHTU(HKATOpA ceaHca BeO- KaKue
npuioxenus. Jlaite KpaTkoe MEXaHU3MBbI
OIMCaHNE KAKIOMY U3 3TaIoB. aBTOMAaTHYECKOro
UCTEUYCHUS
ceanca Bam
U3BECTHBI?
Ilepeuncnure
[lepeuncnure u KpaTko
OXapaKkTepu3yHTe CpeacTBa MEXAHHIMBT
p pH3y P oOHapyKeHHS
2 3aIIUTHI, UCIIOIb3yEeMBbIC JIJISI
CECCHOHHBIX aTaK
yIpaBiicHHS CEaHCOM Ha CTOPOHE
Ha BeO-
KJTUEHTA.
TPUIOKEHUSI.
Onumure cyTh
TpeOOBaHMH,
. NPEbSBISIEMbIX
PackpoiiTe BapuaHThI U CyTb
p K CTPYKTYypeE H
3 peanu3anuy aTaku Tuma "00xo1
" 3HAa4YCHUIO
mytu".
uaeHTUGUKaTOpa
ceaHca B BeO-
NPUIOKEHUSIX.
HazoBute u packpoiite cMbIc Hazosure
4 | 3alIMTHBIX Mep, MPUMEHSIEMbIX pasnu4us B
JUISL 3aIIUTHI OT aTak Tuna "o0Xol | TeCTUpOBaHUHU
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nyTa". METOJOM
"g&pHoro" u
"ceporo smuka"
B KOHTEKCTE BeO-

0E30ITaCHOCTH.
. [aiite
Jaiite onpenencHue Oe30MacHOMY
XapaKTePUCTUKY
1 Hebe30MmacHOMY
5 Mep

IepEeHaIpaBIIEHAIO/TIEpeapecauu
UISL p peazpecan [IPEeIOTBPAILICHHS

Open Redirect.

YMeTh: NpoOBOJUTH aHAIU3 Yrpo3 1.
6e30macHOCTH MH()OPMAITHOHHBIX B marpune MITRE B marpune MITRE
CUCTEM B COOTBETCTBUU C ATT&CK OTCI)I/IJ'ILTpOBaTb ATT&CK OTCI)I/IJ‘ILTpOBaTL
MEXTyHAPOTHBIMH " TEXHUKH aTaKy TUMA TEXHUKH aTaKd TUIA
OTEYEeCTBEHHBIMH 6a3aMH JTAHHBIX 6 "o0xox myTu". "MOBBILIEHNS TPUBHIIECTUN".
ySI3BHMOCTET OmpenenuTs BpenoHocHbIe | OmpeneanTs BpeIOHOCHBIE
MIPOrpaMMHBIC TIPOAYKTHI, | MPOTPaMMHBIE TPOIYKTEHI,
MpUMeHsIeMble Ha JAHHOM | IPUMEHSIEMbIC Ha TAHHOM
JTarne aTaku JTarne aTaku
Onuncanue MIKAJIbI OCHUBAHUS:
Oyenka: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3adanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OLeHKa "Xopouo" BEICTaBISAETCS €ClIu
OOJBITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HATMIPABIICHUE IS PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 3aJJaHU€E BBITTOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO

KM-8. KourpobHoe meponpusitue Ne 8

®opmbl peanusanuu: [luceMenHas padora

Tun koHTpobHOro MeponpustTus: KourponsHas pabora

Bec koHTpObHOrO Meponpustusi B BPC: 12,5

IIpouenypa mnpoBeaeHHsi KOHTPOJILHOIO MeponpusaTHs: [lMCbMEHHBI OTBET Ha BONPOCHI
KOHTPOJIBHOTO MEpPOIPUATHS, BBIIOJHAEMbII Ha JINCTaX YCTAHOBJIEHHOTO aJIMUHUCTpaLuen
dbopmara

Kparkoe conepxxanue 3agaHus:
JlaliTe MMCbMEHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOT'O MEPOIIPUATHUS BEIOUPAETCS MO0 KPUTEPHIO:
Heuy€THbIe HoMepa 1o cnucKy xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIE BONIPOCHI/3a1aHUA:
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3HaTh: THUIIOBEIC AJITOPUTMBI aTaKu
u MECXaHU3MbI 3alllUThI OoT

1.KoHTpobHOE MEPONTPUSATHE MO TUCIIUIIIINHE
"TexXHOJOTHH 3aLTUThl UH()OPMAIIHOHHBIX CUCTEM OT

kuOepaTak Ha WHGOPMAIIMOHHBIC kubeparak"
CHCTEMBI Ne
1 Bapuant 2 BapuanTt
n/m
[epeuncaure yactu
JlaifTe onpeneneHue u tokeHa JWT u packpoiite
1 HA30BUTE CYTh VX Ha3HaYEHHE B
npumenenust JSON Web | koHTekcTe
Token HHPOPMAITHOHHOM
Oe3omacHOCTH
[epeuncnuTe BapuaHTHI .
NDAHCHIS TOKCHOB BEG Packpolite Ha3HaueHue
p FIDO u mporokonoB UAF
npunoxxenusa. HazoBure N
2 n U2F. Konkperusupyiite
JIOCTOMHCTBA U
pasnuaus B paboTe
HEJIOCTAaTKU ITUX
IIPOTOKOJIOB.
Croco0oB.
IlosicHuTe MpUHIUI
N pa6otet WebAuthn u
Kaxoit uem ciryur 0CcOOEHHOCTH €ro
WebAuthn? Kakue .
TIPUMEHEHUS /I TieTieit
3 BUJIBI DJICKTPOHHBIX
y obecrnievueHus
KITroUeH uenombsytotes | (bopMaIOHHOf
st WebAuthn? p
Oe3ormacHOCTH BeO-
MPUIOKEHUN
Packpoiire Ilepeuncnure BapuaHThI
ab0peBuatypy MFA B p P
peanu3annuy TeXHOJIOTHI
KOHTEKCTE
MFA B BeO-NIpHIIOKEHUSIX.
Oe3omacHOCTH BeO- N
4 . JaiiTe xapakTepucTuKy
NIPUIIOKEHUMN.
Oe3omacHOCTH
[lepeuucnure OCHOBHBIE
IMPUMCHECHUA YKa3aHHbIX
AIOCTOMHCTBA 1 BapUaHTOB peau3aliu
Henoctatku MFA. P p )
[aiite onpenenenue Packpotite cyTb
MTOHATHIO CEPHATM3AIMsl | KOHIICTIIIUHN XEIINPOBaHUS
5 u aecepuanuzanus. Yro | "conp u nepen'. Kakoi
noJjpazyMeBaeTcs o/ [EJU CIYXKHT J100aBIeHue
HeOe30IMacHOH "mepua" npu
cepuanu3anuen. XEHIMPOBaHUU?
YMers: pa3pabaTbIBaTh 1.
pEKOMEHIANU 10 IPUMEHEHUIO Cdopmupyiite mind-kapTy Chopmupyiite mind-

IPOTPaMMHBIX U  IPOrPaAMMHO-
anmnapaTHBIX PEHICHUH IS 3alUThI
CHUCTEMHBIX n MMPUKJIAJHBIX
NPOTrPaMMHBIX TIPOJYKTOB, & TAKXKE
Web-nprioxeHuit 1 pecypcoB ceTH
"UuTepHer" oT kMOEpyrpos

ySI3BUMOCTEH BeO-
5 | mpunoxeHuit (IEeCKTOIHBIX U
MOOMJIBHBIX) TIO KPUTEPHUIO

TUIA pean3yeMOl aTaku

KapTy ysI3BUMOCTEH
BeO-caiiTa 1o KpUTEPHIO
THIIA PEAIU3yEMON
aTaKku

Onucanue MKaJbl OLICHUBAHUA:

Ouyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu ebinoneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aJaHNe
BBITIOJTHEHO B MOJTHOM 00BEME HIIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

16




Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku evtnonanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JJIS PEIICHUS 3a/1a4

Ouenxa: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapakmepucmuku ebtnonnenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISAETCS
€CJIM 3aJJaHUE TTPEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2
Onucanue xapaxmepucmuxu evinoinenus snanus: ONeHKa "HeyI0OBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO MJIU MPEUMYIIECTBEHHO HE BBIMTOJTHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
6 cemecTp
dopMa NPOMEeKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

3K3AMEHAIMOHHDIN BUJIET Ne 1 Ymaeporcoaro.
3as. kagp. BUT
HNY Kadenpa: .
. A.FO. Hesckuii
M>BHU beszonacnocmu u ungopmayuonrvix mexnoro2uil
IIpomoxkon xagedpvr Ne
Juctumnuna: « TexHOIoruu 3aiuThl HHPOPMAIIMOHHBIX 3
cucrem or Kbeparary «16» dexabps 2020e.

1. OTBETCTBEHHOCTH 32 KHOEPIIPECTYIUICHHUS, PEAYCMOTPEHHAS 3aKOHOJATeTECTBOM PD.

2. [Nonstue CIA B KOHTEKCTBE CeTEeBOI 0€30MaCHOCTH KOPIIOPATUBHBIX HHPOPMAIIMOHHBIX CUCTEM.
3. B 6paysepe otkpbith MITRE ATT&CK NAVIGATOR, co3nath HOBBII YPOBEHbB, BHITIOJHUTH
(bUIBTpAIMIO TEXHUK aTaK MO KaTerOpHsIM KHOSpPTrpyIIHPOBOK, a 3aTEM JIaTh MOSICHEHHE
BO3MOXKHOCTSIM IIPAMEHEHUST HaBUTaTOpa B MPO(heCCHOHATBHOMN AEATEIHPHOCTH CIEIHATHUCTOB 10
WHPOPMAITMOHHON 0€30MacHOCTH. .

IIpoueaypa npoBenenust

VCTHBI 3K3aMEH C MPaKTHYECKOW IMHUChMEHHOM 4YacThl0 Ha JIMCTaX YCTAHOBJICHHOTO
aJMUHUCTpaIuein odpasia

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 U KOHMPOIbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenuusi/Muankarop: [1K-3.2nx-2 AIMUHUCTpUpPYET IPOrpaMMHO-aIapaTHbIe CPEICTBA
3alUThl HHQOPMALIUK B KOMIIBIOTEPHBIX CETAX

Bonpocel, 3aganus
1.OTBETCTBEHHOCTD 3a KMOEPHPECTYIIIEHUS, IPEAYCMOTPEHHAs 3aKOHO1aTeIbcTBOM PO
2.IlondaTtue, CTpyKTypa U 3TaIbl KOMIBIOTEPHOM aTaky Ha HH(OPMAILIMOHHYIO CHCTEMY
PEIIPUITUS
3.Knaccudukanus ysa3BUMOCTel KOMITBIOTEPHBIX cUcTeM Ha ocHoBe MaTpuill MITRE
ATT&CK
4.3anaun u pyHkuuu "kpacHoit", "cunei" u "uoneroBoit" komana aynuTa HH(GOPMAIIMOHHON
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM
5. TexHUKH aTaku Ha KOMIBIOTEPHYIO CHCTEMY KaTeropuu Reconnaissance B COOTBETCTBUU C
matputieit MITRE ATT&CK
6.Xapakrepuctrka 6a3bl JaHHbIX CVE 1 6aHka JaHHBIX yrpo3 6€30macHoCTH HH(OpMaIiu
OCTOIK Pocenn
7 Iopsimok paboTsl ¢ 6a30ii JaHHBIX U3BECTHBIX Kubepyszsumocteid CVE u
cnenuanusupoBaHHbiMu cepucamu Tuna CVE Details
8.XapakTepucTHKa OTKPBITOTO NMPOEKTa 00ecredeHns: 6e30MacHOCTH BeO-TTPHIIOKEHHUN
OWASP u uncrpymenta OWASP Cheat Sheet Series
9.bazoBas Mozienb KMOEpHAPYIINTEINs HHPOPMALIMOHHOM 6€30MaCHOCTH KOMIIBIOTEpHON
cuctembl. Ero kBanudukanus 1 npuMeHsieMble UHCTPYMEHTBHI.
10.Buibl ckanepoB 0€301aCHOCTH U MX CIIOCOOBI MPUMEHEHUS JUTsl pean3aliy KubepaTak Ha
KOMITBIOTEPHBIE CHCTEMBI
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Yto u3 cebst mpeacTaBisieT U AT KaKuX IeJIel uemob3yercss Matpuiia Mitre Att&ck?
OTtBeThI:

Jlis oy4eHus: KOppEeKTHOTO OTBETa Ha BOIPOC PEKOMEHAYETCS NCI0Ib30BATh OJJHOUMEHHBIH

C MaTpULEH UHTEPHET-TIOPTAJI
Bepnsiii otBeT: Mitre Att&ck (Adversarial Tactics, Techniques & Common Knowledge —
«TaKTUKHU, TEXHUKH U OOIIEU3BECTHBIE (DAKTHI O 3II0YMBIIUIEHHUKAX)») — OCHOBAaHHAs Ha
peanbHbIX HAaOMOACHUAX Oa3a 3HaHUN Kommanuu Mitre, cofepakaliiasi OMCcaHue TaKTUK,
MIPUEMOB U METO/I0B, UCIIOIB3YyEeMbIX KubeprnpecTynHukamu. Marpuisl Mitre Att&ck
o0benuHensl B yetbipe rpynmbl: - PRE-ATT&CK — TakTUKU ¥ TEXHUKH, KOTOPBIE
3JI0yMBIIICHHUKY MCIIONB3YIOT Ha ATaIle MOJrOTOBKH K kubeparake. - Enterprise —
TAKTUKU ¥ TEXHUKH, KOTOPBIE 3JI0yMBIIUIEHHUKU IPUMEHSIOT B XO/I€ aTaKH Ha
npeanpusaTas. B 3To# rpynme 1ocTynHa Kak CBOAHAs MaTpHIla, TaK U OTJCIbHBIC
MaTpUIbl, COAEPIKAIINE TAKTUKHY U TEXHUKH KHMOepaTak Ha KOHKPETHBIE OIlEPaLlMOHHBIE
CHCTEMBI U 00J1auHbIe CepBUCHI. - Mobile — TakTHKYM U TEXHUKH, KOTOpBIC
3JI0YMBIIIJICHHUKH UCIIOJIB3YIOT B X0JI€ aTaKi Ha MOOMJIbHBIE YCTPONCTBA MO
ynpasnenueM i0S u Android. - ATT&CK for ICS — TakTHKH U TEXHUKH, KOTOPBIC
HCIOJIb3YIOTCS B aTaKax Ha IMPOMBIIIJIEHHbIE CUCTEMBI yripaBiieHUs. CHenuaaucThl 1o
MH(POPMAIIMOHHOI 0€301MacHOCTH HCIIONB3YIOT MaTpuIlsl Mitre Att&ck st pemenus
CIIEAYIOIIMX 3a/1a4: 1. AHAJIN3 CyIIECTBYIOIIEH 3aIlUThl Ha IIPeIMET COOTBETCTBUS
peabHBIM YIpo3aM U MOBBIIIEHHE 0€30MacCHOCTH HHPPACTPYKTYPHI Komranuu. C
nomoInkko Matpul] Mitre Att&ck M0oxHO onpenenuTh, K KAKMM TEXHUKaM YSI3BUMBI
pecypchl OpraHu3aluy, YTOOBI B IEPCIIEKTUBE YCTPAHUTh CaMble KPUTHYHBIE IPOOTIEMEI. 2.
CBoeBpeMeHHOE pearupoBaHue Ha HHIUAEHTHI. C nomouibio Matpull Mitre Att&ck MoxkHO
YCTaHOBHTH, HA KAKOM 3Tarle Pa3BUTHsI HAXOAUTCS aTaka M KaKue Mepbl HeOOXO0IMMO
IIPUHATH B NIEPBYIO ouepenpb. 3. PaccnenoBanue kubepuHuuieHToB. MaTpuisl Mitre
Att&ck 1o3BOIISIIOT ONIEPaTUBHO OIPEAEIUTh, Ha KAKOM 3Tare oOHapy»XeHa aTtaka U Ize
CTOUT B IIEPBYIO OYepe/ib UCKATh cJeJibl BTop:KeHus. 4. ATpubynus arak. [lo nepeunto
TEXHHUK, UCTIOJIb30BaHHBIX 3JI0YMBIIIJICHHUKAMU, MOXKHO OMPEIEITUTH BEPOSITHOTO
UCTIOJHUTENA. 5. AHaIMU3 IesSTeIbHOCTH KuOeprpecTynHuKkoB. Matpuisl Mitre Att&ck
MO3BOJISIOT OTCIIEKHUBATH SBONIONNIO TAKTHK M TEXHUK, KOTOPBIE IPUMEHSFOT U3BECTHBIE
APT-rpynnuposku. 6. O6MeH uHdopmarueit ¢ koyuteramu. Enqunas cTpykTypupoBaHHas
CHCTEMa OMMCAHUsI KUOepaTaky MO3BOJISET CIeNUaINCTaM U3 pa3HbIX o0nacTell HaXOAUTh
00N S3BIK.

2.Kakne quctpuOyTHBBI OTIEPAIMOHHBIX CHCTEM JUTS TPOBEACHUS TECTUPOBAHHS HA

NpOHUKHOBeHNEe BaM n3BecTHBI?
OTBeThI:

Jlnis moy4eHust BbICOKOro 6ajuia Heo6xouMo Ha3BaTh He MeHee 5 OC, npuMeHseMbIX

crernuaincTaMu o nHGOpMaIMoOHHOM 0€30M1acHOCTH AJIsl TeCTUpOBaHUs ysa3Bumocreit b
Bepusliit otBet: CyliecTByeT HECKOJIBKO MOMYJISIPHBIX securty IUCTpUOYTHBOB,
COJZIep KaIIX OOJNBITMHCTBO MOMYISIPHBIX YTHIHT U TIPUIOKEHUH TS TPOBEICHUS
TECTUPOBAHUS Ha MPOHUKHOBEeHUE. OOBIYHO OHM OCHOBAHbI Ha CylIecTBYromuX Linux-
JTUCTpUOYTUBAX U MPEACTABISAIOT U3 cedsl X nepepadorannble Bepcuu. K takum
muctpuOytuBam otHocsTes: Kali Linux BlackArch Parrot Security OS BackBox Pentoo
Linux DEFT Linux Pentest Box Santoku Linux

3.Ilepeuncnure uHCcTpyMeHTHI, BcTpoeHHble B OC Kali Linux, npumensieMble 17151 penieHus

PO MIBHBIX 33]1a4 CICIHATUCTaMH 13 chepbl HHPOPMAITMOHHOMN 0€30MacHOCTH
OtBeThI:

Jnst BepHOTO OTBETA HA BOIIPOC peKOMEHIyeTcst oOpaTuThes Ha opunmansublil cait OC Kali

Linux )https://www.kali.org/)
Bepmnsriit orBet: B Kali Linux co6pano 6omee 600 mporpamm Jij1st TpoBEpKU O€30TaCHOCTH
Iporpamm, CeTeBoi HHPPACTPYKTYpHl U BeO-pecypcoB K unciny Hanbosee nomnyaspHbIX
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MOYKHO OTHECTH CJIEIYIOLIHE BCTPOSCHHBIC TIPOrpaMMBIL: - Armitage - s coopa JaHHBIX U
BU3yaJIM3alluy LIeJIeH, 4TO yIPOUIAET Mpoliecc B3iaoMa nexnrtecra. - Nmap - ams
ckanupoBanus [P-ceteii ¢ moObIM unciiom 00bekToB. - Wireshark momoraer coxpanuts u
npoaHaIn3upoBaTh Tpaduk. - John the Ripper — uHCTpyMeHT /1711 BOCCTaHOBIICHUS
napoJjeii 1o xemam. - Aircrack-ng mo3BoJsiet mpoTecTUpoBaTh OECIIPOBOIHBIE CETH. - Burp
Suite u OWASP ZAP ckanupyrot 6€301MacHOCTb BEO-TTPUITOKESHUMN.

II. Onucanue wkKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6blnoixneHus 3Hanus: PaboTa BeIMojHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 8blnoaHeHus 3nanus: PaboTa BeimojHeHa B paMKkax ""0a30Boro"
ypOBHs. BOJIBIIMHCTBO OTBETOB JAaHbl BEpHO. B yacTu maTtepuana ecTh He3HAUYUTEIbHBIE
HEJO0CTaTK!

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
OnucaHnue xapaxmepucmuxu evlnoineHus 3Hanus: PaboTa BeINOIHEHA B paMKax "Moporooro"”
ypoBHsi. OCHOBHAs 4acThb 3a/laHUs BBIMIOJHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa He BBIMOJHEHA WIH BBITOJIHEHA
MPEHMYIIIECTBEHHO HETPABUIHLHO

1I1. IIpasuna évicmaenenus umo2o60i OUeHKU no Kypcy
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JL1s1 KypcoBOro nNpoeKkTa/padoTsl:

6 cemecTp

®opma nposenenus: 3amura KII/KP
L. Ilpoyeoypa 3augumuvr KIlI/KP

K 3amuTe 10mycKarTCst TOIBKO KYPCOBBIE paOOTHI, IPOLIEAIINE PEIEH3UPOBAHKE,
cOpoIopoBaHHbIe U 0)OPMIICHHBIE B COOTBETCTBUU C TPEOOBAHUSMU METOUUYECKHIX
pexkoMenanuid. CTyAeHT YCTHO 3alIUIIaeT KypCOBYIO pabOTy nepe;l KOMUCCHEH ¢ IeMOHCTpalueit
MPE3eHTAIIMOHHBIX MaTepuaioB B ¢popmare PowerPoint niau PDF

II. Onucanue wKanvl oueHUBAHUA

Oyenka: 5
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapakxmepucmuxu 8vinoiHeHus sHanus . PaboTa BbIIONIHEHA B paMKaX "MPOJABUHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYITUPOBAHHBIE OCOOCHHOCTH MTPAKTUYECKUX PEIICHUMA

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 6vlnoanenus 3nanus: PaboTa BeinmojHeHa B pamkax "0a3o0Boro"
ypOBHs. BOJIBIIMHCTBO OTBETOB JAaHbl BEpHO. B yacTu maTtepuana ecTh He3HAUYUTEIbHBIE
HEJO0CTaTK!

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
OnucaHnue xapaxmepucmuxu evlnoineHus 3Hanus: PaboTa BeINoIHEHA B paMKax "moporosoro”
ypoBHs. OCHOBHAsl 4acTh 3a/IaHUs BHITIOJHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoHeHus 3nanus: Pabota He BBIMOJIHEHA WX BHITIOTHEHA
MIPEUMYIIIECTBEHHO HETPABUIHLHO

II1. IIpaguna évicmasnenun umo2060i OUEeHKU no Kypcy

Pesynbrar paboThl B ceMecTpe OLIEHMBAETCS C YYETOM BBITIOJIHEHHS CPOKOB TOATAMHOW CHa4d
pa3enioB KypcoBOW pabOThI, MOCEIIEHUsI KOHCYIbTAIUNA, a TaKXKe MPaBUIHHOCTH H3JI0KEHHBIX B
KYpPCOBOM pab0Te TEOPETHUECKOTO M MPAKTHIECKOTO aCTIEKTOB TEMbI pa0OTHI

21



