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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CnocoGeH aAMUHUCTPUPOBATH CPECTBA 3aIIUTH HHGOPMAIIMH B KOMITBIOTEPHBIX
CUCTEMAX U CETAX
[1K-3.1 AAMHHUCTPHUPYET MOJICUCTEMBI 3alTUThI HHPOPMAIIMH B ONEPAIMOHHBIX CUCTEMAX
[1K-3.3 AAMUHUCTPUPYET CPEACTBA 3aLIUTHI HH(OPMAIIMY TPUKIAJHOTO U CHCTEMHOTO
MPOrpPaMMHOT0 OOecTieueHust

1 BKIIFOYACT:
JJIA TEKYIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanmsanuu: [Iposepka 3ananus
1. 3apanue 1; 3aganue 2 (OTyeT)
2. 3apanue 3; 3aganue 4 (OTyer)
3. 3amanue 5; 3aganue 6 (OTyeT)
4. 3ananue 7; 3aganue 8 (Ortuer)

BbPC nucuuninHbl

7 cemecTp
Beca KOHTpOIBHBIX MeponpusITHii, %o
Pazgen nucuuniauHbl Unnexe KM- | KM- | KM- | KM-

KM: 1 2 3 4
Cpok KM: 4 8 12 15

Paznen 1

Tewma 1. BBenenue B qucuumiuny. OCHOBHbIE TEPMUHBI U +

ONpeJIeIeHUS

Tema 2. HopmaTtuBHO-TIpaBOBbIE TPEOOBAHUS 10 AYAUTY +

nH(opmanmoHHoM O0e3omacHocTy. Bubl aynura

Paznen 2

Tema 3. DTansl IpoBeACHUS ay/IUTa U UCIIOJIb3YEMbIE TEXHOJIOT MU +

Tema 4. Ayaut uH(GOpPMAIIMOHHBIX TEXHOJIOTUHN C +

HCIIOJIb30BAaHUEM CKaHEPOB OE€30MaCHOCTH

Tema 5. Ayaut coObITHI Ha 00BEKTE UCCIIEIOBAHUS + +

Bec KM: 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIICTCHIUN pe3yiabTaThl OOyYEHHsS IO
JUACIUTUIMHE

I1K-2 IMK-3.1mx-2 3HaTh: 3ananue 1; 3amanue 2 (OT4er)
AJIMUHHCTpPUPYET JTaIlbl IPOBEICHUS ayIuTa 3ananue 3; 3amanue 4 (OT4er)
IMOJCUCTEMEI 3allUTHl | TEXHOJIOTHH, pUuMeHsiemble | 3ananue S; 3ananue 6 (OTuer)
uHpopmanuu B | IpY IIPOBEICHUU 3ananue 7; 3ananue 8 (OTuer)
OTIEPALIMOHHBIX CHCTEMAaX KOMITHIOTEPHOTO ay/IuTa

HOpPMaTHUBHO-TIPaBOBbIE
TpeOOBaHUS 1O IPOBEICHUIO
KOMIIBIOTEPHOI'0 ayAuTa
1NN, TIPUHIIMATIBL 1 METOJIBI
MIPOBEACHUS
KOMITBIOTEPHOTO ay/uTa
UCTOYHUKH UHPOPMALIUU O
3alIUIIEHHOCTH KOMITBIOTEpa
YMeTs:

OTIpeAEIUTh KOHPUTYPALIHIO
paboyero mecrta Ass
MIPOBEACHUS
KOMIIBIOTEPHOT'0 ayAuTa
cobpath (100BITH)
uHpopmanuio o0
HCCIeayeMOM 00BEKTE
UCMOJIb30BATh TEXHOJIOTUU
JUTSL OLIEHKH 3aIIUIICHHOCTH
00BEKTA UCCIIETOBAHMS

I1K-2 ITK-3.3mk-2 3HAaTh: 3aganwue 3; 3amanue 4 (OTueT)




AJIMUHUCTPUPYET CpeAcTBa
3alIUTHI UHpOpMALUU
IPUKIAJHOTO U CUCTEMHOIO
IPOrPaMMHOTO
oOecrnieueHus

OCHOBHEIC TEXHOJIOTHH
TECTUPOBAHUS 00BEKTA
HCCICIOBAHUS
Ha3HA4YCHHE, PUHIIUITHI
pabOThI U TEXHOJIOTHS
aHaJM3a COOBITUH B
HCCIIETyeMOM OOBEKTE
VYMeTs:

pa3BepTHIBATDH U
ucroins3osatbh UT mig
aHaJIM3a COOBITUI Ha
00BEKTEe UCCIEA0BAHUS
SIEM (ELK)

MIPUMEHSATh CKaHEPbI
0€30I1aCHOCTH JIJI OIICHKU
3aIIUIIEHHOCTH 00BbEKTa
HCCICIOBAHUS

3ananue 5; 3ananue 6 (OTuer)
3ananue 7; 3amanue § (OTuer)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-1. 3apanue 1; 3aganue 2

®opmbl peaausanuu: [IpoBepka 3amanus

Tun KOHTPoJILHOr0 Meponpusitusi: OT4er

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeleHUsi KOHTPOJBLHOr0 Meponpusitusi: 3ananus 1,2 ainsd MHIUBUAYAIHHOTO
BBITIOJIHEHUS Y CIIOBUS MPOBEJCHUs Y4ueOHas rpymma: | denoBek. lcmonb3yemble TEXHUYECKHE U
nporpamMubie cpenctBa:  Kommbrotep ¢ OC Linux, Windows. Bcrpoennoe mporpammHoe
obecrnieueHue

Kpatkoe cogepxanue 3agaHus:
3aganue 1.1.
1). Onpenenuts TEKYILYIO0 KOHPUTYpaLKi0 000py0BaHUsI KOMIIbIOTepa (ucmoiib3yeMblit CPU,
KoaudecTBo saep, O3Y u 1.1.).
2). Onpegenutsb Tekyiyto Harpy3ky Ha OC.
3). Onpenenuth ycranoBieHHY0 OC U apXUTEKTYpYy.
4). OnpenenuTh Kakue MpOoIEecChl MOTPEOIIAIOT O0IbIIE BCETO pecypcoB. MOXKHO Jin
ONTUMHU3UPOBATh NOTPEOIEHNE CUCTEMHBIX PECYPCOB JaHHBIMU IpolrieccaMu?

3aganue 1.2.

1). Onpenenuts [P-anpec, macky, nuito3 u ucnoiszyeMbie DNS cepsepa.
2). Onpenenuts MAC-aapec ceTeBoi KapThl.

3). Onpenenuts BHemHu [P-anpec kommnbroTepa.

4). OnpenenuTh KOJTMYECTBO CETEBBIX aaNTePOB U UX MpeJHA3HAUYCHHUE.

3ananue 1.3.

1). Onpenenute MAC aapec 1uit03a o yMoJ4aHHIo.

2). Omnpenenuts coBnaaaeT au oTBeT Bamero DNS cepsepa ¢ otBetom DNS cepsepa 77.88.8.3.
3). OnpenenuTh JOCTYITHOCTSH y3ia 8.8.8.8 ¢ Baliero KoMmproTepa.

4). Onpenenuts MapuIpyT a0 y3ia 8.8.8.8.

5). OnpenenuTs Kakue MOPThl OTKPBITHI HA BAllleM KOMITBIOTEPHI U KAKMMH TPOLIECCaMHU.
PesynbTar coxpanuTh B (haiii.

3ananue 1.4.

1). OnpenenuTs UCTIONB3YETCS JTU AHTHBUPYCHOE TIPOTpaMMHOE 00eCIIeUeHHE.
2). OnpenenuTth UCHOIB3YETCS TU MEXKCETEBOM dKpaH.

3). Onpenenuts ypoBenb UAC (ms Windows).

3aganue 2.1.

1). O3HakoMuUThCS ¢ PyHKIMOHAIOM HpuioxkeHus [IlpocmoTp coObITHit

2). Co3nath npeycTaHOBICHHBIN GUIABTP A7 PUABTpALIMM OIIUOOK U MPEIYPEKACHUN 13
KypHaJila IPUI0KEHUHN U CHCTEMBI

3). Ilpoananu3upoBaTh OJTY4YEHHBIN pPE3yNbTar.

4). CoxpaHuTh NOJIYYEHHBIN pe3yibTatT B (haiin

3aganue 2.2.
1). Hactpouts aynut Windows Ha ycrenrHbie OMbITKYA BX0/Ia B CHCTEMY M Ha 0TKa3 BXOJa B
CUCTEMY.



2). Hactpoutb ayiuT Ha Ha3HAYEHUE NAPOJIsl JUIMHOM MEHEE 5 CUMBOJIOB.

3). Co3naTh npeycTaHOBIECHHBIE (PUIIBTPBI 1711 HACTPOEHHBIX COOBITHH ayuTa.

4). IlpoBeputh pabOTOCTIOCOOHOCTH CO3JAHHBIX MOJIMTHK ayAuTa J{Jst HACTPOWKH ayauTa
UCIIOJIb30BaTh PEAAKTOP JIOKAIbHBIX IPYNNOBbIX NoAUTUK. WintR u BBectu gpedit.msc.

3amanue 2.3.

1). HacTpouth MOJUTUKH ayAUTa HA MOMBITKY 10CTYyNa K JUPEKTOPUH.

2). Co3nath AByX moJib3oBaTesieid. OrpaHUYUTh TOCTYIT K JUPEKTOPUH ISl BTOPOTO
nosib3oBatens. [leppomy gaTh MakcUMalibHbBIE TIPaBa.

3). IIpoBeputh paboTOCIIOCOOHOCTH CO3/JTaHHBIX MOJUTHK aynuTa. Co31aTh
MPEyCTaHOBJICHHBIN (QUIBTP JIJI1 HACTPOCHHBIX MOMUTHK ayauTa. COXpaHUTh Pe3yIbTaThl B
daiin.

3amaunue 2.4.

1). HactpouTh MOHUTOPHHT UCTIOJIB30BaHUSI CbEeMHBIX HocuTesen. [Ipu ukcammu Takoro
COOBITHSI ONIOBEIATh MOJIH30BATENS C TOMOIIIBIO OTIPABKHU €-mail nin 3amyckomM nporpamMmmsl
(ckpuIiTa) O TOM, 4TO MPOU3OLLIO COOBITHE.

2). MOXHO 711 HACTPOUTH OTCICKUBAHUE OTKPBITHS MOPTOB MPHIIOKEHUSIMU WK CTyXO0aMu
Windows?

3). Kakue BO3MOXKHOCTH ayiUTa CYIIECTBYET AJI OTCICKUBAHUS MTOBEICHUS MPUITOKECHHM,
ciryx6 B OC Windows? (TpoeMOHCTPHPOBATH)

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: UCTOYHUKH WH(POPMALHUU O 1.Vxaxure HOpMaTUBHO-IIPAaBOBbIE TPEOOBAHUS 110
3alIMIEHHOCTH KOMIIbIOTEpa IIPOBE/ICHUIO KOMITBIOTEPHOTO ayIUTa.

2.Ha3oBure 1enu, IpUHLUIBI U METOJbI IPOBEACHUS
KOMIIBIOTEPHOI'O ayANTa.

3HAaTh: STanbl IPOBEJCHHS ayAUTa 1 Ilepeuncnure 3Tanbl NPOBEICHUS ayIUTA.

YMeTh: UCMOIB30BaTh TEXHOJIOTUU 1.0npenenute KOH(MUTypalUIO pabodero MecTa JJis
JUISET  OLIEHKH  3alUIIEHHOCTU MPOBEICHUSI KOMIIBIOTEPHOTO ayIHTa.

00BbEKTa UCCIIeTIOBAHUS 2.Pa3psacHuTe, kKak coopath (100bITH) HHPOPMAIIHIO 00

HCCIICAYEMOM 0o0BeKTE.

OnucaHue MKaJbI OlleHUBAHUS

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BhEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe sevinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinoineHus 3nanus: OueHkKa "XopoIio" BEICTABISIETCS €CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUTS PEIICHUS 3a]1a9

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoneHus shanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIECTBEHHO BBITIOTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyTOBICTBOPUTEIIEHO" BEICTABIIICTCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJHEHO




KM-2. 3apnanue 3; 3aganue 4

®opmbl peaausanun: [Iposepka 3aganus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpOobHOr0 MeponpustTusi B BPC: 25

IIpouenypa mpoBegeHUusi KOHTPOJbLHOr0 Meponpusitusi: 3aganus 3, 4 Uil UHAMBUYaJIbHOTO
BBITIOJIHEHUS Y CIIOBUS MpoBeAeHus YueOHas rpymma: 1 yenoBek. lcmonb3yemble TEXHHUECKUE U
nporpammubie cpenctBa:  Kommbiorep ¢ OC Linux, Windows. BcrpoenHoe mnporpammHoe
oOecnieueHue

Kparkoe conepxkanue 3aiaHus:
3ananue 3.1.
Heo6xoaumMo moaydnTh KOHTAaKTHYIO HH(GOPMAITUIO U aJpec PacioyIoKeHUs OCHOBHOTO oduca:
Pecypcesl ns uccnenoBanus:
https://www.booking.com/index.ru.html
https://www.facebook.com/
https://lenta.ru/
https://www.ozon.ru/
https://magnit.ru/
https://www.croc.ru/
https://mail.ru/
https://www.tadviser.ru/
https://www.lada.ru/
https://aliexpress.ru/

3ananue 3.2.

1). BeisicHuthb KTO T71aBa Komnanuu. Ero koHTakTHbIE naHHble. CTpaHUIIbl B COLUATbHBIX
CeTX.

2). Onpenenuts CTPYKTYpPY OpraHU3alIUH.

3). Ilpoeputs komnanuto no MHH. Bersichuts pazmep yctaBHOro Kanurana, yupeaurenei,
OCHOBHOU BHJI IEATEIBHOCTH, yuacTHe B cyaeOnbix menax. (https://kontur.ru/compass/spravka-
compass/606-bankrotstvo).

4). IIpoBeputh KomMmanuto Ha 6aHkpoTcTBO (https://kontur.ru/articles/401).

5). OueHuthb 01aroHaaeKHOCTh KOMITAaHUHU
(https://www.nalog.ru/rn72/news/tax_doc_news/5404050/).

3ananue 3.3.

1). Onpenenuts ucnonbp3yemblii BeO-cepBep U Bepcuto. Bozmosknas OC.

2). Onpenenutsb ucnois3yeMblie [P-anpeca Be6-cepBepom. B kakoii cTpaHe pacnosnokeH BeO-
cepsep?

3). Onpenenuthb ucnomns3yetcs u CMS. Ecin uconbs3yercs, To Kakas.

4). Kakue cTpaHHUIBI 3aIlpetieHbl Juisd nHaekcauun? Bo3MoxkHas npuirHa.

5). Ha xoro 3apeructpupoBaHO JOMEHHOE UMsI? KOHTaKTHas WH(OpMaIKs BIaaeblla.

6). KTo siBiIsieTcst XOCTHHT IIpoBaiiiepom?

3ananue 3.4.

1). CkonbKO cTpaHHIl IPOUHIEKCUPOBAHO B MOMCKOBOI cucteme Google?
2). OcHOBHOI UCTOYHUK Tpaduka?

3). 'eorpadus ayauropuu.

4). Kakue nmoatoMeHbl 3aperucTpiupoBanbl? Bo3MokHOE IIpeiHa3HAuYCHHE.
5). Pa3meniens! 11 B o011eM A0CTyNe KOH(DHUICHIIMATBHBIE TJOKYMEHTHI?
6). ComeprkaThCs IU B MHJEKCE MOMCKOBBIX cUCTEM (hailiibl ¢ maposiem?



7). CaoenaTh BBIBOJ O LIEIEBON ayIUTOPUH.
8). OmnpenenuTh ciy>keOHbIe CTPAHULIBI ISl YIPABIICHUSI KOHTEHTOM caifTa (CTpaHuIa 10CTyna
k CYB/l, ctpanuia Bxoja A aIMUHUCTPUPOBAHUS U T.11.).

3aganue 3.5.

1). Ilpoananu3upoBaTh MOITYYEHHYIO HHHOPMAIHIO.
2). Onpenenutb Kakue ysa3BUMOCTH MOTYT MPUCYTCTBOBATh HA UCCIIEAYEMOM peECypCe.

3aganue 4.1.

Jiist paboThI HEOOXOIUMO YCTAHOBUTH 2 BUPTYaJIbHBIC MAIIHHBI:
1) PC1 - mammmna ¢ OC Windows wiu Linux ¢ GUI u ycranosienssim [10 Zenmap

(https://nmap.org/zenmap/).

2) IPS - BupTyaspHas MamIiHa ¢ 2 CETEBBIMU aJIalTEPaMH U C YCTAHOBICHHOM CHCTEMOM
pfsense (https://www.pfsense.org/download/) minu opnsense (https://opnsense.org/download/).

Samauue 4.2.

1). HeoOxoammo ckoH(pUTYpupoBaTh ceTeBble MHTEp(Erchl Ha BUPTyasibHOM MammuHe ¢ [PS:
https://itarticle.ru/console-setup-pfsense-opnsense/ u Ha BupTyasibpHoii mamunae PC1.

2). Jly1s1 yripolileHust HAaCTPOMKH CETEeBOro ajanrtepa Ha BUpTyaiabHo# mammabsl PC1 MoxkHO
aktuBupoBatb DHCP-cepBep Ha BupTyansHoii MmamuHe IPS na LAN unrepdeiice.

3). 115 HarmsiAHOCTH PEKOMEHIYETCSI UCIIONIb30BaTh aIpecalliio BHYTPEHHEHN CeTH

10.10.x.x/24.

3amauue 4.3.

1). YcranoButh nmakeT Snort win Suricata s go0aieHus ¢pynkunonana IPS (cucrema -

YCTaHOBKa HaKCTOB).

Samauue 4.4.

1). Hactpouts npaBuina i oOHapy»xeHus ckaHupoBanus nmap st WAN unTtepdeiica.
2). IIpousBecTu CKaHUPOBAHUE U IPOJIEMOHCTPUPOBATH PE3YIbTAThI OOHAPYKEHUS
CKAaHMPOBAHMS CUCTEMOW NPENOTBPALLEHNS BTOPKEHUM.

3aganue 4.5.

1. HacTpouTb 610KMPOBKY TpaduKa B CNydae 06HaAPYKEHNA CKAHMPOBAHMSA.

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HAaTh: HOPMaTHUBHO-IIPaBOBBIE
TpeOOBaHUS O  TPOBEJEHUIO
KOMIIBIOTEPHOI0 ayInTa

1.OxapakTepn30BaTh HICTOUHUKN UHPOPMALIUHU O
3alMIIEHHOCTH KOMITbIOTEpA.

3HaTh: Ha3Ha4Y€HUC, MMPUHIUIIBI
pabOTbl W TEXHOJIOTUS aHaJIn3a
cOOBITHI B HcCIelyeMOM 00BeKTe

I.I[aTI) XAPAKTCPUCTHUKY TCXHOJIOTHUAM, IPUMCHIACMBIC
IIpH TPOBCACHUN KOMIIBIOTCPHOI'O ay/IUTA.

2.Ha3Batb u 0XapaKTCPU30BaATb OCHOBHEIC TCXHOJOTHUN
TCCTUPOBAHUA 00BeKTa HCCICAO0BaHNs.

YMers: ONPENIEIUTh
KoH(pUTrypanuo pabodero Mecra
JUIE TIPOBEJICHUSI KOMITHIOTEPHOTO
ayauTa

1.Pa3bsaCHUTH MOPSATOK M CIIOCOOBI UCTIOTB30BAHMS
TEXHOJIOTHH JTsl OIEHKH 3alUIIEHHOCTH 00hEKTa
HCCIEN0BaHUS.

YMeTs: coOpartb (10OBITH)
uHpopMaluio 00 HCCIeTyeMOM
0o0BeKTe

1.Oxapakrepr30BaTh IPUMEHEHUE CKAHEPOB
0€30MaCHOCTH JIJIs1 OLIEHKH 3aIIUIIIEHHOCTH 00bEKTa
HCCIIEIOBaHMUS.

Onucanue MKaJbl OLICHUBAHUA:




Oyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 710
OnucaHnue xapaxmepucmuxu evlnoneHus 3Hanus: OLeHKa "X0opouio" BEICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonneHus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABISACTCS
€CITH 3aJIaHue MPEUMYIIIECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJ]JaHue BBHITIOJHEHO HEBEPHO WJIM MIPEUMYIIIECTBEHHO HE BBITIOJIHEHO

KM-3. 3aganue 5; 3aganue 6

®opmbl peanu3anuu: [IpoBepka 3axanus

Tun KoHTpPoJILHOr0 Meponpusitusi: OT4er

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeaeHuss KOHTPOJIbHOTO Meponpusitus: 3amanus S5, 6 Uil HHIUBUAYAJIHHOTO
BBITMIOJTHEHUS Y CTIOBHSI TIpoBe/ieHUs1 YueOHas rpynma: 1 yenoBek. Mcmonb3yemble TEXHUUYECKUE U
nporpamMubie cpeactBa:  Kommbrotep ¢ OC Linux, Windows. Bcrpoernoe mporpammHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kpartkoe conep:xxanue 3aganus:
3ananue 5.1.
Pazsepuyts ELK ¢ momomisio docker-compose. [IpoBepuTh 1OCTYITHOCTH BCEX CEPBHUCOB.

3aganue 5.2.

1) Ha BupTyanbHoii MamnHe ycraHoButs: filebeat

2) Janee HeoOxoquMo HacTpouTh KoHpurypanuto filebeat.yml, s dero ykaszares [P-aapec mst
Elasticsearch, B Tune ayreHTH(UKALUN YKa3bIBaTh JOT'MH U MapOJb.

3) [locne HacTpoitku OTIpaBKH XKypHaJIOB coObITHH B Kibana B pexxume peaqbHOTO BpeMeH!
MOYKHO HaOJIr0/1aTh COOBITHSA, KOTOpBIe MpuxosT ot filebeat.

3ananue 5.3.

1) [lns BU3yanusaiuu KypHanoB coObITHI MOXHO BbIOpaTh rotoBblii Dashboard nim coznath
HOBBII. BeiOop min HacTpoiika Ha Bkitagke Dashboard.

2) Iocne BbIOOpa COOTBETCTBYIONIEH BKIIAIKHM BHIOpaTh mpeaycTaHoBieHHbI Dashboard:
[Filebeat System] Syslog dashboard ECS.

3) AKIIeHTUpOBaTh BHUMaHHE Ha BOBMOXKHBIX OIIMOKAX MPU HACTPONKE U ONPEAETUTh BApHUAHT
peIeHHS.

3ananue 6.1.

. CMozienupoBath ataky Ha ssh-cepsep.

1) Ucnonb3oBare yrumut Ncrack. Bmecto «ncrack» Bo3M0OXXHO HCIIOJIb30BATh JIFOObIC
NOJ00HBIE YTHITUTHI.

2) Ycranosuth yrumut NCrack Ha KOMIBIOTEp, C KOTOPOTO €CTh BO3MOKHOCTD IIPOBECTH ATaKy
Ha TIO/ITOTOBIICHHBII CTEH/I. 3aMTyCK YTUIINTHI IPOUCXOUT U3 KOMAHIHOU CTPOKH.
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3) 3anycTUTh KOMaHIHYIO CTPOKY B AK€ YCTAHOBKU YTUJIMTHI U BBIIIOJIHSAEM CJIETYIOIIYIO

KOMaH[Ty.

3) Boiitu B cuctemMy HUCIOJIb3Ys OJyYEHHBIN JOrMH U napoJsb. [locne yenemHoro Bxoaa B
cUCcTeMy HE00XOAUMO MEPENUTH B PEKUM CyNepIoib3oBaress (root) 1 mpou3BecTH Jo0aBiieHUe

HOBOI'O ITOJIB30BATCJIA B CUCTCMY.

3aganue 6.2.

1) B Kibana Heo6xoaumo co3nath wik BeiOpath rotoBeiii Dashboard ([Filebeat System] New
users and groups ECS) i1 ananusa CHCTEMHBIX KYpPHAJIOB COOBITHHA.

2) Jlst onpeiesicHHs MOMBITOK BXoaa SSH ucmonbk3yercs npeaycranosienusiii Dashboard
([Filebeat System] SSH login attempts ECS). HecaHKITMOHUPOBAHHBIE MMOMBITKH BX0/1a MOKHO
JOCTATOYHO MPOCTO OnpenesuTh 1o auarpamme SSHlogin attempts [Filebeat System] ECS, na
KOTOPOW Bce MOMBITKU pa3jieneHbl Ha kaTteropun Accepted, Failed, Invalid, error.

3) Ilo nuarpamme HEOOXOAUMO OTPEICTUTh BPeMsl Hauala U OKOHYAHUS aTaKu;
HECAHKIIMOHUPOBAHHBIC MOMBITKY BXO/1a ONPEIeNUTh 1o auarpamme SSHlogin attempts
[Filebeat System] ECS, Ha koTOpO#1 Bce MONBITKH pa3/iesieHbl Ha kateropuu Accepted, Failed,

Invalid, error.

4) HeoOXxoauMO 100aBUTH GHILTP IO BpeMeHH i TeKyiiero Dashborad, mis atoro
HakumaeM Ha Add filter u yka3piBaeMm 3Ha4eHHS AaThl U BPEMEHH.
5) Onpenenuts ycreurHbie NOMbITKYA BX0/a, VISl 4er0 BBECTH B CTPOKE MOUCKA 3aMpoc:

system.auth.ssh.event :"Accepted".

6) Io moJIro SOUrCe.ip onpeneNuTh ip-aApec MaIIHHbI, C KOTOPOH ObLT MPOU3BEICH BXO/I.
7) U3meHuTh 3ampoc moucka Ha CJIETYOITUH:

source.ip : “ip_adpec_MauwiuHvl_C_YCheuHbviM_6x000m "~

8) B cirydae, eciu ¢ atoro ip-aapeca 6pu10 MHOTO 3ampocoB Failed u Invalid, Heo6xoaumo
OIIPENIEIIUTh KaKue ICHCTBHS COBEPILUIT 3JI0YMBIILICHHHK ITOCIIE BXOJIa B CUCTEMY.

3amauue 6.3.

1) Onpenenuth UM MOJIL30BATENS], 10 KOTOPHIM OBLIT COBEPIIIEH BXO/I.
2) Kakue neficTBHst ObUIM COBEPILIEHBI TIOCIIE BXOJIa B CUCTEMY.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HaTh: TEXHOJOTUHU, TPUMEHSAEMbIE
MPU TIPOBEICHUH KOMITBIOTEPHOTO
ayauTa

1.0OxapakTepu30oBaTh Ha3HAUYCHUE aHAIN3a COOBITHI B
HCCIeyeMOM OOBEKTE.

2.]laTh XapaKTepUCTUKY aHaNu3a COOBITHIA B
HCCIIEAYeMOM OOBEKTE.

VYMern: MPUMEHSTh  CKaHEpbI
0€e30MacHOCTH IUTS OLIEHKH
3aIHIIEHHOCTH 00BeKTa
HCCIIEIOBAHUS

1.Pa3zbsicauth ciocoOsl pa3BépThiBanust UT 11t ananuza
coObITui Ha 00bekTe uccaenoBanus SIEM (ELK)

Onucanue MKaJbl OLICHUBAaHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapaxmepucmuxu ebinoneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aJaHNe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu binoneHus snanus: OueHkKa "Xopoo" BICTaBISIETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenxa: 3
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuku evtnonanenus 3nanus.; OueHka "yJ10BIETBOPUTENBHO" BBICTABISETCS
€CJIM 3aJjaHuE PEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2
Onucanue xapaxmepucmuxu evinoinenus: snanus: ONeHKa "HeyI0OBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO MJIU MPEUMYIIECTBEHHO HE BBIMTOJTHEHO

KM-4. 3aganue 7; 3aganue 8

®opmbl peaausanun: [Iposepka 3aganus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpouenypa nmpoBegeHUusi KOHTPOJbLHOr0 MeponpusiTusi: 3agaHust 7, 8 Uil UHAWBUIYaJIbHOTO
BBITIOJIHEHUS Y CIIOBUS MpoBeAeHUs YueOHas rpynma: | gemoBek. Vcmonb3yemble TEXHHUYECKUE U
nporpammubie cpeactBa:  Kommbrotep ¢ OC Linux, Windows. BcTpoenHoe mporpaMmHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kpartkoe cogep:xxanue 3aganus:
3ananue 7.1.
J171st BBIIONTHEHUS pabOThI € TOMOIIBIO0 BUPTYAIbHON MAaIIMHBI HEOOXOAUMO:
1) TlomyuuTh y mpenojaBaresisi BAPTYaIbHYIO MalIMHY ¢ HACTPOCHHBIMH CEPBHCAMHU.
2) Wmers Hactpoennsiii ELK.
3) Ioay4uuts HAOOP CKPUIITOB IS BHIMOJIHEHHS aTaK.
4) Ckauatsb live-o6pa3s kali linux (https://www.kali.org/downloads/) u 3amyctuTh ero Ha
BUPTYAJILHOW MalllMHE.
5) HactpouTh MOIKIIOYCHHE MTOTYICHHON BUPTYaibHOM MamiHbl K ELK.
[Tpu BBITIOJTHEHUU Pa0OTHI HA TTOATOTOBJICHHOM CTEHJIE HEOOXOIMMO:
1) Tloay4uTh yueTHbIC AaHHBIC IS TOAKIFOUEHHS K CTEHIY
2) 3amyCTHTh aTaku (3alyCK aTak MOXET 3aIlyCKaThCs Mpeno/aBareieM Wil B
ABTOMATUYECKOM PEXHUME M0 PACITUCAHHIO)
Jlis oTpaBKM M aHaNIM3a JIOTOB OYAYT HCIOIb30BATHCS:
1) Auditbeat - mo3BossieT aHATM3UPOBATH JCUCTBHS TOIb30BATENEH M IPOIIECCOB B CUCTEME.
(https://www.elastic.co/guide/en/beats/auditbeat/7.6/auditbeat-overview.html)
J171st HacTpONKM MOAKIIIOUEHUS (TOJIBKO B CIy4Yae UCIOIb30BAHMSI MOATOTOBICHHON
BUPTYaJbHON MaIIHbI) HEOOXO0AUMO OTpeaakTHpoBaTh (aiii /etc/auditbeat/auditbeat.yml u
yKa3aTb napameTpsl noakiaroyeHus Kk ELK.

3ananue 7.2.

UCIIOJB3Ysl BUPTYalIbHYIO MamuHy Ha Kali linux Heo6xoquMo mpou3BecTH aTaku Ha
BUPTYaJIbHYIO MalllMHY (B Cllydae UCIOJIb30BaHUs CTEH/1a, aTaKyeT MPeroiaBaTesb WK aTakK
IIPOUCXOIUT 10 PACIIUCAHMIO).

PexoMeHnayembie 3Tanbl IPpH BHITIOJTHEHUH 3a/1aHUS:

a) OtkpeITh pazaen SIEM u/uim oTKpeITh NpeycTanoBineHHsii Dashboard.

0) 3amyctuTh ckpunT i ataku: bash attackN.sh.

B) [Ipoanann3upoBaTh Kakue U3MEHEHHs IPOUCXOIAT B CUCTEME IIPU aTake.

r) OnucaTh N0 KaKMM MPU3HAKaM MO>KHO TIOHATh, YTO MPOUCXOIUT aTaka.

1) Beiopars/co3nate Dashboard ontumanbHbIi 11 onipeeNieHns aTak IaHHOTO THIIA.
e) OnpenenuTh Kakas aTaka ObUTa MPOU3BEICHA.

3aganue 7.3.
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https://www.kali.org/downloads/
https://www.elastic.co/guide/en/beats/auditbeat/7.6/auditbeat-overview.html

1) Heobxomumo co3naTh panuroHanbHbii Dashboard, koTopsiit Obl MO3BOJIHIT ONIPEALIIATH
HAYaJio aTakd, MMeJ BO3MOKHOCTh OMEPATHBHO MEPEKITIOUATRLCS It O0siee AeTalbHOTO

ONpPCACIICHUA THUIIA aTaKH.

3aganue 8.1.

1). YcranoBuTh zabbix Ha BUPTyaJbHYIO MAIlIMHY.

[Ipennaraercst ycranoBka zabbix ¢ moMomsio umnopra ovf oopasa B VirtualBox
https://cdn.zabbix.com/zabbix/appliances/stable/5.2/5.2.6/zabbix_appliance-5.2.6-ovf.tar.gz
2). Ha npyroii mamuHe ycTaHOBHUTD areHT 3a00ukca. 1 moGaBuThH y3en ceTu B cUCTEMY

MOHHUTOPHHI'A

https://www.zabbix.com/ru/download_agents
3). Yoenuthcs, 4TO JaHHBIC IPUXOIAT B 3a00HUKC.

3amanue 8.2.

1). HacTpoutb aBTOMaTH4€CKyI0 HHBEHTAPU3ALIMIO y3JIa.

HasBanwue mporeccopa - wmi.get[root\cimv2,select name from Win32_Processor].
Apxutektypa OC - wmi.get[root\cimv2,select OSArchitecture from Win32_OperatingSystem].
Bepcust OC - wmi.get[root\cimv2,select version from Win32_OperatingSystem].

[Monuoe HazBanue OC - wmi.get[root\cimv2,select name from Win32_OperatingSystem].

2). Hactpoutb oTnpaBKy jJ0roB. PekoMeHyeTcss HacTpanBaTh OTIPaBKY JIOToB ¢ Linux
mamuHbl. Harmpumep, ¢ cepepa zabbix.

3). Hactpouts Tpurrep.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: ey, NpUHLOUIIBI U METO/IbL

1.0xapakrepu3oBaTh NPUHIMIIBI paOOTHI aHATIU3A

MIPOBEICHUS KOMITBIOTEPHOTO COOBITHI B UCCIIETyEMOM OOBEKTE.

ay/uTa

3HaTh: OCHOBHEIC  TEXHOJIOIUH 1.JlaTh XapakTepUCTUKY TEXHOJOTUHN aHaIN3a COOBITUH B
TECTUPOBAHUSA 00BeKTa HCCIIETyeMOM OOBEKTE.

HCCIICAOBaHUS

VYMerh: pa3BepThIBaTh u 1.Pa3bsicHUTH CrIOCOOBI Pa3BEPTHIBAHUS HCIIOTH30BAHUS
ncrone3oBate MT ngna  aHammza WT ninsg ananusza cOOBITHHN Ha 00BEKTE UCCIEI0BAHUS
COOBITHI Ha 00BEKTE SIEM (ELK)

ucciuenoanust SIEM (ELK)

Onucanue MKAJbI OLEHUBAHUS :

Ouyenxa: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evinonerus 3Hanus; O1eHKa "OTIUYHO" BBICTABIISETCS €CIIM 3aJaHue
BBHITIOJTHEHO B MOJIHOM 00'beME WIJIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 0
Onucanue xapakmepucmuku evtnoanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu evinonaneHus snanusa: OueHka "y10BIeTBOPUTENIBHO" BHICTABIISAETCS
€CJIM 3aJjaHUE PEUMYIIECTBEHHO BBITIOJIHEHO

Oyenka: 2
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Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUJIN IMTPEUMYIICCTBEHHO HE BBIITIOJITHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXXYTOUYHOM ATTECTAIIUA
7 cemecTp

@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpouenypa npoBenenust

3ayet mpoBOIUTCS B yCTHOU (hopMe 1o OMieTaM COTJIaCHO MpoTrpaMMe 3a4era

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60RPOCOE NPOBEPKU PE3YIbHAM 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenmusi/ Unaukarop: I11K-3.1nx2 AAMUHUCTPUPYET MOICHCTEMBI 3alITUTHI HHPOPMAILITUH
B OIIEPALIMOHHBIX CHCTEMaX

Bonpocel, 3a1anns
1.ITonsitne KoMnbroTepHBbIii ayIUT U METOABI €70 MPOBEACHHUS.
2.Mopaenu ayaura.
3.Otarbl npoBeieHNs KOMIIBIOTEPHOIO ayInuTa.
4 Kto npoBoaut aynut?
5.1enu, nporpaMmMa u 1iaH ayaura.
6.IIpuHuyns! ayaura.
7.Bunpl ayaura u GOpMBI €ro mpoBEICHHSL.
8.Metozs! TecTupoBanus penetrationtesting (PT).
9.3Tansl paboThl TEXHHYECKOTO IKCIEPTa M0 KOMIBIOTEPHOMY ayTUTY.
10.®opmanbHOE OMKCaHKUE CUCTEMBI B MOJIenH XappucoHa-Py33o0-Yibmana.
11.Mopens nenoctaoctu Kiapka-Buicona. JlocTonHCTBa 1 HETOCTATKUA MOACIIH LIETOCTHOCTH
Knapka-Bunbcona.
12.Mopens 6e3omacaoct OC Windows. IToacucremer Windows, oOecnieunBaroniye
0€3011aCHOCTb.
13.Yro Takoe naentudukatopsl 6ezonacuoctu SID (Secureldentifier)?
14.ITpumepst SID G6e30macHOCTH.
15.Kak y3HaTh 3HaueHue SID KOHKpPETHOro NoJb30BaTeNs?
16.IToncuctemsl ayauta coobituit OC Windows
17.Yto coxpaHsieTcs B )KypHaJiax COOBITHII?
18.Cxema mmdposanus EFS B OC Windows/
19.B xakoM HanpaBieHUH pa3BUBatOTCs coBpeMeHHble OC?
20.Kak obecrieunTsb JOBEpHE K PACCMOTPEHHBIM MexaHu3MaM Oe3onacHocti OC?
21.ITouemy Henb3s CTPOUTH OTBETCTBEHHBIE HH(OPMAILIMOHHBIE CUCTEMBI Ha 3apyOexHbIX OC?

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN

1.C kakoil 11eJpI0 MPOBOAMUTCS YIIPABICHHE MPOU3BOIUTEIHHOCTHIO HH(OPMALIMOHHBIX

cucrem?
OtBerTsI:

a MPOTHO3UPOBAHUS MPOU3BOAUTEIBHOCTH 000PYIOBAHUS UCXO OyIyluX 1eneit 00paboTKu

uH(popMalun

b onTUMH3aLUSA TPOU3BOAUTEIBHOCTH HH(POPMALIMOHHBIX CHCTEM

¢ pa3paboTku TpeOOBaHUI K IPOU3BOJUTEILHOCTH 000pyA0BaHUs IO 00pabOTKH HH(OPMALIUN
BepHsliit oTBeT: ac

2.Yem He oOecnieunBaeTcs 6€30MaCHOCTh MPU UCHOIb30BAaHUU MOOMIIbHBIX ITpOrpaMm?
OtBeThI:

a JIOTMYECKHU M30JIMPOBAHHOM CPENO;
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b GnoxupoBaHueM J10OOr0 HECAHKIIMOHMPOBAHHOTO UCIIOJIB30BaHUSI MOOWIILHOM TIPOTPaMMBI;
C He OJOKMpOBaHWEM TMTpHEMa MOOMIILHON TTPOTPaAMMBI,
d obecrieueHUEM YBEPEHHOCTH B OTCYTCTBUU MOOMIIHOM MPOTPaMMBI;
€ KOHTPOJIE PECYPCOB JIOCTYITHBIX MOOMIIBHOM IPOTPaMME;
f mpuMeHneHreM KpuUnTorpagpuyeckiux Mep 1 CpeCTB KOHTPOJIS U YIPABICHUS IS
OJTHO3HAYHOH ayTeHTU(UKAITUH MOOMIIBHOM MTPOrPaMMBI.

Bepusrii otBer: cd

2. Komnerenuust/Mugukarop: [1K-3.3rk-2 AIMUHUCTpUPYET CpPeACTBA 3alTUTHI HHPOPMAIIUH
MPUKJIIATHOTO U CUCTEMHOTO MPOTPAMMHOI0 00€CTICUCHH S

Bomnpocel, 3axanus
1.Meropl nonmy4yeHus HHPOPMALIUU U3 OTKPBITHIX HCTOYHHUKOB.
2.IIpennoxuth criocod BBISBICHUS BO3MOKHBIX HHCAUIEPOB MIPH NMPUEME COTPYAHUKOB 110
OTKPBITHIM BaKaHCHUSAM B OpraHU3aLUIo.
3.IIpennoxuthk cnocod HauboIee MoJIHOTo cOopa OTKPHITON MH(OPMALIMK HA YEIOBEKa,
IIPETEHYIOIIEr0 Ha BAKaHCHUIO.
4.C xakoii 1enpto Benercsi cOop OTKpbITOM nH(popManuu o0 o0beKTe ayauTa?
5.Kak oOHapyxuTh HH)OPMAIHIO 0 KOHQUTYPAITMOHHBIX (aiijlax B OTKPBITHIX Web-
MPUITIOKEHUSX ?
6.Kak ncnomip3yroTcst conuanbHble CeTH st cOopa nHGOpMAIMY O TPETEHICHTE Ha BAKAHCHIO?
7.Aynut GU3HUECKOro KOHTPOJIS JOCTYIA B TOMEIIECHUS.
8.Ayaut 0e30MacHOCTH HH(POPMAIMOHHBIX AKTUBOB OPraHU3AIINH.
9.AynuT OpraHu3aIliOHHOTO 00eCTIeYeHUSI.
10.AyauT cOOTBETCTBUSI HOPMATHBHOMY 00€CIIEUEHHUIO.
11.Aynut 6e3onacHoctu IT-cTpyKTYypBHI.
12 TIpoBenenue 3KcIpecc-TeCTOB Mo oleHKe AP (ekTHBHOCTH 3amuThl HHpopmaruu B VIC.
13.Anamn3 3ammmennocta no 'OCT P UCO/MDBK 27001.
14.AHanu3 BO3MOXHOCTEN PUMEHEHUS TEXHOJIOTUN COLIMATIbHOW HHKEHEPUH.
15.AHanu3 3(h(heKTUBHOCTH 3aILUTHI OT BPEJOHOCHOTO KOAA.
16.TexHonornn KOMIbIOTEPHOTO ayauTa Ha ocHoBe SIEM.
17.0nenka 3K TUBHOCTH 3aIIUTHI BEO-TIPUITOKEHUH.
18.Ananu3 nonydyeHus nHGOpPMALIUK OT CETEBBIX CEPBHCOB.
19.01eHKa 3aMUIIEHHOCTH OECTIPOBOTHBIX CETEH.
20.Ananu3 Bo3MOXKHOCTEH 00X0/a cucTeM 0€3011aCHOCTH.
21.TexHONOrUM BBHINOJHEHNS TECTUPOBAHUS Ha IPOHUKHOBEHHE.

Matepuanbl 1J1sl IPOBEPKH 0CTATOYHBIX 3HAHUM
1.Pemenne kakux BOIPOCOB BKIIIOYAET Pe3epPBUPOBAHUE?
OTBeTHI:
a) He0OXOIUMO OTPENETUTh KOJTUYECTBO KOMHA, (POPMBI HX XpaHEHHUS U OOHOBIICHHUS;
b) mmdpoBanue Konuii;
C) TeCTUPOBAHHUE KOTIHIA;
d) obecnieuenre pU3MUECKON 3aIIHUTHI;
€) LIEHTPAJIM30BaHHOE XPaHEHUE;
f) 00beMm (T.e. TOJTHOE WITH BRIOOPOYHOE PE3EPBUPOBAHNE) U YACTOTA PE3EPBUPOBAHUS JTOJKHBI
oTpakaTh TpeOoBaHUs OHM3HECA OpraHU3aIluu, TPeOOBaHUS K OE30MaCHOCTH 3aTparuBaeMoin
HHGOPMAIINN U KPUTUIHOCTH WH(OPMAIIUH I HEPEPHIBHON paOOThI OpraHu3aInu;
€) ayJIUT pe3epBHBIX KOMUI
Bepwnsiii otet: abedf
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II. Onucanue wKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6blnoixneHus 3Hanus: PaboTa BeIMoJHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI TaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3nanus: PadboTa BeImojgHeHa B paMKax ""0a30Boro"
ypoBHsl. BOJBIIMHCTBO OTBETOB JAaHbl BEpHO. B wacTu Marepuana ecTh HE3HAUYUTEIbHbIE
HEJ0CTaTKU

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIOTHEHA B paMKax "moporoBoro"”
ypoBHs. OCHOBHAs 4acTh 3a/IaHUs BHIMIOJIHEHA BEPHO. HA BOIIPOCHI YIIIyOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa He BHIMOJHEHA WK BBITOJTHEHA
MPEUMYIIECTBEHHO HETPABUIHLHO

1I1. IIpasuna évicmaenenun umo2o60i OYeHKU no Kypcy

OneHka OmpenemnsieTcss MO COBOKYITHOCTH PE3YJIbTAaTOB TEKYIIErO KOHTPOJISI YCIEBAEMOCTH B
cootBeTcTBUU ¢ [lonoxenrem o OamibHO-peUTHHTOBOM cucTeme s cryaeHtoB HUY «MOW»
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