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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. ITK-1 ['oTOB K BHEAPEHHUIO CUCTEM 3aIIUTHI HHPOPMAIIMH aBTOMATU3UPOBAHHBIX CHCTEM
[1K-2.3 BHeapsieT opraHu3aiOHHbBIC MEPHI 10 3aIIUTe HHHOPMAIIUU B aBTOMATU3UPOBAHHBIX
cUcTeMax

M BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanmsanuu: BeinonHenue 3ananus
1. Ananu3 yrpo3 0€30MacHOCTH C UCIIOJIb30BAHUEM TEXHOJIOTUH MPOAKTUBHOTO MTOKMCKA,
oOHapyXeHHs COOBITUI B CETU U cOOpa COOBITHI ¢ KOHEUHBIX YCTpoiicTB Ha ocHOBe OC
Windows. (Otuer)
2. M3yueHne TeXHOJIOTHI HIBPUCTHYECKOTO JETEKTUPOBAHUS M TOBEJCHUECKOTO aHAIN3a B
KOHTPOJIMpYEeMOi n3onupoBanHoi cpeae Ha ocHoBe OC Windows (Otuer)
3. Pa3paboTka apXUTEKTypbl CHCTEMBI IPOAKTHUBHOM 3aIIuThl B opranu3anmu (KoHTponbHas
pabora)
4. Pa3pabotka Mozenn 6e301MacHOCTH KOMITbIOTepHOU cuctembl (Keiic (perienne KOHKpEeTHBIX
MIPOU3BOJICTBEHHBIX CUTYAIIHI))
5. Pa3zpaboTtka mana ocegomieHHOCTH 1o Bonpocam Wb (Otuer)

Dopma peanuzanuu: KomnbroTepHoe 3a/1aHue
1. [Ipaktuka unterpanuu IDS/IPS B komnbroTepHyto ceth (JlabopaTropnas padoTta)
2. IlpakTuka NpUMEHEHUS TEXHOJIOIMH HACTPOMKH 3aIIUIIEHHOW BUPTYaJIbHON MallIUHbI
(JTaboparopnas paboTa)
3. Pa3paboTka 3BpUCTHUYECKUX AJITOPUTMOB ¢ TIoMolbio Yara (JlabopatopHas pabora)

®Popma peanusaimu: [lucsmennas padbora
1. Pa3zpaboTka KOppensMOHHBIX MTPpaBUiI NpH ucnoiab3zoBaHuu SIEM cuctem (Otuer)

BPC nucuuminHbl

6 cemecTp
Beca KOHTPOJIBHBIX MEPONIPUATHI, %o
Paszpnen Nunekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
JUCLIUTIINHBI KM: 1 1 2 2 3 3 3 4 4
Cpok KM: 4 4 8 8 12 12 12 15 15
Bsenenue

Tema 1. Beenenue B
MIPOAKTUBHYIO 3AIUTY

[TpoakTHBHAS 3aIIUTa KOHSYHBIX
ycrpoiicTB (endpoint protection)




Tema 2. Opranuzanus
IPOAKTHBHOM 3aIIUTHI Ha Oa3e
3aIIUTHBIX MEXaHU3MOB,
BcTpoeHHbIX B OC (Windows,
Linux).

Tema 3. Texnonoruu
BUpTYyaJIU3alMU B 3a/1a4ax
MIPOAKTUBHOW 3aIIUTHI.

Tema 4. Texnonoruun
ABPUCTUYECKOTO JETEKTUPOBAHUS
U IIOBEJEHYECKOI0 aHaIN3a

Tema 5. Pemrenust kiiacca
endpoint protection.

[TpoakTHBHAS 3alIUTa CETEBOTO
nepumerpa (network protection)

Tema 6. Texnomoruun
MOHHTOPHHTA ¥ OOHAPYKEHUS
COOBITUH B CETH.

Tema 7. Beenenue B threat
hunting.

Tema 8. Texnomorus Threat
Intelligence.

Tema 9. OCHOBBI IOCTPOEHUS
3alMIIEHHBIX KOMITBIOTEPHBIX
ceTen.

Tema 10. Pentenns mis 3anmnTel
KOMITBIOTEPHBIX CETEN

CoBepIIeHCTBOBAHUE
IPOaKTUBHOM 3amuThl B MIC

Tewma 11. IlepcnexTrBHBIE
TEXHOJIOTMH IPOAaKTUBHOU
3AIUTHL

Tema 12. OprannszanuoHHbIe
MepbI MPOAKTUBHOM 3aIlIUTHI.

Bec KM:

10

10

15

10

10

10

10

10

15




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
IK-1 ITK-2.3nK-1 Buenpsier | 3naTh: N3yueHne TeXHOJIOTUI 3BPUCTUYECKOrO IETEKTUPOBAHUS U

OpraHU3alMOHHBIE MEPHI I10
3amrTe  WHpOpMAnMU B
ABTOMAaTU3UPOBAHHBIX
cucTeMax

OCHOBHBIE BH/IBI,
Ha3HAYCHUE W TPUHIIHIT
paboThI COBPEMEHHBIX
CPEICTB 3aIUTHI
nHpopManuu,
HCIIOJIB3YIOITIX
MIPOAKTUBHBIC TEXHOJIOTHUU U
TEXHOJIOTHH PeaU3aIHN
Mojienieit 6e30macHOCTH
KOMITBIOTEPHBIX CHCTEM
OCHOBHBIE MTOHATHS U
HAa3HAYEHHE TEXHOJIOTUH
MPOAKTUBHOM 3alUTHI, B T.4.
HCTIOJIB3YIOIIHE
MEePCIIEKTUBHBIE TEXHOJIOTUU
MPOAKTUBHOW 3aIUThI
TEXHOJIOTHIO CO3/IaHUs
MPaBWII, JCTCKTHPYIOIIHAX
yrpo3bl OE30MaCHOCTH
COBPEMEHHBIX
KOMITBIOTEPHBIX CHCTEM
YMeTs:

BBIOMpATH ¥ IPUMEHSTH
CpEJICTBA 3aIUTHI

MOBEJICHUECKOr0 aHalIM3a B KOHTPOJIMPYEMON U30JUPOBAHHOM cpejie Ha
ocaose OC Windows (Otuer)

Amnanu3 yrpo3 6€300aCHOCTH C UCIIOJIb30BaHUEM TEXHOJIOIHH
MIPOAKTHUBHOTO TIOMCKA, 0OHAPYKEHUS COOBITUI B CETH M cOOpa COOBITHII C
KOHEYHbIX ycTpoiicTB Ha ocHoBe OC Windows. (Otuer)

PazpaboTka apXUTEKTYpbI CHCTEMBI POAKTUBHOM 3aIlIUTHI B OpPTraHU3aluN
(KonTponbsHas pabora)

Pazpabotka Monienu 6e30macHOCTH KOMIBbIOTEpHOI cuctemsl (Ketic
(pelieHNe KOHKPETHBIX MPOU3BOJCTBEHHBIX CUTYAIHIT))

[IpakTrka npuMEHEHUs TEXHOJIOTHHA HACTPOMKH 3aIUIIEHHON BUPTYaIbHON
MaiuHsbl (JIJabopatopnas pabora)

Pa3paboTka 3BpUCTHUECKUX aJITOPUTMOB ¢ ToMoIIbio Yara (JlabopaTopHas
paborta)

Pa3zpaboTka KoppessIIIMOHHBIX MPaBWII MIPHU HUcTob3oBaHUU SIEM cuctem
(Otuer)

[Ipaktuka unterpanuu IDS/IPS B komnbroTepHyto ceth (JIabopaTtoprast
paborta)

Pa3pabotka nnana ocBegomiaeHHocTy 1o Bonpocam Ub (Otyer)




uHpOpMaIHH,
HCIOJIb3YIOLINX
MIPOAKTUBHBIE TEXHOJIOTUH,
JUIs HEUTpanu3aluu yrpo3
0€30MaCHOCTH COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM
MPUMEHSTh HHCTPYMEHTHI
CO3JIaHMs MpaBul,
JETEKTUPYIOIINX YTPO3bI
6e30macHOCTH
aHATM3UPOBATH TPHYUHBI
HapyLEHUs
(GYHKIIMOHUPOBAHUS CPENICTB
3alUThl HH(OpPMALINY,
MCTIOIB3YIOLIHX
IIPOAKTUBHbBIE TEXHOJIOTUU
MPUMEHSTh HaBBIKH
aJIMUHUCTPUPOBAHUS
CpPEACTB 3alIHTHI
uHpopMaInuy,
WCTIOIB3YIOIIHX
MIPOAKTUBHbBIE TEXHOJIOTUU
MPUMEHSTh HaBBIKH
UHTETPaLu CPENICTB
3a1uThl HH(pOpPMaLUH,
HCTOJIb3YIOLINX
MIPOAKTUBHBIE TEXHOJIOTUHU H
aBTOMaTH3allMM UX HACTPOEK
MIPH BBISIBIICHUH YTPO3
0€30MaCHOCTH COBPEMEHHBIX
KOMITBIOTEPHBIX CHCTEM
BHEAPATH OpraHU3allMOHHbIE
MEPHI MTOJIUTHK OOHOBJICHUS




CHUCTEMHOTO U PUKJIATHOTO
1O, pe3epBHOrO
KOMHUPOBAHUSA U YIPABICHUS
YSI3BUMOCTSIMHU




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. IIpakTnka npuMeHeHHUs] TeXHOJOITHM HACTPOIKH 3alILeHHON BUPTYaJIbHOM
MAaIIMHbI

®opmbl peaju3anuu: KoMIbroTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3anaHus npenoaaBarenemM

KpaTtkoe conepkanue 3a1aHusi:
IHoBenenueckuii ananus ¢aiisios B cpene Cuckoo sandbox
Jyist BRITIOJTHEHUS JTAHHOTO 3a1aHus moHanoourcs BM ¢ Windows u3 niponuioro pasuena +
norn. BM ¢ OC Debian ninu Ubuntu
Xon paboTsi:
1. YcranoButh cuckoo sandbox, cornacHo HHCTPYKLIUU
https://cuckoo.sh/docs/installation/index.html . B kauecTBe rocTeBOi MalIUHBI KCIIOJIL30BATh
BM ¢ Windows 13 npomuioro pasuaena

2. [TpoBepuTH KOPPEKTHOCTH YCTAHOBKH (KPUTHYECKUX OIMOOK B host mamiHe ObITH HE
JIOJKHO)
3. Bamyctuts cuckoo https://cuckoo.sh/docs/usage/start.html
4. 3arpy3uts B cuckoo yrunuty Mimikatz Ha ananus
5.  JloknaTbhCcs OKOHYaHMSI aHAJIN3a U U3YYUTh Pe3yibTaT
6. Onwucare GyHKLIHMOHAT [IPOrpaMMBbI 110 pe3yJibTaTaM aHalIu3a.
7. Crenatp BbIBOJ 110 JAaHHOM YacTH 3a/laHus
KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:
YMers: IIPUMEHSATH HAaBBIKU 1.Bupryanuzanus B nH(GOpMalnoHHONW O€30MacHOCTH
aIMUHUCTPUPOBAHUS CPEICTB 2.1lopsiiox HaCTPOMKHU 3aLIUIIEHHON BUPTYaIbHOU
3allUTHI nH(popMaluu, MAaIIHBI
VCIIOJIBb3YIOIINX IIPOAKTHBHBIE
TEXHOJIOTUHI

Onucanue MIKAJbI OLEHUBAHUS

Ouyenxa: 5
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe evinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku evtnoanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHUE JJIsl pEIICHUS 3a/1a4

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evinonnenus snanus: OneHka "ya0BIeTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2



https://cuckoo.sh/docs/installation/index.html
https://cuckoo.sh/docs/usage/start.html

Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUJIN IMTPEUMYIICCTBEHHO HE BBIITIOJITHEHO

KM-1. Pa3zpadorka Moesiu 0€30MaCHOCTH KOMIIbIOTEPHOI CHCTEMbI

®opmbl peaausannu: BelogHeHue 3a1anus

Tun koHTpoabHOr0 Meponpusitusi: Keiic (pemenne KOHKPETHBIX MPOU3BOJCTBEHHBIX CUTYaLUIN)
Bec koHTpOoBbHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaemM

Kpartkoe conep:xanue 3aganus:
ITo monenu benna-Jlallamysisl
[Tycts umeercst MangaTHas cucreMa jgocrymna X(v0,Q, FT), B koTopoii penieTka ypoBHei
6e3omacHocti AL sBisieTcs auHelHON 1 uMeet Tpu ypoBHs — 11, 12, 13; 11>12> 13; 11>13.
[lycTh nMeeTcs cienyroias cucreMa cyobeKToB (M0JIb30BaTelIe) JOoCTya:
Ul — aAMHHHUCTPATOP CUCTEMBI;
U2 — pYKOBOJUTEIb TPEATIPUSITHUS;
U3 — AemompON3BOAUTEb;
u4 — user, T.e. psIOBOI HEMPUBUIETUPOBAHHBIHN MOJIB30BATEIIb.
[Tycth uMeeTcs creayromas cucTeMa 00beKTOB JOCTYIA:
01 — cucremuoe I10;
02 — nokyMeHT "CTpaTerust BbIX01a MPEANpPUATUS Ha HOBbIE PHIHKH COBITA TPOAYKINH'";
03 — noxymenT "llpuka3 o moourpennn paboTHUKOB 1o ciaydaro [Jus [pennpusrus';
04 — AUC "bopeii" (mpuem, 06paboTka 1 ucnoiaHenue 3akazoB kiaueHToB) (11O u BJI).
3amaua Ne 1. OO0OCHOBATh U COCTaBUTh CHCTEMY YPOBHEH JOMYCKOB IOJIb30BaTeNeH, rpu¢oB
CEKPETHOCTH 0OBEKTOB JIOCTYIA U MaTpPHIly poctyna A[u,0] .
3amaua Ne 2. CoctaBUTh 1 000CHOBATH CUCTEMY JOITYCKOB U IPU(OB CEKPETHOCTH IS ABYX
COCTOSTHUI CHCTEMBI:
Cocrosaue 1 — I[Toaroroska (pa3paboTka) ToKymMeHTa 02.
Cocrosiaue Il — JlokymMeHT 02 yTBEpXk/IeH 1 BBEJIEH B JICiiCTBHE.

KoHTpoJibHbIe BONIpOCHI/3aJaHUA:

YMeTb: aHanuM3upoOBaTh NPUYHMHBI 1. IucKpeniMoHHBINH KOHTPOb qocTyma Windows.

HapymeHus  QyHKIIMOHUPOBAHUS Jleckpuntop 0€30MacHOCTH U Pa3peIIeHUst

CPEICTB 3alUThl MH(OpMALINH, 2.ManpaatHbli KOHTPOJIb LeT0oCcTHOCTU. CTaHaapTHas

HCIIOJTB3YIOIIIX MIPOAKTHUBHBIE nonuTHKa. [Ipumeps! ncrnonb30BaHus.

TEXHOJIOTHH 3.0cHoBHas KoHIenus 6e30nacHOCTH. Pa3rpanndenue
npaB foctyna. OCHOBHBIE ITPaBUJIa U MOJIENH

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenka: 5
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku evtnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku svtnoanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3
Huoichuii nopoe svinonnenus sadanus 6 npoyernmax. 50




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJIHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO

KM-2. Pa3zpa6oTka 3BpHCTHYECKHX AJITOPUTMOB ¢ IOMOLIbIO Yara

®opmbl peanuzanuu: KoMneoTepHoe 3a/1aHue

Tun KOHTPOILHOT0 MeponpusiTus: JlaboparopHas padora

Bec konTpoabHoro meponpusitusi B BPC: 15

IIpouenypa npoBeaeHnst KOHTPOJILHOro MeponpusTus: [IpoBepka 3a1aHus pernoaaBaTeIeM

Kpartkoe cogep:xxanue 3aganus:
JleTeKTHpOBaHKeE YIPO3 ¢ MIOMOLIBI0 Yara-3BpUCTHK
TpeTbs yacThb 3a/1aHuUs BBIMOJIHIETCS B MOATOTOBICHHON BUpTyanbHOU MamuHe (BM) ¢ OC
Windows, moyueHHO# B X0/1¢ BBITOTHEHUS IEPBOM YacTH TaHHOTO 3aaHuUs
Jokymenranus 1o yara - https://yara.readthedocs.io/en/latest/

Xox paboTshl:

1. Jls co3nanus mpaBuIl CIEAyeT UCII0NIb30BaTh YCTAHOBJICHHbIE HA BM HHCTpYMEHTHI.
Takue xak hex pemakrop, strings. ..

2. Coznath yara npaBuiio AJis JETEKTUPOBaHUS ciel. (aiiia
https://support.kaspersky.ru/downloads/eicar/eicar.zip

3. CoznaTh yara npaBujio Ji JEeTEKTUPOBAHUS YTUINTHI Mimikatz

4. Co3pnatp yara nmpaBmiio 1iis aerektupoBanus doc, x1s, pdf noxkymenTos (JIroOsie, Ha cBOM
BBIOOD)

S. Cosznath yara nmpaBuiIo JJis JeTeKTHpoBaHus pe, elf daiinos (JIroObie, Ha CBOI BBIOOD)
6. CoznaTh yara npaBuiIo JJis JETEKTHPOBAHUS TPYIIIHI PailioB* (0OHOTO paclIupeHus u
CXOXHeE I10 mapamMeTpaM, KoTopble Bbl 10oikHBI onpenenuts camu. JIroObie, Ha CBOI BHIOOD)
7. Hcnone3ys co3IaHHbIE yara MpaBuiia MPOCKaHUPOBaTh (ailnoByro cuctremy BM.

Co3aHHbIe TPaBUIa JODKHBI JETEKTUPOBATH TOJIBKO T€ (ailiIbl, IS IETEKTa KOTOPBIX OHU
HanucaHsbl (BKJIIOYas Tpynisl Gaiios).

8. B cnyuae BrisBnenus FP cpaGateiBanmii, ucnpasuts ux. Bece FP oTpasuts B oTuere u
OIIUCATh IIPOLECC UX YCTPAHEHUs
9. Crenatp BBIBOJ IO JAaHHOM YacTH 3a/laHus

HpI/IMe‘{aHI/ICZ IMMOCJIC CO3AAaHUA KaXJ0I'0 yara 1paBujia IIPpOBEPUTH €TI0 pa6OTOCHOCO6HOCTB.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeTh: NPUMEHATH WHCTPYMEHTHI 1.43b1k Yara. Cunrakcuc. [IpuHiun Hanucanus
CO3JaHus MpaBUII, JIETEKTUPYIOLIUX MPABUIL.

JIETEKTUPYIOLINX YI'PO3bI 2.JlerextupoBanue ucnonasemsix ¢aitnos (PE, ELF) ¢
0e30MacHOCTH MMOMOIIBIO ABPUCTUYECKUX aJITOPUTMOB

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku ebtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIJIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60

10



https://yara.readthedocs.io/en/latest/
https://support.kaspersky.ru/downloads/eicar/eicar.zip

OnucaHnue xapakmepucmuxu evblnonenus 3Hanus: OLeHKa "X0opouio" BbICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: OneHka "ya0BIeTBOPUTENILHO" BHICTABIIACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-2. M3yuyeHne TeXHOJIOTHii IBPUCTHYECKOI0 1eTEeKTHPOBAHMS U MOBeIeHYeCKOro
aHAJIN3a B KOHTPOJHMPYEeMOil H30,1MPOBaHHOM cpeae Ha ocHoBe OC Windows

®opmbl peaausannu: BelogHeHue 3a1anus

Tun koHTpPOBHOTrO MeponpusaTHsa: OTueT

Bec konTposbHoro meponpustusi B bPC: 10

IIpouenypa npoBeaeHns KOHTPOJIBLHOIO MeponpusaTHs: [IpoBepka 3ananus npenoaaBareaemM

Kpatkoe cogep:xanue 3aganus:
H3y4yeHne 0CHOBHBIX KOMIIOHEHTOB apxuTeKTyphl 0ezonacHoctu OC Windows
3ananue BeIONHACTCS B BUpTyansHoi MamuHe (BM) ¢ OC Windows
Xoxa padoThI:
1.  VYcranosurs VirtualBox https://www.virtualbox.org/wiki/Downloads
2. Ckauats BM OC Windows 10 gisa Virtual Box.
https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/

3. NmmoptupoBats BM B virtual box
4. Banyctuth BM. ([lanusie mis Bxoaa - IEUser:PasswOrd!)
5. [To-ymonuanuto, BUpTayIbHas MalllMHA YXKE T0JDKHA UMETh aKTUBHPOBaHHYIO 90

JTHEBHYIO NMPOOHYIO JINLIEH3MI0. B ciiyyae HEOAHOKpAaTHOTO MOSBICHHS COOOIIEHUS O
HE00XO0/IMMOCTH NMPOBECHUS IPOLETYyPhl aKTUBAHUU, HEOOXOMMO BBIIIOJHUTD CIIEAYIOLIEE:
«Otkpoiite cmd.exe u akTuBUpyHTe 90-1HEBHYIO TUIIEH3UIO, BBES slmgr / ato»

6. Crenarp CHAMNIIOT TEKYHIETO cocTossHUsI BM

7. YcranoButh HeoOxomumsblii codt (https://github.com/fireeye/flare-vm). Jlanubie
poTrpaMMbl MOHAJO0SATCS MO3XKe, MPH BeINOAHEeHUH 3 yactu [3-1 u J13-2.

8.  Ckauats Process Explorer (https://docs.microsoft.com/en-
us/sysinternals/downloads/process-explorer)

9. Crenarb CHAMIIOT TEKYLIETo cocTosiHus BM

10. 3amyctuth Process Explorer oT uMenu anmMuHHuCTpaTopa (€CTh B , U3yUUTh IPOTPaMMy.
11. Haiitu Bce komnoneHnThl 6e3onmacHocT OC Windows 0 KOTOpBIX IIIJ1a pedb BO BpeMs
JIEKIIMOHHBIX U MPAKTHYECKUX 3aHATHH (yKa3aTh Ha3BaHHUsI KOMIIOHEHTOB U MyTh K (haitnam.
Cnenatpb B BUJie TaOIUIIBI)

12. U3yuutsh npouecc Isass.exe. [lepeuncanTs u onucatb KOMIIOHEHTHI ITpoIecca

13. Ckauatp yruuty Mimikatz (https://github.com/gentilkiwi/mimikatz/releases). ITpu
HeoOxoaumMocTH, oTkIounTh Windows Defender.

14. 3Banyctuts yTunuTy mimikatz oT *MEHM aIMUHUCTpATOpa
(https://github.com/gentilkiwi/mimikatz/releases) u BbIOIHUTD CISTYIONIHE KOMAHIbI

15. Tlpoananu3upoBaTh MMOJTYUYECHHbIE JaHHBIE U 3alIMCaTh UX B OTYET

16. 3amyctuth cmd.exe OT UMEHH aJIMUHUCTPATOPA U BBHIIOJIHUTH CIEAYIOIIYI0 KOMaHIY:
«reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v
UseL.ogonCredential /t REG_DWORD /d 1»

17. Tlepesarpy3uts BM
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18. TloBropuTts m.14

19. TIpoananu3upoBaTh MOTyYCHHBIC JaHHBIC, CPABHUTH UX C JAHHBIMH, TIOJTYYCHHBIMHU U3
n.15 u 3anmcarh pe3yabTaT B OTYET.

20. Otserutb Ha Bompoc: «[loyeMy ObLI IMOJTydeH MapoJib MOJIL30BATENS B OTKPHITOM BHJIE
C Mpo0JIeMOii KaKOr0 KOMITIOHEHTa 0€30MacCHOCTH 3TO CBA3AHO?»

21. HcnpaButh npobiieMy B KOMIIOHEeHTe Oe3onacHocTH Windows (111 HEOOX0IUMMO BHECTH
COOTBETCTBYIOIINE U3MEHEHUS B CUCTEMHBIN PeecTp).

22. TloBtoputh m.17

23. Cpenatb BBIBOJ IO JAHHOW YacTH 33JJaHUS

Homn. 3aganue (co 3BE3109KOM ):

CkomnmmpoBaTth Mimikatz Takum o0pazom, 4ToObl ckaunBanue, nepemenienne B ®C u
3amyck He nerektupoBaiics Windows Defender’om.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: OCHOBHBIE MOHATUS U 1.IIpoakTuBHas 3aUTHl HH(POPMAITMOHHBIX CUCTEM.
Ha3HaYeHHE TEXHOJIOTHI JlocronHcTBa M HemocTaTKU. OTINYHSA OT PEaKTUBHBIX
HpO&KTHBHOﬁ 3alluTHhI, B T.4. METOO0B
UCIONB3YIONINE  MEPCIEKTHBHBIC 2.0C Linux. IToxcucremsl 6€3011aCHOCTH. KpaTKOE
TCXHOJIOI'NN HpO&KTHBHOfI 3alIUTHI OIIMCAHUC U HpI/IMepI)I HNCITOJIBb30BaHUSL

3 .INoxcucrems! O6e3omacuoctd OC Windows

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBIIIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHKa "XopoIo" BBICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHIIIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyIOBICTBOPUTEIIEHO" BEICTABIISICTCS
€CJIM 3aJJaHUE BBITOJIHEHO HEBEPHO UJTU MPEUMYIIIECTBEHHO HE BHITIOJHEHO

KM-3. Pa3zpa6oTka apXuTeKTypbl CHCTEMbI IPOAKTHBHOM 3aIlIMTHI B OPraHU3aALMH

®opmbl peajausanun: BeinoaHeHue 3a1aHus

Tun koHTpoabHOro MeponpusaTus: KourponsHas pabota

Bec koHTposbHOrO0 Meponpusitusi B BPC: 10

IIpouenypa npoBeaeHnsi KOHTPOJILHOr0 MeponpusaTusa: [IpoBepka 3aanus npenoaaBaTeIeM

Kpartkoe cogep:xxanue 3aganus:
IHocTpoenune cucreMbl NPOAKTUBHOM 3amMThI HA 0a3e SIEM Qradar

TpeboBanms
Windows 7/8/8.1/10 x64
Virtualbox
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CPU 4 Core, 16 Gb RAM

CentOS 7.5 (Oxpyxenne GNOME)

https://developer.ibm.com/qgradar/wp-
content/uploads/sites/89/2018/08/b_gradar_community_edition.pdf

3a1auu KOHTPOJIBHOM paboThI

1. Pazsepnytb SIEM Qradar CE

2. Hacrpouts otnpaBKy coObITHII )XypHanoB 6e3omacHoctd Windows (13 coznannoit BM B 1
13) B SIEM cucremy (Ha oTmyHO, HACTPOUTH OTIIPABKY KYPHAJIOB SySmMon)

3. Cnenarp mapcunr coobituii Windows security events (B KOJI-BE TOCTATOYHOM, JIJIst
BBITIOJIHCHHS TaHHOU YacTH /[3)

4. HamucaTh npaBuiia KOPPEISIUU:

3amyck teamviewer

Hcnons3oBanne mimikatz (He Toabko 3amyck!!!)

HerextupoBanue ar000it araku u3 marpuiibl Mitre / Kill Chain

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBHBIE BH/IBI, 1.SIEM cucrembl. OCHOBHBIE MEXaHU3MBI U PELIACMbIE
Ha3Haue€HUe M MPUHLUUI PabOThI 3a/1a4H.

COBPEMEHHBIX CPEACTB  3allUTHI 2.SIEM cuctemsbl. TunoBas apXuTeKTypa.
uH(popMaluuy, MCIOJIB3YIOIINX

IPOAKTHBHbIE  TEXHOJOTMH U
TEXHOJIOTMM pealu3alun MoJelen
6e301acHOCTH KOMITbIOTEPHBIX
CUCTEM

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJTHOM 00bEME HJIU BBHITTOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHKa "XopoIo" BBICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIN 3aJJaHU€E NIPEUMYILIECTBEHHO BBITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu 8vinoineHus sHanus: OTeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HITU MIPEUMYIIECTBEHHO HE BBIMIOJTHEHO

KM-3. Anayiu3 yrpo3 0€30nacHOCTH € HCN0JIb30BAHUEM TEXHOJIOTUid IPOAKTUBHOIO
NMOMCKA, 00HAPY:KeHHs cOObITHII B ceTH U cO0pa cOOBITHII C KOHEYHBIX YCTPOHCTB HA OCHOBE
OC Windows.

®opmbl peaju3anum: BeinoaHeHue 3a1aHus

Tun KOHTpPOILHOr0 MeponpusaTus: OTyer

Bec koHTpOBbHOrO Meponpusitusi B BPC: 10

IIpouenypa npoBeaeHusi KOHTPOJILHOr0 MeponpusaTHusa: [IpoBepka 3aanus npenoaaBaTeaeM
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https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2018/08/b_qradar_community_edition.pdf
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2018/08/b_qradar_community_edition.pdf

KpaTkoe conep:kanue 3a1aHus:

N3y4yenune Bo3mo:xHocTeir SIEM-cucremnl IBM Qradar

BBoanas unpopmanus

Honyckaercs BoinojHenue J[3-2 B rpymnmnax mo 5 4ejaoBek.

HN3y4yenue Bo3mo:kHocTell SIEM-cucremsl IBM Qradar

[Tone3Hble CCHUIKH:

https://developer.ibm.com/qradar/ce/

https://developer.ibm.com/qradar/wp-
content/uploads/sites/89/2020/02/b_gradar_community edition_7.3.3GA_v1.0.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS DSM/com.ibm.dsm.doc/b_dsm_quid
e.pdf?origURL=SS42VS DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS 7.3.3/com.ibm.qradar.doc/b_qradar
gs_quide.pdf

https://www.ibm.com/support/knowledgecenter/SS42VS 7.3.3/com.ibm.qradar.doc/b_qradar
users_quide.pdf

https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://ibm.ent.box.com/s/ichOyyiw54y0ek6s9a66xvtjku8e42rc/file/619638909365
https://attack.mitre.org/

3anauu:

1. VYcranoButh SIEM Qradar CE 8 BM Ha ocHoBe CentOS

2. Wzyuwuts unTepdeiic u ocnoBHbIe KOMITOHEHTH! SIEM Qradar CE

3. Hactpouts oTnpaBky coObiTuii )xypHanoB 6e3onacHoct Windows Sysmon (13
co3nanHoit BM B 1 /13) B SIEM cucremy.

4, Cnenatp napcunr coosituit Windows security events (B KoJi-Be, JOCTaTOUHOM, JUIS
BBITIOJIHEHHS TaHHOU yacTH J[3)

5. Hanucars npaBuio koppensuuu Ha 3amyck Remote Access Tool (RAT).

Ne papuanrTa | Hazpanue RAT

1 TeamViewer

2 AmmyAdmin

3 AnyDesk

4 VNC

5 LogMeln

I[OHOJ'IHI/ITCJ'ILHO OTBCTUTH HA BOIIPOC: YEM MOIKET ObITh onaceH RAT B KOpHOp&THBHOﬁ CCTH.

6. HanucaTs npaBuio koppemisiuu Ha ucnosib3oBaHue mimikatz Ha XocTe (He TOJIBKO
3amyck!!!).
7. (Ha ouenky otnuuno) JlerextupoBanue iro00ii TexHuku u3 marpuisl Mitre ATT&CK

1o stanna Command and Control. ¥ komaH He 10/1:KHO ObITh Nepece4eHUil B BbIOPAHHBIX
TexHukax!!!
8.  IloaroToBUTH BBIBOJBI U C/IENATh CXEMY HOJTYUMBIIEHCS HHPPACTPYKTYPHI.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh:  TEXHOJOTHIO  CO3/aHUS
MpaBWI, AETEKTUPYIOIIUX YIrPO3bl
0€301acHOCTH COBPEMEHHBIX
KOMITBIOTCPHBIX CUCTEM

1.Texnonoruu cbopa coowiTuii (winlogbeat, auditbeat,
auditd).

2. Sysmon. Haznauenue. Bunabl coObITHI.
3.TexHonoruu xpanenus u ananuza coObrtuii (ELK
stack).

Onucanue MKaJbl OLICHUBAHUA:

Ouyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
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https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_gs_guide.pdf
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https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_users_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_users_guide.pdf
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://ibm.ent.box.com/s/ich0yyiw54y0ek6s9a66xvtjku8e42rc/file/619638909365
https://attack.mitre.org/

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHka "yI0BIeTBOPUTENIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-3. Pa3zpa6oTka KoppeJssiHOHHBIX NpaBuJI NpH ucnoab3oBannu SIEM cucrem

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOJIBLHOr0 MeponpusTusi: OT4yeT

Bec koutposabHoro meponpusitusi B bPC: 10

IIpouenypa npoBeaeHusi KOHTPOJLHOr0 Meponpusitusi: [IpoBepka 3ananus npernogaBaTeaeM

Kpartkoe cogep:xxanue 3aganus:
1 Bapuanr.
Pa3patGorka nporpammsl (ckpunra) aas oooramenusi IP pugos.
Heo0OxonnMo HanucaTs CKpUNT, KOTOpOMY Ha Bxo noaaeus IPv4 anpec. Ha Beixone
nonydaenib JSON c oboramennoit nundopmanueit. [lonyuennsiiit JSON nomken comepxarb

cienyromuiee:
1.  Whois undpopmanuto (ctpana, xocrep, hostname (eciu ects)...)
2. JleTekThl aHTUBUPYCHBIX JIBUKKOB, Hanuuue B black mucrax. OToOpa3uts B BUjE

OuHapHOro 3HaueHus (K mpumepy, «clean nnm malicious» umm «clean umu blacklisted»). Ecnu
NPUCYTCTBYIOT JA€TEKTHI 10 [P, OT/IebHBIM TTOJIEM 0TOOpa3uTh Ha3BaHUS IBUKKOB B BUIE
cnucka (K npumepy “detect engines” : “Kaspersky, ESET, Symantec”

3. Pa3pemaercs ncnosnbp30BaTh BIOKEHHBIN jsOn

B xadyecTBe OCHOBHOTO UCTOYHHKA JJAHHBIX JJIs1 00OTAllIEHUsI pEKOMEH/1yeTCsl UCTIO0Ib30BaTh
https://developers.virustotal.com/v3.0/reference#overview

AT — nro60it Ha BeIOOpP. MHTEpdeiic — KoHCOMbHBIN, ¢ help nHpopmannei.

2 Bapuant

Pa3zpadorka mopenn s odoramenus IP ¢punos.

Heob6xomumo pazpabdotats Monens oboramenust [P open source ¢pumos. 3a ocHOBY B3sTh [P
¢un c https://threatfeeds.io (1 nro6oii, Ha BEIOOP) U TpopaboTaTk Mponece odoramieHus. Ot
npoctoro IP no monHonennoro IP ¢duma. [yist 3TOTO0 HYXHO:

1.  BriaButh HeoOXonumble 11 puaa TaHHbIE (MCXO/ U3 KOHTEKCTa (puaa) — Kakon
uH(popManreit odoranark, CKOJIbKO BHEITHUX HCTOYHUKOB UCIOIB30BaTh U T.1. K nmpumepy,
ecnu Gua no MajiBape, To He00X0IMMO, KaK MUHUMYM, 000ramaTh BEpAUKTaMU
AQHTHBHUPYCHBIX TBH)KKOB.

2. OmnpenenuTb CTPYKTYpY OOOTaleHHbIX (PUAOB (jSON UM CSV, MOJIS U UX HA3BaHUE U T.1I.)
3. [TosryueHHbIe TaHHBIE CTPYKTYPUPOBATh U OTOOPA3UTh B ViSiO B BUJIE CXEMBI.
Ob6s3arenbHO yKaszaTh npumep oborameHHoro IP ¢uma co Bcemu noyisiMu ¥ UX ONMHCaHUEM
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(memaercst pykamu 1o 3aaHHON Mojenn). Ha cxeme TOoMmKHBI OBITh yKa3aHbl B3aMMOCBSI3H C
BHEITHUMH UCTOUYHUKAMU I 000TaleHUsI.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/IH:

YMeTh: BBIOMpAaTh M IPUMEHATH 1.Threat Intelligence. ®uapl. OboramieHne 1 aHaIu3.
CpeAcTBa 3amMThl  MH(OpMAanuy, [TpuBectn mpumMepsl.

UCTIOJIB3YIOINX MIPOAKTHUBHBIE 2.ITopsimok cOopa 1 aKKyMYJISIHS JaHHBIX.
TEXHOJIOTUH, JUIl HEHTpaIu3aluu 3.00o0ramnenne 1 aHaIU3 MOTYYEHHBIX JTaHHBIX.
yrpo3 0€30MacHOCTH COBPEMEHHBIX

KOMITBIOTEPHBIX CHCTEM

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEHMYIIICCTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OueHKa "Xopouo" BEICTABISAETCS €CIIU
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHUE JUISI PEIICHHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJaHUE TIPEUMYIIIECTBEHHO BBITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyI0OBICTBOPUTEIIHLHO" BEICTABIISCTCS
€CJIM 3aJIaHU€E BBITIOJIHEHO HEBEPHO UJTU MPEUMYIIECTBEHHO HE BBIMOIHEHO

KM-4. Pa3zpa6oTka niana ocBeoMJIeHHOCTH 110 Bonpocam Ub

®opmbl peanu3anuu: BeinonHenue 3aganus

Tun KoHTpOJILHOr0 Meponpusitusi: OT4er

Bec koHTpOobHOrO Meponpusitusi B BPC: 10

IIpoueaypa npoBeieHHsi KOHTPOJILHOr0 MeponpusTusi: [IpoBepka 3a1aHus MpenogaBaTeIeM

Kpatkoe conepxxanue 3agaHus:
B opranuzanun pekoMmeHayercs pa3padoTars IporpaMmy U IUIaH PEryJsspHOro 00y4eHUs U
MOBBIIIIEHUS OCBEIOMIIEHHOCTH B 001acTH MH(OPMAIIMOHHON 6€30MaCHOCTH.
[TporpaMmy u maH 00y4eHMs U MTOBBIIIEHUS OCBEJOMJIEHHOCTH HEOOXOMMO pa3paboTaTh Mo
CJIEYIOIIMM OCHOBHBIM HalpaBICHUIM:
- IOBBILLIEHUE OCBEJOMIIEHHOCTH Pa0OTHUKOB OpPraHU3aliy 10 BOIPOCaM HCIIOTHEHUS
pernamenTa oOHapysxeHus coobiTuii Ib 1 onoBerieHus 0 HUX, B TOM YHCJIE [0 COCTaBY
coowrTHit Ub;
- IOBBILIEHUE OCBEJOMIIEHHOCTH IIPEICTAaBUTENIEH BHEIIHUX OPTaHU3alMNA U KJIMEHTOB
OpraHHu3aIiH, UCIOJIBb3YIOIUX HH()OPMALIMOHHYIO HH(PPACTPYKTYpPY OpraHU3alllH, O OPSIKE
U Tpoleaypax HHHOPMUPOBAHUS OpraHu3alui 00 oOHapyKeHHbIX nHIMIeHTax 1b;
- 00yueHue U noBblIeHHe ocBefoMiIeHHOCTH WwieHoB [ PUMB u paboTHHKOB opranusanuu,
NpUBJIEKaeMbIX K pearnpoBaHuio Ha uHIMIeHTH b, mo Bonpocam cbopa, puxcanuu u
JTOKyMeHTHpoBaHus nHpopmanuu o0 unimaentax b, ncnons3oBanus kinaccugpukaropa
uHIuAeHToB Ub;
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- oO0yueHue U MOoBbIIIeHHE 0cBeoMIeHHOCTH WwieHoB | PUNB 1 paOoTHUKOB OpraHu3alyu,
IPUBJIEKAaEMbIX K pPearupoBaHuI0 Ha HHIMEHTHI 1B, ¢ nenbio npuobdperenus 3HaHuM 1o
TEXHUYECKOH 3KCIUTyaTanuu HH(PpOPMATMOHHONW HHPPACTPYKTYpPhI OpraHU3alnHy,
MO3BOJIAIOIINX OCYIIECTBUTH ONEPATUBHOE 3aKpbITHE MHIUACHTOB U1b;

- o0yueHne pabOTHUKOB MOApa3AeICHUN HHPOPMATU3ALUN OPTraHU3ALUUIIO BOTIPOCAM
JKCIITyaTalluy TEXHUYECKUX CPELICTB;

- 00yuenue paboTHUKOB cayxk0b1 b oprannsanuu mo Borpocam KOHTPOJIS KCILTyaTalluu
TEXHUYECKUX CPEICTB.

Pexomenyercst o3HakoMIIeHHE PaOOTHUKOB OpraHU3aIMy C MPOLEAYPOi HH(DOPMUPOBAHUS O
coObITusix b, a Taxke 0 HEOOXOAUMOCTH HEe3aMeTUTENILHOTO COOOIIeHHsI 00 0OHAPYKEHHBIX
coObiTusix b onepatopy-nucneruepy I'PUNB. B npouenypbl 03HaKOMIIEHUS] pEKOMEHAYETCS
BKJIIOYATh!

- IepeveHp win onucanue coobiTii b, 0 KoTopbix Tpebyercs cooduiars;

- (hopmy coobuieHus o cooObiTusax Mb, Bkovas aeranu, CymecTBEHHbIE Il KilacCU(UKaLuu
uHuuaeHta Ub, u onucanue 1eficTBUil 0 pearupoBaHulo (HanpuMep, 0 TUIIE HECOOTBETCTBUS
WIN HapylIeHUs, BOSHUKHOBEHUX HENPaBUWIbHBIX cpaOaThIBaHUM, OABICHUN COOOLICHUH Ha
9KpaHe, HETUIIMYHOM IOBEJCHUH );

- cr10coOBl IEPBUYHOT0 IOKYMEHTHPOBaHUs HHPOpMaLuu 0 coobITHsIX UB;

- PEKOMEH1alluu 110 TOBEICHUIO B Ciyyae sIBHbIX HapyiieHui b, Hanpumep o BbIoNHEHUN
WK, HA000POT, 3aIpeTe KaKuX-1100 AeHCTBUI, KpoMe HEMEAJICHHOTO OIIOBELICHHUS
oneparopa-ngucneryepa [ PUUB.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

YMers: BHEZIPATH 1.ITopsinok pa3pabOTKU OCHOBHOTO COJIEPIKAHUS
OpraHU3alMOHHbIE MEpbl MOJIUTUK IIPOrpaMMbl NOBBILIEHUS] OCBEOMIIEHHOCTH B 00J1aCTH
OOHOBJICHUS CHUCTEMHOTO u nH()OPMAIMOHHON 0E30MaCHOCTH

npuknagHoro IIO, pesepsHOrO 2.ITopsinok pa3pabOTKH OCHOBHOT'O COJIEpKaHMSI IIaHa
KONUPOBAaHUSA U YIpPAaBIICHUS MOBBIIICHUS] OCBEIOMIICHHOCTH B 001aCTH
YSI3BUMOCTSIMHU nH(pOPMAIMOHHOM 6€30MaCHOCTH B OpraHU3aluN

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenka: 3a9TEHO
Onucanue xapaxmepucmuxu 8bINOIHeHUS. SHAHUSL:

Oyenka: HE 3a4TEHO
OnucaHue XapakmepucmuKu 6blNOJIHEHUsL 3HARUA!

KM-4. IIpakTuka uarerpanuu IDS/IPS B KOMIBIOTEPHYIO CETh

®opmbl peanauzannu: KomnelorepHoe 3a1anue

Tun koHTpoBLHOr0 Meponpusitus: Jlaboparopuas padora

Bec koHTpOBbHOrO Meponpusitusi B BPC: 15

IIpoueaypa npoBeieHHst KOHTPOJIBLHOT0 MeponpusaTHsi: [IpoBepka 3a1aHus penoaaBaTeIeM

Kparkoe conepxxanue 3agaHus:
Pa3paborka nemo-miiargopmsl Threat Hunting na ocnose ELK stack
[Tone3HblE CCHUIKU:
https://www.elastic.co/elastic-stack
https://www.elastic.co/beats
3amaun:
1.  Passepnyrts Elastic stack mocnenneii Bepcuu B BupTyansHoit Mamune Unix (Debian nnn
Ubuntu)
2. N3yuuth koMmnoneHTs! Elastic stack, BKIIOUUTE B OTYET X KPAaTKOE ONMHMCAHUE.
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https://www.elastic.co/elastic-stack
https://www.elastic.co/beats

3. N3yunuth areHTH cOOpa cCOOBITHIT ¢ NCTOYHUKOB (beats), BHIOpaTh 1 000CHOBAThH BHIOOD
areHToB JJ1s1 cOopa coObIThii ¢ BM 1 co3anus cucTeMbl POAKTHBHOTO TTOMCKA yTPo3

4, Cosznate hunt st nerextupoBanus (Ha Be1OOD):

Texuuku Remote Access Tool (RAT) - https://attack.mitre.org/techniques/T1219/

Texuuku Credential dumping - https://attack.mitre.org/techniques/T1003/

(Ha ouenky otinuuno) Suspicious powershell - https://attack.mitre.org/techniques/T1086/

5. Jlo6aButh GyHKIMOHAT IeTeKTHpoBaHus 1o threat intelligence ¢punam.

KoHTposibHbIe BONPOCHI/3aJaHUA:

YMeTs: MIPUMEHSTh HAaBBIKU 1.Texnuku Threat Hunting. Busyanuzamnuu u arperamuu
UHTETpalli  CPEJACTB  3alllUThl 2.Texnuku Threat Hunting. MammanOe 00yueHue
uHpopmanuu, HCITOJIB3YIOIITNX 3.Mcrounuku uHpopmanuu u runote3 B Threat Hunting

IMPOAKTUBHBIC TEXHOJIOI'MH nu
aBTOMATH3AllMM UX HACTPOCK MPH
BBISIBIICHMH YTpo3 0e30macHOCTH
COBPEMEHHBIX KOMIBIOTEPHBIX
CHCTEM

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu ebinoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHIe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OeHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABIICHHE ISl PEIICHUS 3a/1a4

Oyenka: 3
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu ebinoaneHus snanus: OueHka "yJIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIOJIHEHO

18



https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1086/

COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
6 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

HHY M5H SK3AMEHAIIMOHHBII BILIET Nel Vmeepacoaio.
Kadenpa Bezonacnocmu u ungpopmayuonnvix

mexsono2ui 3ae. kagh. BHT

Jluctmmumiza « TeXHOMOT I IPOaKTHBHOIT A.JO.Hesckuit
3aITHl HHGOPMAIIOHHBIX CHCTEM» IIpomoxon HMK HOB

Hu ) KMl HHCTHTYT

1. OC Linux. IToacncTems! 6e30macHOCTH. KpaTKOe ONIICAHIIe I TPIMepHI TCTIOTb30BaHIA.
2. Threat Hunting. HcTounnkn HHGOPMALIHH I THIIOTE3.
3. ITpakTiaeckoe 3aganne Ne 3

IIpoueaypa npoBenenust

HpOBepKa nperoaaBaTCJIeM IIMCbMCHHOI'O OTBCTA HA BOIIPOCHI ouiera

L. Ilepeuenv Komnemenyuit/uHOUKaAMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8

0C60€HUA Oucuunﬂunbt

1. Komnerenuusi/Muauxarop: I1K-2.3nk-1 BHenpser opranu3aioHHbIe MEpPHI 110 3aIIUTE
UH(POPMAaLIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

Bomnpocel, 3axanus

I.HpoaKTI/IBHaﬂ 3alIUThI I/IH(I)OpMaL[I/IOHHBIX CHCTCM. I[OCTOI/IHCTBB. H HEOOCTAaTKH. OTanums ot

PCAKTUBHBIX MCTOOB.
2.MOI[6J'II/I 0e30ImacHOCTH KOMITIBIOTCPHBIX CUCTCM. Z[I/ICerI_II/IOHHaH N MaHAaTHas IIOJIHMTHUKU.

3.0C Linux. OcHOBHbIE KOMIIOHEHTHI apXUTEKTYphl U UX Ha3HadeHue. [IpuHuun padboTs! sapa.

4.0C Linux. ITogcucremsl 6€30MaCHOCTH. KPaTKOE OMMCAHUE U IPUMEPHI HCIIOIb30BAHUS.
5.Apxutextypa OC Windows.

6.IToncucrems! 6ezonacaoctu OC Windows.

7.Mounutop coctosinus 3auTsl (SRM). Bzaumoneiictsue ¢ LSASS.

8.Active Directory. Jlomensl. baza nanHbIx. YnpapieHne y4€THBIMU 3aITUCSIMU.

9.CepBuc IpoBEpKHU NOUTMHHOCTH JIOKAIBbHON crcTeMbl Oe3onacHocTH. [IpuHiun paGoTsl.
basza noynurtuk.

10.OcnoBHble komnoHeHTsl LSASS. KpaTtkoe onucanue v Ha3HaYeHHeE.

11.IIpowecc Bxojia mosib30BaTels B cUcTeMy. Bunbl ayreHTH)HKAIMK TOIB30BATENS.
12.ITpunnun padots! npoTokonaa NTLM.

13.IIpunuun pabotsl mpoTokona Kerberos.

14.Ympasnenue nocrynom B OC Windows.

15.Unentudukaropsr 6e3omnacHoct. Onucanue cTpykTypsl. [IpuBectu nmpumep
UACHTU(PUKATOPY YPOBHS «aIMHUHUCTpATOpa TOMEHa» U YPOBHS «[ OCTH.

16.Tokens! noctyna. CTpykTypa U IpUMEHEHUE.

17.MexaHu3M OIULETBOPEHUS. Y POBHH IIPUBHJIETU.

18.IIpuBmiiernu 00bEKTOB M CyOBEKTOB. BUIbI MPUBHIIET U M UX KPATKOE ONUCAHHE.

19. luckpennoHHbIi KOHTPOh HocTyma Windows. CIIUCKH KOHTPOJIS OCTYTA U ONPECIICHHIE

pas.

20.TuckpenninoHHbIN KOHTPOIb goctyna Windows. Jleckpuntop 6€30macCHOCTH U pa3peieHusl.

21.MaHJaTHBII KOHTPOJIb LEIOCTHOCTH. Y POBHU LEIOCTHOCTH.

22.MaHJaTHBIN KOHTPOJIb LEeNoCcTHOCTH. CTaHaapTHas noautuka. [IpuMepsl ncnoap30BaHus.



23.User Account Control. [Ipuauun pa6oTsl. [Ipumeps! HCTIOIB30BaHUSL.
24.0cHoBHas KoHIENIMs Oe3onmacHocTH. KoHTposk poctyna k pecypcam OC.
25.0cHoBHas KoHIenus 6e3onacHocTu. Pasrpannyenue npas gocryna. OCHOBHBIC MpaBUIIa U
MOJIEJIH.

26.Bupryanuszanus. OCHOBHBIE ITpeuMyLiecTBa. BupTyanbHble MallIMHBbIL.

27.Bunibl BUpTyaau3aluu.

28.Bupryanu3zanus B *HPOPMALMOHHON O€30MaCHOCTH.

29.Texnomnorus necoynu. [[pumenenne u Moaeu U3OJISIIUU.

30.Texnonorus necoynutl. [IpuHIMNIBI AETEKTUPOBAHMSI IPUIIOKEHUH TECOUHULIEH.
31.Texnonorus necounuil. Cuckoo sandbox. ApXuTekTypa U IPUHIUI PAOOTHI.
32.29BpUCTUYECKHUE AITOPUTMBI JCTEKTUPOBAHUS yTPO3.

33.43bik Yara. Cunrtakcuc. [IpuHIun HanucaHus J€TEKTUPYIOIIUX TTPaBUIL.
34.IloBenenueckuii ananus. baokuparop HIPS.

35.Omynsnus koaa. [ponecc nerekrupoBanus. CooupaeMblie apTedakThl.
36.Crannaptabie xypHaIbl coObITHl OC. OCHOBHBIE COOBITHS Oe30macHOCTH. Bup
*KypHaioB. KpaTtkoe onrcanue Ha3HaYeHHUS.

37.Sysmon. Haznauenwne. Buasl coObITHI.

38.Threat Intelligence. [Tonsitue, 3anaun u stansl. [IpuMepsl HCIONB30BaHUS.
39.Threat Intelligence. ®uapt. COOp M aKKyMYJAIHS TaHHBIX. [I[puBecT mpuMepsl.
40.Threat Intelligence. ®unpl. OGoramenue u ananus. [IpuBectu mpuMepsl.
41.MounuTopuHT HH(POPMATMOHHOH Oe30macHOCTH. BHUpl MOHUTOpHHTA.
42.CucteMbl MOHUTOPUHTA TPOU3BOIUTENILHOCTH U AOCTyNHOCTH. X ¢pynkiuu. [Ipusectu
[IPUMEPBHL.

43.SIEM cucrembl. OCHOBHBIE MEXaHU3MBI U petiaemble 3aaauu. [Ipumepst SIEM cuctem.
44 .S1IEM cucremsl. Tunosast apXUTeKTypa.

45.S1IEM cucrtemsl. [IpuMeHsieMbie METOIbI M CPEACTBA.

46.MexcereBol 3kpaH. OYHKIMH.

47 MexceteBoii akpan HoBoro nokoneHust (NGFW). IIpuniun pa6otel. OTinuyus ot
KJIACCUYECKOT0 MexkceTeBoro 3kpana. [Ipumepst NGFW.

48.MexcereBoil skpan HoBoro nokosieHust (NGFW). TexHonoruu BHeZpeHMs B
KOPIIOPaTUBHYIO CETh.

49 .@unbTpanus cereBoro Tpapuka. Crucku KOHTPOJIS JOCTYTIA.

50.Penyranuonnslie TexHonoruu. [IpeumymiectBa u HegoctaTku. [IpruMepsl HCIOIB30BaHUS.
51.Penyranmonnsie TexHonoruu. Whitelisting.

52.Penyranuonnsle TexHosoruu. Web, Email, File pemyrarus.

53.Threat Hunting. OTau4us OT KJIaCCHYECKOTO MOAX0/1a IO 0OHAPYKEHUIO YyTPO3.
54.Threat Hunting. Mcrounuku uHpOpMaLMK U TUIIOTES.

55.Threat Hunting. IIpouecc nposepku runores. [Ipusectu npumep.

56.Texnuku Threat Hunting. bazoBblif mouck.

57.Texuuku Threat Hunting. CtaTnueckuii ananus.

58.Texnuku Threat Hunting. Buszyanusanuu u arperanuu.

59.Texnuku Threat Hunting. MammnHoe o0y4eHue.

60.0nenka 3pPEeKTUBHOCTH 3aLUTHI IEPUMETPA CETH.

61.IToBbIIEHNE OCBEIOMIIEHHOCTH COTPYIHUKOB B 00nactu Ub.

62.ITonmutrka 0OHOBIIEHUS CUCTEMHOTO U TipukiaaHoro [10.

63.IlonuTHKa pe3epBHOTO KOMMPOBAHUS.

64.YmpaBneHue ysa3BUMOCTSIMH.

65.Data Science B Ub. OcHOBHBIE 3a1a4H.

66.Data Science B Ub. Ilpumenenue. [IpuBectu npumMepsl.

67.IlpakTuyeckoe 3axanue Nel

JlerexTupoBanue (ailyioB ¢ MOMOIIBI0 Y ara-npaBuil.
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) eambat

JaHo mectHaaaTepuIHOE TIpeacTaBieHue .bat daiina. Heodbxoaumo:

1.  Kparko omucats (yHKIIMOHAT (aiina;

2. Co3ziarh IeTeKTUpYIOIee MPaBUIo Ha A3bIKE Y ara.

68.IlpakTuyeckoe 3axanue Ne2

Co3zanue MO TaHHBIX COOBITHS 1 KypHana Sysmon i nanbHeineir oopadotkun SIEM
CHCTEMOM.

029489623E0AE2 DA 0ATBOATC MFS61ECBEG6 1 JECLA TS0, IMPHASH= 11433ERADTBED937S6300TATFECI6E2

ITo nanHbIM U3 pucyHka 1 chopMupoBaTh MOJIENb JAHHBIX, MUHUMAJILHO HEOOXOAUMOIO JUIs
nocienyromeit 0opadorku SIEM cucremoii. Moaenbs 0TOOpa3uTh B BHIE CIEAYIOIIEH
TaOJIULIBIL.

HasBanue nepemenHoii | PerynspHoe BeipaxkeHue

cmd CommandLine:\s*\”(.{0,})\”

I[J'IH ONHCaHUS 3HAUYCHUN MEPEMCHHBIX HGO6XOI[I/IMO HCIIOJIB30BAaTh A3LIK PETYISAPHBIX
BI)Ipa)KeHI/II\/JI. ILJ'IS[ MNEPEMCHHBIX, UMCIOIIUX MOCTOSIHHBLIN MMaTTCpH, H€06XOJII/IMO HUCITIOJB30BAThH
TOYHBIC PCTYJIIPHBIC BBIPAKCHU.

69.IIpakTHyeckoe 3aganue N3

O6OF3.H_IGHI/IC HWHJAWKATOpa KOMIIpOMETAllUN

Jan cnenyromuii ”HAMKATOP KOMIIPOMETALMH:
hxxp://www[.]Jiugerfsodp9ifjaposdfjhgosurijfaewrwergweal.]Jcom

Heob6xomumo:
1. Onpenenuts TUI UHAUKaTOpa KoMipometaruu (IP aapec, xami u T.1.);
2. O6oraTuTh UHIUKATOP JTONOJHUTENIBHBIMH JaHHBIMU. KpuTepuil ycneniHoro

BBITIOJTHEHUS — OJTHO3HAYHASI MHTEPIIPETAIUS UHIUKATOpA CHCTeMaMu O€30MacHOCTH U
cunennanncramu Ub;

3. OO0oraméHHbI HHIUKATOP MPEICTABUTh B BU/IE CTPYKTYPUPOBAHHOTO MACCHBA;

st oGorameHrst He00X0IMMO MCTIOJIb30BaTh aKTyaJIbHBIC JAHHBIC U3 OTKPBITHIX HCTOYHUKOB.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.ITpoakTUBHBIE TEXHOJIOTUH 3AIUTHI.
OTBETHI:

BepHLIﬁ OTBCT. HpOaKTI/IBHBIe TCXHOJIOTHUH 3allIUThI — COBOKYITHOCTb TEXHOJIOTHH U
MCTOOO0B, UCITIOJIL3YEMBIX B IIPOTPaMMHOM U IPOTrpaMMHO-aIlIIapaTHOM O6€CH€‘-I€HI/II/I,
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OCHOBHOI LI€TIbI0 KOTOPBIX, B OTJIMUUE OT PEAKTUBHBIX (CUTHATYPHBIX) TEXHOJIOTUH,
SIBJISIETCS IPEeAOTBpalleHue peanusanuu yrpo3 1b.

2.Meton oOHapyXeHMsI, OCHOBAHHBII HAa CUTHATYpax (pEaKTUBHBIX TEXHOJIOTHSX ).

OTBETHI:

Bepwusrii otBeT: OOHapy»XeHHe, OCHOBAaHHOE HA CUTHATYpaxX — METOJ

paboThI aHTUBUPYCOB M CUCTEM OOHAPYKEHUS BTOPKEHHIA, TIPU KOTOPOM IPOTrpaMMma,
npocMatpuBas (aii M naker, oopamaercs K 6a3e JaHHBIX C U3BECTHBIMU BHPYCaMH,
cocraBieHHOMY aBTopamu C3U.

3.HCI[OCTaTKI/I PE€AKTHUBHBIX METOJ0B 3aIlIUTHI.

OTBETHI:

Bepusriii otBet: 1. Cnabas a¢pdexruBHOCTS TpOTHB yrpo3 Tuna 0-day; 2. HeobxonumocTth
MTOCTOSTHHOTO OOHOBJICHUS 0a3bl 3HaHUM (0aHKa JaHHBIX 00 U3BECTHBIX yrpo3ax); 3. s
JETEKTUPOBAHUS YTPO3bl HEOOXOIMMO MPOLEIypa CKAaHUPOBaHUS / pearnpOBaHus,
KOTOpasi OTHUMAET JOCTATOYHO MHOTO BPEMEHHU M PECYPCOB.

4.IloHsiTHE IPOAKTUBHOM 3aIIHUTHI.

OTBETHI:

Bepwbiii otBeT: [IpoakTHBHBIE TEXHOIOTHH 3aIIUTHl — COBOKYIMTHOCTh TEXHOJIOTHIA U
MCTOHOB, UCIIOJIL3YCMBIX B IIPOI'PaAMMHOM W IIPOTpaMMHO-AIIIapaTHOM O6€CH€‘~ICHI/II/I,
OCHOBHOI 11€TIbI0 KOTOPBIX, B OTJIMYUE OT PEAKTHUBHBIX (CUTHATYPHBIX) TEXHOJIOTUH,
SIBJISIETCS IPEAOTBpAlllCHUE peanu3anuu yrpo3 1b.

5.Ilousitue Tepmuna Kill chain wim youiitcmeennas uenouxa.

OTBETHI:

Bepusiii otBer: Tepmun Kill chain win youiicTBeHHas! LEMOYKa HOTYYHIT ITUPOKOE
pacrnpoctpanenue nocie myosnukarmu nokiaana “Intelligence-Driven Computer Network
Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill

Chains" xomnanueii Lockheed Martin, ciennanu3upyromiascsi B 00J1acTH aBHACTPOCHUS U
aBMAKOCMHYECKON TEXHUKH, B KOTOPOM CpPEH MPOYETO ONUCHIBAETCS
IIOCJIEZ0BATEIBHOCTD 11ar0B 3JI0yMBIIIEHHUKA, OCYILIECTBIISIONIET0 HE3aKOHHOE
IIPOHUKHOBEHUE (B3J10M) B HHPOpMAIMOHHYI0 cucTeMy. Pa3Benka. MccnenoBanue,
UACHTUUKALMS U BBIOOP LI€JEeBOM cUCTeMBI 11 B3noMa. Boopyxenue. OcHaleHue
TyJa3aMu M malware Ui coBepieHus HanaaeHus JlocraBka. JloHeceHue BpeIOHOCHOTO
KOHTEHTA JI0 LIEJIEBON CUCTEMBI. 3apa’keHUe. 3allyCK BPEIOHOCHOTO KO/1a WIIH
SKCIUTyaTalus ya3BUMOCTU cuctembl. MHcTamusiums. OTKpbITHE yIaI€HHOTO JOCTYTa U
JApYyrue NeUCTBUA ¢ 3apaXeHHOU cucteMoi. [lonyuenue ynpasieHus. YpaBleHHE
3apakeHHOM cucteMoil. Brimonnenue aeicteuii. COop, Kpaka, OTIIpaBKa JaHHbIX,
mudpoBanue Gpaitaos, HOAMEHA U yJaJlleHUE JaHHbIX.

6.TexHOJIOrMM MPOAKTUBHOM 3aIIMTHI.

OTBETHI:

BepHnplii otBeT: 1. OBpucTHUecKuil aHaIN3; 2. OMysauus koaa; 3. [loBeneHueckuil anamms;
4. Sandboxing (Ilecounuiia) — orpaHuyeHNe NPUBUIIETUIN BBIMOIHEHUS; S.
Buptyanu3zamus pabouero okpyskeHus; 6. 3amuTa Ha OCHOBE OJIHUTHUK; 7. «bernbie
cruckny (Whitelisting); 8. Threat Hunting etc.

7. TexHoa0ruu HpOaKTHBHOﬁ 3alIUTHI - 3BPUCTHYCCKOI'O aHaJIn3a.

OTBeETHI:

BepHnplii otBeT: TexHOIOrHS 3BpUCTUYECKOTO aHAIM3a 3aKIII0YaeTcs B 0OHapyKEHUU
IIyTEM aHAJIM3a KOJa Peal3yeMOoro IPUIOKEHUs, MAaKpOca WIHM CKPUIITa Y4aCTKOB
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BPEIOHOCHOTO KoJ1a. DTO He caMasi 2(pPeKTHUBHASL TEXHOJOTHSI, TaK KaK OoJbIIoe
KOJINYECTBO CpabaThIBAaHWH OYECHB YyBCTBHTEIBHOTO aHAIN3ATOPA JIOKHO, a HAOOP
TEXHUK, KOTOPBIN UCTIONb3YyeTCs aBTOpamMu BpeoHocHoro [10 1octaToYHO MUpPOK.

8. TexHOI0rUM MPOAKTUBHOM 3aLUTHI - IMYJISIIIMUA KOJIA.

OTBETHI:

Bepasiit otBeT: TeXHOIOrUA SMYIIALMHU KOAA PEATU3yETCs IIyTEM 3aIlyCKa IIPUIIOKEHUS B
Cpele SMYJIALMY U SMYJIUPYET MOBEACHUE LEHTPAILHOro npoueccopa wim OC.
Henocrarok 1aHHOM TEXHOJIOTHH B €€ OOJIBIIOM 00bEME BO BPEMEHH U pecypcax
KOMIIBIOTEpA M0JIb30BATEII.

9.TexHoJIOrMM NPOAKTUBHOM 3aIUTHI - aHAIN3a TOBEIACHUSI.

OTBETHI:

Bepublil otBet: TexHoI0rMs aHanu3a MOBEICHHSI pean3yeTcs Kak nepexsaTr Habopa
BOXHEUIINX CUCTEMHBIX ()YHKIMI MM YCTaHOBKA T.H. MUHU-(GWIBTPOB. [Ipu Heit
OTCJIE)KUBAETCS BCA AKTUBHOCTB T10JIb30BATEIIS B CUCTEME. TEXHOIOIMEN TOBEAEHYECKOTO
aHaJIM3a OLICHUBAETCA KaK €IMHUYHOE IEHCTBUE, TAK U BCA LENIOYKA JCHCTBUN.

10.TexHonorus mpoakTUBHOM 3amuThI - [lecounuria.

Bepusriit otBet: Texnonorust [lecounnisl peann3zoBana Ha 6a3e MPUHINIIA OTPAHHYCHHS
aKTUBHOCTH MMOTEHIIMAIBHO BPEJOHOCHBIX IPUIOKEHUH C TEM, YTOObI JTUILIUTh UX
BO3MO>KHOCTH HAHECEHUS BPEa CUCTEME ITOJIb30BATEIIA.

11.TexHonorus MpoakTUBHOM 3aIUTHI - BUPTYyaIU3alUU pabOUYero OKpyKeHHUS.

OTBETHI:

Bepuriit otBeT: TeXHOIOTHIO BUPTYATU3ALUKA PA00UYETo OKPYKEHHS OCYIIECTBISET
CUCTEMHBIH JipaiiBep, UCIOJIb3Ysl IEPEXBAT BCEX 3aPOCOB HA 3aIMCh HA KECTKHUM JTUCK C
BEITIOJTHEHUEM 3aIVCH B CIICIIUATBHYIO JUCKOBYIO 00JIaCTh — Oydep BMECTO 3amucH Ha
peanbHbIi xecTKul quck. OJTHAKO, TEXHOJIOTUS BUPTYAIH3aI[Ul pab04yero OKpy>KeHUs He
TapaHTHPYET 3aITUTY OT BPEAOHOCHBIX MPOTpaMM, IeJIh KOTOPBIX Kpaka
KOH(UIEHIMATBHBIX JAaHHBIX, TaK KaK HEe 3allpeliaeT JOCTYI Ha UTEHUE K )KECTKOMY
JTUCKY.

12.KomnonenTa 6e3onacHoctu Windows - mporeaypa peructpanuu (Logon Processes),

OTBETHI:

Bepnpiii otBet: [Ipouenypa peructpanuu (Logon Processes), koropast oOpabarbiBaeT
3aIrpockl NOJIb30BaTeNel Ha BXo/ B cucTeMy. OHa BKJIIOYAIOT B c€0s1 HAYaJIbHYIO
WHTEPAKTHUBHYIO TPOIIEYPY, OTOOPAKAIONIYI0 HAYaIbHBIN THAJIOT C MOJIb30BaTEIeM Ha
9KpaHe, U yJaJeHHbIe MPOLEeTyphl BX0/1a, KOTOPbIE MO3BOJISAIOT Y1aICHHBIM
MOJTE30BATEIISIM MTOJTYYUTh JJOCTYI C paboueil CTaHIMK CETH K CEPBEPHBIM IMPOIeccaM
Windows NT. Ilpouecc Winlogon peanusoBan B daiine Winlogon.exe 1 BBINOIHAETCS Kak
MPOIIECC MOTB30BaTENbCKOT0 pexxuMa. CtannapTHas oubimoreka ayrentudukanuu Gina
peanu3oBaHa B Qaiine Msgina.dll.

13.KommonenTa 6e3onacunoctu Windows - [loncucrema nokansHoM aBTopu3armuu (Local
Security Authority, LSA).

OTBETHI:

Bepwnsriit otet: [loncucrema nokansHo# aBTopusaruu (Local Security Authority, LSA)
CHCTEMa KOTOpas FapaHTUPYET, YTO MOJIb30BaTENb UMEET Pa3pELICHHE Ha JOCTYII B
cUCTeMY. DTOT KOMIOHEHT - LIEHTPpaJIbHbIN J1s cucteMbl 3amuThl Windows NT. On
MIOPOKAAET MapKePbl JOCTYIIA, YIPABISAET JOKAIbHOM MOJTUTHKON 6€30MacHOCTH U
MIPEIOCTABIIIET UHTEPAKTUBHBIM MOJIb30BaTENIM ayTeHTU(DUKAIMOHHBIE yeiyru. LSA
TaK)K€ KOHTPOJIUPYET MOJUTHKY ayAUTa U BEAET KypHAI, B KOTOPOM COXPAHSIFOTCS
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cOOOIIEeHNUS, TOPOXKIaeMble JUCTIeTYepoM aocTyrna. OCHOBHAs 4acTh (DYHKIIMOHAILHOCTH
peanu3oBana B Lsasrv.dll.
14.KomnonenTa 6e3omacHoctu Windows - Menemxkep ydaera (Security Account Manager,
SAM).

OTBETHI:

Bepusiii otBet: Menemkep yuera (Security Account Manager, SAM), KOTOpBIii yripaBiseT
0a30if JTaHHBIX y4eTa MoJb30BaTelNeil. JTa 6a3a JaHHBIX COAEPKUT HH(POpMaNHIo 000 Bcex
MOJIb30BATEIISIX M TPYIIAX moyib3oBaTeneil. lannas cioyx0a peannzoBana B Samsrv.dll u
BBITIOJIHSIETCS B Tiporiecce Lsass.

15.Komnonenra 6e3onacaoctu Windows - Jlucrierdep gocrymna (Security Reference

Monitor, SRM).

OTBETHI:

Bepnpsrii otBet: Jucneruep nocryna (Security Reference Monitor, SRM), mpoBepsirommii,
MMEET JIM TI0JIb30BaTe b ITPABO Ha JOCTYI K OOBEKTY U Ha BBITIOJHEHUE TEX JICHCTBHH,
KOTOPBIE OH IBITAETCS COBEPIINTH. DTOT KOMIIOHEHT 00€CIIEUNBAET JICTAIN3ALUIO JOCTYIIa
Y TIOJIUTUKY aynuTa, onpenenseMbie LSA. OH npenoctasisieT yCciayry JJis IporpaMM
CYNEPBHU30PHOTO M MOJB30BATEIBCKOTO PEXKUMOB, YTOOBI TAPAHTUPOBATb, YTO
MOJIb30BATEIIH U TPOIIECCHI, OCYIICCTBIISFOIINE MTOMBITKA JOCTYIA K 00BEKTY, HMEIOT
Heo0XoMMBbIe TIpaBa. JIaHHBII KOMIOHEHT TaKXKe MOPOKAAET COOOIIECHUS CITYKOBI
ayJMTa, KOr/ia 3TO HEOOXOMMO. DTO KOMIIOHEHT MCIIOJHUTEIBHON CUCTEMBI:
Ntoskrnl.exe.

16.Monwutop 6e3omacuoctu (Security Reference Monitor, SRM).
OTBeTHI:

Bepnsrii orBeT: MonuTop 6e3omacHoctu (Security Reference Monitor, SRM) mpoBepsier,
MMeeT JIM TI0JIb30BaTeNb JOCTATOYHBIE MTpaBa [l IOCTyMa K 00beKTy. B oTinune ot
JIPYTUX KOMIIOHEHTOB CHUCTEMBI O€30MTaCHOCTH OH paboTaeT B pexxume siapa. KoMmoHeHTs
sJIpa U MOJIb30BaTeIbCKUE MPOIeCChl 00pamaTcs K MOHUTOPY 0€30MMacHOCTH, YTOOBI
BBISICHUTH, UMEIOT JIU MPABO TOJIb30BATENIH U MPOIIECCHI TOJIYYUTh JOCTYM K OOBEKTY.
SRM xpaHuT B ce0e BECh KOJI, OTBETCTBEHHBIH 3a MOATBEPKACHHUE JOCTYIA, U 3TO
€IMHCTBEHHAs KOMHS JJAHHOTO KoJia Jutst tobo# cuctembl Windows. biarogaps aTomy Bce
MIPOBEPKHU BBHITIOTHSIOTCS OJJUHAKOBO ISl BCEX OOBEKTOB B CHCTEME.

17.Iloncucrema npoBepKH MOATMHHOCTH JIOKaJIbHOU cuctemsl 6e3omacHoct (LSASS).
OTBeTsI:

Bepusriit otBeT: CepBHUC MPOBEPKH MOTMHHOCTH JIOKAILHOW CHCTEMBI O€30MaCHOCTH
(aurn. Local Security Authority Subsystem Service, LSASS) — gacTh onepannoHHO#M
cucrembl Windows, oTBeUaroIias 3a aBTOPHU3AIIUIO JIOKATBHBIX TOJIh30BaTENIEH OTACTHHOTO
KomIbioTepa. CepBHC SABISCTCS KPUTHUSCKUM, TaK Kak 0€3 HEro BXOJI B CHCTEMY JIJIs
JIOKaJIbHBIX MOJIb30BaTes e (HEe 3aperUCTPUPOBAHHBIX B JIOMCHE) HEBO3MOKEH B
MIPUHITATIC.

18.B3anmopeticteue SRM u LSASS.
OTBeTHL:

Bepnpriii otBeT: SRM, BhINoHAEMBIH B pexxume aapa, u LSASS, paboratomuii B
MOJIb30BAaTEILCKOM PEXHUME, B3aUMOACHCTBYIOT o Mexanu3My LPC (cMm. riasy 3). [Ipu
nHANHanM3auu cucteMbl SRM coznaet mopt SeRmCommandPort, k koTopomy
noaxmouaercss LSASS. TIpouecce Lsass npu 3anycke coznaetr LPC-niopt
SeLsaCommandPort. K sTomy nopry nogkmtouaercs SRM. B pesynbrare popmupyrores
3aKpBIThIe KOMMYHHUKAIIMOHHBIE TOPTHL. SRM co3naet pazen olmiel naMaTu ams
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nepeaayn cooOIeHui JHHee 256 0aiiToB U epeaeT ero onrcaTeNlb Ipy 3ampoce Ha
coenuaenue. ITocne coenuuenust SRM u LSASS Ha 3Tane nHUNUAIN3alMA CUCTEMBI OHU
OoJiblIIe HE MPOCTYIIMBAIOT CBOM MOPTHI. [103TOMY HUKaKOW TOJIH30BATENBCKUN TIPOLIECC
HE CMOXET MOAKIIYUTHCA K OJHOMY U3 3TUX ITOPTOB.

19.Active Directory u tomenst Windows.
OTtBeTsI:

Bepusiit otBet: Active Directory («AKTHBHBIN KaTanor», AD) — ciry:k0bl
KarajoroB kopropauuu Microsoft mis onepannonnsix cucrem cemeiictea Windows
Server. IlepBoHavanbHO co3naBanack, kak LDAP-coBMecTnMas peanuzamms ciryx0b
KaTaJIoros, ogHako, HauuHas ¢ Windows Server 2008, BKIIF04aeT BO3MOXKHOCTH
WHTETPALUH C APYTUMH CITY’)KOaMH aBTOPHU3AIMH, BBITOJHSS ISl HUX WHTETPUPYIOUIYIO U
00BETMHSIONIYIO poJib. [103BOIISIET aAMIUHICTPATOPAM HCIIOJIB30BATh TPYIIOBBIC
MOJIUTHKH JUTs1 00ECTICYCHUS €IMHO00pa3nsl HACTPOMKH IOJIb30BaTENILCKOM paboueit
Cpelbl, pa3BOpaYMBaTh MPOTPAaMMHOE 00ECIIEYCHHE Ha MHOKECTBE KOMITBIOTEPOB Yepe3
IpYIIOBbIC MOMUTHKK WK mocpeactBom System Center Configuration Manager (panee —
Microsoft Systems Management Server), ycTaHaBIHBaTh OOHOBIICHUS OIEPAIIMOHHOM
CHCTEMBI, IIPUKJIATHOTO U CEPBEPHOI0 IPOTPAMMHOTO 00ECIICUEHHsSI Ha BCEX KOMITBIOTEPAx
B ceTH, ucnoyib3ys Ciryxx0y ooHoBieHuss Windows Server. XpaHUT TaHHBIC U HACTPOUKHU
Cpezbl B IEHTPAIM30BaHHOW 0a3e JaHHBIX.

20.ITorsitme Winlogon.
OTtBeTsI:

Bepubiii otBer: Winlogon - 3To 10BepeHHBIH Mpolece, OTBEYAIOIIHIA 32 YITPaBICHHE
B3alMO/ICIICTBUEM C I10JI30BATEJIEM, CBA3aHHBIM C 0€3011aCHOCThI0. OH KOOPAUHUPYET
BXOJl B CUCTEMY, 3aIlyCKaeT MEPBBIN MTPOLIECC MOIb30BATEIIS IIPH BXOJE B CUCTEMY,
00pabaTbIBaeT BBIXOJ] M3 CUCTEMBI U YIIPABIISICT PA3IHYHBIMU APYTHUMHU OTIEPALIUSMH,
OTHOCALIMMHUCSA K 6e30nmacHOCTH, BKiIto4das 3anyck LogonUI nist BBoJa maposneit npu Bxoje
B CHUCTEMY, U3MeHeHue naposeil u biiokupoBka 1 pa36iokupoBKa paboueit cTaHIun
ITporiecc Winlogon 1omkeH rapaHTUpOBaTh, 4TO ONEpaluy, OTHOCSAIINECS K
0€30MMacHOCTH, HE BUAHBI IPYTUM aKTUBHBIM IpolieccaMm. Harpumep, Winlogon
rapaHTHUPYET, YTO HEHAIEKHBIH MPOLIECC HE CMOXKET MOIYYUTh KOHTPOJIb Hajl pabounm
CTOJIOM BO BpeMsl OJIHOM M3 ATHX OIepalil 1, TakuM o0pa3oM, MOJYyUUTh JOCTYI K
MapoJko.

21.Yto Ha3pIBaeTCs pa3rpaHUYEHUEM JOCTYIIA.
OtBeTsI:

Bepwnpiii otBeT: PazrpanndennemM qocTyna cyobeKTOB K 00bEKTaM SIBISIETCS COBOKYITHOCTh
MIPaBUJI, OTIPEIEIISIFOIIAs IS KAXKI0U TPOUKHU CyOBEKT—00BEKT—METO/, pa3pelieH Jin
JOCTYI JaHHOTO CyOBeKTa K JaHHOMY OOBEKTY 1o JaHHOMY MeTony. [Ipu nzbuparensHoM
pa3rpaHUYEHUN JOCTYyNa BO3MOKHOCTh JOCTYIIA ONPEIeIEHa OJJHO3HAYHO JIJTs KaX 01
TPOUKH CYOBEKT—O00BEKT—METO/I, PU TOTHOMOYHOM pa3TPaHUUEHUN TOCTYIA CUTYaIlUs
HECKOJIBKO CIIOKHEE.

22 .IlpaBuia pa3rpaHHYEHUs JOCTYIA JOHKHBI YIOBIETBOPSTH CIACAYIOIINM TPEOOBAHUSM: .. ...
OTBeTHI:

Bepnsiit oteet: IIpaBuna pasrpaHnyeHus J0CTyna JOJKHBI YAOBIETBOPATH CIEAYIOIINAM
TpeboBanusM. 1. COOTBETCTBOBATH aHAJIOTMYHBIM IPABUIIaM, IPUHATHIM B OpraHU3allUuH, B
koropoi ycra"osiieHa OC. IHpIMM CJTOBaMH, €CJIU COTJIACHO MPaBHJIaM OpraHU3aU
JIOCTYII MOJIb30BATEINs K HEKOTOPOi MH(pOPMAIIMU CYUTAETCS HECAHKIIMOHUPOBAHHbIM,
3TOT JIOCTYI AOJIKEH OBITh eMy 3ampeleH. 2. He nomkHbI JonmyckaTh pa3pyliaronme
BO37eHcTBUS cyOBekTOB JocTymna Ha OC, BeIpaXkaroyecs: B HECAHKIIHOHUPOBAaHHOM
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W3MEHEHUH, YIAICHUU WIN JPYrOM BO3JACHCTBUU HA OOBEKTHI, )KU3HEHHO BaXKHBIC IS
HopmasibHOM padoTel OC. 3. JTro00#t 00BEKT TOCTYIA JOJKEH UMETh BIIajeiblia.
Henomyctumo npucyTcTBrE HUYEHHBIX 00BEKTOB — OOBEKTOB, HE NMEIOIIUX BIIACIbIIA.
4. He monmyckaTh MPUCYTCTBHUS HEJOCTYITHBIX 00BEKTOB — OOBEKTOB, K KOTOPHIM HE
MOJKET OOpaTUThCS HU OJIMH CYOBEKT IOCTYIIA HH [0 OJJHOMY METOAy AocTyma. 5. He
JOMYCKaTh YTEUYKH KOH(PHUICHIIMATBLHON HH(POPMAIIIH.

23.Kakue cymecTByIOT MOJIETN pa3rpaHUUuEHUs JOCTYIIA.
OTBeTHI:

Bepublii otBet: CylecTBYIOT 1B€ OCHOBHBIE MOJEIH pa3rpaHUUEHHs JOCTyIa: -
n30MpaTenbHOe (IMCKPEIMOHHOE) pa3rpaHUYEHHUE JJOCTYIIA; - TOJTHOMOYHOE (MaHIaTHOE)
pasrpaHMuyeHHe JOCTYyIa.
24 Kak Gopmynupyercs CucTeMa IpaBuil OUCKPeYUOHHO20 Pa3TPaHUICHUS TOCTYTIa
(discretionaryaccesscontrol).
OTBeTHI:

Bepnbrii orBet: Cuctema rpaBwit n30UpaTebHOTO WK JUCKPEIIMOHHOTO Pa3rpaHUICHHUS
nocryma (discretionaryaccesscontrol) popmynupyercs cneayrommm oopazom: st moboro
00BEKTa ONEePALIMOHHON CUCTEMBI CYIIIECTBYET Biajenel. Biagenern oobexTa MOXeET
MIPOU3BOJIBLHO OTPAaHUYMBATH JOCTYI JPYTUX CYOBEKTOB K JaHHOMY 00BbeKTY. i KaXKaon
TPOHKHU CYOBEKT — 00BEKT - METOJT BO3MOXXHOCTH JIOCTYIIA OIIpeIesieHa OTHO3HAYHO.
CymecTByeT X0TsI Obl OMH MPUBUIETUPOBAHHBIN MOJIb30BATENb (aAMUHUCTPATOP),
MMEIOIINH BO3MOKHOCTb O0PAaTUTHCS K JII0OOMY OOBEKTY I10 JIF0OOMY METOy AOCTYIIA.
DTO0 HE 03HAYAET, YTO ITOT IOJIH30BATEh MOKET UTHOPUPOBATH Pa3rpaHUUEHUE JOCTYIIA K
00BEKTaM U IO3TOMY SIBJISIETCS CyIepIoib3oBareneM. He Bceraa uist peanu3aniu
BO3MOYXHOCTH JIOCTYIA K 00BEKTY ONEPallMOHHON CUCTEMBI aIMUHUCTPATOPY TOCTATOYHO
mpocTo oopaTuThes K 00bekTy. Hanpumep, B Windows NT aqmunucTpatop ais
o0palleHus K 4y>KoMY (TMpUHAUIekKAIEMY IPYroMy CyOBeKTY) 0OBEKTY JOKEH BHavYale
OOBSIBUTH ceOs BIaIENIbILIEM STOTO 00BEKTA, UCIIOIH30BaB PUBUIIETHIO a]MHHHUCTPATOPa
OO0BSABIATH ce0s BIaAETbIEM JIF0O00T0 00BEKTa, 3aTeM AaTh cede HEOOXOAUMBIE MpaBa, u
TOJIBKO TTOCJIE 3TOTO AAMUHUCTPATOP MOKET 00paTUThCs K 00beKTy. [Ipn aToM
MCIOJIb30BaHNE aJIMUHUCTPATOPOM CBOEH MPUBUIIETUU HE OCTACTCSA HE3aMEUEHHBIM IS
MIPEKHEr0 Bia/iebla 00beKTa.

25.ManpatHoe pa3rpaHUYeHHEe JOCTYIIA.
OTBeTHI:

BepHnbrlii otBeT: MaHgaTHOE (MTOJTHOMOYHOE) pa3srpaHUYEHUE JOCTYIA 3aKJIF0YAETCs B TOM,
YTO BCe 00BEKTHI MOT'YT UMETh YPOBHH CEKPETHOCTH, a BCE CYOBEKThI JENIATCS Ha TPYIIIBI,
oOpa3yrolye uepapxuio B COOTBETCTBUU C YPOBHEM JIOITYCKa K MH(OpMALIUH.

26.KakoBbl paBujIa pa3rpaHUUYEHUs JOCTYIIAa B MAaHAATHON MOJENIN AOCTYIIA.
OtBerTsI:

Bepnpiii otBet: [IpaBuia pasrpaHuyeHus 10CTyla B MaHIaTHOM MoAeNU GOpMYITUPYIOTCS
cienyromuM obpazom. 1. [{nst moboro oobekta OC cymecTByeT Brajaenen. 2. Bnagenery
00BEKTa MOKET MPOU3BOJILHO OTPAHUYMBATH IOCTYI APYTUX CYOBEKTOB K JAHHOMY
00bekTy. 3. s Kaxk10i 4eTBEPKH CYyOBEeKT—00bEKT—METOI—IIPOIIECC BO3MOKHOCTD
JIOCTyTIa OMpeieNIeHa OJTHO3HAYHO B KaXbli1 MOMEHT BpemeHu. [Ipu n3amenenuu
COCTOSIHMS TIPOLIECCA CO BPEMEHEM BO3MOKHOCTb IIPEAOCTABICHUS JOCTYIA TAKKE MOKET
M3MEHUThCA. BMecTe ¢ TeM, B Kax/1blil MOMEHT BPEMEHU BO3MOXKHOCTh JI0CTYIIa
orpeJiesieHa oAHo3HauHO. [TockonbKy mpaBa mnpoiiecca Ha I0CTYI K 0OBEKTY MEHSIOTCS C
TE€YEHHEM BPEMEHU, OHU JIOJKHBI IPOBEPATHCS HE TOJIBKO MPU OTKPHITUN 00BEKTA, HO U
nepe; BHIMOJIHEHHUEM Hajl 00BEKTOM TaKHX OIEepaluii, Kak YTEeHUE U 3aIuCh. 4.
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CymecTByeT X0Tsl ObI OIMH MPUBUICTHPOBAHHBIN MOJIH30BATENb (AIMUHHCTPATOP),
MMEIOIINI BO3MOKHOCTD YAQIUTD JIF000H 00BEKT. 5. B MHOXKECTBE 00BEKTOB

BBIJICJIIETCS. MHOXKECTBO OOBEKTOB MOJTHOMOYHOTO pa3rpaHndeHus gocrymna. Kaxaprii
00BEKT NOTHOMOYHOTO pa3rpaHUuEHUs JOCTyIa UMeeT rpud cekpeTHocTu. YeM BhIlIe
YHCIIOBOE 3HAYCHHE TPH(a CEKPETHOCTH, TeM CeKpeTHee 00beKT. HyneBoe 3naueHue
rpuga ceKpeTHOCTH 03HAUYaeT, YTO 00BEKT HeceKpeTeH. Eciiu 00BbeKT He sBIseTcs
00BEKTOM IMOJIHOMOYHOTO pa3rpaHHUYCHHs JJOCTYIA HITH €CIH 00BEKT HECEKPETEH,
aJIMMHHUCTPATOP MOXKET 00paTUTHCS K HEMY I10 JII0OOMY METONY, KaK U B MpeAbl Iyt
MOJIENIN pa3rpaHudeHus nocryna. 6. Kaxasiii cyObeKT JocTyna UMeeT YpOBEHb

norycka. Yem BbIllIe UMCIOBOE 3HAUEHHE YPOBHS I0IyCKa, TeM OOJBIINN JOMYCK UMEET
cyobekT. HyneBoe 3HaueHHe ypoBHS JOMYCKa O3HAYAET, YTO CYOBEKT HE MMEET JIOITYCKa.
OOBIYHO HEHYJIEBOE 3HAYEHUE IOIyCKa Ha3HAYAETCS TOIBKO CYOBEKTaM-I10JIb30BATEISAM U
HE Ha3HA4YaeTcsl CyObeKTaM, OT UMEHH KOTOPBIX BBIMOJIHSAIOTCS CHCTEMHBIE ITPOLECCHI. 7.
JlocTyn cyObekTa K 00bEKTY JI0JKEH ObITh 3aIpelieH HE3aBUCUMO OT COCTOSIHUS MaTPHIIbI
JOCTYTIA, €CIIU: * 00BEKT ABJISIETCS 00BEKTOM MMOJIHOMOYHOTO Pa3rpaHUUYCHUs AOCTYIIA; *
rpu¢ cekpeTHOCTH 00BEKTa CTPOTO BHIIIE YPOBHS JAOIyCcKa CyObeKTa, 0Opaliarerocs K
HEMY; * CyOBEKT OTKpPBIBAET OOBEKT B PEXKHUME, JOMYCKAIOLIEM YTEHUE UHPOPMALK. DTO
npasuito Ha3eiBaroT mpaswiioM NRU (Not Read Up — He uutath Bbiie). 8. Kaxbiii
nporecc OC nmeeT ypoBeHb KOH(DUICHIINATBHOCTH, PAaBHBI MAKCUMYMY U3 TPH(OB
CEKPETHOCTH OOBEKTOB, OTKPHITHIX MPOIIECCOM Ha MPOTHXKEHUU CBOETO CYIIECTBOBAHMUS.
VYpoBeHb KOHPUACHIHATEHOCTH (PAKTHYECKH MPEACTABISAET 000 Irpr() CEKPETHOCTH
uH(pOopMaluY, XpaHsIIeHcs B olepaTUBHOM nmaMaTu nporecca. 9. Jloctyn cyObekTa k
O00BEKTY JIOJKEH OBITH 3alpeleH He3aBUCUMO OT COCTOSTHUSI MaTPHIIBI JOCTYIA, €CIIU: *
OO0BEKT SABISAETCSI 0OBEKTOM MOJTHOMOYHOTO Pa3rpaHUYEHUs JOCTYMA; ® TPU( CEKPETHOCTH
00BEKTa CTPOTO HMKE YPOBHS KOH(PHICHIIMATHHOCTH IIPOIIecca, 0OPAIAOIerocs K HEMY,
* cyOBeKT coOupaeTcs 3amuchiBaTh B 00BEKT HHPOPMAINIO, ITO MPABUIIO MPEJOTBPAIIAET
YTEUKYy CEKpeTHOM nHpopmaruu; ero HaspiBaroT npasmwio NWD (Not Write Down — He
3anuceiBaTh HUXKeE). 10. [ToHn3uTh TpUd ceKkpeTHOCTH 00bEKTa TOTHOMOYHOTO
pasrpaHUUYeHHS JOCTYIA MOXKET TOJIBKO CYOBEKT, KOTOPBIH: * IMEET TOCTYI K OOBEKTY
COIJIaCHO MpaBuily 7; ¢ 00Ja/1aeT CeluaaIbHON NPUBUIIETHEH, TO3BOJISIONIEH eMy
MOHMKATh TpU(BI ceKpeTHOCTH 00BbeKTOB. [Ipu Hcnonb30BaHUM JaHHOW MOJIENH
pasrpaHMUYeHHs JOCTYIA CYIIECTBEHHO CTpajaeT Npon3BoauTenbHOCcTh OC, MOCKONBKY
MpaBa J0CTyIa K 00BEKTY JOJDKHBI IPOBEPSATHCS HE TOIBKO TPU OTKPBHITHH 00BEKTa, HO U
IpU KaX/10i onepanuu yreHue/3anuck. Kpome toro, 3Ta Moienb co3jaeT Noab30BaTENISIM
orpezieNieHHbIe HEYy100CTBa: €ClIM YPOBEHb KOH(QUACHIIMATILHOCTH IIPOLEcca CTPOro BhIIIE
HYJIs1, TO BCs MH(POPMaLUs B TAMATH Mpoliecca (PaKTUYECKH SBISETCS CEKPETHOU U He
MOJKET OBITh 3aIlMcaHa B HECEKpETHBINM 00beKT. Eciu npoliecc 01HOBpEMEHHO paboTaeT ¢
JBYMsI 00BbEKTaMH, TOJIBKO OJMH U3 KOTOPBIX SBJISETCS CEKPETHBIM, TO OH HE MOXKET
3aMUChIBaTh MHGOPMAIIUIO U3 IMAMSITH BO BTOPOI 00BEKT. DTa mpobdiieMa pernraeTcst
MOCPEJICTBOM HCIIOJIb30BAaHMs CIIEIMaIbHOTO porpaMMHoro uHrepdeiica API ans paboTst
¢ mamsThI0. OOIaCTH MaMTH, BBIIEIIEMbIC TIPOIIECCaM, MOTYT OBITh OMHCAHBI KaK
0OBEKTHI MOJIHOMOYHOT'O pa3rpaHMUYeHHs JJOCTYIA, [TOCIIEe Yero UM MOT'YT Ha3HayaTbCs
rpudsl cekpetHocTH. [IpH YTeHnN cekpeTHOTo (paiina mporece JODKEH CINTATh
CoJIepKMMOe Takoro (haiiina B ceKpeTHyI0 001acTh MaMATH, UCIIONB3Ys VI 3TOr0 (PYHKLIUU
OC, rapa"Tupyrone HeBO3MOKHOCTh yTeUKH HHpopMaruu. [[i1s paboTsl ¢ CeKpeTHOM
00JIaCThIO MAMATH MPOLIECC TAKXKe JOJDKEH MCIIONIb30BaTh ClIeUalbHbIe (YHKIIUH.
[TockonbKy yTeuka HH(GOPMAIHK U3 CEKPETHBIX 001acTel MaMsITH B MaMSTh MpoIecca
HEBO3MOXHA, CYUTBIBAHHUE MTPOLIECCOM CEKPETHOM HH(OpMAIMK B CEKPETHBIE 00J1aCTH
MaMsTH HEe OTpaXkaeTcsl Ha ypOBHE KOH(PHUACHIMAIbHOCTH Mporiecca. Ecnu ske mporuecc
CUMTBIBAET CEKPETHYIO MH(OPMAIUIO B 00JIaCTh MaMSITH, HE ONMMCAHHYIO KaK 00BEKT
MTOJTHOMOYHOTO PAa3TPaHUYEHUS TOCTYIIA, TIOBBIIIACTCS YPOBEHb KOH(PHUICHIINATBHOCTH
mporecca.
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27 Ioncucremsl 6e3onacuoct OC Linux.
OTBETHI:

Bepmnsriii orBeT: POSIX ACL - Pa3rpannuenue mpaB JocTyna K ¢aiiiam Ha OCHOBE UX
atpubytoB (Discretionary Access Control, DAC). Sudo - BeimosiHenue nporpamm ot
cBoero u/mwiy uyxoro umern. Chroot - Oneparusi, orpaHIYMBAOIIAS TOCTYII ITpoIecca K
(aiinoBoii cucreMe, U3MEHsS €€ KOPEHb B KOHTEKCTE npoiiecca. PAM - [Moakimrodaembie
Moynu ayrenTudukanuu. SELinux - Peamu3anusi CMCTEeMbI IPHHYIUTEIIEHOTO KOHTPOJIS
nocryma (Mandatory Access Control, MAC), ocHOBaHHas Ha MOJIUTUKAX ¥ KOHTEKCTAX
6e3onmacHocT. AppArmor - CucreMa ynpexaaroiiei 3auiThl, OCHOBaHHAsI Ha MOJIMTHKAX
oe3omacHoctu (npoduisix). PolicyKit - CpenctBo KOHTPOIISI CUCTEMHBIX TPHBUIICTHIA.
28.IToncucremsl 6e3onacaoct OC Windows.
OTBeThI:

Bepuslii otBeT: Snpom noacucTeMbl 0€30MaCHOCTH SIBIISETCS JIOKabHAsK Cyx0a

6e3omacunoctu (Local Security Authority, LSA), pasmematomiasics B daitne lsass.exe.

CrangapTHBINA TpoBaiiep ayTeHTuUKau pa3Meniaercs B ¢aiine msgina.dll u B

KauecTBe ayTeHTUUIUPYIOIIeH nH(DOpMAIMK UCIIONB3YET MapOJIv MOJIb30BATENCH.
29.BupTyanuszanus 4ro 310 ....

OTtBeTsI:

Bepwnbsiii oTBeT: Bupryanuzanus — npeaocTaBieHrne Habopa BHIYMCITUTEIbHBIX

PECYPCOB MJIM MX JIOTHYECKOTO 00BhEIMHEHUS, a0CTParupoBaHHOE OT armapaTHOU

peanuzanuu, U 00eCreunBaroIee Mpy ITOM JIOTHUECKYIO U30JISILIHIO IPYT OT Apyra

BBIYHCIUTEILHBIX TIPOIECCOB, BHIMOTHICMBIX Ha OJTHOM (U3NYECKOM pecypce.
30.IIpenmyiiecTBa BUPTyaIU3aLnH.

OTBeTHI:

BepHnsiit otBeT: D(PPekTBHOE UCTIOIB30BAHNE BHIYUCIUTENBHBIX pecypcoB. CokpalieHue
pacxonoB Ha HHGpacTpykTypy. CHUKEHHE 3aTpaT Ha MPOrPaMMHOE OOecTieueHueE.
[ToBbIIeHNE THOKOCTH U CKOPOCTH pearupoBaHus cuctembl. HecoBMecTumbie
MIPUIIOKEHUS MOTYT paboTaTh Ha OTHOM KommbioTepe. [1oBbIIeHre JOCTYITHOCTH
MPUIIOKEHUN U 00€CTIeueHne HeTPEPBIBHOCTU PaOO0THI Mpearnpustrs. Bo3moxxkHOCTH
nerkoii apxuBanuu. [loBbIleHne ynpasiasieMocTd HHPPACTPYKTYpbl. bezonacHOCTb.
31.Bupryanuzanus npuioKeHUun.
OTBeTsI:

BepHnbplii oTBeT: BupTyanusauus NpuIoKeHHH - 3TO TUII BUPTYalIU3aluu, IPH KOTOPOM

MIPOUCXOUT U30JISALUS MPUIIOKEHHS OT PECYPCOB OllepallMOHHON cucteMbl. OCHOBHOM

IIPUHLIMII BUPTYaIU3aLUH PUIOKEHUH 3aKIF0YaETCs B TOM, YTO CaMO IPUJIOKEHUE

(bu3MYeCcKr BBIMOIHAETCS Ha JIOKAJILHOM MalliHe, HO IPU 3TOM OHO HE UMEET JTOCTYI HU K

npaiiBepam, HU K peecTpy, HH K (aioBoil cucteme, Bce 3TH PECypChbl IMYIUPYIOTCS.
32.Bupryanuzanus npeacrapieHuil (pabounux mecr).

OtBeThI:

Bepwnbiii oTBeT: BupTryanusanus npeacTaBieHH MoApa3yMeBaeT SMYIIALNI0 HHTepdeiica
OJIB30BATEJIs, T.€. MOJIH30BATEIh BUANT MPIIIOKCHHIE U Pa0OTAET C HUM Ha CBOEM
TepMHHAJIE, XOTSI Ha CaMOM JIeJie TIPHUIIOKEHUE BBIMOIHISTCS Ha yIAIEHHOM CepBepe, a
TOJIB30BATEIIIO TIepeaTCsl JIUIIb KapTUHKA YIATEHHOTO TTPHIIOKEHUS.

33.IloHsATHE NECOYHUIIA.
OTBeTHL:

28



Bepusiit otet: [lecoununiia — MexaHu3M JUIst 6€3011aCHOTO UCTIOIHEHHS! IPOrPaMM.
[TecouHuIIbl YaCTO MCTIOB3YIOT VISl 3alTyCKAa HEMPOBEPEHHOTO KOAA U3 HEM3BECTHBIX
HMCTOYHUKOB ¥ OOHAPYKECHHS BUPYCOB U 3aKIIA/IOK.

34. AHTUBHUPYCHBIE TTECOYHHUIIBI. MOJIeNTN W30S Y.
OtBeThI:

Bepwnbrii otBeT: M30ms11s Ha OCHOBE MOTHON BUpTyau3anuu. Vcrnonb30Banue 000k
BUPTYaJIbHOW MAIIMHbBI B KAYECTBE 3alIUTHOTO CJIOS HaJl TOCTEBON OMEepPaI[HOHHOMI
CHCTEMOH, TJie yCTaHOBJIEH Opay3ep U MHbIE MOTEHIIHAILHO OMACHBIE MPOTPAMMBI, Yepe3
KOTOpBIE [10JIb30BATEIb MOXKET 3apa3UThCs, JAET JOCTATOYHO BBICOKUN YPOBEHbB 3AIIUTHI
OCHOBHOH paboueii cuctembl. V305151111 Ha OCHOBE YaCTHYHOW BUPTYyaIu3auu (ailiioBon
cucteMbl 1 peectpa. CoBceM HEOOs13aTENIbHO TackaTh ¢ cO00I IBUKOK BUPTYaJIbHON
MAaIIWHBI, MOXHO MTOANUXUBATH MPOIIECCaM B TIECOYHUIIE TyOIMKAThI 00BEKTOB (hailioBOH
CUCTEMBI U peecTpa, oMellasi B IECOYHUILY MPUIIOKEHHS Ha pabouell MalInHe
noap3oBarens. IlonbITka MOI[I/I(i)I/IKaL[I/II/I JaHHBIX 00BEKTOB HpI/IBCIIéT K UBMCHCHUIO JIMIIIb
WX KOMUW BHYTPU MECOYHHUIIBI, peabHbIC JaHHbIE HE TocTpaaatoT. KoHTpoub mnpaB He JaéT
BO3MOKHOCTH aTaKOBAaTh OCHOBHYIO CHCTEMY M3HYTPH ITECOYHHIIBI Yepe3 HHTePEChI
OTIepaIMOHHOM cucTeMbl. 301111 Ha OCHOBE MPaBHJI. Bce MOMBITKY H3MEHEHUS
00BEKTOB (hailyIOBO CHCTEMBI M PEeCTpa HE BUPTYAIM3UPYIOTCS, HO PACCMaTPUBAIOTCS C
TOYKH 3peHUs HaOopa BHYTPEHHUX MPaBUII CPECTBA 3aIIUTHI. UeM MoyiHee U TOUHee
TaKO HabOP, TeM OOJBIIYIO 3aUIUTY OT 3apaKEHUSI OCHOBHOM CHCTEMBI ITPEIOCTABIISET
nporpamMma. To ecTb, 3TOT MOAXO]I IPEACTABIISIET COO0I HEKUIT KOMIIPOMUCC MEXKIY
ynoO0cTBOM 0OMEHa JJAHHBIMHU MEXKTy MTPOILIECCaMU BHYTPH IIECOYHHIIBI M PEATbHOM
CUCTEMOH M YPOBHEM 3aIlUThI OT 3JI0BpeIHbIX Moaupukanuii. KoHTposb mpaB He qaét
BO3MO>XHOCTH aTaKOBAaTh OCHOBHYIO CUCTEMY U3HYTPH MECOUYHMIIBI Uepe3 HHTEPDENChI
OTIEePAIIMOHHOIN CHUCTEMBI.

35.Ha3HaueHue cucTeMbl JIIsi aBTOMATHIECKOTo rccenoBanus Bpeponocuoro [10 Cuckoo

Sandbox.

OTBETHI:

Bepwnriit orBeT: Cuckoo Sandbox — cuctema it aBBTOMaTHYECKOTO UCCEOBaHUS
BpenoHocHOTO 10, 9KCIIITONTOB, BPEIOHOCHBIX CKPUITOB, JOKYMEHTOB, apXHUBOB U
cceutok. Cuctema ciocoOHa npoBepsATh nokymMeHTHI pdf, doc, xls, rtf, ckpuntst Python, JS,
DLL 6u6nuotexku, OMHApHUKH, jar © MHOTO€E JPYToe.

36. ®ynkumonan cucrtemsl Cuckoo Sandbox.
OTBeTHI:

Bepusliit otBeT: MonuTopuHr Be130BoB wWin32 API ¢ynkiuii; lamn ceTeBoit akTUBHOCTH;
Jamn u ananu3 namst; Co3/laHrne CKPUHILIOTOB B XO/I€ BBIITOJIHEHUS aHAIIN34,
CoxpaHeHue KONl Bcex cO3AaHHBIX (aiIoB U 3arpyKEHHBIX B IPOIIECCE MPOBEPKHU;
TpaccupoBka MHCTPYKIIMI, BBIITOIHSAEMBIX BPEIOHOCHBIM IpoueccoM; Co3nanue
yanoOHoro otyera B json, mmdef, maec, html-popmarax; AGconaroTHAs H30IUPOBAHHOCTD
Cpelbl, B KOTOPON POU3BOJUTCS 3aIIyCK BPEAOHOCHBIX MPOTPAMM.

37.CurHaTypHblii METOA 0OHAPYKEHUs 37O ....
OtBerTsI:

Bepnsiit orBeT: CurnatypHbie METO/IbI OOHAPYKEHHS - TOUHBIE METOIbI OOHAPYKEHUS,

OCHOBaHHBIC HA CpaBHEHUH (haiiia/ceTeBOro makeTa ¢ U3BECTHBIMU O0pa3IaMH.
38.9BpucTHUECKHE METOIBI OOHAPYKEHHUS ITO . ...

OTBeTsI:
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BepHblii 0TBET: DBpUCTUYECKHE METOIBI - HEUETKHUE METOIbI OOHAPYKEHUS, KOTOPHIS
MTO3BOJISIIOT C OMPEIEIICHHON BEPOSITHOCTBIO TIPEIITOIOKHUTh, UTO (haiisl / CeTEeBOM makeT
SIBJISIETCS] BPEJIOHOCHBIM.

39.YARA npaBuina 310 ....
OTBeTHI:

Bepnsrii otBeT: YARA npaBuna - 3To crioco0 BBISBICHUS BPEIOHOCHBIX ITPOrpamMM (MU
Ipyrux ¢aiioB) MyTeM CO3/1aHus IPABUII, KOTOPBIE OMUCHIBAIOT OIpeIeICHHbIE
XapaKTEPUCTHKH OOBEKTA.
40.MoHuToprHTroM HH(MHOPMAITMOHHOM 0€301TaCHOCTH I MOHUTOPHHIOM COOBITUI
0€e30MacHOCTH, Ha3bIBAETCY ....
OTtBeTsI:

Bepublit otBeT: MOHUTOPUHIOM MH(POPMALMOHHONW 6€3011aCHOCTH UM MOHUTOPHUHIOM
COOBITHI 0€30MacCHOCTH, HAa3bIBACTCS COOP M aHAIN3 WH(POPMALIUH /TS BHISIBICHUS
[10JIO3PUTENILHOTO OBEJCHUS WJIM HECAHKLIMOHUPOBAHHBIX N3MEHEHUH CHUCTEM B CETH U
OTIpEJICIICHUS TUIIOB MTOBE/ICHHS, B OTHOIIEHHH KOTOPBIX TPeOyeTCsl BBIITYCK YBEAOMIICHU I
U BBIIIOJTHEHUE COOTBETCTBYIOLINX JACHCTBUM.

41.McTOYHUKHA MOHUTOPHHTA HH(OPMAIIMOHHON 0€301acHOCTH.
OTtBeTsI:

Bepublit otBeT: MOHUTOPUHT COOBITUH IPOU3BOJUTCSA HA OCHOBE JIaHHBIX, OJYYECHHBIX U3
Pa3IMYHBIX UCTOYHUKOB, K KOTOpBIM oTHOCATCS: * IDS/IPS-cucremsr; ¢ cpeacraa
AHTUBHUPYCHOM 3aIUTHI; * )KypHaJIbl COOBITHI; * CKaHephl ysi3BUMocTeil; « DLP-cuctemsr; ¢
ceTeBoe 000pyI0BaHUE; * MIPOYNE UCTOUYHHUKH.

42.CucteMbl MOHUTOPUHIA IPOU3BOJUTEIBHOCTH U JOCTYITHOCTH 3TO ...
OTBeThI:

Bepnplii otBeT: CUCTEMBI MOHUTOPUHTA POU3BOIUTEIHHOCTH MOT'YT UCIIOJIb30BAThCS KaK
OT/ENbHO, TaK U ABJIATHCSA OJJHUM U3 UCTOYHUKOB COOBITUH JJISi CUCTEMBI YIIPABICHUS
coOpiTussMu (SIEM). Takue cucteMsl MpeiHa3HAUEHBI JUIsl OTCIICKUBAHUS COCTOSIHUS
(YHKIIMOHMPOBAHUS Pa3HOOOPA3HBIX CEPBUCOB CETU U €€ Y3JI0B (CEpBEPOB, CETEBOIO
o0opyoBaHus, NPUIIOKEHUN U IPYTHX), B TOM uucie noacucreM UMb, Ha ocHoBe
Pa3IMYHBIX KPUTEPUEB ITPOU3BOJUTEIBHOCTH U JOCTYITHOCTH.

43.®OyHKIIMY CUCTEM MOHUTOPUHIA MPOU3BOAUTENBHOCTH U JOCTYITHOCTH.
OtBeTsI:

Bepusriit otet: 1. CO0p 1 arperaiusi pa3HooOpa3HbIX JaHHBIX; 2. AHAIU3 U KOPPEsus
COOpaHHBIX JAHHBIX JUUISl ONPENEICHUS] UITH YIPEXKICHUS TOCTUKEHUS TIOPOTOBBIX
3HAUEHUH MOKa3aTesel MPOU3BOAUTEIBHOCTH U TOCTYITHOCTH; 3. ABTOMaTU3UPOBAaHHOE
BBIITOJIHEHHE 3apaHee 3allporpaMMUPOBAHHBIX TECTOB; 4. ABTOMATU3UPOBAHHOE
pearnpoBaHue cuctemsl; 5. ['eHepanuu onosemeHnii (YyBeJOMIIEHUH) O BBISIBIEHHBIX
OTKJIOHEHMSIX B POM3BOJUTEIBHOCTH U IOCTYITHOCTH cucTeM; 6. Buzyanuzanus
coOMpaeMbIX JaHHBIX B BUJIE AUarpamm; 7. XpaHeHue cOOpaHHBIX TaHHBIX B 0a3e JaHHBIX.
44.CucteMbl ynpaBiieHUs: COOBITUSIMA U MHIUACHTaMU HHGOPMAIIMOHHOM 0€301acHOCTH
(SIEM) a0 ...
OtBerTsI:

Bepnpiii otBet: CuctemMa MOHUTOPUHTA COOBITHI NMH(OPMALIMOHHON 0€30MacHOCTH

npeaHa3HauCHa AJid aBTOMATU3aluu IMporecca c6opa M aHalInu3a PIH(bOpMaLII/II/I 0 COOBITHSIX
6630HaCHOCTI/I, IOCTyHnaromunXx 13 pasiin4dbiX KCTOYHUKOB. B kadecTBe TakMX UCTOUYHHKOB
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MOTYT BBICTYIATh CPEJICTBA 3alIUTHl MHGOpMAIUH, o0IIecucTeMHoe U npukiagdoe [10,
TEeJIEKOMMYHHUKAIITMOHHOE 00€CTIeUeHre U Ip.

45.0cHoBHbIe 3a1ayn SIEM-cucrem.
OTBeTHI:

Bepnsiii otBeT: 1. OnepatuBHOE 0OHAPY)KEHHE aTak ¥ HapyiieHui nonutuku Ub; 2.
CooTHeceHue B peXUME PEaIbHOI0 BPEMEHU COOBITHM OT pa3HbIX YCTPOWUCTB, BBISIBICHHE
nHuueHToB Ub u ux npuopuresanus; 3. ABTOMATUYECKOE PEarnpOBaHNUE HA WHIIUJICHTHI;
4. ®opmupoBanue 0a3bl 3HaHUH 110 UHIUAEHTaM; 5. [IpoBenenue ayauToB u
paccienoBaHuil THIUAECHTOB; 6. OLeHKa YpOBHS yrpo3 AJis OTAEIIbHBIX KOPIIOPATUBHBIX
pecypcoB.

46.Mexanusmsel SIEM cucrewm.
OTBeThI:

Bepusiii otBet: Hopmanu3zamus 3aKirodaeTcs B IPUBEACHUN COOPAHHBIX U3 PA3ITUYHBIX
MCTOYHMKOB ayJNTa JIaHHBIX O COOBITUAX K €TUHOMY BUAy U (popmaTty, "moHATHOMY"
crcTeMe U HEOOXO0IMMOMY JUIS JalbHEHUIEero aHann3a U XpaHeHus. @uibTpanus coOBITHIA
UCHOJIb3YyeTCsl Ul OTCEUBAaHMs U30BITOUHBIX U HEHY)KHBIX JJIS JalbHEHIIIEro aHaau3a
coObITHii. Knaccugukamms ycranaBiauBaeT aTpuOyThl COOBITHS B COOTBETCTBUH C €r0
IPOUCXOKACHNUEM, TUIIOM U T.I. MeXaHU3M arperauuu o0beJUHIET HECKOIBKO CX0XKUX
COOBITHI B OJTHO IO OTPE/ICICHHBIM TapaMeTpam WiH npusHakaMm. Koppemnsius coobITuii
MIO3BOJISIET BBISBIIATH B3aUMOCBS3b MEX/Ty Pa3HOPOAHBIMH COOBITUSAMH OT pa3IMYHbIX
YCTPOMCTB, MPUIIOKEHUH U CUCTEM O€30IIaCHOCTH, YTO MTO3BOJISIET HE TOJIBKO
oOHapy>KUBaTh aTaKy Ha KOPIIOPATUBHYIO MH()OPMAIIMOHHYIO CUCTEMY, HO U BBIABIATD
HapymeHust TpeOOBaHUH 1 MOTUTHK Oe3omacHocTH. [IpropuTesanus - 3To mporecc
aBTOMAaTHYECKOI'O BBICTABJICHUS 3HAUUMOCTU ¥ KPUTUYHOCTH NTPOU3OILEAIEr0 COOBITUS
WM TPYIIBI COOBITUI Ha OCHOBAaHUU KaK IIPEyCTAHOBJICHHBIX B CUCTEME IPAaBUJI, TaK U
Ha OCHOBAaHUM KpUTEPHUEB, pa3pabOTaHHbBIX aJIMUHUCTPATOpaMu cucTeMbl. B mpocTeiimem
ciydae MopsiIoK 00pabOTKH COOBITUI OCYIIECTBIISIETCS MMEHHO B TTOPSIIKE TIEPEUNCIICHUS
JAHHBIX MEXaHU3MOB.

47.Tunosas ctpykrypa SIEM-cucrem.
OtBeTsI:

BepHnbiii oTBeT: 1. AreHThI — yCTaHaBIMBAIOTCS HA HH(POPMAIIMOHHYIO CUCTEMY

Y TIEpeIaloT JIAHHEIE ¢ Hee Ha CepBep, B COCTAB ar€HTOB MOTYT BKJIFOYATHCS MOJIYIIH IS

npeoOpa3oBaHus JaHHBIX; 2. CepBep-KOIEKTOp — COOMPAET COOBITUS OT MHOKECTBA

HUCTOYHUKOB; 3. CepBep-KoppensTop — codupaet u oopadarbiBaeT HHOOPMAIUIO OT

KOJIJIEKTOPOB U areHToB; 4. CepBep 0a3 JaHHBIX — XPAHUT KYPHAIIBI COOBITHH.
48.Texnonorus Threat Intelligence sto0 ...

OTBeThI:

Bepusriit otBet: Threat Intelligence (TI, kubeppasBenka) — 3HaHHe (BKJI0Yas MPOLECC €TO
MOJIy4eHus1) 00 yrpo3ax U HapyLIMTENsAX, oOecreynBaroliee MOHUMaHue METO/I0B,
UCIOJIb3YEMBbIX 3JI0YMBILIUIEHHUKAMH I HAaHECEHUs yIep0a, U croco0oB
npotuBozeiicTBus M. T1 omepupyet He TOJIBKO U HE CTOJIBKO CTaTUYECKON nHpopmanue
00 OT/AETBHBIX YA3BUMOCTSX U YTPO3ax, CKOJIBKO OoJiee TMHAMUYHON U UMEIOIeH
MpaKTUYeCKOoe 3HaueHne nHpopmanmen 00 HCTOYHUKAX YTpo3, IPU3HAKaX
KOMIpoMeTaly (00beMHSIOMUX Pa3pO3HEHHBIE CBEICHUS B €JMHOE 1IEJ10€),
BpPEIOHOCHBIX AoMeHax U [P-agpecax, B3aMMOCBS3X H T.II.

49.3anaun texnonoruu Threat Intelligence.
OTBeThI:
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Bepusiit otet: 1. PazBenka u c60p JaHHBIX 00 ysA3BUMOCTAX U yrpo3ax. TI momkHa ObITh
MHTETPUPOBaHA B CUCTEMY 3aLUTHI U JJOJKHA MPEIOCTABIATh BO3MOKHOCTh
LEHTPAIM30BAaHHOTO cOopa HH(POPMAIMU U3 OTKPBITHIX U 3aKPBITHIX HCTOYHUKOB 00
YSI3BUMOCTSIX U yrpo3ax. 2. AHanutuka. Tl qomkHa aHanM3upoBaTh U HAKaljauBaTh 0a3y
3HaHUH 110 0OHAPYKEHUIO, PACKPBITHIO, Pa3pabOTKe U BbIlaye PEKOMEH/IAIUH 110
pearupoBaHUIO HA YTPO3bI.

50.3agaun Texnonoruu Threat Intelligence.
OTtBeTsI:

Bepnsriii otBeT: 1. O6MeH nanHbiMu. T1 Takke J0JKHA TPEIOCTABIISATh BO3MOKHOCTh
00MeHa NOJYYeHHBIMU JAHHBIMU B PEXKHME PEATbHOTO BpEMEHH. AHATMTUYECKAs
uHbopMalys J0JKHA MTHOBEHHO PAaCIPOCTPAHITHCSA B CTaHAAPTU3UPOBAHHOM (hopMmaTe
KaK BHYTPEHHHUM, TaK U BHEIIHUM CpeicTBaM 3auuThl. 2. OnepaTtuBHoe onoseuieHue. T1
JI0JKHA OIIEpaTUBHO OIOBELIaTh 00 aTakax M yrpo3ax B JH000 KOHEUHOH TOUKE,
UCTIOJB3Ys €ANHYIO CTAaHIAPTU3UPOBAHHYIO 0a3y C KilacCH(PUIMPOBAHHBIMH JAHHBIMH.
51.Ortanel npumenenus Texnosoruu Threat Intelligence.
OTBeThI:

BepHnbplii otBeT: 1. DTan miaHupoBaHus - Ii€ YCTaHABJIMBAIOTCS LI, TPEOOBaHUS K
1oJIy4aeMoil HH(pOpMaIMK U pacCTaBISAIOTCS IPUOPUTETHI. 2. DTan cOopa BKIOYAET B
ce0st pa3IIMYHBIC ATAIBI ACITEIBHOCTH IO COOPY MH(GOPMAIMH JJISl YAOBICTBOPEHUS
IIOCTaBJIEHHBIX Ha IIepBOM JTare 1eneil. Kpome coOCTBEHHBIX MCTOUHMKOB MH(OpMaINY,
Ha 3TOM 3Talle UCIOJB3YIOTCS U IaHHbIE ITPoBaiiiepoB. 3. Dtan o0pabOTKH COOpaHHBIX
HCXO/IHBIX TaHHBIX, IJI€ OHU HHTEPIPETUPYIOTCS, TPAHCIUPYIOTCA U YHUPUIUPYIOTCS. 4.
OTan MoAroTOBKH JaHHBIX, KOTOPBIA BKITFOYAET B CE0sI MPOIECC YTOUHEHUS U CIHMSHUS
uHpopmanuu, 06paboTaHHON Ha NMpeblIyLIeM dTane. 5. 3aKIIouUTeNbHbIN 3Tal - ITall
pacripocTpaHeHust HHOPMALUY KOHEYHBIM ITOTPEOUTEINSIM, B PO KOTOPBIX MOTYT
BBICTYIIaTh KaK BHEIIHUE TOTPEOUTENH, TaK U cOOCTBEHHBbIE noapa3aeneHus Ub B
¢bmnmanax, T04epHUX U 3aBHCUMBIX OM3HEC-CIUHHIIAX KOMIAHHH.

52.Kakue O6b1BatOT (huibi?
OTBeThI:

Bepnpsiii otBet: 1. IP u DNS-anpeca BpeJOHOCHBIX CaiiTOB, CIaMEpOB, BXO/IHBIX Y3JI0B
Tor, aHOHUMai3epoB, OTKPBITHIX MPOKCH... ; 2. 3arosioBku E-mail; 3. URL u URI; 4.
Xemu u iytu (aitnos; 5. CVE-3anucu; 6. [Ipasuna CIDR; 7. Penyranus ¢aitnos, y37o0B,
caiitoB; 8. Kirtoun peectpa; 9. Unaukaropsl komnpomeraruu (IoC); 10. Whois nannsie;
11. GeolP — reorpaduyeckas napopmanus o6 [P-agpece; 12. Craructuueckas u
noBeJeHuecKasi MH(QOpMaIus — TEXHUKH, TAKTHUKH U IPOLIETypbl IPOBEICHHS aTaK.
53.Kakue HHCTPYMEHTHI UCIIOIB3YIOTCS 1Sl KJIacCU(PUKAIIUU TaHHBIX U3 (UIOB.
OtBeTsI:

Bepusriit otBet: s kimaccupuKaiy JaHHBIX U3 (QHUIOB UCHOIB3YIOTCS CIEAYIOIIHE
uHctpyMmeHTsl: 1. Teru; 2. TakcoHoMun — Habop OGMOINOTEK, KIIACCU(PUITUPOBAHHBIX IO
nporeccaM MpOBEACHHS aTaKH, paclpoOCTpaHEHHs yTpo3, OOMEHa JTaHHBIMU U Jp.
Hampumep, ENISA, CSSA, VERIS, Diamond Model, Kill Chain, CIRCL, MISP umerot
cBou TakcoHoMuu; 3. Kimactepuzamus — Habop OnOIMOTEK, KI1acCU(PUIIMPOBAHHBIX 110
CTaTMYECKUM IIpHU3HAKaM yrpo3 u aTak. Hanpumep, ceKTOpbl 3KOHOMHUKH; UCTIOIb3YyeMbIe
uHctpymeHTsl U 3kcruionTsl; TTP (Tacticks, Techniques & Procedures), sTansl u MmeToas
IIPOHUKHOBEHHSI, SKCILUTyaTalluu U 3aKpeIuieHns B cucteme, ocHoBaHHbIEe HA ATT&CK
Matrix.

54. TexXHOJIOTUH penyTalHH.
OtBeThI:
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Bepnsriit orBeT: 1. Whitelisting — Gesbie criucku nporpaMMmHoro odecniedenust; 2. Web
reputation — pemyrauus Be6-caiitos; 3. Email reputation — pemyrarust oTripaBuTeIIs
anekTpoHHou nmoutsl; 4. File reputation — penmyranus ¢aiina.

55.Texnonorus penyranuu Whitelisting.

OTBETHI:

Bepnsiii orBeT: Whitelisting - n36uparensHbIi 3aITyCK ITporpamMM, Ha OCHOBE COCTaBJICHUS
«0eoro cucka» 0e30macHbBIX | KeJNAaTeIbHBIX MPIIOKEHUN. Bee ocTanbHbIe
npuiokeHus onokupyrorcs. "bensie cnicku" nporpamm (Application Whitelisting, AWL)
SABISIOTCS () (PEKTUBHBIM METOJIOM MPEAOTBPAILCHUS BUPYCHOTO 3apaKEHUs, B TIEPBYIO
oyepeib BUPYCOB-MIH(DPOBATIBIINKOB.

56.Texuonorus pemyramuu Web Reputation.

OTBETHI:

Bepusiii otBet: Texnonorus penyrannu Web Reputation 3To TexHosorus, kotopas: 1.
OTcnexxuBaeT HaCKHOCTh BeO-CaliTOB U BEO-CTPaHUII, UCTIONB3Ys CBEICHUS O PeryTaIliH
JIOMEHOB, COZIEpIKaIlMecs B OJJHON U3 KpyNHEHIIUX B MUpe 0a3 1aHHbIX. 2. OleHuBaeT
pernyTamuio BeO-10MEHOB U OT/IEJIbHBIX CTPAHUI], @ TAKXKE CCBUIOK Ha BeO-caifTax
(TTOCKOJIBKY 3aKOHHBIE CalThl IIEPHOINYECKH YaCTHYHO B3JIaMbIBAIOTCsA). 3. Biiokupyer
JOCTYTI TIOJIB30BATENIEH K COMHUTEIBHBIM HIIH 3apasKEHHBIM CaliTaM.

57.Texnonorus penyrauuu Email Reputation.

OTBETHI:

Bepusriii otBet: Texnonorust permyrannu Email Reputation 3To TexHonorus, koropas: 1.
[IpoBepsier [P-agpeca mo 6a3e JaHHBIX, COJIEpIKalIeH CBeIEHUSI 00 UX pemyTaluu. 2.
OneHuBaeT penyTanuio OTIPAaBUTENEH TOUYTOBBIX COOOLIEHUH B peXKUME PEaIbHOTO
Bpemenu. 3. [locrostHHO aHanu3upyet [P-angpeca, nepeonenuBas penyranuo. 4.
briokupyeT Bpe1oHOCHBIE TOYTOBBIE COOOIIIEHUS U YTPO3bl (HalpuMep, «30MOu») B
«00mauyHON» cpejie 10 UX MPOHUKHOBEHHUS B CUCTEMY.

58.Texnonorus penyramnuu File Reputation.

Bepnpsiii otBet: Texnomnorus File Reputation aTo Texnonorus, koropas: 1. [IpoBepsier
pernyTaiuio Bcex (haiyioB 1o «o0IavyHoM» 6a3e JaHHBIX, MPEXKIEC YeM MPETOCTABUTH
II0JIB30BATENAM JIOCTYI K HUM. 2. MUHUMM3UPYET BpeMs 3aA€PKKH IIPH MPOBEPKE
Os1arozjaps MCIOJIb30BAHUIO BHICOKOTIPOU3BOIUTENBHBIX CETEH /ISl JOCTaBKU
COJZIEP’KUMOT0 U JIOKAJIBHBIX CEPBEPOB KAIMPOBaHUs. 3. Mcronb3yer apXuTekTypy
«00J1aK0 — KJIMEHT», YTOObl YMEHBIINUTD pa3Mmep (aiiia JoKanbHONH aHTUBUPYCHOM 0a3bl
JAHHBIX ¥ TAKUM 00pa3oM CBECTH K MUHUMYMY YTPO3y YBeIU4YeHUs 00beMOB (00JbII0e
KOJIMYECTBO CO3/IaBa€MBIX 3a JIEHb YTPO3).

59.1IpenmyiiecTBa penyTalMOHHBIX TEXHOJIOTHH.

OTBeETHI:

Bepnsrit otBet: 1. CkopocTh peakiun. 2. CKpbITast JOTHKA IPHHATHS peHIeHU . 3.
BerlIsiBIIEHNE HE TONIBKO HOBBIX HEJETEKTUPYEMBIX YIPO3, HO U HCTOUHUKOB UX
pacnpoctpanenus. 4. [ToiHOTa BBISIBISIEMBIX YTPO3. 5. MUHUMUA3AIUS JIOKHBIX
cpabareiBaHui. Kak mokaspiBaeT npakTukKa, ypoBEHb JIOKHBIX CpabaThIBAaHUNA MU
JETEKTUPOBAHUH C ITOMOIIBIO permyTaly, kKak MUHUMYM B 100 pa3 Huxe 0OBIYHOTO
CUTHATypHOTO JeTekTupoBanus 6. [IpoctoTa aBTOMaTH3aMK POLIECCOB AETEKTUPOBAHUS

60.Henocratku penyTallMOHHBIX TEXHOJIOTHM.

OTBETHI:
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Bepnplii otBeT: 1. Cl0XKHOCTD peanu3aluu 1 NOAAEPKaHNUs TEXHOIOTHH; 2.
Heo6xoauMocTh MOCTOSIHHO TiepecMaTpUBaTh PEMyTallMOHHBIE CITUCKU; 3. 3aBHCUMOCTD
TEXHOJIOTHH OT BHEIIHUX UCTOYHUKOB (JIJIs1 TIOTIOJTHEHUS 0a3bl).

61.TexHOTOrY OCTPOCHUS 3AIIMIICHHBIX KOMITBIOTEPHBIX CETEH.
OTBeTHI:

Bepusriii otBet: 1. MexcereBoii akpan (Firewall vs Next Generation FireWall); 2.
Jemunurapu3oBanHas 30Ha (demilitarized zone i DMZ); 3. Ciucok KOHTPOJIS T0CTyna
(Access Control List wiu ACL ).

62.MexceTeBoM dKpaH, CETEBOM IKpaH.
OTBeTHI:

Bepsbpiit otBeT: MexceTeBOM 3KpaH, CETEBOM dKpaH — MPOrpaMMHbINA WIIA IPOTPAMMHO-

anmnapaTHBIA AIEMEHT KOMIBIOTEPHON CETH, OCYIIECTBISIOIUN KOHTPOIIb U (GUIBTPAIIIIO

MIPOXOJIAIIETO Yepe3 HETO CeTEBOro Tpaduka B COOTBETCTBUU C 3aIaHHBIMH ITPABUIIAMH.
63.OyHKINH MEKCETEBOIO SKPAHA.

OTBeTHI:

Bepnpiii orBet: Kaxkplil u3 QUiIbTpoB IpeHa3HAYEH JUIsl MHTEPIPETALUU OTAEIbHbIX
paBUi PUIBTPALMM ITYTEM BBIIOJIHEHHUS CIECAYIOUIMX AeHCTBUM: 1. AHanu3 uHpopmanuu
110 33/IaHHBIM B MHTEPIPETUPYEMBIX IPaBUIIaX KPUTEPUSIM, HAIIPUMEP 1O aapecam
NOJTyYaTesst U OTIPABUTEINS WM IO TUILY NPHIIOKEHUS, U1l KOTOPOTO 3Ta HH(pOpMaIHs
npenHasHauyeHa. 2. [IpuHsaTHE Ha OCHOBE MHTEPIIPETUPYEMBIX NTPABUI OAHOIO U3
CIIEAYIOIIMX pEIIEHUIl: - He IPOIYCTUTh JaHHbIE; - 00paboTaTh JaHHbBIE OT UMEHU
I10JIy4aTesisl U BO3BPAaTUTh PE3yJIbTaT OTIIPABUTEINO; - IEPEIAaTh JaHHbIE Ha CIETYIOIINUN
GUIIBTP U1 NPOJOJDKEHUS aHAIIN3a; - IPOIYCTUTD JaHHbIE, UTHOPUPYS CIEIYIOLIIe
¢unbTpsl. 3. [IpaBuna GuiabTpanyu MOTYT 3a/1aBaTh M JOMIOJHUTEIbHBIC EHCTBU,
KOTOPBbIE OTHOCATCS K (DYHKIMSIM [TOCPEIHUYECTBA, HapuMep npeoOpa3oBaHue TaHHbIX,
perucrtpanuo coobiTuii 1 1p. COOTBETCTBEHHO, MpaBuia GUIbTPALMK ONPEEIIIIOT
IIEPEUEHB - - YCIOBHM, IO KOTOPHIM OCYILECTBIISIETCS: - Pa3pEIIEHUE WU 3alIPELEHUE
JalbHENIIeN nepeayu TaHHBIX; - BHITOJIHEHUE JTONOJHUTENbHBIX 3alIUTHBIX (PYHKINH. 4.
B kauectBe KpuTepueB aHaM3a HHPOPMALTMOHHOTO MOTOKA MOTYT UCIOIb30BATHCS
CIIEyIOIME TapaMeTphl: - CIy:KeOHbIE MOJIsl TAKETOB COOOILIEHUH, ColepKallue CETEBbIE
azpeca, MJIeHTU(UKATOPBI, aipeca HHTepQeiicoB, HOMepa MOPTOB U APYrHe 3HaYMMbIe
JTaHHbIE; - HEITOCPEICTBEHHOE COJIEPKUMOE ITaKETOB COOOIEHUH, TPOBEPSIEMOE,
HaIpuMep, Ha HAJIMYUEe KOMIIBIOTEPHBIX BUPYCOB; - BHEIIHUE XapaKTEPUCTUKH ITOTOKA
nH(popMaluu, HalpuMep BpEMEHHbIE, YaCTOTHBIE XapaKTEPUCTUKH, 00BEM JIaHHBIX U T. 1.
64.MexceTeBbie SkpaHbl HOBoro nokosnenus (NGFW) —ato ...
OTBeThI:

BepHnrriit otBeT: MexceteBbie skpanbl HOBOTO TokosieHnst (NGFW) — aTo ycTpolicTa, B

KOTOPBIX IPOBOAUTCS TITyOOKasi MPOBEpKa MaKeTOB (BBIXOSAIIAS 32 PAMKH

MTOPT/TIPOTOKOIT), C BO3MOKHOCTBIO HHCIICKTUPOBAThH U OJIOKMPOBAThH TpadhUK YPOBHS

MIPUIIOKEHU S, BKIIOUYAIOIIHE B ce0s1 BCTPOSHHBIE CHCTEMBI MPEA0TBPAIICHUS BTOPKEHUN U

MHTEJUIEKTYATbHYIO 00pa0OoTKy Tpadrika Ha OCHOBE MHTETPAIIUU C BHCITHUMH CHCTEMaMHU.
65. lemunurapu3oBanHas 30Ha (demilitarized zone wiu DMZ).

OTBeTHI:

Bepwbiii otBer: DMZ (JIM3) - cokparienue ot demilitarized zone (nemunurapusoBanHast
30Ha) — 00J1aCTh B CETH, CUCTEMBI B KOTOPO# OTJETICHBI OT OCHOBHOMW CETH; CMBICIT
CO3/IaHUS TAKOTO CETMEHTA 3aKJIF0YACTCsl B TOM, YTOOBI OTJICITUTh CHCTEMBbI, K KOTOPBIM
OCYUIIECTBIISIOT JTOCTYI MOJIb30BATENIN HHTEPHETA, OT CUCTEM, C KOTOPBIMH Pa0OTArOT
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TOJILKO COTPYAHMKH opranu3anuu. Llens JIM3 — 106aBUTh TOMOIHUTEIBHBIA YPOBEHB
0€30MMacCHOCTH B JIOKAJIIBHOM CETH, TO3BOJIAIOIINN MUHUMH3UPOBATh yIiepo B
cllyyae aTaky Ha OJIMH U3 OOIIETOCTYITHBIX CEPBUCOB: BHEIIHUN 3JI0YMBIIUICHHUK UMEET
MPSIMOM TOCTYM TOJBKO K 000pynoBanuio B JIM3.

66.Crrcok kouTposs goctymna (Access Control List win ACL ).
OTtBeTsI:

Bepusiit otBet: Access Control List miaun ACL — crniucok KOHTPOJIS AOCTYIIa, KOTOPbIi
OTIpEJIeNIACT, KTO MM YTO MOXET MOJy4aTh JOCTYI K KOHKPETHOMY OOBEKTY, U KaKue
HMMEHHO ONEpPalliy Pa3pelIeHO WIH 3aMPeIIeHO 3TOMY CyOBEKTY MPOBOIUTH HAll
00bekToM. ACL — 310 HaOOp TEKCTOBBIX BHIPAKECHHIA, KOTOPBIC YTO-TO PA3pelIaloT, TN00
yT0-TO 3amnpemarT. O0sraH0 ACL pa3zpemraer unu 3anpeniaet [P-makeTsr, HO TOMUMO
BCET0 MIPOYETO OH MOXKET 3ariisapBaTh BHYTph IP-niakera, mpocMarpuBaTh THIT
naketa, 1 CP u UDP moptsl. Takske ACL cymiecTByeT ajisi pa3IuyHbIX CETEBbIX
nporokoinoB (IP, IPX, AppleTalk u Tak nanee). B ocHoBHOM MpUMEHEHHE CITUCKOB
JIOCTYIIa PACCMATPUBAIOT C TOYKU 3PEHHS MAKETHON (QUIbTPAIH, TO €CTh TAaKeTHAs
¢bubTpanus He0OX0IMMa B TEX CUTYAIUsAX, KOTJA Y BaC CTOUT 000pyIOBaHHE Ha TPAHUIIC
WuTepHeT u Ballel YacTHOM CeTH U HYKHO OT(QHIBTPOBATh HEHYKHBIN Tpaduk. Bl
pazmemaere ACL Ha BXozs111eM HallpaBleHUH U OJ0KUpYyeTe N30BITOUHBIC BUABI Tpa(HKa.
67.Texnonorus Threat Hunting.
OTBeTHI:

Bepusriit otBet: Threat Hunting — nporiecc mpoakTHBHOTO M UTEPATUBHOTO TIOUCKA H
obHapyxenus advanced yrpo3, KOTOpble HEBO3MOXXHO OOHAPYKUTh TPATUIIHOHHBIMU
cpencrBamu 3amuThl. K IpoaBUHYTBIM yIpo3aM OTHOCSTCS, HAIIPUMED, TAKME aTAKH, KaK
APT, araku na 0-day ys3sumoctu u T.4. TH — 3To mpornecc npoBepku runores. 1o
IIPEUMYILECTBEHHO PYYHOH IIPOLIECC € AIEMEHTAMU aBTOMAaTU3al1H, B PAMKaxX KOTOPOTO
aHAJIMTHK, ONMUPAsICh HAa CBOM 3HAHUS M KBAJIM(UKAIHIO, TPOCEUBAIOT OOJIbIINE 00BEMBI
nH(pOpMaLMK B TOUCKAaX MPU3HAKOB KOMIIPOMETALIUH, COOTBETCTBYIOLIUX [IE€PBOHAYAIBHO
ONPEIEICHHON TUIIOTE3€ O MPUCYTCTBUU OIIPENEIEHHON YIPO3BI.

68.Cocrasnstomue Texnonoruu Threat Hunting.
OTBeTsI:

Bepusiit otBet: 1. JlanHsle (uT0?), B TOM uncie u Big Data. BceBo3MoxHbIE TOTOKH
Tpaduka, nHpopMmaus o panee nposeaeHHbIX APT, ananutuka, 1aHHbIE O
M0JIb30BaTEIbCKON aKTUBHOCTH, CETEBbIE JaHHbIE, MHPOPMALIUSA OT COTPYIHUKOB,
nH(popmalys B JapkHeTe U MHoroe apyroe. 2. Texnonoruu (kak?) oOpabOTKH 3TUX
JAHHBIX — BCE BO3MOXKHBIE CIIOCOOBI 00pa0OTKM THUX JaHHBIX, BKJIoUas Machine
Learning. 3. JIrogu (kT0?) — T€, KTO 00J1a/1aeT OOJBITUM OMBITOM aHaJIN3a Pa3HOOOPaA3HBIX
aTak, pa3BUTON MHTYUIIUEH U CIIOCOOHOCTBIO OOHAPYXUTh aTaky. OOBIYHO 3TO AHATUTUKU
nH(OPMAaLIMOHHON 6€30MaCHOCTH, KOTOPBIE JOKHBI UMETh CITIOCOOHOCTh T€HEPUPOBATh
TUIOTE3bl U HAXOUTh UM NOATBEpkKAeHNEe. OHM — OCHOBHOE 3BEHO IpoIiecca.
69.Mcrounnku nnpopmaruu Threat Hunting.
OtBeThI:

Bepuslit otBeT: THIOBBIMU UCTOYHHKAMU MPAKTHUECKH B JII000H HHPpacTpyKType OynyT
nauublie oT cpeacts 3anuTel: DLP, SIEM, IDS/IPS, WAF/FW, EDR. Takxe THTIOBBIMEI
MCTOYHHUKAMHU MHPOpMALUH OyIyT SBIATHCS BCEBO3MOXKHbIE HHIANKATOPHI
KoMipoMetanuu, cepBuckl Threat Intelligence, nanusie CERT u OSINT. JlononHuTensHO
MO>KHO MCIOJIb30BaTh HH(OPMAINIO U3 JapKHETa (HalpuMep, BHE3AIMHO €CTh 3aKa3 Ha
B3JIOM MOYTOBOTO SIIIMKA PYKOBOJIUTEIIS OpraHU3aliH, U CBOEH aKTUBHOCTHIO
3aCBETHJICS KaHIUJAT Ha JOJDKHOCTh CETEBOTO MHKEHEPa), UH(OPMAIIHIO, TOTYYEHHYIO OT
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HR (0T3BIBBI 0 KaHIUATE C TPOILIOTO MecTa paboThl), HH(POPMAIIHIO OT CITYKOBI
0e30macHOCTH (HampuMep, pe3yaIbTaThl MPOBEPKU KOHTPAreHTA).

70.IIporecc MpoBepKH TMUIOTE3 ¢ UCTIOIB30BaHueM TexHoorun Threat Hunting.
OTBeTHI:

Bepnsriit orBet: Ortan 1: TI Farm. Ha 3Tom 3Tane HeoOX0oauMo BBIICTUTE 00BEKTHI (ITyTeM
UX aHaJlu3a COBMECTHO CO BCEMH JIaHHBIMHU 00 yrpo3ax) ¢ MPUCBOCHUEM UM METOK MX
xapaktepucTuk. Jto ¢aiin, URL, MDS5, nporiecc, yruinuta, coosrtue. [IpoBoas ux yepe3
cucremsbl Threat Intelligence, He06x01MMO HaBECUTh METKH. TO €CTh ATOT CalT OBLI
3amedeH B CNC B TakoM-To roay, 3ta MDS5 6b11a cBs3aHa ¢ Takoi-TO ManiBapoit, 3ra MD5
Kaydajach ¢ caiita, KOTOpbIi pa3aaBan manBapel. Jtan 2: Cases. Ha BTopom 3Tane cMmotpum
Ha B3aUMOJICHCTBHUE MEXIY 3TUMU 00BEKTaMU U BBISBIISIEM B3aUMOCBS3H MEXKIY BCEMU
3TUMHU 00BbeKkTaMu. [lorydaemM npoMapKHUpPOBaHHBIE CUCTEMBI, KOTOPBIE JIENA0T YTO-TO
Hexopoiee. Jtan 3: AHauTUK. Ha TpetbeM 3Tare 1eno nepeaaeTcs OnbITHOMY
AHAIUTHUKY, UMEIOIIIEMY OFPOMHBIHN OIBIT aHAJIN3a, OH U BBIHOCUT BepAUKT. OH pa3oupaer
1o 6ailToB, 4TO, OTKY/a, KaK, 3a4eM U MoYeMy JeNaeT 3TOT KoJ. ITO TeJIo ObLIOo
3JI0BPEJIOM, STOT KOMIBIOTEp ObLI 3apakeH. PacKpbIBaeT CBSA3U MEXAy OOBbEKTaMH,
MIPOBEPSIET Pe3yNbTaThl IPOTOHA Yepe3 MecouHuIly. Pe3ynbraTsl paboThl aHAIUTHKA
nepenatorcs ganee. Digital Forensics uccnemyer o0passl, Malware Analysis uccnemxyer
HalJeHHbIE «Tenay, a koManaa Incident Response MokeT BriexaTh Ha MECTO U
MCCIIEIOBATh YTO-TO yKe TaM. ViToroMm paboTsl OyZeT moATBepKIeHHAs THITOTE3a,
BBISIBJICHHASI aTaKa U MyTU MIPOTUBOICUCTBUS €il.

71.Texuuku Threat Hunting. ba3oBblii mouck.
OTtBeTsI:

Bepubiii oTBeT: ba3zoBslii monck — 3To Haubojee YacTo UCHoIb3yemMas TexHuka B Threat
Hunting. DToT MeTO/ oipa3yMeBaeT UCHOIb30BAHNE CIIEIUAIN3UPOBAHHBIX 3aIIPOCOB,
KOTOpPBIE BO3BPAILIAIOT HEKOTOPBIE pe3yJbTaThl oucka. M3-3a cioxxHocTH GpopManu3anuu
3aJ1a4yM 110 MOUCKY HEM3BECTHOW yrpo3bl HE BCET1a BO3MOKHO OJHO3HAYHO YKa3aTh, YTO
UIET aHAJIUTHUK, KOTJja HaunHaeT nouck. I1o 1ol nmpuunHe 061acTh oucka He JOKHA
OBITh HU CITUIIKOM IIMPOKOM, OXBATHIBAIOIIEH MHOKECTBO (haKTOPOB U BBIIAIOIICH 00MINe
pe3yabTaTOB, HU CIUIIKOM Y3KOH, TaK KaK MOSIBIISIETCS BHICOKAs! BEPOSTHOCTD YIIYCTUTh
MOTEHIAJIbHBIE YTPO3bI, KOTOPBIE HE OBUIH BKITFOYEHBI B TIOUCK.

72.MamunHoe o0y4yenue B TexHoioruu Threat Hunting.
OTBeThI:

BepHnbslii oTBeT: Anroput™sl MaminHHOro 00y4yenus (Data Mining), B kauecTBe ele oqHou
texHuku Threat Hunting, ycnenino mpuMeHUMBI IpU GUIBTPAINH cllaMa, OOHApYKEHUU
BPEJIOHOCHOTO TpaduKa U IETEKTUPOBAHUHM MOIIEHHUYECKUX JICHCTBUMN. Y CIIEITHO
BHEJIPEHHBIE B MPOIIECC XaHKUHTA AITOPUTMBI CIOCOOHBI CYIIIECTBEHHO TTOBBICUTH
3¢ PEeKTUBHOCTD 3aIUTH HHOPMAITUH. YKa3aHHBIC aJITOPUTMBI MOKHO BHEAPATH B
CpeICTBa 3alIUTH HHPOPMAIH, KOTOPbIE TPEOYIOT CEpbe3HON PECYPCHOI U
OpraHu3alMOHHON MOATrOTOBKH, Kak B IT, Tak u B Ub-cekTope.

73.0pranu3aioHHbIE MEpPbI MPOAKTUBHOM 3aIUTHI.
OTtBeTHI:

Bepwnsriit otBeT: 1. Onienka 3¢(eKTUBHOCTH 3alTUTHI epuMeTpa ceT. 2. [loBwimeHne
OCBEZOMJIEHHOCTH COTpyIHUKOB B obnactu Ub. 3. [Tonutruka 0OHOBIEHHS CHCTEMHOTO U
npukiiagyoro 110. 4. [TonuTHka pe3epBHOT0 KONMUPOBaHUS. 5.
VYpasneHue ys13BUMOCTIMU
74.0pranu3aniioHHas Mepa MPOaKTHBHOM 3aIUTHI - OIIeHKa A (PEKTUBHOCTH 3aIIUTHI
IepuMeTpa CeTH.
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OTBETHI:

BepHblii 0TBET: AyAUT U aHAJINW3 3AIIUIEHHOCTH — 3TO KOMIUIEKCHbBIE PELIEHMSI, KOTOpbIE
IIOMOTAIOT OPraHU3aLMsIM ONPENENATh YA3BUMOCTH HaXOAAT Cllabble MECTa B CETH,
IIPOBOJSAT MPOBEPKHU COOTBETCTBUS CTaHAApTaM U TECTUPOBAHUS Ha IPOHUKHOBEHHUS.
Ananu3 3aMIEHHOCTH CETH BKIIIOYAeT B cedsi: - OOHapyXeHUe pecypcoB CETEBOTO
[IEpUMETPa, YSI3BUMBIX JUISl aTak yepe3 UHTEpPHET; - OLeHKa ypoBHS KPUTUYHOCTU
ySI3BUMOCTEH U UX BO3ACHCTBUS Ha OU3Hec; - OcyllecTBIeHHE CKaHUPOBaHUs BeO-
IIPUJIOKEHUN; - BO3MOKHOCTD IIPOBEPKH HA UCIIOJIb30BaHUE HAUJCHHBIX YSI3BUMOCTEH; -
ITpoBepka cOOTBETCTBUSA 3AIUUTHI IEpUMeETpa TpeOOBaHUAM O€30I1aCHOCTH; -
Ocy1ecTBieHHE MOHUTOPUHTA MpOLiecca yCTpaHEHUs ysA3BUMocTel; - OnpeneneHue
3aKpBITOM MH(pOpPMALUU B CUCTEMAX WU JOKYMEHTAX; - AHAJIN3 TeHJIEHIIUNA B 00J1aCTH
mpoGsieM Oe30MacHOCTH.

75.0pranu3aloHHas Mepa IPOAKTUBHON 3aIUTHI - IIOBBIIIEHUE OCBEIOMIICHHOCTH

corpynHukoB B obnactu Ub.
OTtBeTsI:

Bepwnbiii oTBeT: MUHUMaTbHON U HEOOXOAMMON MEPOil SIBISIETCS MOBBILICHHUE
OCBEJIOMJIEHHOCTH COTPYIHUKOB B 0obsactu b B 0Gsactu 3HaHuS IPUHLUIIOB pabOTHI C
¢aiinamMu ¥ OUTOM: - HE OTKPBIBATh (halijIbl C IBOWHBIM PaCIIMPEHHEM: HACTPOUTH AJIs
MOJIb30BaTeNIeH 0TOOpaKEHHE PACIIMPEHHIA, YTOOBI UACHTU(HUIIMPOBATH BPEIOHOCHBIE
(aiinel ¢ 1BOMHBIMU pacmupenusmu (Harpumep, 1CRecord.xIsx.scr); - He BKIItOYaTh
MaKpoChl B HEJIOBEpEHHBIX AokyMeHTax Microsoft Office; - mpoBepsTh agpeca
OTIIpaBUTENICH TOUYTOBBIX COOOIICHMUIA; - HE OTKPBIBATh CCHUIKU HA BEO-CTPAHMUIIBI,
MOYTOBBIE BJIOXKEHUS OT HEM3BECTHBIX OTIPABUTEICH.

76.11lonuTrKa OOHOBIIEHUSI CUCTEMHOT0 U npukiagHoro [10.
OTBeThI:

Bepnpriii orBet: Patch Management — 3To nporiecc ynpasieHus 0OHOBICHUSIMU
nporpammuoro obecneuenus (I10), 6e3 koToporo Bpsizt Jin 00XOAUTCS XOTh OJJHA
COBpEMEHHasi KOMITaHUsI, Tymaromias o 0e3omacHoctu cBoert UT-
uHOGpacTpyKTypbl. OGHOBIEHHSI WM ATYU — 3TO AONOIHUTEIBHOE TPOrpaMMHOE
CPEICTBO, KOTOPOE MPUMEHSETCS sl UCTIPaBJICHUsI OOHAPYKEHHBIX 1€(EKTOB B
IIPOrpaMMHOM 00€CTIeUeHUH UM U3MEHEHU ero GpyHKiuoHana. CymecTByroT 2 THIa
oOHOBJIEHHUH: 1. U1l onepalmoOHHbBIX cucTeM U cepBepHoro 10, koTopble mpuMeHs0TCA
IUIs TIOJIEP’KKU HaJIJIeKallero ypoBHs 0€30aCHOCTH M YCTPaHEHHUs JbIp B 3alIUTe; 2. A
npukiagHoro [10 (manpumep, Microsoft Office, Adobe Acrobat unu KIMEHTCKUE YacTh
OU3HEC-TIPUIIOXKEHUH ), KOTOpble HEOOXOAUMBI JJIsl pEIIeHUs] BOSHUKIIUX MPo0JIeM ¢ 4acTo
HCIOJIb3YEMBIMU WJIM BaKHBIMHU OMOIMOTEKAaMU M IPYTUMH YacTsIMH UCXOJIHOTO KOJIa.

77 IlonutHka pe3epBHOTO KOIUPOBAHUS.
OtBerTsI:

Bepnpsiii otBet: [lonutrka pe3epBHOro KOMUPOBAHUS ONPEENIET, KaKUM 00pa3oM
OCYIIECTBISETCSA Pe3epPBHOE KOMUPOBAHUE JAHHBIX. 3a4acTyrO 3T TpeOOBaHUS
BKJIIOYAIOTCA B MOJIMTUKY 0€30MIaCHOCTU OpraHMU3aliy. 3a/1a4yil pe3epBHOTO KOMMMPOBAHUS:
1. Brinenenue neneBbix JaHHbIX. 2. CoXpaHEeHUE YKa3aHHBIX JAHHBIX JJI [TOCJIEIYIOLIEro
BoccTaHOBJIeHUs. 3. BoccTaHoBNeHre coxpaHE€HHBIX aHHBIX. 4. OOecneueHne
YCTOMUYMBOCTU XPAHUMBIX JAHHBIX K U3MEHEHUIO U YHUUTOXKEHUIO. 5. Pazrpannuenue
JIOCTYTIAa K XpaHUMBIM JTaHHBIM. 6. O0ecreuenrne KOHTPOJISI CUCTEMBI U TIpoliecca
PE3EPBHOTO KOIUPOBAHHS.

78.YpaBieHue ya3BUMOCTSAMH.
OTBeTsI:
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BepHsiit oTBET: YSA3BUMOCTH — 3TO XapaKTEPUCTHKA, KOTOPask MOKET OBITh MCIIOJIb30BaHA
HapyluTeIeM Ipu npoBeaeHnu ataku Ha U TakTuB 1 mpuBeCTH K peann3aluu yrpo3bl.
[Ipouecc ympaBieHus ysI3BUMOCTSIMU — HUKIUYECKHE IEHCTBUS, HAIPABICHHbBIE
OoOHapyKCHHE U KIACCH(PHUKAIUIO YSI3BUMOCTEH, a TAK)KE HA UX YCTPAHCHHUE WU CHIDKEHUE
MOCIICACTBHUI UX DKCILUTyaTalllH.

79.Co3nanuie nporpaMMbl OCBEIOMIIEHHOCTH.
OTBeTHI:

Bepnbslii otet: [Inanuposanue: — OnpenennTe OTBETCTBEHHBIX 3a CO3JaHUE U
peann3anuio nporpammsl; — OnpeaenuTe Ueau 1 3a1a4u nporpammsl; — Onpeaenure posiu
(xareropuu Ballel 1ieseBoi ayauropun). PaszHeiM pomsM norpedyercst pazHoe o0yueHue B
pa3sHoM o0beMe, HalpuMep, BCce COTPYIHUKH, [T-niepconan, MeHePKMEHT, BHEILTHUE
UCIIOJIHUTEIHN U T.IL.; — [l KaykI0M KaTeropuu 1eJIeBOi ayAUTOPUH OIPEICIINTE
aKTyaJbHbII HAOOP MEPONPUATHIA (KypChl, TPDEHUHTH, PACCBUIKH ...); — OnpenenuTe
CrocoObl B3aUMOJICHCTBUS C ayAUTOPUEH (CEMUHAPbI, TPEHUHTHU, MYJIbTUMEIUA KYPCBI,
pacchUIKH, OIOJIICTEHH OE30TTaCHOCTH, IMTOCTEPHI U T.11.); — ONpeaenuTe METPUKHU IS
a”anu3a 3¢ dexTuBHOCTH porpaMmsel — Pa3paboTaiite miaH peaau3any IporpaMmMsl U
TUTaH MEPOTIPUATHHN TI0 TIPOBEPKE/TECTUPOBAHUIO 3HAHUN. BHepenune: —
PazpaOoraiiTe/mpuobpeTute MaTeprasl A1 peajn3aluu nporpammsl; — Beibepure
HE00XO0AMMbIE HMHCTPYMEHTHI JUTSl peaiu3anun; — [[poBoanTe MEpOrpusTUs B
COOTBETCTBHH C ITporpaMmoii; — IIpoBoauTte MeponpusiTHs 10 TECTUPOBAHUIO
OCBEZIOMJICHHOCTH. AHANIN3: — AHATM3UPYHTE Pe3yabTaThl U IOKa3aTean 3pPEeKTUBHOCTH;
— JloBoauTe pe3ynbTaThl U MoJy4aiTe 0OpaTHYIO CBS3b MEHEDKMEHTA KOMIIAHUU; —
[TosrygaiiTe 0OpaTHYIO CBSI3b OT AYJAUTOPHH, BOBJICUCHHOU B 00y4eHUE (TI0JIE3HOCTb,
Ka4yecTBO MaTepUalioB, pEeKOMEHyeMble U3MEHEHUs U T.11.). COBEpIICHCTBOBaHHE: —
Pa3BuBaiiTe cBOIO CUCTEMY B COOTBETCTBUU C MOTYYEHHBIMU [OKA3aTEIIAMU

3G EKTUBHOCTH, Pe3y/bTaTaMH TECTUPOBAHUS (IIPOBEPKH 3HAHUIN) U 1O pe3yabTaTaM
oOpaTHOH CBS3U; — AHANU3UPYHTE JTaHIIA(T yrpo3 U JOMOIHINTE CBOIO POrpaMmy
00y4eHMs HOBBIMHM MaTepuaiaMu; — AHaJTM3UpPYyiTe HOBbIE TPeOOBAHUS U BHOCUTE
M3MEHEHHUs B IporpaMMy o0ydeHusi; — Pa3BuBaiiTe CBOIO IpOrpaMMy C y4eTOM
J0JATOCPOYHBIX OM3HEC-TIENIMU KOMIIaHHH.

II. Onucanue wkanvl ouenueanus

Oyenka: 5
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku 6blnoaHeHus 3uanus: PaboTa BeIIOJIHEHA B paMKax "MPOABUHYTOT0"
ypoBHs. OTBETHI JaHbI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIMOTHEHA B paMKax "6a3oBoro"
ypOBHs. BOJBIIMHCTBO OTBETOB JAaHBI BEpHO. B yacTu MaTepuana ecTh He3HAUYUTEIbHbIE
HEJIOCTATKU

Oyenka: 3
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku 6binoiHeHus 3nanus: Paborta BBIMOIIHEHA B paMKax "moporoBoro"”
ypoBHs. OCHOBHasI 4aCTh 3aJJaHHs BHIMIOJIHEHA BEPHO. HA BOIIPOCHI YIIIYOJCHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoHeHus 3nanus: Pabora He BBIMOJIHEHA WX BHITIOTHEHA
MIPEUMYIIIECTBEHHO HETPABUIHLHO
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1I1. IIpaguna évicmaesnenun umo20680i OYEeHKU no Kypcy
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