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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Ienp rocynapcTBeHHOW WMTOrOBOM AaTTeCTANMH — OIPEICIUTh COOTBETCTBUE
pe3yJIbTaTOB OCBOEHUS 00YyJaroIIUMCcs OCHOBHOM 00pa3oBaTeabHON nmporpamMmbl «be3onacHocTh
KOMITBIOTEPHBIX ~CHUCTeM» 1Mo HampasieHuto mnoarotoBku 10.03.01 «Muadopmanmonnas
0e30MacHOCTbY»,  COOTBETCTBYIOIIMM  TpeOoBaHUsIM  (enepaibHOr0  TOCYJapCTBEHHOTO
00pa30BaTeNbHOrO CTaHapTA.

3ajayaMu rocy1apCcTBeHHO UTOrOBOM aTTeCTAIIUN:

— OlleHKa C(OPMHUPOBAHHOCTH BCEX KOMIIETCHIMH, YCTAaHOBJICHHBIX 00pa30BaTEIbHOM
MIPOTPAMMOIA;

—OIEHKAa  OCBOGHHUS  pe3yiJpTaToB  OOy4deHHs  TpeOoBaHUSM  (enepantbHOTO
TrOCYJapCTBEHHOTO 00pa30BaTeIbLHOTO CTaHAapTa 1o HampaBieHuto mnoaroToBku 10.03.01
«MuadopmanrionHas 6e30MacHOCTh» U MPOPECCHOHATBHBIX CTaHIAPTOB.

2. PE3YJIbTATHI OGPA3OBATEJIBHOM ITPOT' PAMMBI

K pe3synbraTtam 00yueHUs BHIIYCKHUKA OTHOCATCS CIEAYIOIUE KOMIIETEHIIUHU:

PIIK-1. T'oroB oGecrneunBarh 3amuTy WHGOPMALMK B aBTOMATU3HPOBAHHBIX CHCTEMaX B
npolecce X 3KCIUTyaTaluu.

VYK-1. CnocobGeH OCyIIECTBIATh NMOWCK, KPUTHYECKUH aHAIM3 W CHHTE3 HH(OpMAIUH,
HOPUMEHATh CUCTEMHBIN IIOJXO/ AJIsl PeIIeHUs TOCTABICHHBIX 3ajiau.

YK-2. CrnocobeH ompenensTh Kpyr 3alad B paMKax IOCTaBJICHHOW IICIM M BBIOMPATH
ONTUMAJIbHBIE CIOCOOBI UX PELICHUs, UCXOJA U3 JAEUCTBYIOIUX MPABOBBIX HOPM, UMEIOLIUXCS
PECYPCOB U OTPAHUYECHUM.

VK-3. CnocobeH ocylecTBISATh COLMANBbHOE B3aUMOJICHCTBHE M PEANN30BBIBATH CBOIO
pOJIb B KOMaHJIE.

VK-4. CnocoOGeH OCyLIeCTBIATh JEJIOBYIH0O KOMMYHHMKAIMIO B YCTHOH M HHCbMEHHOU
¢dopMax Ha rocynapcTBeHHOM si3blke Poccuiickoit @enepanuu 1 HHOCTPaHHOM(BIX) sI3bIKe(ax).

VYK-5. CnocoOeH BOoCIpUHUMATh MEXKYJIBTYpHOE pa3HOOOpaszue oOIecTBa B COLUAIBHO-
HCTOPUYECKOM, 3TUYECKOM U (pUi1ocohCKOM KOHTEKCTAX.

VYK-6. CnocobGeH ympaBisiTb CBOMM BpEMEHEM, BBICTpauUBaTb M pPEaTU30BLIBATH
TPAeKTOPHUIO CAaMOPa3BUTHS HA OCHOBE MPUHIIMIIOB 00pa30BaHuUs B TEUEHUE BCEH JKU3HMU.

VYK-7. CnocobeH noaaepKuBaTh JOJDKHBIA YpOBEHb (PU3MUECKON MOArOTOBICHHOCTH IS
obecrieueHust MOJTHOIICHHON COIMAaIbHOM U MPOo(deCCHOHATBHOM IeATeTbHOCTH.

VK-8. Cnocoben co3naBaTh M MOAJIEPKUBaThb B IOBCEAHEBHOM JKM3HM U B
npoeccCuoHaNbHON eATEeIbHOCTH O€30MacHbIe YCIOBHS )KU3HEAEATEIbHOCTH JUISl COXPaHEHUs
HOPUPOIHON cpe/bl, 0OecrieueHus] yCTOMYMBOIO pa3BUTHUS OOIIECTBA, B TOM YHCIE MIPU Yyrpo3e U
BO3HHUKHOBEHUH YPE3BBIYAWHBIX CUTYaIlMil © BOCHHBIX KOH(DIMKTOB.

VYK-9. CnocobGeH npuHHUMAaTh OOOCHOBAaHHBIE SKOHOMHYECKHE PELICHHS B pa3IMYHBIX
00JacTsIX KU3HEACSITETbHOCTH.

VYK-10. Criocoben popMupoBaTh HETEPIUMOE OTHOILIEHHE K MPOSIBICHHUIO HKCTpEMHU3Ma,
Teppopr3Ma, KOPPYNIMOHHOMY MOBEJEHUIO M MPOTUBOJCHCTBOBATh UM B MPO(ECCHOHATHHON
JESATEIBHOCTH.

OIIK-1. CnocobeH oueHHBaTh poJib HHPOpMAIUHM, WHOOPMALMOHHBIX TEXHOJOTHHA U
UH(POPMALIMOHHOM 0€30MacHOCTH B COBPEMEHHOM OOIECTBE, WX 3HAu€HHE JUIs oOecredeHus
00BEKTUBHBIX MOTPEOHOCTEHN TMYHOCTH, OOIIECTBA U FOCYAapCTBA.

OIIK-2. CnocobeH NpUMEHATh HHPOPMAMOHHO-KOMMYHHUKAIIHOHHBIE TEXHOJIOTHH,
IIPOrpaMMHBIE CPEACTBA CUCTEMHOTO U IIPUKIIAJHOTO Ha3HAUYEHUS, B TOM YHCJIE OT€YECTBEHHOTO
IPOM3BOJICTBA, /ISl PELICHNUs 3a7a4 NPo(hecCHOHAIBHON AeITEIbHOCTH.

OIIK-3. Cnoco0eH HCmoap30BaTh HEOOXOAMMBIE MATEMATHUYECKUE METOMABI JIJIsi PEIICHUS
3aJa4 IpoQecCUOHATBHOMN eATETbHOCTH.

OIIK-4. Crnoco0eH NpUMEHITh HEOOXOAMMBbIE (U3MYECKHUE 3aKOHBI W MOJICIH IS
peleHus 3a1a4 NpopecCuoHaIbHOMN eI TeTbHOCTH.
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OIIK-5. CmocobeH mUpUMEHSATh HOPMAaTHBHBIC TIPAaBOBBbIE aKThl, HOPMATUBHBIE U
METOJUYECKHE TOKYMEHTBI, PEerjJaMeHTHUPYIOLIUE AEATeIbHOCTh MO 3aluTe HWHGOpMalnud B
cdepe npodeccruoHABHON TeATeTLHOCTH.

OIIK-6. CnocobeH mpu permieHud mpodecCHOHAIbHBIX 3a/ad OpraHW30BHIBATH 3aIUTY
uHpOpPMALUK OTPAaHUYEHHOTO JOCTYIa B COOTBETCTBHM C HOPMATHBHBIMU NPAaBOBBIMU aKTaMH,
HOPMAaTUBHBIMM ¥ METOJMYECKUMH JoKyMeHTamMu @DenepanbHON CiayxObl 0€30MacHOCTH
Poccwuiickoit @eneparuu, DenepaabHON CITYKOBI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO.

OIIK-7. CriocoOeH MCIoJIb30BaTh SI3bIKA MPOTPAMMHPOBAHUSI U TEXHOJIOTHU pPa3pabOTKH
IPOTPAMMHBIX CPEJICTB JJIs pEIIeHUs 3a/1a4 MPO(PECCUOHATBHON AEATEIbHOCTH.

OIIK-8. CrocoOeH ocCymIeCTBIISITh MOAOOP, M3YYCHHE U OOIIECHHE HayYHO-TEXHUYCCKOM
JUTEPATypbl, HOPMATUBHBIX W METOJUYECKHX JIOKYMEHTOB B LENAX pEIIeHUus 3aaad
npodhecCuoHaNBHOM NeTebHOCTH.

OIIK-9. CnocobeH mMpuUMEHSATh CPEACTBA KPUNTOTPAPHUECKOW M TEXHUYECKOW 3aIUTHI
uH(pOpMaLU AJIs peleHus 3a71a4 IpodhecCUHOHATBLHON NesSTEIIbHOCTH.

OIIK-10. CmocobGeH B KadyecTBE TEXHHYECKOTO CIECHUAINCTa NPUHUMATh y4dacTue B
dbopMUPOBaHUY MOTUTUKH UHGOPMAITMOHHON 0€30MacHOCTH, OPraHU30BBIBATH U MOICPKUBATD
BBINIOJIHEHUE KOMIUIEKCA Mep M0 o0ecrnedeHH0 MH(OpPMAalUOHHONW O€30IacHOCTH, YNpPaBIATh
MPOLIECCOM UX peanu3alii Ha 00BEKTe 3aIUTHI.

OIIK-11. CocoOeH npoBOAUTH 3KCHEPUMEHTHI 110 3a/laHHOM METOAMKE U 00pabOTKy MX
pE3yIbTaTOB.

OIIK-12. Cnoco0GeH mpoBOAWUTH IMOATOTOBKY HCXOAHBIX JAaHHBIX I HMPOEKTUPOBAHMSI
MOJICUCTEM, CPEACTB OOECleyYeHHs 3alUThl MHPOpPMAIMU MU ISl TEXHHUKO-KOHOMHYECKOTO
000CHOBaHHS COOTBETCTBYIOIIMUX IMPOEKTHBIX PELICHU.

OIIK-13. CriocobeH aHanu3upoBaTh OCHOBHBIE ATAIbl U 3aKOHOMEPHOCTH HCTOPUYECKOTO
pasButus Poccum, ee MecTto W poib B KOHTEKCTE BCEOOIIEH WCTOPHHM, B TOM YHCIE JUIS
(dbopMUPOBaHUS IPAXKAAHCKON MO3UIUU U PA3BUTHUS ATPUOTH3MA.

OIIK-1.1. Criocoben pa3zpabaTbiBaTh M PEaTM30BHIBATH IMOJMTHKH YIPABICHUS JOCTYIIOM B
KOMIIBIOTEPHBIX CUCTEMAX.

OIIK-1.2. Cnoco0eH aIMUHUCTPUpPOBATh CpPEACTBA  3alllUThl  MH(pOpMalUu B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. CriocobOen obecrneunBaTh 3aUTy HHGOPMAIIMU TIpU padoTe ¢ 0a3aMu JTaHHBIX,
IIPY IIepeiadye 10 KOMIIbIOTEPHBIM CETSIM.

OIIK-1.4. CnocoGeH olleHHBaTh YPOBEHb 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM H CETEH,
B TOM YHCJI€ B COOTBETCTBUM C HOPMAaTUBHBIMU M KOPIIOPATUBHBIMH TPEOOBAHUSMH.

[TK-1. 'oTOB K BHEAPEHUIO CUCTEM 3aILUTHl UH(YOPMALIMYA ABTOMATU3UPOBAHHBIX CHCTEM.

[1K-2. CnocobGeH aIMUHUCTPUPOBATh CPEICTBA 3aLIUTHI MH(GOPMAIMU B KOMIbIOTEPHBIX
CUCTEMaX U CETsX.

3. POPMA, CPOKH U TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMN

OO61mas TpyA0EeMKOCTh TOCY/apCTBEHHONM WTOTOBOM aTTECTAllMM COCTaBISeT 6 3a4eTHBIX
enuHmil, 216 Jacos.

['ocynapcTBeHHass UTOroBasi aTTecTalus MpeAcTaBisieT co0ol (popMy OLIEHKH CTENEHU U
YPOBHSI OCBOEHHS 00y4JaroMMHCS 00pa30BaTeIbHOW POTPaMMBI.

['ocynapcTBeHHass WUTOroBasi aTTeCTallds IPOBOJUTCS HA  OCHOBE  IPUHIUIIOB
00BEKTUBHOCTH M HE3aBUCUMOCTH OLICHKH KauecTBa MOJATOTOBKH O0YUYaIOIIUXCS.

['ocynapcTBeHHass ~ WTOroBas ~ aTTecTallds  SBISETCS  3aBepUIAlONIed  YacThio
00pa3oBaTeNbHOW MPOrpaMMbl M MPOBOAUTCS B 8 cemecTpe IMOocie YCIEIIHOrO MPOXOXKICHHS
MIPOMEKYTOUHOM aTTecTaly 110 BCEM AUCLUUIIUHAM (MOAYIISIM) U MTpaKkTUKaM 00pa3oBaTeNbHOM
IIPOrPaMMBI.
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B rocymapcTBeHHYIO HTOTOBYIO aTTECTAIIMIO BXOJIUT MOATOTOBKA K MPOIEYpe 3alIUThl U
3aIUTa BBITYCKHON KBATM(UKAIIMOHHON PaOOTHI.

['ocynmapcTBeHHass WTOTOBasi aTTECTallds MPOBOAWTCS B (OpME 3alIUTHl BBITYCKHOM
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CIJAYE U CJAYA I'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH 9K3aMeH Y4eOHBIM IJIAHOM HE MPEIyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®OUKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHusl K TEMAaTHKE BbINMYCKHbIX KBATU(PUKALIMOHHBIX Pa0doT

Temaruka BKP nomkna cooTrBeTcTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 331ad
npoecCHOHANBHOM JAEITeIbHOCTH, K KOTOPHIM TOTOBUTCS BBIYCKHUK B PaMKaX OCBOCHHS
00pa30BaTeNbHOI POrpaMMBl.

Temartuka BBITYCKHOW KBaIU(UKAIIMOHHOW pabOTHl JOKHA OBITh  aKTyalbHOM,
COOTBETCTBOBATb OCHOBHBIM CTPAaTE€rMUECKUM LEISAM Ppa3BUTHS HAYKHU U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUECKUM IOAXO0JaM, OTPaXKaTh CIelu(UKY MPOrpaMMBbl
«be3onmacHOCTh KOMMBIOTEPHBIX cucTeM» 1o HampasieHuto 10.03.01 «Muadopmanmonnas
0€30MacHOCTh.

OOyyaromiemMycsi MOXKET IPENOCTaBIAThCA MpaBo BelOopa TemMbl BKP B ycranoBieHHOM
MOpsAIKe, BIUIOTH [JO TMPEAJIOKEHUS CBOEH TEMAaTUKH C HEOOXOJUMBbIM OO0OCHOBAaHUEM
nenecoodpasHoctu ee pazpaborku. Temarnka BKP momkHa cooTBeTcTBOBaTh 001actu (cdepe),
00BEKTY M TUIIAM 33]1a4 MPOPECCUOHANTBHOMN JESITENbHOCTH, K KOTOPBIM TOTOBUTCS BBIITYCKHUK B
paMKax OCBOEHHS 00pa30BaTeIbHON IPOrPaMMBI.

IIpumepnas Temarrika BKP:

1. Ayaur 0e30macCHOCTM JIOKQJbHOM  BBIYUCIUTEIBHOW CETH OpraHMU3alMu  C
UCIMOJIb30BaHUEM CKaHepa 0€30MacHOCTH;.

2. OrneHka OMacHOCTH YSI3BUMOCTEH OecrpOBOJHBIX MH()OPMAIMOHHBIX TEXHOJIOTHH Ha
ocuose Kali Linux;.

3. PazpaGoTka KoMIUIeKca MpaBUJl, MPOLEAYp MU MPAKTUUECKUX TPUEMOB 3aLUTHI
UHpOpPMaLUU B MOOUIIBHBIX YCTPOHCTBAX;.

4. Pa3paboTka KOMIUIEKCa IpaBWJI, MNPOLEAYp M MPAKTUYECKHX IPUEMOB 3alllUThI
UHpOpPMaLUU B MOOUIIBHBIX YCTPOMCTBAX;.

5. AHanu3 ypoBHs 3allMIIEHHOCTU BEO-TPUIIOKEHHUS OpPraHM3allMU MPH HCIOIb30BaAHUH
CKaHEpOB yS3BHUMOCTEH;.

6. MopaenupoBanue puckoB uUHOOpPMAIIMOHHOW Oe€30macHOCTH B WH(OOPMAIMOHHBIX
cucTeMax, MOCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUEiiH;.

7. Pa3paboTka W BHeIpeHUE TOJNUTHKKA mnpuMeHeHus TexHojorun COB s
IIPOTUBOAEHCTBUA BHEIIHUM atakaMm Ha MC opranuszanuu;.

8. Pa3paboTka u BHeApeHWE TOJUTUKH TpuMeHeHus TexHoaorun NGFW  mis
IPOTUBOAEHCTBUA BHEIIHUM atakaMm Ha MC opranuszanuu;.

9. PaszpaboTka u BHEAPEHHE TOJMTHUKKH TNpPUMEHEHHMs TexHoynormun DLP  nmus
IPOTUBOAEHCTBYA BHEIIHUM atakaMm Ha MC opranuszanuu;.

10. ITpumenenne MeToauku TOHKOM HacTporku CAB3 nmid coBepIIeHCTBOBaHUS 3AIIUTHI
NC opranuzanuu oT BO3AECHCTBUSI KOMIIBIOTEPHBIX BUPYCOB;.

11. 3amura OT HECAaHKUMOHHUPOBAHHBIX MPOBOJHBIX MOJKIIOYEHUNA K JIOKAJIBHON CETH
(Ha3BaHUE OpraHU3alnN);.

12. Pa3paboTka ¥ BHEApEHUE TMOJUTUKU TNpUMEHeHUs TexHoiorun VPN s
IPOTUBOAEHCTBUA BHEIIHUM atakaMm Ha MC opranuzanuu;.

13. MogenupoBaHue ysi3BUMOCTEN MTPOTOKOJIOB 3aIIMTHI HHPOpMaIK B ceTsax Kerberos;.
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14. Pa3paGoTka ¥ BHEApPEHHE NOJUTUKM NpuUMeHeHus TexHojmorun WAF mms
MPOTUBOJICUCTBUA BHEITHUM atakaMm Ha MIC opranuzanuu;.

15. NuBentapu3anus u KiaccupUKanus MWHPOPMALMOHHBIX AaKTUBOB OPraHU3ALUHU TPU
OLIEHKE PUCKOB.

16. 3ammura wHQOpPMAIIMK B BBIYUCIUTEIHLHOW CETH OpPTaHHW3AIMM C HCIIOIH30BAHHEM
BO3MOKHOCTEH MPOBAIEPOB.

17. TlpumMeHEHHE MEXKCETEBBIX SKPAHOB SKCIIEPTHOI'O YPOBHS JUIsl 3alllUThl PECYPCOB
JIOKaJIbHON BBIYUCIIUTENBHOM CeTH B OpraHU3aluy.

18.  AnMMHHCTPUpPOBaHME CHUCTEMBl  PE3EPBHOIO  KONMMPOBAHMS  JUISL  3aAILMTHI
MH(POPMALIMOHHBIX aKTUBOB OPraHU3aL1H.

19. IIpuMmeHeHre cucTeM KOHTPOJIS U YIPaBIEHUS IIpoleccamMu («BbIBOJIA HA MEYaTh» WIN
«BBIBOJIa HAa BHEIIHME HOCUTENU MH(DOpPMaLUM» WIN «OTIpaBKU (aillloB uepe3 MHTEPHET» WU
«OTIpaBKu (aiyIoB MO IEKTPOHHON OYTE») B (Ha3BaHHE OPTaHU3AINH).

20. Anamu3 ypoBHs 3amumieHHocTd JIBC opranuzannu Ha OCHOBE MCHOJIB30BaHUS
CKAHEPOB ySI3BUMOCTEW;.

21. Pa3paboTka pekoMeHJalui Mo 3aluTe BeO-IPUII0KEHUS OT aTak BHEAPEHMUS;.

22. O6ecnieyeHre 6€30MaCHOTO MOAKIIOYCHHUS padOYMX CTaHIUH (Ha3BaHWE OpraHU3aIHHN),
oOpabaTsiBaronux KoHGUACHINATLHYI0 HHpOpMalHio, K cetu HTepHeT;.

23. Pa3paboTka cHCTEMBl JHATHOCTUKM HAIWYHS BPEJOHOCHOTO IPOTPAMMHOTO
oOecrieueHus («B JIOKAIbHOM CeTH opraHu3auuu» uian «Ha cersax loT-yctpoilcTB» mnm «B
IIPOMBIIIIIEHHON CETH OpraHU3aLuny;.

24. MopenvupoBaHue ysI3BUMOCTEN MPOTOKOJIOB 3auThl TLS;.

25. MogenupoBaHue ysI3BUMOCTEN MTPOTOKOJIOB 3aUThI SSL;.

26. PaccnenoBanue MHIUAEHTOB HH(OPMAIIMOHHOM 0€3011aCHOCTH B OpraHU3aluy;.

27. HVMuTanMoOHHOE  MOJEIHMPOBAHWE  CIIEHAPUEB  PHUCKOB  MH(POPMALMOHHON
0€30I1aCHOCTH;,.

28. AcuMMeTpUYHbIE KPUIITOCUCTEMBI U METObI 00ecIiedeHHs] KOHPUACHIIUNAIbHOCTHU IIPU
UX HUCIIOJIb30BAHUU;.

29. HccnenoBanre MEXaHU3MOB 1I€JIOCTHOCTH U JOCTYITHOCTH MH(OpMaIMK Ha matdopme
OJIOKYEHH;.

30. Pa3zpaboTka cpeacTB aBTOMATU3ALNHU Ul HACTPOHUKH CPENICTB 3aIUThl HHPOpPMALUK OT
HECaHKLMOHUPOBAHHOTO JOCTYIIA;.

31. IlpumeHeHHE TEXHOJOTUU AaKTHUBHOTO ayaAuTa WH(GOPMAlMOHHON O€30MacHOCTH B
OpraHu3alLuy;.

32. PaspaboTka  CcpeACTB  aBTOMATH3allMM  JUIsl  KOHTPOJISI  3alMIIEHHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM I10 TpeOOBaHUAM O€30IIaCHOCTH WH(OPMALIHH;.

33. OneHka 1 aHaJIu3 PUCKOB C UCTIOJIb30BaHKEM mporpaMMHoro ooecrieuennst CORAS;.

34. Metoauka reHepaluu ClieHapyeB IeJIeBbIX aTak Ha MH()OPMAIIMOHHBIE CHUCTEMBI;.

35. Pa3paboTka peKkOMEHJalui IO OpraHU3alMH 3allUThl BEO-TIPUIIOKEHUSI OT aTak,
HKCIUTYaTUPYIOIIHUX CUCTEMY ayTEHTU(DUKALIH;.

36. Pa3paboTka, pa3BepThIBaHHE U IMOJAJIEPKKA MPOILECCOB HEMPEPBHIBHOIO TECTUPOBAHUS
0€30MaCHOCTH U OLEHKH COCTOSIHHSI 3alIUIIEHHOCTH HH(POPMAIIMOHHON CUCTEMBI OpraHU3aliH;.

37. JluarHocTHWKa CTeraHorpauueckux BO3MOXXHOCTEH W MPOTHUBOACHCTBHE UM NIpU
peanu3any HHPOPMALMOHHBIX MPOLIECCOB B OPTaHU3AIUHY;.

38. MeToauka WHBEHTapHU3alMK, Ki1accuUKauy U aHaIn3a UHPOPMAIIMOHHBIX aKTHBOB
OpraHu3aluy;.

39. Ananu3 MeTosoB obOecnedeHHs WH(OOPMAITMOHHOW O€30MacHOCTH B OECTPOBOIHBIX
ceTsx mepenayu nHpopMaluus;.

40. Kpunrorpaguyeckne crnocoObl KOHTPOJS TEIOCTHOCTH H WX TPAKTHYECKas
peanu3anus;.

41. Pa3zpaboTka CpeJCTB aBTOMAaTU3aLWU JJIsl UCCIEA0BAaHUS TPOrPaMMHOT0 oOecrieueHus
1o TpeboBaHUAM 0€30MacHOCTH HH(pOpMAIUH;.

10.03.01_BKC 5475 WudHU O 2023/CYOC 3++



42. AIMUHHCTPHpPOBAHUE MPOTPAMMHO-AMNIAPATHOTO KoMiuiekca «Co0oiby» Ha paboumx
CTaHLMAX B OpraHU3alvy.

43. ABTOMATHU3MPOBAHHBIA BBIOOP MEP U CPEJCTB KOHTPOJIS M YIPABJICHUS 1O 3aJaHHBIM
PHCKaM C HCIIOJIb30BAaHUEM HEHPOHHBIX CETEH;.

44. 3ammra wHPOpPMAIMK C HUCIOIH30BAHUEM METOJOB M TEXHOJOTMU YIPOLICHHOM
KpUnTorpaduu B OpraHu3aluu;.

45. BHeapeHue CUCTEMbl aHTUBUPYCHOM 3allUThl B OPraHU3alH;.

46. Metoabl M TEXHOJOTMM OOHApPYKEHMs CKPBITBIX KOHTEHHEPOB B COOOIIEHUAX
METOJJaMH CTaTUCTUYECKOIO aHAJIN3A;.

47. Opranusanus CHENUAIBHBIX HHCTPYMEHTAJIBHBIX IIPOBEPOK IE€pCOHAna Ul
IPOTHBOACHCTBUS MHCANIEPCTBY B (PUHAHCOBOM YUPEKACHUU (HA MPEATIPUITAN SHEPTETHKH);.

48. Pa3paboTka ImpOrpaMMHOI0 OO€CIIeYEeHUs BBIJICJIIEHUS arperaroB PUCKOB IO OOLIMM
yrposam, ysI3BUMOCTSIM U aKTHUBaM;.

49. IlpumeHeHue TEXHOJIOTUI U CpeACTB UHPOPMALMOHHO-aHAIUTUYECKOTO 00eCIeueHMsI
IPU PACCIIeOBAaHUH WHIMIEHTOB HHPOPMALMOHHONW OE30MaCHOCTH.

50. OOecneueHne 0€30IaCHOCTH CETEBOIO B3aUMOJACWCTBUS €  HCHOJIb30BAaHHUEM
texnosioruu OpenVPN;.

51. Opranuzanus pacciieIoBaHUsl HMHLUUIACHTOB HH(OpPMAIMOHHONW O0€3011acCHOCTH Ha
IPEIIPUITHH;.

52. AAMHUHUCTpPUpPOBAHHE NPOTrPaMMHO-aNIapaTHOIO KOMILIEKCa «AKKOpA» Ha pabouyux
CTaHIMSX OpraHU3aI|H.

53. Opranusanus NporpaMMHOM 3allIUTHI CEPBEPA C UCIOJIb30BaHHEM BO3MOxHOcTel OC
Microsoft Windows:;.

54. Oprasuzanuss NOporpaMMHON 3aiiuThl  (ail;loBoro cepsepa C HCIOJIb30BaHUEM
BO3MOYKHOCTEH OTepanroHHoli cucteMbl Astralinux;.

55. Opranu3anus OporpaMMHOM 3alUThI BeO-cepBepa ¢ UCHOIb30BaHUEM BO3MOXKHOCTEH
omnepalroHHoN cucteMbl Astralinux;.

56. Opranu3anus IporpaMMHOM 3alUTHl BeO-cepBepa ¢ UCMOIb30BaHUEM BO3MOXKHOCTEH
onepanronHoi cuctembl ALT Linux;.

57. Opranuzauus ayauta MHGOPMAMOHHOM  0O€30MacHOCTH  OpraHu3aluu ¢
MCIIOJIb30BaHUEM CIELIMATILHOTO MPOTrPAMMHOI0 00ECIeUEHUS;.

58.  Oo0ecneuenne Oe3omacHocTH  HMH(opManmuu Ha  OOBEKTaX  KPUTHYECKOM
MH(OPMaLMOHHON UHPPACTPYKTYPHI;.

59. ABromaruzanusi MNpPOIECCOB MEHEIKMEHTa HH(OpPMAIMOHHONW 0e30MacHOCTH B
OpraHu3aIuy;.

60. BHeapeHue cucteMsl Npe1oTBpallieHHs] yTeUKu HHPOpMauu B (UHAHCOBO-KPEAUTHOM
YUPEXKJICHUY;.

61. 3amura cereBoro xpanmwnmma cpeacrsaMu QNAP NAS oT HecaHKIMOHMPOBAaHHOTO
JOCTyNa U HapyIIeHUsI LIEIOCTHOCTH JaHHBIX;.

62. TexHojoruu peBepcHHra (0OpaTHOrO MPOTrPaMMHUPOBAHMSA) M UX MPUMEHEHHE NpU
HCCJIEJIOBAaHUH HEJIEKIapUPOBAHHBIX (QYHKIIUH MPOrpaMMHOI0 00ECTIEUEeHHUS;.

63. BHenpeHue TexHONOTUH mpenoTBpaiieHust yreuku uHpopmaruu (DLP-cucremsl) B
OpraHu3aIuy;.

64. OneHKa onacHOCTH YS3BUMOCTEH CMapT-KOHTPAKTOB B TEXHOJIOTUH OJIOKYEHH;.

65. AIMUHUCTPUPOBAHHE CHUCTEM OE30MACHOCTH CETEBOTO B3aMMOJICHCTBHS Ha OCHOBE
texHosioruu VPN.

66. Pa3paboTka KBeCTOB 110 0OYUYEHHUIO TEXHOJIOIMH MPOHUKHOBEHHS B 3AIIUIIEHHYIO CETh
(9TUYHBIN XaKHUHT);.

67. MOHUTOPHUHT COCTOSTHUSI 00BEKTa HA OCHOBE OLIEHKH PUCKOB;.

68. 3ammuTa JOKaJIbHOW BBIYMCIUTENBHON CETH OPraHM3alMM OT HECAaHKIMOHUPOBAHHOTO
J0CTyTa K €€ pecypcaM ¢ UCIOJIb30BaHUEM MapUIpyTH3aTOPOB YPOBHS JIOKAJIBHBIX CETEH.
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69. Opranmszauuss ayauta WHGOPMAIMOHHOM  0OE€30MacHOCTH  OpraHu3alluk  C
HCIOJIb30BaHUEM CIEIMATILHOTO MPOTPAMMHOI0 00ECICUEHUS;.

70. BHenpeHre TEXHOJOTHH YIpaBieHHS WHGOpManueld u COOBITHSIMH OE€30MacHOCTH
(SIEM-cucrembl) B OpraHu3aium;.

71. 3amuTa cereBoro xpanwiniia cpeactsamu Synology NAS oT HECAaHKIIMOHUPOBAHHOTO
JOCTyNa U HapyIIeHUs 1IeIOCTHOCTU JaHHBIX;.

72. 3ammTa JOKaJIbHON BBIYMCIMTENBHON CETH OpraHM3alnuu ¢ ucnoib3zoBanuem IDS/IPS
CHUCTEM;.

73. 3ammra OT HECAaHKLMOHMPOBAHHBIX IPOBOAHBIX IOAKIIOUYEHUH K JIOKAJIBHOH ceTu
(Ha3BaHME OpPTaHMU3AIINN);.

74. Tlporpammuas 3ammTa WH()OPMANMOHHOW CHUCTEMBl OpraHHM3allMd HAa OCHOBE
BO3MOXKHOCTEH ONepaluoHHON CUCTEMBI;.

75. Buenpenue metononoruu DevSecOps B opranusaiiuio;.

76. BHenpeHrne MOHMTOPUHTA HHPOPMAIIMOHHON 0€30macHOCTH B (PMHAHCOBO-KPEIUTHOM
YUPEXKICHUY;.

77. 3amura (HailI0BOro apXxuBa OpraHU3aliy CPeICTBAMU OMEPAIIIOHHON CHUCTEMBI;.

78. AHanu3 TEXHOJIOTHH pa3pabOTKU CMapT-KOHTPAKTOB U BBISABIIEHUE UX YSA3BUMOCTEH;.

79. Opranuzanus OpOrpaMMHOM 3amUThl (HalJIOBOrO cepBepa C HCIOIb30BAHHEM
BO3MOXHOCTeH onepannonHoii cuctembl ALT Linux;.

5.2. TpeboBanusi kK BKP

BKP cocrout u3 n1Byx 00s3aTeNbHbIX YacTEH:
— TEKCTOBOM YaCTH;
— JICMOHCTPAIIMOHHAS YacCTh, IIPEJICTABIIAIONIAsA COO0H rpaduueckuii MaTepral u/uiu
AJIEKTPOHHYIO MPE3eHTAIHIO0. JIeMOHCTpallMOHHAS YacTh COJIEPKUT HEOOXOIMMBIE /I HauboJiee
MIOJIHOTO MPEACTAaBIEHUS pabOThl KOHCTPYKTOPCKUE MPOPAOOTKH (YEPTEKH ), CXEMHBIE PEIICHHUS,
JIEMOHCTPAIIMOHHBIC TIIAKATHI (C OTPaKECHUEM Ha HUX, B TOM YHCJIC, CHHTC3UPOBAHHBIX U/WIIH
HCIIOJIb30BAHHBIX MaTEMaTUYECKUX MOJEIIEH, AITOPUTMOB, CTPYKTYP IPOTrPaMM, IMOJIYIEHHBIX
pe3yapTaToB U T.1.). [lo cornacoBanuio ¢ pyKOBOJAUTEIEM BO3MOXKHO MPEACTABICHUE MAaKETOB,
dbuznueckux mMozenei, Buaeodaios, JOKYMEHTHPOBAHHBIX aKTOB U T.II.
K conepsxanuro BKP npenbsiBisitores cnegayromnme TpeOoBaHus:
— COOTBETCTBHE CO/ICPKaHUS CPOPMYITHPOBAHHON TEME;
— MOJIHOTA PaCKPBITUS TEMBI,
— JIOTUYECKAs MOCIJIEI0BATENBHOCTD U 3aBEPLIEHHOCTbD.
B cootBerctBum ¢ mimanom BKP gomxkHa ObITE pa3jeneHa Ha OTACNIbHBIC JOTHYECKU CBSI3aHHbBIC
4acTu, CHaOXKEHHBIE KOPOTKUMU U SICHBIMHU 3ar0JIOBKaMH, OTPAXKAIOIIUMH CMBICI U3]IaraeMoro B
HUX MaTepuaa.

5.3. O6beM TeKcTOBOI YacTH

Pexomenayemsiit 00beM ocHOBHOI yacTi BKP (He BriIrOUast nmpuiokeHuii) J0KeH ObITh He
meHee 40 u He 6onee 80 MUCTOB cTaHAapTHO HabpaHHOTO TekcTa (1,5 unrepBana, He MeHee 12
KerJisl, eMuHbIN Tl mpudra no Beeit padore), opopmiaennoro no 'OCT 7.32-2017, TOCT P
2.105-2019, TOCT 2.106-2019. Pekomenayemsrii o0bem BKP 1o pa3aenam:
— BBegeHue — 1-3 cTp.,
— OCHOBHas 4acTh (IJIaBbl) — HE MeHee 35-55 cTp.,
— 3aKimroueHue — 1-3 crp.
PexoMenayemblil 00beM IPUIIOKEHUHN HE peraMeHTHPYETCs, OJTHAKO J0JKEH ObITh 000CHOBaH
peasbHON HEOOXOJUMOCTBIO MPEICTABICHUS MaTEPUAIOB.

5.4. O0beM 1eMOHCTPALIMOHHOH YaCcTH

Pexomenmyercst B rpadudecKyro 4acTh BKIOUaTh 3—4 nucrta opmarta Al B 3aBUCUMOCTH OT
HEOO0XO/IMMOCTH PACKPBITHS O0BEKTA.
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PexoMeHyeTcst B 2IEKTPOHHYIO TIPE3CHTAIIMIO IOJDKHA COAepkKaTh He MeHee 6 u He Oonee 12
CJIAalIOB.

5.5. llopsinok BbImosiHenusi BKP

. [lonnyuenue 3aganus Ha BKP ot pykoBoauTens.

. CornacoBanue u yTBepkIE€HUE CTPYKTYpHI paboThl pykoBoautenem BKP.

. Bemonuaenne BKP B coOOTBETCTBHU C 3ajaHUEM.

. Odbopmnenue BKP B cooTBeTcTBUU C TPEOOBAHUSIMH.

. DKCrepTr3a roToBOM BBITYCKHON KBaJM(UKAIIMOHHOM paboThl HA 3aUMCTBOBAHHS.

. [lepenaya HanmucaHHOW U OPOPMIICHHOM paOOTHI TSI TOTYICHUS OT3bIBA PYKOBOIUTEIS.
. IloaroroBka aoknaza v Npe3eHTAIMOHHOI0 MaTepuaia s 3amutel BKP.

NN W=

5.6. lIpouenypa 3amursl BKP

3ammra BKP npoBoautcs B nopsike, yrBepkaeHHOM B [lonoxeHun o rocy1apcTBEeHHOM
uToroBou arrecranuu odydarmmxcs B DI'bOY BO «<HUY «M3ON».

5.7. Kpurepum oueHKHu pe3yabTaToB 3amuTsl BKP

K THA nonyckaercst oOydaroluiicss mocje yCIEUIHOro MPOXO0XKJIEHUS IPOMEXKYTOUHOM
aTTeCTalluy 10 BCEM AUCLUIUIMHAM (MOIYyJsIM) M IpaKkTUKaM 00pa30BaTEIbHOM MpPOrpaMMBbl.
ChopMUpOBaHHOCTh  KOMIICTCHIIMA, YCTAHOBJICHHBIX  0Opa30BaTEIILHON  TPOTPaMMON,
HOJTBEPXKIACTCS pe3ysibTaTaMy 00yueHHs 10 JTUCLUIUIMHAM (MOAYNSAM) U IIPAKTUKAM y4eOHOro
IUIaHA.

Ha 3ammre BKP  onenuBaercss  cnocoOHOCTh — BBIIYCKHHUKAa  OCYIIECTBIIATH
npodecCHOHATIBHYIO ACATEIBHOCTh HE MEHEE YeM B 0J1HOM 00aactu (chepe) nmpodeccnoHaabHOR
NeSITeIbHOCTH M pelliaTh 3a7auyd NpopecCHOHaIbHOM AeATeNbHOCTH HE MEHEe YeM OJJHOTO THUIa,
YCTaHOBJIEHHbIE 00PAa30BaATEIBLHON TPOrPaMMOii.

[IIxana 1 KpUTEpUH OLICHUBAHUS pe3yabTaTOB 3amuThl BKP

Ne | IToka3zareanb IIxkana | Kpurepuii oneHuBaHus Bec
OLICHKH noKasareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpeaHuii 6au1 o NPUIOXKEHUIo | 25
00y4eHus 1o 4 K JUTJIOMY C OKPYTJICHHUEM JI0
JUCLUTUITMHAM 3 COTBIX J10JIeH
(Momynsim) U
MIPAaKTUKaM y4eOHOTro
TTaHa
2 | Hoknan u 5 - TOKJaI U 20
JI€MOHCTPAIIMOHHBIHI JIEMOHCTPAIIMOHHBIN MaTepua
Marepual OXBaThIBAIOT Bech 00beM BKP,
UMEIOT JIOTHYECKOE U YETKOE
MTOCTPOCHHE;

- 00beM U opopmieHHe
JIEMOHCTPAIIMOHHOMN YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJ|a HaXOJIUTCA B
paMKax, YCTAaHOBJICHHBIX B
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[Tonoxennu o
rOCyJIapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4aroluXxcs B
®I'bOY BO «HNY «MDNx;

- 00yyJaromuiics yBEpeHHO U
npodeccnoHabHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSITHO U3JIaraeT CoAep KaHue
U CyTh pabOTHI

- TOKJIaJ 1
JIEMOHCTPALIMOHHBINA MaTepua
O0XBaTHIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATEILHOCTh
MIOCTPOCHHUS TOKIJIaa
HECYIIECTBEHHO HAPYIICHBI;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHON 4acCTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMs JOoKJaaa
HECYIIECTBEHHO BBIXOUT 32
paMKH, yCTaHOBJICHHBIE B
[Tonoxxenuu o
rocyJapCTBEHHON UTOrOBOM
aTTecTaluy oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaromuiics B 11€JI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U TIOHSITHO W3JIaraeT
coJiepKaHue U CyTh pabOThI

- TOKJIa] 1
JEMOHCTPALIMOHHBINA MaTepHal
OXBaTBIBAIOT OOJBIIYIO YaCTh
oobema BKP, moruunocts u
MOCJIeI0BATEILHOCTh
MOCTPOEHHUS T0KJIaaa
HapyIIEHBI;

- 00beM U opopmieHHe
JIEMOHCTPAIIMOHHOMN YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJla CYILIECTBEHHO
BBIXOJIUT 32 PaMKH,
ycTtaHoBiieHHbIe B [lonoxxenun
0 rOCYAapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4JaroluXxcs B
OI'BOY BO «HNY «MDWNx»;

- 00ydJaromuiics u3naraer
CoJIep’KaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JOTTYCKaeT ONTUOKHU B
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UCIIOJIb30BAHUHU
npodeccroHabHOM
TEPMHHOJIOTHH;

- JIOKJIaJ] OTJINYAeTCs
MMOBEPXHOCTHOM
apryMeHTalHel OCHOBHBIX
MOJIOKEHUH;

- JIOTUYHOCTH U
MIOCJIEI0BATEIbHOCTh
MOCTPOEHHUS IOKJIaja
HapyIIEHBI;

- BpeMsl JIOKJIaJia CYIIECTBEHHO
BBIXOJIUT 33 PAMKH,
yCTaHOBJICHHbIE B [1on0xeHnn
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluu oOy4yaroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaroImuiics u3naraet
COJIep>KaHue U CYTh paOOTHI
HEYBEPEHHO M JIOTHYECKH
HETOCJEI0BATEIBHO,
MTOKAa3bIBACT CJIa0bIe 3HAHUS
MpeaMeTa BbIITYCKHOM
KBaJIM(UKAIIMOHHON pabOTHI;

3 | OT3BIB pyKOBOJIHUTES O
pabote

Ha OCHOBE OT3bIBa
PYKOBOAMTEIIA 110 PELLICHHUIO
I'OK

15

4 | OTBeThl Ha BONPOCHI
wieHoB [ OK

g1l W | O

oOydJaronuiics OTBEYaeT Ha
BOIIPOCHI IPAMOTHBIM SI3BIKOM,
SICHO, YETKO U MOHSTHO;
BOIIPOCHI, 33JaBac€MbIe
wieHamu ['OK, He BBI3BIBAIOT y
00yJaroIerocs CylnecTBeHHbIX
3aTpyAHEHU;

oOyuJaroluiicss OTBeYaeT Ha
BOIPOCHI TPAMOTHBIM SI3BIKOM,
4€TKO M MOHSITHO;
OOJIBIIMHCTBO BOIIPOCOB,
3amaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00YyYaromIerocs
CYIIECTBEHHBIX 3aTPYAHCHHUIA;

Ha MOCTaBJICHHBIC BOITPOCHI
o0yJaronuiicss OTBeYaeT
HEYBEPEHHO, JIOTUYECKU
HETOCJIEI0BATENILHO,
JIOTyCKaeT MOrPEIIHOCTH,
MyTaeTcs B IPOPeCCUOHATHLHOM
TCPMHUHOJIOTHUH,

oOyuarouiicss HempaBUIbHO
OTBEYAET HA MOCTaBJICHHBIE
BOIIPOCHI WJIN 3aTPYAHSCTCA C

40
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OTBETOM

* — cymMMa BecoB mokazatenei gomkHa 0b1th 100%

Kaxnprii wien 'K BbICTaBISET OLIGHKM IO KaXXJIOMY IOKA3aTeNt0 B COOTBETCTBUU CO
LIKaJION M KPUTEPHUSIMHU OLIEHUBaHUs pe3yiabTaToB 3amuThl BKP. Ouenka pe3ynbTaTtoB 3alliuThl
BKP kaxnasim wienom ['OK omnpenensieTcss ”HTErpaibHO € Y4€TOM Beca Ka)A0ro MoKa3aTels.

UtoroBas ouenka 3a 3amuty BKP omnpegensercs kak cpenneapudmeTnueckas OLEHOK,
BbICTaBJIEHHBIX wieHamu ['OK ¢ okpyriieHnem 10 11e510ro uncia.

6. YYEBHO-METOANWYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE I'A
ITpu noaroroBke k 'MA cTyaeHT MOKET BOCIIOIb30BAThHCS

6.1 IleyaTHble U IJ1eKTPOHHBbIE U3IAHUA:

1. MunzoB, A. C. IIpodeccuonanbnas »dtuka B cdepe HHPOPMAIUOHHON H
IKOHOMHYECKOU Oe3omacHocTH : [MoHorpadus] / A. C. Mun3zos, Ham. uccien. ya-t "MOUN", Un-
T nHpopmMarll. u skoHomMu4. 6e3onacHocty . — M. : BHUUreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .

2. Iletpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Iletpenko . —
M. : IMK Ilpecc, 2002 . — 416 c. — (MudopmanmoHHbIe TEXHOJIOTHH /7151 HHKeHepoB) . - ISBN
5-940741-83-5 .

3. babam, A. B. Madopmarmonnas 6e30nacHOCTb: J1a00paTOPHBIA MPAKTUKYM : y4eOHOe
nocobue / A. B. babam, E. K. bapanora, FO. H. MenpHUKOB . — 2-¢ u3a., ctepeotun . — M. :
KuoPyc, 2013 . — 136 ¢. + CD . — (bakanaspwuar) . - ISBN 978-5-406-02760-8 .

4. babam, A. B. Kpunrorpaduyeckue meroasl 3amuThl uHpopmammu. T.3 : yueOHO-
Metoaudeckoe nocodbue no crnenuanbHoctd 080801 "Ilpuxnannas uHpopmaTHKa" U JIPYruM
MEXIUCIUILTMHAPHBIM crienianbHOCTIM / A. B. babam . — 2-e u3n . — M. : PUOP : UH®PA-M,
2014 . — 216 c. — (Breicmee obpazoBanue . bakanaspuar) . - ISBN 978-5-369-01304-5 .

5. Hly6un, B. . becipoBoHble ceTH nepeiaun JaHHbIX | yueOHOe ocoOue /Ui By30B 110
HanpasieHuto 210700 "MHPOKOMMyHHMKAIIMOHHbIE TEXHOJIOTMH M cucTteMbl cBszu" / B. W.
HIy6un, O. C. KpacunbHukoBa . — 2-e u3q . — M. : By3oBckas knura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

6. IlpaBoBoe oOecreyeHne KOHTpPOJIA, YyuyeTa, ayAuTa U CyAeOHO-?KOHOMHUYECKOU
OKCHEPTU3Bl : YUYEOHMK [UIsl CTYJEHTOB BY30B, OOy4YalolUXCsl MO0 IOPUAWYECKUM,
KOHOMHUECKUM HampasieHusMm / E. M. Ammvapuna, H. M. Apremos, A. b. beis, [u 1p.] ; pen.
E. M. AmmMapuHa . — 2-e u3a., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsicmiee
oOpa3oBanue) . - [log obum pykosojcteoM B. B. Epmosa . - ISBN 978-5-534-09038-3 .

7. Hao K.X. Uudopmannonnas 6e3onacuocts B ACY TII : marucrepckas nucceprauus /
Hao K.X., Han. uccnen. yu-r "MOU", Kadenpa aBTOMATU3MpPOBAHHBIX CHUCTEM YIPABICHUS
texnosiornaeckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - nuccepTamusi TOJBKO B
AIIEKTPOHHOM BUJIE,/JISl UTCHUS NEpeiauTe B 3JEKTPOHHYI0 OMbanoTeky MOU .

8. KubepbesonacHocTh U(POBONH HHAYCTPUHU : TEOpPUS M MpakTHKa (YHKIMOHAJIHHOU
ycroitunBocTy K kubeparakam / JI. I1. 3erxkna, E. b. Anekcannposa, M. O. Kanunus, [u gp.] ;
pen. . I1. 3erxna . — Mocksa : I'opsuas JInaus-Tenekom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopore TuT. 1. - ISBN 978-5-9912-0827-7 .

9. l'anarenxo, B.A. Cranmaptel nHdopmarmornHon 6e3omacHoctu. Kypc nekiuii : yaeoHoe
nocoOue sl BY30B M0 CIEHHUAIBHOCTAM B 00JacTH MH(POPMALMOHHBIX TexHosoruit / B.A.
['anarenko ; Pen. B. b. berennn . — 2-e u3n . — M. : UHTepHET-YH-T nHpOPM. TexHONOTHH, 2012
. — 264 c. — (OcHoBbI HH(OpMAIMOHHBIX TeXHONOrHH) . - ISBN 978-5-9556-0053-6 .

10. Hanerun, B. ®. UHpopmanmonHas 06e300aCHOCTh KOMIBIOTEPHBIX CUCTEM U CETeH :
yueOHoe mocobue T cpeHero npodeccuoHaIbHOTO 00pa30BaHus MO TPYIIE CHeHaTbHOCTEN
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"Undopmaruka u BerunciaurenbHas texuuka" / B. @. llanerun . — M. : @opym : THOPA-M,
2012 . — 416 c. — (ITpodeccuonanpHoe oobpazoanue) . - ISBN 978-5-8199-0331-5 .

11. Capture the Flag [CTF]. HrpoBsie Mojenu MOATOTOBKH CHEIMAIUCTOB B cdepe
KOMIThIOTEPHOM 0€30MacHOCTH : [yueOHO-MeToInYecKoe mocoodue s npenoaasareneii] / A. HO.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHXe€HEPHO-IKOHOMHUY. HH-T
HanoHanpHOTrO wuccnen. yH-ta "MOU", Kadeapa "besomacHoctn u HMHpopmanmoHHBIX
Texnomoruit" (BUT) . — M. : BHUMreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

12. B. 1. ABepuenkoB- "Aymutr wHbOpManmoHHOW Oe3omacHoctu", (4-¢ u3ad., crep.),
M3natensctBo: "®JIMHTA", Mocksa, 2021 - (269 c.)

13. Tpodbumos B. b., Temxun U. O.- "OkcneptHbie cuctemsl B ACY TII", U3narenbcTBo:
"Undpa-Umxenepus", Bonorna, 2020 - (284 c.)

6.2 JIu1eH3MOHHOE ¥ CBOOOHO PacnpocTpaHsieMoe MPOrpaMMHoOe ofecrneyeHue:
1. CAO "ITpomereit"
2. Office / Poccuiickuii makeT 0(pUCHBIX MPOrpaMm
3. Windows / OnepanimonHas cucteMa cemeiictBa Linux
4. Buneoxondepenunu (Maiiaa, Coepmxas, BK u mp)
5. Aatuniaruatr BY3

6.3 UnTepHeT-pecypchl, BKIKYasA NpodeccuoHaNbHbIe 0a3bl JAHHBIX M HH(POPMALMOHHO-
CIIpaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BbC "YHuBepcurerckas 0ubJnoTeKa onyaiin'" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas yj1ekTponHas ouéaumoreka - https://elibrary.ru/

4. DeKTPOHHBIE pecypchbl U3aaTesibecTBa Springer - https://link.springer.com/

5. baza nannbix Web of Science - http://webofscience.com/

6. ba3za nannbix Scopus - http://www.scopus.com

7. HanmmonanbHas J1eKTpoHHasi 6udamoreka - https://rusneb.ru/

8. 9BC "KouncyasTanT crygenra" - http://www.studentlibrary.ru/

9. Kypuaa Science - https://www.sciencemag.org/

10. DaexTponnas 6udmoreka MIU (3B MDIM) - http://elib.mpei.ru/login.php

11. Uudopmannonno-cnpaBounasi cucrema «Koaexc/Texakcnepr» -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbiTasi yHuBepcuTeTcKas nnpopmaunonnas cucrema «POCCHUS» -
https://uisrussia.msu.ru

13. ®enepanbublii noptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE

[Tpu noaroroBke k ' A u nposenenus [ MA ucnons3yroTcs yueOHbIe ayIMTOPHH U TIOMEIIEHHE
JUTSL CAMOCTOSITENbHOM paboThl oOyuatonuxcs. [IpuMepHsbIi nepeueHb NOMEIIEeHUH TPUBE/IECH B
Ta0nuue.

Tun nomeumenunst Homep ayauropuu, OcHamenue
HAMMEHOBaHHE
Tlomemenust misa HTB-201, CTOJI KOMITBIOTEPHBIN, CTOJI MUCbMEHHBIH,
CaMOCTOSTEIbHOM KomnbrorepHsiii CTYJ1, IPUHTEDP, KOHAULHUOHED, BELIAJIKA JJIsI
paboTHI YHTAJIFHBIN 3251 OJICKbI, CBETHIILHUK ITOTOJOYHEIN C

JUAOJHBIMU JIAMIIAMU, KOMIIBIOTEPHAs CETh C
BBIXOZIOM B IHTEpHET, KOMITBIOTEP
TIEPCOHAIIbHBIN

VYuebusle aynutopun | XK-120, MamuHHbIH cepBep, KOHAUIMOHEP, KOMMYTAaTOP

13
10.03.01_BKC 5475 WudHU O 2023/CYOC 3++




JUTSL TIPOBEICHUS

3an UBI]

IIPOMEKYTOUHOU
aTTecTaluu
ITomemenus s K-202/2, Cknaxg | cremiax Uid XpaHEHHUS UHBEHTApS, MIKad s
XpaHEHUs kadenpet BUT XpaHEHUs UHBEHTapsl, MKad Ui JOKYMEHTOB,

000pyI0BaHUs U
y4eOHOTO MHBEHTAps

CTOJI, CTYJI, CBETHJIbHUK ITIOTOJIOUHBIN €
JFOMHHECLEHTHBIMHU JIaMIIaMH, KOMMYTATOp,
TyMOa, 3JIEKTPUUIECKUE PO3ETKH, 3aIlaCHbIE
KOMILIEKTYIOLIHE Ui 000pYyOBaHus,
nH(pOpMaIMOHHbIE (MHTEPHET) PO3ETKH

TTomerenust misa
CaMOCTOSITCIBHOM
paboThI

K-307, YuebOnas
nabopaTopus
"OTKpBITOEC
MPOrpaMMHOE
obecneucHue"

CTOJI MPEeIo1aBaTesi, CTOJI KOMIBIOTEPHbIH,
CTOJI Y4€OHBIi, CTYJI, KOMIIBIOTED
NEPCOHANIbHBIH, CepBep, JEKTPUUECKHE
PO3ETKH, KOMITBIOTEPHAs CETh C BHIXO/IOM B
HHuTtepHet, nHbOpMAIIHOHHBIC (MHTEPHET)
PO3ETKH, BEIIaKa JIJIsl OJIeKAbI, TymOa,
KOHAUIIMOHEDP, KOMMYTATOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTHMEIHUHBIN
POEKTOP

ITomemenust misa
CaMOCTOSITEIbHON
paboTsl

K-302, YuebOnas
nabopaTopus
"NudopmannoHHoO-
AHAIUTUYECKUE
TEXHOJIOTUH"

CTOJI MIPETIO/IaBaTelIsA, CTOJI KOMITBIOTEPHBIH,
CTYJ, KOMIIBIOTEp TIEPCOHANILHBIN, CEpBep,
AIIEKTPHUYECKUE PO3ETKU, HH(POPMAITMOHHBIE
(MHTEpHET) PO3ETKU, CBETUIILHUK
MOTOJIOYHBIN C TIOMHUHECIIEHTHBIMH JIAMITAMH,
KOMMYTaTop, J0CKa MapKepHas, YKpaH,
MYJIbTUMEIUMHBIN IPOEKTOP, KOHIUIIMOHED

Ilomemtenus st
KOHCYJIbTUPOBAHUS

A-300, YueOnas
aynutopus "A"

CTOJI TIPETIo/IaBaTesi, KOMMYTaTop,
TEJIEBU30D, CTEIUIaX, HHPOPMAIIHOHHbIE
(MHTEpHET) PO3eTKU, MyJIbTUMETUIHBIN

IPOEKTOP, JOCKA MapKepHasi, SKpaH,

TEeXHUYECKas amnmnaparypa, MUKpO(QOH,
KOJIOHKH, CBE€ETUJIBHUK TOTOJIOYHBIH C
JTMOJTHBIMH JIaMITaMu, Kpeciio pabouee, Ty,
napTa, cToj y4eOHblIi, TpuOyHa,
HJIEKTPUUYECKUE PO3ETKU, KOHTUIIMOHEP

VY4eOHble aynuTopun
JUIS IPOBEICHUS
IIPOMEKYTOUHON

aTTecTalluu

A-300, YuebOnas
aynurtopus "A"

CTOJI MPEernoiaBareisi, KOMMYTaTop,
TEJIEBU30D, CTEIUIAX, UHPOPMALIMOHHBIE
(MHTEpHET) PO3EeTKH, MYJIbTUMEUIHBIN

MPOEKTOP, J0CKa MapKepHasi, 3KpaH,

TEXHUYECKas amrmaparypa, MUKpOQOH,
KOJIOHKH, CBETHJIbHUK TOTOJIOYHBIH ¢
JTMOAHBIMH JIAMIIaMHU, Kpecyio pabouee, CTy,
napra, cToi yueOHbIH, TprOyHa,
AIIEKTPUYECKUE PO3ETKU, KOHIUIIHMOHEP
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