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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4 crmocoOHOCThIO TOHUMATh 3HaYeHUE HH(OPMAITUU B PA3BUTHH COBPEMEHHOTO
o0riecTBa, MPUMEHATh HH()OPMAIIMOHHBIE TEXHOJIOTUHU JJIs TIOMCKA U 00pabOTKK HHPOPMALIUU

2. I1K-1 ciocoGHOCTHIO BHIIOIHATH PaOOTHI 10 YCTaHOBKE, HACTPOHKE U 00CTYKHBAHUIO
IPOTrPaMMHBIX, IPOTPAMMHO-ANIAPATHBIX (B TOM YUCIIE KPUNTOTPAUUECKHUX ) M TEXHUUECKUX
CPEeACTB 3alIUTHI HH(OPMAITHH

3. IIK-3 crmocoOHOCThIO aIMHHUCTPUPOBATH MTOACUCTEMBI HH(OPMAIIMOHHOH 0€301acHOCTH
00BEKTa 3aIUTHI

K BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuszauuu: [TucbmenHas padora
1. KontponbHoe 3amanue 1; [Ipaktuueckoe 3ananue Ne 1; (KontponbsHas pabota)
2. KontponabHoe 3ananue 2; [Ipaktuueckoe 3aganue Ne 2; (KontponbHas pabota)
3. Konrponbroe 3ananue 3; [Ipaktuueckoe 3ananue Ne 3; (KonrponbHas padoTta)
4. ITpaktuueckoe 3ananue Ne 4; [Ipaktuueckoe 3ananue Ne 5. (KonrposbHas pabora)

BPC nucuuminHbl

5 ceMecTp
Beca KOHTpoIbHBIX MeponpusaTHil, %
Nunexc KM- | KM- | KM- | KM-
Paznen qucuumimHbl KM: 1 5 3 4

Cpok KM: 4 8 12 15

Beenenue B ONCpatOHHBIC CUCTCMbI

Tema 1. Onpeznenenue 1 OCHOBHbIE QYHKIIUHU ONEPALIMOHHBIX
cucteMm. Knaccudukanus onepanmonsbix cuctem. Mcropus +
pa3BUTHs ONEPALIMOHHBIX CUCTEM

Tema 2. OCHOBHbBIE TOHATHUS ONEPALIMOHHBIX cucTeM. CTpyKTypa
ONEPalOHHONW CHCTEMBI

Tewma 3. ®aiinossie cucteMbl. Daiiiiel, kaTajgoru. Peanuszamnus
daitnoBoii cucremsl. [Ipumeps! (aiinoBsix cucteM

BreraucnurenbHBIE CETH




Tema 4. Cetn. [IpoTokossl 1 0CHOBBI paboThI B ceTH. CeTeBbie

+ +

OTIEPAITMOHHBIE CHUCTEMBI
OCHOBBI QJIMUHHCTPUPOBAHUS CEPBEPHBIX BEPCUI ONEPAIMOHHBIX
cucrteM ceMeiictBa Microsoft Windows
Tema 5. OnepannoHHbie cucTeMbl cemelicTBa Microsoft Windows + +
Tema 6. AIMUHUCTPUPOBAHKE OTICPAIMOHHBIX CUCTEM Ha IIPUMEpe

. ) +
OC Microsoft Windows Server.
Tema 7. CeteBbie ciyx0b1 B OC Windows Server +
Tewma 8. Ciryx0a katanoroB Active Directory +
Tema 9. OcHOBHBIE TOHATHS 0€30MIACHOCTH ONEPALIIOHHBIX CUCTEM 4
1 KOMIIBIOTEPHBIX CETCH.

Bec KM: | 20 20 20 40

$O61mast yacte/J{j1st MPOMEKYTOUHOMN arTecTanund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunekc Nunukarop
KOMIIETEHIINHU

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

OIIK-4 OIIK-4(Komnerenuus)

3HaTh:!

MOJIEJIN ¥ TOMOJIOTUU
MH(POPMAIIMOHHBIX CETEH;
YMersb:

WCIIOJIB30BATh METOMBI U
CpeAcTBa MOHUTOPHHIA U
KOH(HUTYPHUPOBAHHS CETEBBIX
ciIyk0 U cucTeM;

KonTponbHoe 3ananue 1; [lpaktuueckoe 3aganue Ne 1; (Konrponbshas
pabora)

[IpaxTuueckoe 3ananue Ne 4; [Ipaktuueckoe 3aganue Ne 5. (KonrposnbHas
pabora)

[1K-1 [TK-1(Komnerenuus)

3HaTh:

OCHOBEBI O€30ITACHOCTH
COBPEMEHHBIX
MH(OPMALIMOHHBIX ceTel U
0a3oBas dTaJOHHAs MOJICNb
MexnyHnapoaHou
OpraHH3aIfH CTaHIAPTOB
(momens OSI);

VYMmeTs:

MIPUMEHSITh CETEBbIE
MIPOrpaMMHBIC U
TEXHUUYECKUE CPEICTBA
VIpaBICHUS U
aJIMUHUCTPUPOBAHUS
WH()OPMAIIMOHHBIMHU CETSIMH;

KonTponbHoe 3ananue 2; [lpaktuueckoe 3aganue Ne 2; (KontponapHas
paborta)

[IpaxTuueckoe 3ananue Ne 4; [Ipaktuueckoe 3aganue Ne 5. (KonrponbHas
paborta)

I1K-3 [TK-3(Kommerenius)

3HAaTh:
METO/IbI YIIPABJICHHS

KonTponbHoe 3ananue 2; [Ipaktnueckoe 3ananne Ne 2; (KontponpHas
pabora)




MapuIpyTu3anuein
HMH(GOPMAaLMOHHBIX IIOTOKOB
B JIOKQJIbHBIX CETSX,
OCHOBHbIE
UHPPACTPYKTYPHBIE CETEBBIE
CIIy’KOBI 1 METO/IbI
yIIPaBJICHUSIMH UMU;
YMmers:

MPUMEHSTh
UH(pOPMalLMOHHbIE
TEXHOJIOTHH B CETH;

KonTponbHoe 3ananue 3; Ilpaktuueckoe 3apanue Ne 3; (KontponapHas
pabora)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-1. KourpoasHoe 3ananne 1; [Ipaktudeckoe 3aganue Ne 1;

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJbLHOr0 MeponpusTus: [IpakTuyeckoe 3ausaTue

Kparkoe conepxanue 3a1aHus:
1.YuuTeiBas npuBEAEHHOE KOJIUYECTBO XOCTOB U HAYAIIBHYIO CETh, Pa30UTh €€ Ha MOJICETH IS
BBIJICJIEHUS] XOCTOB, UCIOJIb3Yysl MAKCUMAJIBHO 3P PEKTUBHYIO MACKy. Beruncants aapec cetu u
aZpec 10OMEHa MHUPOKOBEIATEIbHON PACCHUIKU.
N3navaneHas cetb: 192.168.0.0
KoanyectBo xocToB B KoHeuHbIX moacersx: 1000, 998, 543, 200, 135, 15, 1.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: MOJIETM U  TOIOJOTUHU 1. Yto Takoe ceTeBoil KOMMYTaTOp?
MH(OPMAaILIMOHHBIX CETEH; 2.KakoBo Ha3Hau€HUE CETEBOro KomMmmyTraropa?
3. KakoBbI 0CHOBHBIE (DYHKITH CETEBOTO KOMMYTaTopa?

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu ebinoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHIe
BBITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoaneHus snanus: OueHka "yIoBIeTBOPUTENBHO" BBICTABIISETCS
€CITU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

KM-2. KonrpoJabHoe 3aganne 2; [Ipaktudeckoe 3aganue Ne 2;

®opmbl peanausanuu: [lucbMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponsHas pabota

Bec koHTpOobHOrO0 Meponpusitusi B BPC: 20

IIpoueaypa npoBeaeHrsi KOHTPOJBLHOr0 MeponpusaTus: [IpakTudeckoe 3aHsaTHe

Kpartkoe cogep:xanue 3a1aHuA:
[Tpumep pacdera ceTu Ha 4 MOJICETH.
ITycts ecth anpec cetu 192.168.1.0/24. Heo6xoaumMo ceTh pa3faeauTh Ha 4 MOICETH.
B cootBerctBum ¢ CiSCO-hopmyJioii 2n paccuuTaeM CKOJIBKO HEOOOAUMO 3aHITh OUT OT XOCTa!
22 = 4. Takum o6pa3oM, peuKC MacKH CETH U3MeHseTcs Ha /26.

3anuiuem ajipeca 4 MOJCETEH, Ilie «3aXBaueHHBIN» OUT BBIJIEIEH UPHBIM MIPUPTOM:
1) 11000000.10101000.00000001.00000000;




2) 11000000.10101000.00000001.01000000;
3) 11000000.10101000.00000001.10000000;
4) 11000000.10101000.00000001.11000000.
Kak B mpeapiayniemM npumepe, BblieJIeHa )KUPHBIM MPUGTOM MOPLHUS MOICETH, a 6e3

BBIACJICHHUA - IOPpLUA XOCTa:

1) 11000000.10101000.00000001.00000000 = 192.168.1.0/26;

2) 11000000.10101000.00000001.01000000 = 192.168.1.64/26;

3) 11000000.10101000.00000001.10000000 = 192.168.1.128/26

4) 11000000.10101000.00000001.11000000 = 192.168.1.192/26

TakuMm oOpa3om, ceTh pasjerieHa Ha 4 mojaceTd. [Ipu 3TOM opIUs XOCTa Tenepb COCTABIISAET 6
ouT, a, caeaoBaresbHo, 26 - 2 = 62 X0CTOB. BhinuiieM cocTaBisiomue aapeca s K10
[IOJICETH B IBOMYHOM U JECATUYHOM BUJIE:

11000000.10101000.00000001.00000000 = 192.168.1.0/26 (agpec ceTu MepBOM MOACETH)
11000000.10101000.00000001.00111111 = 192.168.1.63/26 (mmpoKOBeMATENBHBIN aapec

MIePBOI MOJICETH)

11000000.10101000.00000001.01000000 = 192.168.1.64/26 (agpec ceTH BTOPOIl MOACETH)
11000000.10101000.00000001.01111111 =192.168.1.127/26 (mmpoKoBeIIaTeIbHBIN aapec

BTOPOI MOJCETH)

11000000.10101000.00000001.10000000 = 192.168.1.128/26 (ampec ceTH TPEThEH MOACETH)
11000000.10101000.00000001.10111111 = 192.168.1.191/26 (mmpoKoBeIATEIBHBIN aapec

TPEThEil MO/ICETH )

11000000.10101000.00000001.11000000 = 192.168.1.192/26 (axpec cetu 4eTBEPTON

MOJICETH)

11000000.10101000.00000001.11111111 = 192.168.1.255/26 (mpoKOBEIIATEIBHBIN apec

4eTBEPTOM MOACETH).

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: OCHOBBI  0€30ITACHOCTH
COBPEMEHHBIX HH(POPMAIIMOHHBIX

1.KakoBbl OCHOBHBIE (DYHKITUN MapIIpyTH3aTopa?
2.KakuMm 00pa3om Mpou3BOIUTCS HACTPOMKA

ceteii u  0Oa3oBas  3TajOHHas MaplIpyTu3aropa

MOJIETTb Me:xyHaponHOR 3.Ilepeuncianre OCHOBHBIE PEXKUMBI PAOOTHI
OpraHM3aly CTaHIApTOB (MOJENb MaplIpyTu3aropa

OS]}

YMmers: IPUMEHSTh 1. KakoBbl ocHOBHBIE yHKIIMHU crienuansHoro [10

WH(POPMAIIMOHHBIC TEXHOJOTHH B
CETH;

«Cisco Packet Tracer» u «PuTTY»?

2.Kakum 00pazoM MOKHO HaCTPOHUTH MapIIpyTU3aTOp Ha
paboTy B pexkuMe MuT03a?

3.Kak BrIOpaTh ajpec 1Jisi HACTPONUKH Ha KOHEUHOM
ycrpoiictBe (I1K) Takum oOpazom, 4TOOBI OH MOT
paboTaTh CO MUTF030M?

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu ebinonneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3ajaHKe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOJIHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60




OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHka "yI0BIeTBOPUTEIHLHO" BBICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-3. KourpoJsbHoe 3ananue 3; [Ipakruyeckoe 3aganue Ne 3;

®opmbl peanausanuu: [luceMennas padora

Tun kouTpoabHoro meponpusitusi: KonrpospHas padora

Bec koHTpobHOr0 MeponpustTusi B BPC: 20

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpakTuyeckoe 3a1anue

Kpatkoe cogepxanue 3agaHus:
3anava ynpaBlieHUs JOCTYIIOM SIBJISIETCS BECbMa BayKHOM MpoOIeMoi, peratb KOTOPYIO
NPUXOIUTCS aIMUHUCTpaTopy ceTh. [Ipu 3ToM HE0OXOMMO MPETyCMOTPETh:
- OTpaHUYEHUE JOCTYIIa K CepPBEPY;
- 3aMpeT Ha JOCTYN K HEKOTOPBIM CETEBBIM peCypcaM U CEpBHUCaM, HAlpUMED 3alpeleHHbIM
WHTEpHET-caiiTaM;
- pa3rpaHu4eHUE IIpaB M0JIb30BaTENEH.
Jlannast 3a1aya perraeTcs HacCTPONKOi cnuckoB ynpaiaenus gocrynom (ACL — Access
Control List) — Tabuii, KOTOpPBIE OMPEACIAIOT, KAKUE OTIepallii MOYKHO COBEPIIATh HAJl TEM
WM UHBIM CETE€BBIM KOMIIOHEHTOM.
B cymuoct ACL — 310 MuHHU-(haiipBOILIB], PUILTpYIONIHE TpadUK, HAPABICHHBINA K XOCTY,
OT XOCTa, K TOJICETH UITU OT MOJICETH.
ACL — mouisbIit ”HCTpYMEHT ynpasieHus Tpadukom. C UX MOMOMIBIO MOKHO 00€30T1acUTh
CEeTh, OTPAaHUYUTH 00BEM TpadurKa, pa3rpaHUYHTh MOJIb30BaTeNeH o npaBaM. Hamo nums
YMETh UX MPABWIHHO MPUMEHSTD.
WTak, CUCKHU yIpaBJIeHUS JOCTYIIOM OBIBAIOT:
1. Crangaprtasie (Standard ACLs), no3Bossitommue GuibTpoBaTh TpahuK TOIBKO MO aJIpecy
oTnpaBuTeNs (IpaBuiia CHHTaKCUCa), B KOTOPOM OTpaxéEH muib [P-aapec ycrpoiicTsa, ¢
KOTOPOTO JIOJIKEH (PUIIBTPOBATHCS MOTOK JAHHBIX.
router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]
IIpumep
router(conf)# access-list 10 permit 192.168.0.0 0.0.0.255

N3 npumepa BuaHO, uTo 11000i ACL nmeer cTporyro CTpykTypy. Y HEro ecTb HIeHTH(pUKATOP
(B nanHOM npumepe — 10), KoTopslil To3BoJIsAET ocyecTBUTh NpuBsA3Ky ACL Kk ycTpolicTBy;
MpaBUJI0, KOTOPOE OMpPENesieT ASUCTBUS ¢ TpapuKOM (B JaHHOM MpUMEpe «permit -
pa3pelIuTh») U, COOCTBEHHO, aJpec OTIPABUTENS, C KOTOPOTo ObLIT OTIPABIIECH MAKET JAHHBIX.
PaGoTaet 310 cnenyronum obpazom: ecnu Tpaduk npumen u3 cetu 192.168.0.0/24, To,
PYKOBOJICTBYSICh CIIUCKOM JIOCTYIIA oA HoMepoM 10, OH mpomyckaeTcs.

Ilpumeuanue: B CHHTaKCUCe cTaHAApTHBIX Access-lists ucnoabp3yercs oOpaTHas Macka —
wildcard tumna 0.0.0.255. Eit Oyaer cooTBeTcTBOBaTh IMpsiMasi Macka - 255.255.255.0.

Bcraer Bompoc: Uto aenath ¢ TpadhuKoM, KOTOPBIA HE TIONANaeT MO/ ATO MPaBUIIO?

Jist aToro B koHIe mo6oro ACL cymiecTByeT «HessBHOe» (aHTII. «implicity) npaBuiio oropoca
BCETO OCTAJIBLHOTO TpaduKa. ITO 03HAYAET, YTO JIFOOOW OTOK JTAHHBIX, TIONAIAI0IIHIA IO
JieiicTBUE CIIMCKa YIPaBIeHUs JoCcTynoM ¢ HomepoM 10 u He ucxoaut u3 cetu 192.168.0.0/24,
OyneT oTOpoIIIeH.

Ortcrona BeITeKaeT apyroit Bonpoc: Kak onpeaenuts nonagaet i Tpaduk noj neiicrsue ACL?



JI71s1 3TOrO CIMCKY YIIPaBIICHUs TOCTYIIOM IIPUBA3BIBAIOTCA K HHTep(eiicam. [Ipoucxoaur 310
IIpU IMMOMOIIN KOMaH/bl CBA3KH:

router(conf-if)# ip access-group <1-99> <in | out>

IIpumep

router(conf-if)# ip access-group 10 in

Kak BuHO U3 mpuMepa, HaCTpOrKa MPOUCXOIUT U3 PeKUMa KOHPUTypalu nHTepdeiica
(conf-if) u ACL 6yner umeth umst Access-group.

Kpome onpenenenust Toro, Ha KakoM HOPTY YCTPOMCTBA MPUMEHSETCS CIIUCOK YIPABICHUS
JOCTYIIOM, HEOOXOIMMO yKa3aTh HalpaBiIeHUE, B KOTOPOM Tpaduk OyneT ¢puiabTpoBathcs (Ha
BXOJI WJIM Ha BBIXOJ).

Jisa crangaptHbix ACL nMeeT cMbICT CTaBUTh PEXKUM «HA BXOJ», TaK Kak (GUIbTpanus
ocyuiecTsisercs, ucxonsd us IP-anpeca ornpasureis.

[To6ounsIM 3¢ pexrom sBisercs To, uto Takue ACL cTaBsATCS Kak MOKHO OJIMAKE K ITYHKTY
Ha3HAYeHUs, YTOOBI OXBATUTH BECh MOTOK Tpaduka U He OT(PUIBTPOBHIBATH HY>KHBIN TpaUK,
UAYILUHI 110 IpYTUM HalpaBJIEHUSM Yepe3 TOT e MapLIpyTHU3arTop.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: METOJIbl  yHpaBICHUS 1. Kakum 06pa3oM MOKHO HACTPOUTH MAPIIPYTH3ATOP
MapLIpyTH3anuen Ha paboTy B pexuMe 1uI3a’?

UHPOPMALIMOHHBIX  I[OTOKOB B 2. Kaxk BbIOpath azipec A1 HACTPOHKU Ha KOHEUHOM
JOKaJIbHBIX  CETSX, OCHOBHBIC ycrpoiictse (I1K) Takum o6pa3om, 4ToObI OH MOT
UHPPACTPYKTYpPHBIE CEeTEBbIC paboTatk co 1r3om?

CIIy’kObI U METO/bI YIPaBJIECHUSMU

UMH;

Onucanne MKAJbI OIICHUBAHUS:

Ouenka: 5
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoiio" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CITH 3aJIaHue MMPEUMYIIECTBEHHO BBITIOJTHEHO

KM-4. IIpaktuyeckoe 3axanue Ne 4; IIpakruuyeckoe 3aganue Ne S,

®opmbl peanusanuu: [luceMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponsHas pabota

Bec koHTposbHOrO0 Meponpusitusi B BPC: 40

IIpoueaypa npoBeaeHusi KOHTPOJIbLHOIo Meponpustus: [IpakTudeckoe 3aganue

Kpartkoe cogep:xkanue 3a1aHuA:
3aaya ynpaBiieHUs JOCTYIIOM SIBIISIETCS BECbMa BayKHOM MPOOIEeMOH, peliaTh KOTOPYIO
OPUXOIUTCS aIMUHUCTpaTopy ceTH. [Ipu 3ToM HE0OX0MMO NPETyCMOTPETh:
- OTPaHUYEHUE JI0CTYTIA K CEPBEPY;
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- 3aIlpeT Ha JOCTYI K HEKOTOPBIM CETEBBIM pecypcaM M CEpBHUCAM, HAIIPUMED 3aIPELICHHBIM
MHTEpPHET-calTaM;

- pa3rpaHUYeHUE TPaB MOJIb30BATEICH.

JlanHas 3aaua peraeTcss HaCTpOMKOW cnuckoB ynpasienus aocrynom (ACL — Access
Control List) — TabnuIi, KOTOpbIE ONMPEACISIOT, KAKKE ONEPAIlMd MOXKHO COBEPIIATh HAJl TEM
WM UHBIM CETE€BbIM KOMIIOHEHTOM.

B cymnoct ACL — 310 MuHHU-(aiipBOILIB, GUIbTpYIOUIHE TpaduK, HAPaBIEHHBIN K XOCTY,
OT XOCTa, K MOJICETH WU OT MOJCETH.

ACL — momisbIil UHCTpYMEHT ynpasieHus TpadgukoMm. C UX MOMOIIBIO MOKHO 00€3011acuTh
CEeTh, OTPAaHUYUTH 00BeM TpaduKa, pa3rpaHUdYHTh [10JIb30BaTeNel no npasaM. Hano nunib
YMETh UX IPaBUIBHO IPHUMEHSTh.

Wtak, cnycku ynpaBlieHUs JOCTYIIOM ObIBAIOT:

1. Crangapruasie (Standard ACLs), mo3Bossiromuye GuibTpoBaTh TpadhuK TOIBKO 1O aApecy
oTnpaBuTes (IpaBuiia CHHTaKCUCca), B KOTOPOM OoTpaxéEH nuiib [P-aapec yerpoiicTsa, ¢
KOTOPOT'O JIOJIKEH (DPMIIBTPOBATHCS MOTOK JAHHBIX.

router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]

IIpumep

router(conf)# access-list 10 permit 192.168.0.0 0.0.0.255

U3 nmpumepa BuaHO, 4To 1100011 ACL HMEeT CTpOryro CTpykTypy. Y HEero ectb uAeHTU(PHUKATOP
(B nanHOM npumepe — 10), koTopslii mo3BoJIsAET ocyecTBUTh NpuBsI3ky ACL k ycTpolicTBy;
MIPaBHUIIO, KOTOPOE OIpeieNsieT JeHCTBUS ¢ TpaduKoM (B JaHHOM MpUMepe «permit -
pa3peunTb») U, COOCTBEHHO, apec OTHPABUTEIIS, C KOTOPOTO ObLI OTHPABJICH MaKEeT JaHHBIX.
PaGoraet 310 cnegyromum odpazom: eciu Tpaduk npumén uz cetu 192.168.0.0/24, to,
PYKOBOJICTBYSCH CIIHCKOM JIOCTyIa o HomepoMm 10, oH mporyckaercsi.

Ilpumeuanue: B CHHTaKCUCE CTaHIAPTHBIX Access-lists ucronp3yeTcst oOpaTtHas Macka —
wildcard tuna 0.0.0.255. Eit Oyaer cooTBeTcTBOBaTH MpsiMasi Macka - 255.255.255.0.

Bcraet Bonpoc: Uto aenath ¢ TpaguKoM, KOTOPBIM HE MOMAgaeT Mo 9TO MPaBUiIo?

st atoro B koHIle 1ob6oro ACL cymiectByeT «HesiBHOE» (aHTII. «implicity) mpaBuiio orOpoca
BCEro OCTaJIbHOTO TpaduKka. ITO 03HAYAET, UTO JIF0OO0H MOTOK NaHHBIX, MOMAAAFOIINAN IO
JIEWCTBHE CIHMCKA yIpaBJIeHUs 10CTyrnoM ¢ HomepoM 10 u He ucxoaut u3 cetu 192.168.0.0/24,
Oyznet oTOpoIiIeH.

Ortcrona BeITeKaeT pyroi Bonpoc: Kak onpenenuts nonamaer au tpaduk moj aeicteue ACL?
J171st 5TOTO CIIMCKM yIpaBIeHUS TOCTYIIOM MPUBs3bIBalOTCA K mHTepdeiicam. [Iponcxoaut »to
IIPH ITOMOIIT KOMAH/TbI CBSI3KH:

router(conf-if)# ip access-group <1-99> <in | out>

IIpumep

router(conf-if)# ip access-group 10 in

Kak BuHO U3 mpuMepa, HacTpoiKa MPOUCXOIUT U3 pekuMa KOH(pUrypaun uarepgeiica
(conf-if) u ACL 6yner umeth umst Access-group.

Kpowme onpenenenns Toro, Ha KakOM IOPTY yCTPOMCTBA IPUMEHSIETCS CIIUCOK YITPaBJICHHUS
JIOCTYTIOM, HEOOXOMMO yKa3aTh HampaBieHHE, B KOTOPOM Tpaduk OyaeT puibTpoBaThes (Ha
BXO/JI WJIM Ha BBIXON).

Jns crangaptHeix ACL iMeeT cMBICT CTaBUTh PEXXHUM «Ha BXO/», TaK KakK (GUIbTpanus
ocyuiecTBiseTcs, ucxons u3 [P-anpeca ornpasurens.

[ToGounbIM 3(ppexTom sBnsercs To, uTo Takue ACL cTraBaTca Kak MOXKHO OJIMKe K TyHKTY
Ha3HAYEHUs, YTOObI OXBATUTH BECh MOTOK TpaduKa U He OTPUIBTPOBBIBATH HYKHBIN Tpaduk,
UAYIIMH 110 IPYTUM HalpaBiIeHUSIM Yepe3 TOT K€ MapLIpyTH3aTop.

KoHTpoJibHbIe BONIpochl/3ajaHuA:
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YMeTh: HCHOIL30BaTh METOAbI H

1.YTto Takoe yTuin3anus aipecHOro NpoCTpaHCTBA?

CpeacTBa MOHHUTOPHHIA u 2. KakoB cuHTakcuc komas sl Ping?
KOH(UTYpUPOBAHUS CETEBBIX

CIIYX0 M CUCTEM;

YMeTs: MPUMEHSITh CETeBBIC 1.Kakue mapametpsl MoxkHO niepenaBat B EACL
IPOrpaMMHbIE U TEXHUYECKHE

CpeacTna yIpaBIeHUs u

aJMUHUCTPUPOBAHUS

I/IH(i)OpMaHI/IOHHI)IMI/I CECTAMMU,

Onucanue MKAJbI OICHUBAHUSA:

Ouenxa: 5

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku binoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuti nopoe evinonnenus 3adanus 6 npoyenmax. 60

Onucanue xapakmepucmuxu evinonenus 3Hanus: OleHKa "Xopouo" BEICTaBISAETCS €CIU

OOJIBITMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HANIPABIICHHE /ISl PEIICHUS 3a/1a4

Ouyenxa: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evinonenus 3Hanus: OueHka "yJoBIeTBOPUTEIBHO" BHICTABIISAETCS
€CJIM 3aJJaHue PEUMYILIECTBEHHO BHIIIOJIHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

5 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

3K3AMEHAIIMOHHBII BUJIET Nel 33;’:655;’60[;%

HIY ani;?:ggjeuﬁBesonacnocmu U UHGOPMAYUOHHBIX 41O, Heecrui

M>BHU . Ilpomoxon HMK UDF
JuciMiuinHa — «AJMUHHCTPUPOBAHHE CUCTEM U CETEH» o
NHKeHepHO-IKOHOMUYEeCKUIl HHCTUTYT B

1. Yro Takoe ceTh? Pu3MUECKHE KOMIIOHEHTHI CETH.

2. Araku Ha KOMMyTaTOpbI. [IpUHIMIT TpOBEICHNUS aTaK U CIIOCOOBI 3aIIUTHI.

3. YuwnTeiBas NpUBEAEHHOE KOJIMYECTBO XOCTOB U HAYAIBHYIO CE€Th, pa30UTh €€ Ha IMOICETH IS
BBIJIETICHHS XOCTOB, UCIIONB3YSI MAKCUMaIbHO dPPEKTUBHYIO MacKy. BEIUHCITUTE agpec CeTH U ajipec
JIOMEHA IIUPOKOBEIMIATEIFHON PACCHUIKH.

W3navansHas cethb: 192.168.0.0

KommaectBo Xx0cTOB B KoHEeUHBIX IToaceTax: 1000, 998, 543, 200, 135, 15, 1.

IIpoueaypa npoBenenust
[TucemenHas ¢popma mo ouneTy

L. Ilepeuens Komnemenyuit/uHOUKAMOPoO8 u KOHMPOAbHBIX 60NPOCOE NPOBEPKU PE3YIbHAN 06
0CGOCHUA OUCUUNIUHDL

1. Komnerenumnss/Muankarop: OIIK-4(Komnerenius)

Bonpocel, 3aganus
1.Monens OSI. Xapakrepuctuka, 00JacTh TPUMEHEHUSI.
2. lyninexcHas nepefada JaHHbIX. [ToHSATHS MOMy- ¥ MONMHOTO Ayruiekca. O01mas
XapaKTepUCTUKA, 00JIaCTh TPUMEHEHHUS.
3. Konnusuu tpaduka. Onucanue, METOABI 3aIUThHI

Matepuainbl 1/151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.latb onpenenenne Xoct
Bepnsiii otBeT: XocT (0T aHII. host - «X0351MH, IPUHUMAIOIINNA rocTei») - 100oe
YCTPOMCTBO, MPEAOCTABISIONIEE CEPBUCHI TUIIA «KJIMEHT-CEPBEP» B PEKUME CEPBEPA 110
KaKuM-IIn00 nHTepdeiicaM u yHUKaIbHO ONpeIeIEHHOE Ha 3TUX HHTepdeiicax.

2.Yto0 Takoe paclIMpEHHbIE CIIMCKU YIPABIECHUS JOCTYIIOM?
Bepnbriii otBeT: PacumpeHHble CIMCKH YIpaBIeHUs OCTYIIOM — 3TO Oojiee THOKuit
MHCTPYMEHT ynpasienusi. Kpome agpeca oTnpaBuTessi, OHU MOTYT COIEPKaTh B ceOe
IIPOTOKOJI, TOPT WIK/U ajgpec noiaydarens. COOTBETCTBEHHO, UX (YHKIIMOHAJ ropas3zio
Ooraye, a CiucoK (PyHKIMI — mupe.

3. Uro nenaer unamuvecknii NAT?
Bepusiit otBer: Aunamuueckuit NAT oroOpakaeT Habop 4acTHBIX aJpecoB Ha HEKOE
MHOKecTBO myosnnyHbIX [P-agpecos. Eciu yucio okagbHBIX XOCTOB HE MPEBBIIIAET

YHUCJI0 UMCIOIIIHUXCA Hy6J'II/I‘{HLIX aZIp€CoOB, KAXKJAOMY JIOKAJIbHOMY aJipeCy 6yneT
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rapaHTUPOBATHCS COOTBETCTBUE IMMYOJIUYHOTO aapeca. B IpoTUBHOM ciydae, YUCIIO
XOCTOB, KOTOPBIE MOT'YT OJJHOBPEMEHHO MOIY4YUTh JOCTYI BO BHEUIHHE CETH, OyIeT
OTPAHUYEHO KOJMYECTBOM ITYyOIMIHBIX aJ[PECOB.

4 Jlns gero HyxkHa TexHosorust PAT
Bepwnsiii otBet: J{iist perenus takoii 3aiauu cymectByet texnonorust PAT (Port Address
Translation, Tpancsiius nopt-aapec). Muorna ee naspiBatoT NAT overload unmu NATPT.
Texnonorus PAT npuMmeHrMa B citydae, €CJIM YMCJIO0 aKTUBHBIX YCTPOICTB MPEBbIIIAET
YHCIIO BBIJCJIEHHBIX aapecoB. [Ipu 3Tom 1715 1ocTyna B MHTepHET OyAeT UCIOIb30BaH
OJIMH aJipec + MOPT, KOTOPBIH JIsl KAXKIOTO XOCTA JOKAILHOW CeTH OYAeT OTINYAThCS.
[Tpumep: Ham Beinenennsriii [P - 11.0.0.2. Heo6xonumo, 94T00bI OAHOBPEMEHHO
HNuTtepHeTom nosib30BalIUCh XOCTHI ¢ aapecamu: 192.168.0.11, 192.168.0.12, 192.168.0.13,
192.168.0.14. B aToM citydae KaXKIblii U3 HUX OYJET BBIXOAUTH B TJIOOAIBHYIO CETh, UMES
CJIEIYIOLIYIO IPUBS3KY aApec+miopT

2. Komnerenuust/Uugukarop: [1K-1(Kommerenmms)

Bomnpocel, 3axanus
1.Pa3BuTHE TeXHONIOTUI KOMMYyTaIMK. Xa0bl, MOCTBI, KOMMYTaTOpbl. OO0IIast XapaKTepUCTUKA.
2.HOH5[TI/I$[ HWHKAIICYJIIIHMU U AC-UHKAIICYJIALUA B CCTAX MEPCAaAIn JaHHBIX. O061acTh
MPUMEHEHHUS.
3.CrpykTrypa kaapa 802.3. O0mias xapakTepucTHKa HaroTHeHHsI kKaapa tuma Ethernet.

MartepuaJbl )i IPOBEPKH OCTATOYHBIX 3HAHUI

1.Yro Takoe JlokasibHask BEIUUCIUTENIbHAS CETh
Bepupiii otet: Jlokanbnas Berancnutensuas cethb (JIBC, anrn. LAN, Local area Network)
— KOMITBIOTEPHAS CETh MPEANPHUATHS (JIOMALTHsIsI, OpHUCHAS U Jp.), BCE XOCTHI KOTOPOI
00BEIMHEHBI TEPPUTOPUATHHBIM TPUIHAKOM.

2.KoMITOHEHTBI, COCTaBIISIIOIINE JOKAJIBbHYIO CETh?
BepHblil 0TBeT: ®X0CT; ®CeTeBOI KOHIIEHTPATOp - Xa0; ®ceTeBO KOMMYTATOPHI - CBUTY;
®CeTeBOM MOCT - OpU/IK; ® TOUKH JOCTYIA K O€CIIPOBOAHOM CETH.

3.Yro rakoe MAC-aapec
Bepnpriii otBeT: MAC-aapec — 3T0 3alIMCaHHbIN B IIECTHAAIATEPUYHOM BHI€ OYKBEHHO-
1 POBOH KOJI, KOTOPBINA MpHUCBAaUBaeTCs JII000H eAMHUIE CETEBOr0 000py10BaHUS
npousBojuTesieM. [lockonbky kaxapiii MAC-agpec yHUKalEH, €ro yJ00HO UCII0JIb30BATh
JUI MIEHTH(QUKAIIMK KOMITBIOTEpA B CETU. XpaHUTCs 3TOT mHdp B Mukpocxeme 13V,
BCTPOECHHOU B CETEBOE YCTPOMCTBO

3. Komnerenuusi/Muaukarop: [1K-3(Komnerenmms)

Bonpocsl, 3aganus
1.9r1o Takoe ceTs?
2.CtbikoBOYHBIE ceTu. [loHATHE M 001acTh TPUMEHEHUS.
3.CraTrueckas ¥ AMHaMUYecKasi MapiipyTuzanust. OTIn4us U 00J1acTh MPUMEHEHHS
4. TpaGmurytunr. [Iporecc moucka mpobaemM Ha CETH.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN

1.Yto takoe Tabmmma mapmpyrusaruu (Routing Table)
Bepusiit otBer: Tabnuua maprpyruzanun (Routing Table) — 3o HaGop 3anuced,
COJIep KAIIHif BAPHAHTHI JOCTIKEHHSI TOW WIIM MHOH TTO/ICETH MTPH MTOMOIIN H3BECTHOTO
MyTH.

2.Yto conepkuT B ceOe Tabauia MapuipyTU3auu
Bepuslit otBet: O0bI14HO, TaOIMIIa MApIIPYTU3ALUHN COIEPKUT B cebe: ® 0003HaUEeHNE
MPOTOKOJIA, 0 KoTopoMy Obu1 ostydeH MapuipyT (R, C, S); eceTb, 10 KOTOpOii U3BECTEH
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myTh ¢ yka3zanueM macku (172.16.0.0/16); eanpec cnenyromiero xoma (ycTponcTBa, 4epe3
KOTOpOE TOiIeT TpaduK I JOCTHIKEHHSI YKa3aHHOW CeTH Ha3HaueHUs — Via
209.165.200.1); e unrepdetic (puznueckuii mopT), uepe3 KOTOpbIi OyneT OTHpaBiIeH
Tpaduk (Seriall/0); eagmuuucTpaTuBHOE paccrosinue (Administrative distance, 1iena
Mapuipyta) u metpuka (120/1).

3.IIpenmytiecTBa CTaTHYECKOW MapIIpyTU3alUU
Bepnsiit otBet: IIpenmyinecTsa cTaTH4eCKOW MapIIpPyTU3allui: ® MUHUMAJIbHBIEC 3aTPAThI
IpoLeccopa U MaMATH; ® OTCYTCTBUE HAIPY3KU Ha JIMHUIO CBSI3U HA OOHOBJICHUS] MEXKIY
MapuIpyTU3aTopamMu; ®IeTalbHbI KOHTPOIb MapiIpyTu3anuu Tpaduka. Hegocrarku
CTaTUYECKOI MapHIpyTU3aIH: ® HACTPOUKH U3MEHSIOTCS TOJIBKO BPYUHYIO; ® HET
JTMHAMUYECKOI 0TKa30yCTOMYMBOCTH €CIIM KaKOW-TH00 KaHa CBS3H NEPECTaHeT paboTaTh;
®HE IIPAKTUYHO ISl OOJIBIINX CETEH.

4.Yto Takoe cniuckoB ynpasJjenus nocrynom (ACL — Access Control List)
Bepusriit oTBet: crirckoB yrpasienus gocrynom (ACL — Access Control List) — tabiui,
KOTOPBIE ONPEACTSAIOT, KAKHE ONEepalii MOXKHO COBEPIIATh HA/l TEM WJIM UHBIM CETEBBIM
KOMITOHEHTOM.

II. Onucanue wkanvl oueHueanus

Oyenka: 5
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakxmepucmuxu 8vinoiHeHus sHanus: PaboTa BbIIONIHEHA B paMKaX "TPOJABUHYTOrO"
ypoBHsi. OTBETHI JJaHbI BEPHO, YETKO CHOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUMA

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3Hanus: PaboTa BeimojHeHa B paMKax ""0a30Boro"
ypOBHs. BOJIBIIMHCTBO OTBETOB JAaHbl BEpHO. B yacTu maTtepuana ecTh He3HAUYUTEIbHBIE
HEJIOCTATKU

Oyenka: 3
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
OnucaHnue xapaxmepucmuxu evlnoineHus 3Hanus: PaboTa BeINOIHEHA B paMKax "moporosoro"”
ypoBHs. OCHOBHasl YacTb 3aJJaHUs BHINOJIHEHA BEPHO. HAa BONIPOCHI YIIIYOJIEHHOTIO YPOBHS

1I1. Ilpasuna évicmasienus umozo80i OyeHKu no Kypcy
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