MuHHCTEPCTBO HAYKH U BbICIIEro oopazosanusi P@
DenepabHOE TOCYyIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/IbHOE YUPeKACHUe
BbICIIETr0 00pa30BaHUSA
«HaumoHaibHBIM HCCJIE0BATENbCKUN YHUBepcUuTeT «MIU»

Hanpagiaenue noaroropku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30MacHOCTh
HaumenoBanue o0pa3oBare/ibHOMH NporpaMmbl . Opranu3auus ¥ TEXHOJIOTMS 3a1UThI MHpopManumn
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - DaKkajlaBpuaT

®opma o0yuenusi: Ounas

OHCHO‘IHLIB MaTepuajabl
o IMCIOMIIJIMHE
TexXH0JI0ruHU HpOﬂKTHBHOﬁ 3alllUThbI HH(l)OpMaHI/IOHHl)IX CUCTEM

MockBa
2023



OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»

Ceefenua o Bragensue L3N M3aKn

E; : Bnageney BapoHos O.P.
Pa3zpaboTunk - Malt ¢ Maermvbarop R90d76356-BaronovOR-7bfefd7e O.P. baponos
COI'JTACOBAHO:
P OBOIUTEND MNMognucaHo anekTpoHHoM nognuceio $rE0Y BO «HUY «M3U»
%’K w CseneHva o snagensue L3N M3K O.P.
00pa3oBaTCJIbHOU i) Branenel EapoHoB O.P.
pOorpaMMel * Mall ¢ Waenmudukatop R90d76356-BaronovOR-7bisid7e baponos
MNMognucaHo anekTpoHHoM nognuceio $rE0Y BO «HUY «M3U»
w CseneHva o snagensue L3N M3K A
3aBeHyIOH-IHH . o E; T % Bnageneyu HeBckuin A.HO. .IO. o
BBINyCKAIOIeH Kaheapoun * Mo - NaerTbnratop RADC65573-NevskyAY-0b6e493d HeBckuii




OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TK-1 crtocoGHOCTBIO BBIMIOIHATH PA0OTHI IO YCTAaHOBKE, HACTPOMKE U 0OCTYKUBAHUIO
MPOrPaMMHBIX, IPOTPAMMHO-ANTIAPATHBIX (B TOM YHCIIE KPUITOTPAQUISCKIX) M TEXHUIESCKIX
CPEICTB 3alIUThl HHOPMAITUU

2. IIK-11 crnocoOHOCTBIO MPOBOAUTH SKCIIEPUMEHTHI 110 33JJaHHON METOJIUKE, 00pabOTKY, OILICHKY
MOTPEITHOCTH U TOCTOBEPHOCTH UX PE3yJIbTAaTOB

3. IICK-2 CriocoOHOCTh TPUMEHSTH TPOTPAaMMHBIE CPEJICTBA CUCTEMHOTO U CIIEUAIIEHOTO
Ha3HAuEHUs, B TOM YKCIIe AJs obecrieueHus: 0e30nacHoCro (PyHKIIMOHUPOBAHUSA OOBEKTOB
sHepreTuku ¢ snmementamu ACY TII

4. IICK-3 CiocoGHOCTh MPUMEHSATh KOMIUIEKCHBIN MOIX0A K 00ecrieueHrI0 HH()OPMAITMOHHON
0€30I1aCHOCTH B PA3JIMYHBIX cepax AesITeIbHOCTH B TOM YUCIIE U Ha 00BbEKTAaX SHEPreTUKH,
skcruryatupyroumx ACY TIIT

1 BKIIFOYACT.
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanusanuu: BeinmoaHeHue 3a1aHus
1. AHanu3 yrpo3 0€30MacHOCTH C UCIOIb30BAHNEM TEXHOJIOTUH MPOAKTUBHOTO MTOUCKA,
oOHapyXeHHs COOBITUI B CETH U cOOpa COOBITHI ¢ KOHEUHBIX YCTpoiicTB Ha ocHOBe OC
Windows. (Otuer)
2. N3yueHne TeXHOJIOTHI IBPUCTHYECKOTO JETEKTUPOBAHUS M TOBEICHUECKOTO aHATTN3a B
KOHTpOJMpyeMoii nzonupoBaHHoi cpese Ha ocHoBe OC Windows (Otuer)
3. Pa3paboTka apXUTEKTyphl CHCTEMBI IPOAKTHBHOM 3aIInThI B opranu3anmu (KoHTponbHas
paborta)
4. Pa3paboTtka Mozenu 6e30MmMacHOCTH KOMITbIoTepHOU cuctemsl (Keiic (perienne KOHKpeTHBIX
MPOM3BOJICTBEHHBIX CUTYallUi))
5. Pa3zpabortka mana ocegoMieHHOCTH 1o Bonpocam Ub (Otuer)

Dopma peanuzanuu: KomnboTepHoe 3a1aHue
1. [Ipaktuka unaTerpanuu IDS/IPS B komnbroTepHyto ceth (Jlaboparopras padoTa)
2. IlpakTuka IpUMEHEHHUs! TEXHOJIOTMH HACTPOMKH 3aIIUIIIEHHOW BUPTYaJIbHON MaIlIUHbBI
(JTaboparopnas paboTa)
3. Pa3paboTka 3BpUCTHYECKUX AITOPUTMOB ¢ ToMolbio Yara (Jlabopatopnas pabora)

®Popma peanuzaruu: [lucbmennas padbora
1. Pa3zpaboTka KOppensiUOHHBIX MTpaBUiI MpH ucnoiab3oBanuu SIEM cucrem (OTuer)
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7 cemecTp

Beca KOHTpOIBHBIX MeponpusThii, %o

Paznen Nnanekc
YCIIUTIIUHEI KM:

KM-
1

KM-
1

KM-
2

KM-
2

KM-
3

KM-
3

KM-
3

KM-

KM-

Cpox KM:

4

4

8

8

12

12

12

15

15

BBenenue

Tema 1. Beeneunue B
MIPOAKTUBHYIO 3AIUTY

[TpoakTHBHAS 3aIIUTa KOHEUHBIX
ycTpoicTB (endpoint protection)

Tema 2. Opranuzanus
MPOAKTHBHOM 3aIUThI Ha 0a3e
3alIUTHBIX MEXaHU3MOB,
BcTpoeHHBIX B OC (Windows,
Linux).

Tema 3. Texuonoruun
BUPTYyaJIU3aIMU B 3a/1a4ax
MIPOAKTUBHOM 3aIIUTHI.

Tema 4. Texuomorun
ABPUCTUYECKOTO JETEKTUPOBAHUS
U IIOBEIEHYECKOI0 aHaIN3a

Tema 5. Pemenus kiacca
endpoint protection.

IIpoakTuBHAs 3a11UTa CETEBOTO
nepumetpa (network protection)

Tema 6. Texuomoruu
MOHHUTOPHHTA ¥ OOHAPY>KEHUS
COOBITHI B CETH.

Tema 7. Beenenue B threat
hunting.

Tema 8. Texnomorusa Threat
Intelligence.

Tema 9. OCHOBBI TIOCTPOEHUS
3alMIIEHHBIX KOMITBIOTEPHBIX
CETEM.

Tema 10. Pertenus s 3aluThl
KOMITbIOTEPHBIX CETEMN

CoBeplIeHCTBOBAHHE
MPOAKTUBHOM 3amnThl B 1C

Tema 11. IlepciekTuBHBIE
TEXHOJIOTHH NMPOAKTUBHOU
3aIUTHI.

Tema 12. OpranuzanyoHHbIE
MEpbI TPOAKTUBHOM 3AILMTHI.
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COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

[1K-1

[TK-1(Kommerenmus)

3HaTh:

(GyHKIIMOHATIbHBIE
BO3MOKHOCTH HACTPOUKHU
IIPOrpaMMHBIX U
MPOrpaMMHO-aIapaTHBIX
CPEZCTB 3alIUTHI
uH(pOpMaIU

YMersb:

MPUMEHSITh HaBBIKH
aJIMUHUCTPUPOBAHUS
CpPEACTB 3alIHTHI
uHpopManuy,
WCTIOIB3YIOIIHX
MIPOAKTUBHbBIE TEXHOJIOTUU
aHAJM3UPOBATH TPHYUHBI
HapyLEeHUs
(YHKIIMOHUPOBAHUS CPE/ICTB
3alUThl HH(OpPMAIINH,
WCTIOB3YIOIIHX
IPOAKTHUBHBIE TEXHOJIOTUU

Pazpabotka Monenu 6e30macHOCTH KOMIBbIOTEpHOI cuctemsl (Ketic
(pelieHre KOHKPETHBIX MPOU3BOJCTBEHHBIX CUTYAIHiT))

[IpakTrika npUMEHEHUs TEXHOJIOTMHM HACTPOMKH 3aIMILEHHON BUPTYAJIbHON
MamuHbl (JTabopaTopHast pabota)

IK-11

[TK-11(Komnerenuust)

3HaTh:

TEXHOJIOTHIO CO3/IaHUs
MIPaBUJI, NETEKTUPYIOLIUX
yrpo3bl OE30MaCHOCTH
COBPEMEHHBIX

Ananu3 yrpo3 0€30MacHOCTH C UCTIOIB30BAHNEM TEXHOJIOTHH
MIPOAKTHUBHOT'O MIOMCKA, 0OHAPYKEHUs COOBITUH B CETH M cOOpa COOBITHII ¢
KOHEYHbIX ycTpoiicTB Ha ocHoBe OC Windows. (OTuer)

PazpaboTka 3BpHCTHYECKUX aITOPUTMOB C IOMOIIb0 Yara (JIabopaTopHas
pabora)




KOMITBIOTEPHBIX CUCTEM
VYMeTs:

MIPUMEHATh UHCTPYMEHTBI
CO3JIaHUs TTPABUJI,

JNETEKTUPYIOIINX YIPO3bI
0€e30I1aCHOCTH

[1CK-2

[NCK-2(KomniereHnuusi)

3HaTh:

OCHOBHBIE BH/IbI,
Ha3HAYECHUE U IPUHIHIT
paboThl COBPEMEHHBIX
CPEICTB 3aIUThI
nHpopManuu,
MCTIOIB3YIOLIHX
MIPOAKTUBHBIE TEXHOJIOTUU U
TEXHOJIOTHH pPeaTu3aliu
Mojeneit 6e30macHOCTH
KOMIIBIOTEPHBIX CUCTEM
YMers:

BBIOMPATH ¥ IPUMEHSTh
CpeZACTBa 3aIIUTHI
nHpopmanuu,
HCTOJIb3YIOLINX
MIPOAKTHUBHBIE TEXHOJIOTHH,
JUIs HEUTpau3alu yrpo3
0€30MMacCHOCTH COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM

Pa3paboTka apXUTEKTYphl CHCTEMBI POAKTUBHOM 3aIUTHI B OpPraHU3aIuN
(KonTponbsHas pabora)

Pa3paboTka KOppesSIMOHHBIX MTPaBWII IPH UCIONIb30BaHuU SIEM cuctem
(Otuer)

[1CK-3

[1CK-3(KomneTenuusi)

3HaTh:

OCHOBHBIE MTOHATHUS U
Ha3HAYCHHE TEXHOJIOTUI
MIPOAKTUBHOW 3alUThI, B T.4.
HCMOJIb3YIOIINE
MEPCIIEKTUBHBIE TEXHOJIOTUU
MPOAKTUBHOW 3aIUThI

N3yueHne TeXHOIOTUI 3BPUCTUYECKOTO JETEKTUPOBAHUS U
IIOBEJIEHYECKOI0 aHAIM3a B KOHTPOJIIMPYEMOM U30JIMPOBAHHOM CpeJie Ha
ocHoBe OC Windows (Otuer)

[Ipaktuka unaterpanuu IDS/IPS B komnbroTepHyto ceTh (JlaboparopHas
pabora)

PazpaboTka mana ocBegomieHHocTH 1o Borpocam Ub (Otuer)




YMers:

MIPUMEHSTh HaBbIKU
MHTETPALUH CPENICTB
3a1uThl HH(GOpPMaLUH,
MCTIOIB3YIOLINX
MIPOAKTUBHbBIE TEXHOJIOTUU U
aBTOMaTH3allMH UX HACTPOEK
IIPH BBISIBIICHUH YTPO3
0€30MaCHOCTH COBPEMEHHBIX
KOMITBIOTEPHBIX CHCTEM
BHEPSTH OpPraHU3aIMOHHbIC
Mepbl TOTUTHK OOHOBJICHUS
CHCTEMHOT'0 ¥ TPUKJIATHOTO
[1O, pe3epBHOIO
KOITMPOBAHMUS U YIPABICHHUS
ySI3BUMOCTSIMHU




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. IIpakTnka npuMeHeHHUs] TeXHOJOTHM HACTPOIKH 3alMILeHHON BUPTYaJIbHOM
MAaIIMHbI

®opmbl peaju3anuu: KoMIbroTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHus KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaemM

KpaTtkoe conepkanue 3a1aHusi:
IHoBenenueckuii ananus ¢aiisios B cpene Cuckoo sandbox
Jyist BRIIOJTHEHUS JTAHHOTO 3a1aHus moHanoourcs BM ¢ Windows u3 nipornuioro pasuena +
norn. BM ¢ OC Debian ninu Ubuntu
Xon paboTsi:
1. YcranoButh cuckoo sandbox, coriacHoO HHCTPYKIIUU
https://cuckoo.sh/docs/installation/index.html . B kauecTBe rocTeBOi MalIUHBI KCIIOJIL30BATh
BM ¢ Windows 13 npomuioro pasuaena

2. [TpoBepuTH KOPPEKTHOCTH YCTAHOBKHU (KPUTHUECKUX OIMMOOK B host MaimHe ObITh HE
JIOJKHO)
3. Bamyctuts cuckoo https://cuckoo.sh/docs/usage/start.html
4. 3arpy3uts B cuckoo yrunuty Mimikatz Ha ananus
5. JloknaTbCcs OKOHYaHMS aHAJIU3a U U3YYUTh pPe3yibTar
6. Onwucare GyHKLIHMOHAT [IPOrpaMMBbI 110 pe3yJibTaTaM aHalIu3a.
7. Crenatp BbIBOJ 110 JAaHHOM YacTH 3a/laHus
KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:
3HaTh: (GyHKIIMOHATIbHBIE 1. Bupryanuzauus. OCHOBHbIE IPEUMYILIECTBA.
BO3MO>KHOCTH HACTpONKHU BupTtyanbHble MalIMHbI
OPOrpaMMHBIX M TIPOTPaMMHO- 2.Bunpl BUpTYanu3aun
anmapaTtHbIX  CpPEACTB  3alUThI
uH(popMaluu
YMers: IPUMEHSTD HaBBIKU 1.Bupryanu3zanus B nH(OopMaMOHHOH 0€30MacHOCTH
aIMHUHUCTPUPOBAHHUS CpEACTB 2.Tlopsiiok HaCTPOMKHU 3aLIUIIEHHON BUPTYaaIbHOU
3aIUTHI uHpopMaluy, MaIINHbI
MCIIOJIB3YIOIINX MIPOAKTHUBHbIE
TEXHOJIOTHH

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €ClU 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00bEME WITH BBITIOJTHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu vinoneHus snanus: OueHkKa "XopoIo" BEICTABISIETCS €CIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUTS PEIICHUS 3a]1a9

Oyenxka: 3



https://cuckoo.sh/docs/installation/index.html
https://cuckoo.sh/docs/usage/start.html

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuku evtnonanenus 3nanus. OueHka "yJI0BIETBOPUTENBHO" BBICTABISETCS
€CJIM 3aJjaHuE PEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2
Onucanue xapaxmepucmuxu evinoinenus: snanus: ONeHKa "HeyI0OBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO MJIU MPEUMYIIECTBEHHO HE BBIMTOJTHEHO

KM-1. PazpaboTka Mo/ie/in 6€30MaCHOCTH KOMIIbIOTEPHOI CHCTEMBI

®opmbl peaausannu: BelogHeHue 3a1anus

Tun koHTpoabHOro Meponpusitus: Keiic (pemenne KOHKPETHBIX MPOU3BOJCTBEHHBIX CUTYaLUIN)
Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaemM

Kpatkoe cogepxanue 3agaHus:
ITo monenu bemna-Jlallanysisl
[Tycts mmeetcst MangaTHas cucreMa gocrymna X(v0,Q, FT), B koTopoii pemnieTka ypoBHei
6e3omacHocT AL siBiisieTcs inHelHON 1 uMeeT Tpu yposHs — 11, 12, 13; 11>12> 3; 11>13.
[TycTh MeeTcs cienyroias cucteMa CyobeKTOB (TI0JIb30BaTelIei) JOCTyIA!
Ul — aAMHHHUCTPATOP CUCTEMBI;
U2 — pYKOBOJHUTEIb TPEATIPUSITHUS;
U3 — AemOonmpON3BOAUTEID;
u4 — user, T.e. psIOBOI HEMPUBUICTUPOBAHHBIN MOJIB30BATEIIb.
[Tycth uMeeTcs crneayromias cucteMa 00beKTOB JOCTYTIA:
01 — cucremuoe I10;
02 — nokymMmeHT "CTpaTerusi BbIX0/1a MPEANpUATHs Ha HOBbIE PBIHKU COBITA MPOIYKIHH'";
03 — noxymenT "llpuka3 o moourpennn paboTHUKOB 1o ciaydaro [Just [Ipennpusarus';
04 — AUC "bopeii" (mpuem, 06padboTka 1 ucnoaHeHue 3akazoB kaueHToB) (11O u BJI).
3anagya Ne 1. O60cHOBaTh U COCTaBUTH CUCTEMY YPOBHEH JIOIYCKOB I0JIb30BaTeNel, rpudos
CEKPETHOCTH 0OBEKTOB IOCTYIIA U MaTPHILy Joctymna A[u,0] .
3anaua Ne 2. CocTaBUTh U 000CHOBATH CUCTEMY JOIMYCKOB U IPU(POB CEKPETHOCTHU AJIS ABYX
COCTOSIHMI CCTEMBI:
Cocrosiaue 1 — I[Toaroroska (pa3paboTka) ToKymeHTa 02.
Cocrosiaue Il — JlokymMeHT 02 yTBEpX/IeH 1 BBEJIEH B JIEiiCTBHE.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeTb: aHanuM3upOBaATh NPUUYHMHBI 1. JIuckperinoHHbIN KOHTPOIb AocTyna Windows.

HapymeHus  QyHKIIMOHUPOBAHUS Jleckpuntop 0€30MacHOCTH U Pa3peIIeHUs

CPEICTB 3alUThl HH(OpMAILINH, 2.ManpaaTtHblid KOHTPOJIb LeTOCTHOCTU. CTaHAapTHas

HCIIOJTB3YIOIINX MIPOAKTHUBHBIE nonuTHKa. [Ipumeps! nCronb30BaHus.

TEXHOJIOTHH 3.0cHoBHas KoHIleNHs 6e30nmacHOCTH. Pazrpanndenue
npaB foctyna. OCHOBHBIE MTPaBUJIa U MOJIENH

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku ebtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIJIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60




OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBIMIOJIHEHO HEBEPHO WJIM MTPEUMYILIECTBEHHO HE BBIITOJIHEHO

KM-2. Pa3zpa6oTka 3BpUCTHYECKHX AJITOPUTMOB ¢ IOMOLIbIO Yara

®opmbl peanuzanuu: KoMneoTepHoe 3a1aHue

Tun KOHTPOILHOT0 MeponpusiTus: Jlaboparopnas padora

Bec koutposabHoro meponpusitusi B BPC: 15

IIpouenypa npoBeaeHnst KOHTPOJILHOro MeponpusaTus: [IpoBepka 3a1aHus peroaaBaTeIeM

Kpartkoe cogep:xxanue 3aganus:
JleTeKTHpOBaHKeE YIPO3 ¢ MOMOLIBIO Yara-3BpUCTHK
TpeTbs yacThb 3a/1aHus BBIMOJIHIETCS B IOATOTOBICHHON BUpTyanbHOH MamuHe (BM) ¢ OC
Windows, moyueHHO# B X0/1¢ BHITOTHEHUS IEPBOM YacTH TaHHOTO 3aaHuUs
JokymeHTanus 1o yara - https://yara.readthedocs.io/en/latest/

Xox paboTshl:

1. JIns co3gaHus npaBuil CleqyeT UCIOIb30BaTh yCTaHOBICHHbIE HA BM HHCTpyMEHTHI.
Takue xak hex pemakrop, strings. ..

2. Co3pnatp yara paBuiIo JUisl AETEKTUPOBaHUS ciiel. (aiiia
https://support.kaspersky.ru/downloads/eicar/eicar.zip

3. Co3natp yara mpaBuJIO JJis I€TEKTUPOBaHUs yTUIUTE Mimikatz

4. Coznatsp yara npaBuio i getektupoBanus doc, xls, pdf noxkymenros (JIroOwie, Ha cBOM
BBIOOD)

S. Co3znarp yara mpaBwiIo ISl IeTeKTHpoBaHus pe, elf ¢aitnos (JItoOwie, Ha cBOI BHIOOD)
6. Co3natp yara mpaBuiIO JUisl AETEKTUPOBaHMS IpYIIbl (HailioB* (0JHOTO paCHIUPEHUS U
CXOXHeE I10 apameTpaM, KoTopblie Bbl noikHBI onpenenuts camu. JIroOsie, Ha cBOi BEIOOD)
7. Hcnonb3ys co3laHHbIE yara IpaBuiia IpOCKaHUPOBaTh (aitoByto cucremy BM.

Co3aHHbIe TpaBUiIa JODKHBI JETEKTUPOBATH TOJIBKO T€ (ailiIbl, IS IETEKTa KOTOPBIX OHU
HanMcaHsbl (BKJIIOYas rpynisl Gailsion).

8. B cnyuae BrisiBnenus FP cpabateiBanmii, ucnpasuts ux. Bece FP oTpasuts B oTuere u
OIIUCATh IIPOLECC UX YCTPAHEHUs
9. Crenatp BBIBOJ IO JAaHHOM YacTH 3a/laHus

[Mpumeuanue: mocie Co3anus KaKI0To yara NpaBuiia MPOBEPUTH €ro paboToCOCOOHOCTb.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

YMeTh: NPUMEHATH WHCTPYMEHTHI 1.43b1k Yara. Cunrakcuc. [IpuHuun Hanucanus
CO3JaHusA MpaBUII, JIETEKTUPYIOIIUX MPaBUIL.

JIETEKTUPYIOLINX YI'PO3bI 2.JlerextupoBanue ucnonasemsix ¢aitnos (PE, ELF) ¢
0e30MacHOCTH MMOMOIIBIO ABPUCTUYECKUX aJITOPUTMOB

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
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https://yara.readthedocs.io/en/latest/
https://support.kaspersky.ru/downloads/eicar/eicar.zip

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-2. U3yuyeHue TeXHOJIOTHii IBPUCTHYECKOT0 1eTEKTHPOBAHMS U MOBEIEHYECKOT0
aHa/IM3a B KOHTPOJHUPYeMOi U30/1MpoBaHHoI cpene HA ocHoBe OC Windows

®opmbl peaausannu: BeinonHenue 3a1anus

Tun koHTpPOBHOTrO MeponpusaTHs: OTUeT

Bec konTposbHoro meponpustusi B BPC: 10

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaeM

Kpatkoe cogepxxanue 3agaHusi:
H3yyeHne 0CHOBHBIX KOMIIOHEHTOB apxuTeKTyphl 0ezonacHoctu OC Windows
3ananue BeIONHACTCS B BUpTyansHoi MamuHe (BM) ¢ OC Windows
Xoxa padoThI:
1. VYcranoButh VirtualBox https://www.virtualbox.org/wiki/Downloads
2. Ckauats BM OC Windows 10 g Virtual Box.
https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/

3. HNmnoptupoBats BM B virtual box
4.  3amyctuth BM. ([lannbie aus Bxoaa - IEUser:PasswOrd!)
5.  Ilo-ymomuanuio, BUupTayiabHasi MalllHa YK€ JOJKHA UMETh aKTUBUPOBaHHYIO 90

JTHEBHYIO MPOOHYIO JINLIEH3UI0. B ciiyyae HEOAHOKPATHOTO MOSBICHUS COOOIIEHUS O
HE00XO0/IMMOCTH NMPOBEACHUS MPOLETYyPhl aKTUBAHUU, HEOOXOMMO BBIIIOJHUTD CIIEAYIOLIEE:
«Otxkpoiite cmd.exe u akTuBUpyite 90-1HEBHYIO JIMIICH3MIO, BBES slmgr / atoy»

6. Crenarp CHAMNIIOT TEKyHIETO cocToAsHUsI BM

7. YcranoButh HeoOxomumebIii codt (https://github.com/fireeye/flare-vm). Jlanubie
poTrpaMMbl MOHAJ00SATCS MO3XKe, NMPpH BeINoIHeHUH 3 yactH [13-1 u J13-2.

8.  Ckauatp Process Explorer (https://docs.microsoft.com/en-
us/sysinternals/downloads/process-explorer)

9. CrenaTe CHANMIIOT TEKYILIEro cocTostHUu BM

10. 3amyctuth Process Explorer oT umMenu agmMuHucTparopa (€CTh B , U3yUUTh IPOTPaMMy.
11. Haiitu Bce komnoneHThl 6e3onmacHocT OC Windows 0 KOTOpBIX IIJ1a pedb BO BpeMs
JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATUH (yKa3aTh Ha3BaHUS KOMIIOHEHTOB U MYTh K (aiinam.
Cnenatpb B BUJie TaOIUIIBI)

12. W3zyuuts npouecc Isass.exe. [lepeuncants u onucate KOMIIOHEHTHI IIpoliecca

13. Ckauatp yruuty Mimikatz (https://github.com/gentilkiwi/mimikatz/releases). ITpu
HeoOxoaumMocTH, oTKIounTh Windows Defender.

14. 3Banyctuts yTunuTy mimikatz oT *MEHH aIMUHUCTpATOpa
(https://github.com/gentilkiwi/mimikatz/releases) u BbIOIHUTD CICTYIONIHE KOMAHIbI

15. Tlpoananu3upoBaTh MOJTYHYECHHbIE JAHHBIE U 3allUCaTh UX B OTYET
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https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
https://github.com/fireeye/flare-vm
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://github.com/gentilkiwi/mimikatz/releases
https://github.com/gentilkiwi/mimikatz/releases

16. 3amyctuth cmd.exe OT UMEHU aAMHHHUCTPATOPA U BHITIOJTHUTH CIEAYIONTYI0O KOMaHTY:
«reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v
UseLogonCredential /t REG_DWORD /d 1»

17. Tlepesarpy3uts BM

18. TloBropuTts m.14

19. TIpoananu3upoBaTh MOJyYCHHBIC JAHHBIC, CPABHUTH UX C JAHHBIMH, TOJIYYCHHBIMH U3
n.15 u 3anucarh pe3yabTaT B OTYET.

20. Otsetuthb Ha Bompoc: «[loyeMy ObLI IMOJTydeH MapoJb MOJIb30BATENS B OTKPHITOM BHJIE
¢ Mpo0IEeMOi KAKOTO KOMITOHEHTa 0€30IaCHOCTH 3TO CBSI3aHO?»

21. HcnpaButh npobiieMy B KOMIIOHeHTe Oe3onacHocTH Windows (11 HE0OXO0AMMO BHECTH
COOTBETCTBYIOIIINE U3MEHEHUS B CUCTEMHBIN PeecTp).

22. TloBtoputh m.17

23. Cpenatb BBIBOJ IO JAHHOW YacTH 33JJaHUS

Homn. 3aganue (co 3BE3109KOM ):

CxomnmmpoBath Mimikatz Takum o0pazom, 94ToObl ckaunBanue, nepemenienne B ®C u
3amyck He nerektuponaincs Windows Defender’om.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBHBIE TMOHATUS U 1.IIpoakTuBHas 32Tl HHPOPMAITMOHHBIX CUCTEM.
Ha3HaA4YCHUC TEXHOJOTHI I[OCTOI/IHCTBa 1 HEJOCTATKHU. OTnauuus ot PCAKTUBHBIX
NPOAKTUBHOM  3allIUTBl, B T.4. METOJIOB
UCIOJIB3YIOUINE  NEPCIEKTUBHbBIC 2.0C Linux. ITogcucremsl 6€30MaCHOCTH. KPaTKOE
TEXHOJIOTUH MTPOAKTUBHOMN 3aIUTHI OIMCAaHUE U MPHUMEPbI UCTIOJIE30BAHUS

3.IToncucremsr 6e3onacaoct OC Windows

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuxu eblnonenus 3Hanus: OLeHKa "0TIMYHO" BBICTABIISIETCS €CIIU 3a1aH1e
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHKa "XopoIo" BBICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANPABIEHUE JUIsl pELIEHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIN 3aJJaHU€E NIPEUMYILIECTBEHHO BBITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu 8vinoineHus sHanus: OTeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHECHO

KM-3. Pazpa0oTka apXuTeKTypbl CHCTEMbI IPOAKTHBHOM 3aIUThI B OPraHU3alHU

®opmbl peaju3anum: BeinoaHeHne 3a1aHus

Tun koHTpoabHOro MeponpustTus: KourponsHas pabota

Bec koHTposbHOrO0 Meponpusitusi B BPC: 10

IIpouenypa npoBeaeHnsi KOHTPOJILHOr0 MeponpusaTusa: [IpoBepka 3aanus npenoaaBaTeaeM

Kpartkoe cogep:xanue 3aganus:
IlocTpoenue cucreMbl NPOAKTUBHOIM 3ammMThI HA 6a3ze SIEM Qradar
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TpeboBanms

Windows 7/8/8.1/10 x64

Virtualbox

CPU 4 Core, 16 Gb RAM

CentOS 7.5 (Oxpyxenne GNOME)

https://developer.ibm.com/qgradar/wp-
content/uploads/sites/89/2018/08/b_gradar_community_edition.pdf

3a1auu KOHTPOJIBHOM paboThI

1. Pazsepnytb SIEM Qradar CE

2. Hacrpouts otnpaBky coObITHII )XypHanoB 6e3omacHoctd Windows (13 coznannoit BM B 1
13) B SIEM cucremy (Ha oTmyHO, HACTPOUTH OTIIPABKY KYPHAJIOB SySmMon)

3. Cnenarp mapcunr coowsituii Windows security events (B KOJ-Be TJOCTATOYHOM, JIJIs
BBITIOJIHCHHS TaHHOU YacTu /[3)

4. HamucaTh mpaBuiia KOPPEISIIUU:

3amyck teamviewer

Hcnons3oBanne mimikatz (He Toabko 3amyck!!!)

JHerextupoBanue no0oit araku u3 marpuisl Mitre / Kill Chain

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBHbIE BUJIBI, 1.SIEM cucrembl. OCHOBHBbIE MEXAHU3MBbI U pelIacMble
Ha3HAYCHWE W TPUHIUI PabOTHI 3a/1a4u.

COBPEMEHHBIX CPEACTB  3aLLUTHI 2.SIEM cucrtemsl. TunoBas apXuTeKTypa.
uH(pOopMaIuy, HCMOJIB3YIOIIUX

IPOAKTHBHbIE  TEXHOJOTMH U
TEXHOJIOTMM pealu3aluy MoJelen
6e3011acHOCTH KOMITbIOTEPHBIX
CUCTEM

Onucanue MKaJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoanenus 3Hanus: O1eHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJTHOM 00bEME HIIU BBHITTOJIHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "Xopoo" BICTABIIAETCS €CIIN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pEIIeHUs 3a/1a4

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyernmax: 50
Onucanue xapakmepucmuku évinonnenus snanus: OneHka "ya0BICTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: ONeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JITaHUE BBITOJIHEHO HEBEPHO HITU MIPEUMYIIECTBEHHO HE BBIMIOJTHEHO
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https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2018/08/b_qradar_community_edition.pdf
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2018/08/b_qradar_community_edition.pdf

KM-3. Anayiu3 yrpo3 0€30nacHOCTH € HCN0JIb30BAHUEM TEXHOJIOTHd IPOAKTUBHOIO
MONCKA, O0HAPYKeHUsI COOBITHI B CeTH M cO0pa cOOBLITHI C KOHEYHBIX YCTPOMCTB HA OCHOBE
OC Windows.

®opmbl peaausannu: BeiogHeHue 3a1anus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec konTpoabHoro meponpustusi B BPC: 10

IIpoueaypa npoBeaeHusi KOHTPOJbHOr0 Meponpusitusi: [IpoBepka 3a1anus npenogaBaTeiemM

KpaTlcoe CodcpiKaHUuE 3alaHUA:
N3y4yenne Bo3moxnocTeir SIEM-cucremnl IBM Qradar
BBoanas unpopmanus
Honyckaercs BoinosHenue J[3-2 B rpymnmnax mo 5 4ejaoBek.
HN3y4yenue Bo3mo:kHocTell SIEM-cucremsl IBM Qradar
Ilomne3Hrie CCBUIKU:
https://developer.ibm.com/qradar/ce/
https://developer.ibm.com/qradar/wp-
content/uploads/sites/89/2020/02/b_gradar_community edition 7.3.3GA_v1.0.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS DSM/com.ibm.dsm.doc/b_dsm_quid
e.pdf?origURL=SS42VS DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS 7.3.3/com.ibm.qradar.doc/b_qradar
gs_quide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS 7.3.3/com.ibm.qradar.doc/b_qradar
users_quide.pdf
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://ibm.ent.box.com/s/ichOyyiw54y0ek6s9a66xvtjku8ed2rc/file/619638909365
https://attack.mitre.org/

3agaun:

1. Ycranosuts SIEM Qradar CE B BM Ha ocHoBe CentOS

2. W3yuuts unrepdeiic u ocioBHbie komnoHeHTs! SIEM Qradar CE

3. Hactpouts oTnpaBky coObITuii )xypHanoB 6e3onacHoct Windows Sysmon (13
cosnanHoit BM B 1 13) B SIEM cucremy.

4. Cnenatp napcunr coosituit Windows security events (B Koi-Be, JOCTaTOUHOM, JUIS
BBITIOJIHEHHS TaHHOU yacTH J[3)

S. Hanucath npaBuiio koppensiuu Ha 3anyck Remote Access Tool (RAT).

Ne papuanTa | Hazpanue RAT

1 TeamViewer

2 AmmyAdmin

3 AnyDesk

4 VNC

5 LogMeln

JIonOTHUTENBHO OTBETUTH Ha BOIPOC: YeM MOXeT ObITh onaceH RAT B KOprnopaTHBHO#M ceTH.
6. Hanucars npaBuio koppensiuy Ha UCob30BaHNe mimikatz Ha XocTe (He TOIbKO
3amyck!!!).

7. (Ha onenxy otnnuHo) JlerektupoBanue ato00oi TexHuku u3 Matpuilsl Mitre ATT&CK
1o srarna Command and Control. ¥ komaH/1 He 10/1:KHO ObITh NepecedeHUil B BbIOPAHHBIX
TexHuKax!!!

8.  IloaroToBUTH BBIBOJBI U C/IENATh CXEMY NOJTYUMBIIEHCS HHPPACTPYKTYPHI.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

| 3HaTh:  TEXHONOTHMIO  CO3JAHHS | 1.Texnonoruu coopa coObiTuii (winlogbeat, auditbeat,
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https://developer.ibm.com/qradar/ce/
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2020/02/b_qradar_community_edition_7.3.3GA_v1.0.pdf
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2020/02/b_qradar_community_edition_7.3.3GA_v1.0.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_DSM/com.ibm.dsm.doc/b_dsm_guide.pdf?origURL=SS42VS_DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_DSM/com.ibm.dsm.doc/b_dsm_guide.pdf?origURL=SS42VS_DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_gs_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_gs_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_users_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_users_guide.pdf
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://ibm.ent.box.com/s/ich0yyiw54y0ek6s9a66xvtjku8e42rc/file/619638909365
https://attack.mitre.org/

IPaBWI, JETEKTHPYIOLIUX YIPO3BI
0€e301acHOCTH COBPEMEHHBIX
KOMIBIOTEPHBIX CUCTEM

auditd).

2. Sysmon. Haznauenue. Buabl coObITHI.
3.Texnonoruu xpaneHnus u anaiauza coosituii (ELK
stack).

Onucanne MKAJbI OIlEHUBAHUS

Ouyenxa: 5

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opouIo" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3

Hudienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHka "y10BIeTBOPUTENIBHO" BHICTABIIAETCS
€CJIM 33JaHUE IPEUMYILIECTBEHHO BBIIIOJIHEHO

Oyenka: 2

Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJOBIETBOPUTEIBHO" BBICTABIISACTCA
€CJIM 3aJ]JaHue BBITIOJHEHO HEBEPHO WJIM MTPEUMYIIIECTBEHHO HE BHITIOJIHEHO

KM-3. Pa3zpa6oTka KoppeJssHOHHBIX NPaBHJI NpH ucnoab3oBannu SIEM cucrem

®opmbl peaausanun: [lucemennas padbora

Tun koHTpPOABHOTrO MeponpusaTHs: OTueT

Bec konTpoabHoro meponpustusi B BPC: 10

IIpouenypa npoBeaeHHs KOHTPOJLHOr0 Meponpusitusi: [IpoBepka 3ananus npenogaBaTenem

Kparkoe cogep:xanue 3aiaHus:
1 Bapuamnr.

Pa3paboTrka nporpammsl (ckpunra) 1is oooramenus IP ¢gugos.
Heo6xonnMo HamucaTh CKpUNT, KOTOPOMY Ha BXoJl nojaeus IPv4 anpec. Ha Boixone
nosydaernib JSON ¢ oboramennoi nunopmanueit. [Tomydennsiii JSON nomkeH conepxaTh

clleiyIolIee:
1. Whois undopmaruto (ctpana, xocrep, hostname (eciu ectb)...)
2. JlerekThl aHTUBMPYCHBIX IBMKKOB, Hanuuue B black nuctax. OtoOpasuts B BUJE

OuHapHOro 3HaueHus (K npumepy, «clean unm malicious» nnm «clean nnu blacklisted»). Ecnu
MPUCYTCTBYIOT JETEKTHI 1O [P, OTaeNnbHBIM MoeM 0TOOpa3uTh Ha3BaHUS JIBUXKKOB B BUJIE
criucka (K mpumepy “detect_engines”™ : “Kaspersky, ESET, Symantec”

3. Paszpemiaercs CTIOIH30BaTh BIOKEHHBIN json

B xadecTBEe OCHOBHOI'O MCTOYHHUKA JaHHBIX IJIA 0601"aI_HeHI/I$[ PEKOMEHAYETCSA UCIIO0JIb30BaTh
https://developers.virustotal.com/v3.0/reference#overview

SI1 — mo6oit Ha BeIOOp. MHTEepdeiic — koHcoNnbHBIH, ¢ help nndopmarmeii.

2 Bapuant

Pa3padorka monenn s odoramenus IP ¢punos.
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https://developers.virustotal.com/v3.0/reference#overview

Heo6xoaumo pazpaborats Monens oboramenus [P open source ¢pumos. 3a ocHOBY B3sTh [P
¢un c https://threatfeeds.io (1 m060i#i, Ha BIOOpP) U MpopaboTaTh mporecc odoramienus. Ot
npoctoro IP no nomunonennoro IP duna. J{ns 3Toro Hy)HO:

1. BrissBuTh HeoOXoauMbIe 11 puaa TaHHbIE (MCXO/M U3 KOHTEKCTa Gua) — Kakoi
uH(popMalrei odoranark, CKOJIBKO BHEITHUX HCTOYHUKOB UCTIONIL30BaTh U T.1. K mpumepy,
eciu QU o MajBape, TO He0OX0IMMO, KaK MUHUMYM, 000TamaTh BEpAUKTaMU

AHTUBUPYCHBIX JIBUKKOB.

2. OnpeaenuTh CTPYKTypy 00OTameHHbIX GUI0B (jSON UM CSV, IMOJIS M KX Ha3BaHWE U T.JI.)
3. [Tony4yeHHbIE JaHHBIE CTPYKTYPUPOBATH M OTOOPA3UTH B ViSiO B BHJIE CXEMBI.
O0s3aTenbHO yKazaTh npuMmep odorameHHoro [P ¢humga co Bcemu moyisiMu ¥ UX ONHCaHUEM
(memaeTcst pykamu 1o 3aaHHoi Mojienu). Ha cxeMe J0/KHBI ObITh YKa3aHbl B3aUMOCBSI3H C
BHEITHUMH UCTOYHHKAMH JJIs1 OOOTaICHHSI.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

YMeTh: BBIOMpAaTh M IPUMEHATH
Cpe/CTBa 3alUThl HH(OpMAINH,
HCIIOJIB3YIOIUX IIPOAKTUBHBIC
TEXHOJIOTUH, UIA HEHTpaIu3aiuu
yrpo3 0e30MacHOCTH COBPEMEHHBIX
KOMITBIOTCPHBIX CUCTEM

1.Threat Intelligence. ®uapl. OborameHne 1 aHaIu3.
[TpuBectn mpumepsl.

2.ITopsimok cOopa v aKKyMYJISIHST JAaHHBIX.
3.06o0ramieHye 1 aHaJIn3 MOJYyYeHHBIX JaHHBIX.

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJTHEHO B MOJIHOM 00bEME WIIH BBITIOJHEHO MPEHMYIIICCTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHKa "XopoIo" BBICTABIIAETCS ECIIN
OOJIBITMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABICHUE AJIS PEIICHUs 3a1a4

Oyenka: 3

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CIIU 3a/l1aHU€E TPEUMYILECTBEHHO BBITIOJIHEHO

Oyenka: 2

Onucanue xapakmepucmuxu evinoanenus sHanusa: OneHKa "Hey10BIETBOPUTENIbHO" BBICTABIISAETCS
€CJIM 33JJaHUE BBINIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBIIIOJIHEHO

KM-4. Pa3zpaboTka niiana ocBegoMyieHHOCTH 0 Bonpocam Ub

®opmbl peajausanun: BeinoaHeHue 3a1aHus

Tun KOHTpPOILHOr0 MeponpusaTus: OTyer

Bec koHTpObHOrO Meponpusitusi B BPC: 15

IIpouenypa npoBeaeHnsi KOHTPOJILHOr0 MeponpusaTusa: [IpoBepka 3aanus npenoaaBaTeIeM

KpaTkoe cogep:kanune 3a1aHus:

B opranuzanuu pekoMenayeTcs pa3padoTaTh IporpamMmy U IUIaH PEryaspHOro oOydeHus u
MOBBIIIIEHUS OCBEIOMIIEHHOCTH B 001acTH MH(OPMAIIMOHHON 6€30MaCHOCTH.

[TporpaMmy u maH 00y4eHHs U MOBBIIIEHUS OCBEJOMJIEHHOCTH HEOOXOMMO pa3paboTaTh Mo
CJIEYIOIIMM OCHOBHBIM HalpaBICHUIM:
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https://threatfeeds.io/

- IOBBIIIEHUE OCBEIOMJICHHOCTH paOOTHUKOB OpraHU3aIMK 110 BOIIPOCAM HCIIOTHEHHS
periaMenTa ooHapyxeHust coobiTuii b 1 omoBerieHust o HUX, B TOM YHCIIE TIO COCTaBy
coObITHil UB;

- IOBBILIEHUE OCBEJOMIICHHOCTH IIPEACTABUTEINIEH BHEIIHUX OPTaHU3ALMN U KIMEHTOB
OpraHu3aINH, UCTIONB3YIOUINX HH(POPMAITMOHHYIO HHPPACTPYKTYPY OpraHU3aIMH, O TIOPSAKE
U npoueaypax UHHOPMUPOBaHUS OpraHu3aluu 00 oOHapykeHHbIX nHIKIeHTax 1b;

- o0yueHue 1 MOoBbIIeHHE 0cBeoMIeHHOCTH wieHoB | PUNB 1 paOoTHUKOB OpraHu3aluu,
IPUBJIEKAaeMbIX K pearupoBaHuIo Ha nHIMAeHTs! 1B, no Bonpocam cOopa, pukcanuu u
JTOKyMEeHTHpoBaHUs nHpopmarmu o0 nanuaentax Ub, ucrnons3oBanus kinaccudukaropa
nHIHaeHTOB Ub;

- o0yueHue 1 MOoBbIIeHHE ocBeoMIeHHOCTH wieHOB | PUMB 1 paOoTHUKOB OpraHu3alum,
IPUBJIEKAaeMbIX K pearupoBaHuIo Ha HHIMEHTHI 1B, ¢ nenbto npuodpereHus 3HaHUi 110
TEXHUYECKOH 3KCITyaTanuu HH(PpOPMaMOHHONW HHPPACTPYKTYpPhI OpraHU3alnHy,
MO3BOJIAIOIIUX OCYIIECTBUTH ONIEPATUBHOE 3aKpbITHE MHIUACHTOB Ub;

- o0yueHne pabOTHUKOB MOApa3AeICHUN HHPOPMATU3ALUN OPTraHU3ALUUIIO BOTIPOCAM
JKCIITyaTalluy TEXHUYECKUX CPEJIICTB;

- 00yuenue paboTHUKOB ci1y>k0b1 b opranuszanuu 1o BompocaMm KOHTPOJIS SKCILUTyaTalluu
TEXHUYECKUX CPEICTB.

Pexomenyercst o3HakoOMIIeHHE PAOOTHUKOB OPTraHU3AINH C IPOLEAYPO HH(HOPMUPOBAHHS O
cobbiTusx Ub, a Takxke 0 HE0OOXOAMMOCTH HE3aMeUIUTEIBHOT0 co00IeH sl 00 00HapyKEHHBIX
coObiTusix Ub onepatopy-nucneruepy I'PUNB. B npouenypbl 03HaKOMIIEHUS] pEKOMEHAYETCS
BKJIIOYATh!

- IepeveHp Wi onucanue coobiTrii b, 0 KOTOphIX TpedyeTcs coodmarp;

- (hopmy coobuieHus o coObiTusax UMb, Bkiovas aeranu, CylmecTBeHHbIE Il KilacCu(UKaluu
uHuuaenta Ub, u onucanue neiicTBUi 0 pearupoBaHuio (HanpuMep, 0 TUIIE HECOOTBETCTBUS
WIY HapylIeHUs, BOSHUKHOBEHUX HENPaBWIbHBIX cpadaThIBaHUM, OABICHUN COOOLICHUH Ha
9KpaHe, HETUIIMYHOM IOBEJCHUH );

- criocoObl MEPBUYHOTO IOKYMEHTHPOBAaHUS HHPOpMaLuu 0 coobITHsIX U1B;

- PEKOMEHIalliH T10 TIOBEACHUIO B CiIydae sIBHbIX HapyuieHui Mb, HarpuMep O BBIITOJIHEHUHT
WK, HA000pOT, 3ampeTe KaKuX-1100 AeUCTBUI, KpoMe HEMEAJICHHOTO ONOBELICHHUS
oneparopa-ngucneryepa [ PUUB.

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

YMers: BHEJIPATH 1.ITopsinok pa3pabOTKU OCHOBHOTO CO/IEP KAHUS
OpraHU3alMOHHBIE MEphl MOJIUTUK IIPOrpaMMbl MOBBILIEHNS OCBEJJOMJIEHHOCTH B 00JIACTH
OOHOBJICHUS CHUCTEMHOT'O u MH(}OPMAaLIMOHHON 6€30MacHOCTH

npuknagHoro IO, pesepBHOrO 2.ITopsinok pa3pabOTKH OCHOBHOTO COJIEpKaHMsI IIaHa
KOTIMPOBAHUS W YHPaBJICHUS MTOBBIILIEHUS] OCBEJOMJIEHHOCTH B 00J1aCTH
YSI3BUMOCTSIMU H(pOpPMaIMOHHOM 0€30MacCHOCTH B OpraHU3aLUuU

OnucaHue MKaJbI OlleHUBAHUS:

Ouyenxa: 3a4TCHO
Onucanue xapakxmepucmuxu 6bINOJIHEHUS SHAHUSL:

OueHKa.‘ HC 3a4TCHO
Onucanue XapakmepucmuKu 6blnOJHEeHUsl 3HAHUA.!

KM-4. Ilpaktuka uarerpauuun IDS/IPS B koMnbloTEepHYIO CeTh

®opmbl peanauzanuu: KomneiorepHoe 3a1anue
Tun koHTpoLHOrO MeponpusiTus: Jlaboparopnas padora
Bec koHTpOBbHOrO Meponpusitusi B BPC: 10
IIpoueaypa npoBeieHHsI KOHTPOJIBLHOT0 MeponpusATHsi: [IpoBepka 3a1aHus IpenogaBaTeneM
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Kpatkoe cogep:xanue 3aganus:
Pa3paborka nemo-miiargopmsl Threat Hunting na ocnose ELK stack
ITone3Hble CCHUIKU:
https://www.elastic.co/elastic-stack
https://www.elastic.co/beats

3agaun:

1.  Passepnyrs Elastic stack mocnenneii Bepcuu B BupTyansHoit Mammne Unix (Debian nn
Ubuntu)

2. N3yuuth komnoneHTs! Elastic stack, BKIIOUHUTE B OTYET X KPATKOE OIHCAHUE.

3. N3yuuTh areHThl cOOpa cCOOBITHI ¢ UCTOYHUKOB (beats), BHIOpaTh 1 000CHOBATh BHIOOD
areHToB /s coopa codbITHii ¢ BM 1 co31anus cUCTeMBbl IPOAKTUBHOTO TIOMCKA YTPO3

4, Coznarp hunt s nerextuposanus (Ha BeiOop):

Texuuku Remote Access Tool (RAT) - https://attack.mitre.org/techniques/T1219/
Texuuku Credential dumping - https://attack.mitre.org/techniques/T1003/

(Ha onenky otimuno) Suspicious powershell - https://attack.mitre.org/techniques/T1086/
5. JloGaBuTh GyHKIIMOHAT neTekTupoBanus 1o threat intelligence dumam.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

YMers: [IPUMEHATD HAaBBIKU 1.Texuuku Threat Hunting. Busyanmsanuu u arperanuu
UHTErpallMM  CPEACTB  3allMThI 2.Texuuku Threat Hunting. MammnHOe 00y4eHue
uHpopManuy, UCIOJIB3YIOLINX 3.Uctounuku unpopmanuu u runote3 B Threat Hunting

IMPOAKTUBHBIC TEXHOJIOI'HU nu
AaBTOMATHU3allMd HMX HACTPOEK IIpH
BBISIBJIEHUM YIrpo3 0e30macHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX
CHCTEM

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huosienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinonnenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIH 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: OTNeHKa "HeyIOBISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHEHO
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https://www.elastic.co/elastic-stack
https://www.elastic.co/beats
https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1086/

COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
7 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

HHY M5H SK3AMEHAIIMOHHBII BILIET Nel Vmeepacoaio.
Kadenpa Bezonacnocmu u ungpopmayuonnvix

mexsono2ui 3ae. kagh. BHT

Jluctmmumiza « TeXHOMOT I IPOaKTHBHOIT A.JO.Hesckuit
3aITHl HHGOPMAIIOHHBIX CHCTEM» IIpomoxon HMK HOB

Hu ) KMl HHCTHTYT

1. OC Linux. IToacncTems! 6e30macHOCTH. KpaTKOe ONIICAHIIe I TPIMepHI TCTIOTb30BaHIA.
2. Threat Hunting. HcTounnkn HHGOPMALIHH I THIIOTE3.
3. ITpakTiaeckoe 3aganne Ne 3

IIpoueaypa npoBenenust
[TpoBepka nmpernoaaBareneM NUCbMEHHOTO OTBETA HA BOMPOCHI OUeTa

L. Ilepeuenv Komnemenyuit/uHOUKaAMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8
0C80eHUA OUCUUNTUHDL

1. Komnerenuuss/Muaukarop: 11K-1(Komnerenius)

Bonpocel, 3a1anns
1.Mopnenu 0e3011acHOCTH KOMIIBIOTEPHBIX cCUCTEM. /IUCKpEIIMOHHAs U MaH1aTHAs! TIOJTUTHKU.
2.Yupasnenue goctynom B OC Windows.
3. AuckpennoHHbINA KOHTpoub Joctyna Windows. CIUCKU KOHTPOJIS JOCTYIIA U ONpeesieHue
IIPaB.
4.JluckpennoHHbIi KOHTpOJb gocTyna Windows. Jleckpunrop 6€30MacHOCTH U pa3pelieHusl.
5.MaHzaaTHbII KOHTPOJIb 1eNOCTHOCTH. CTaHgapTHas noauTuka. IlpuMeps! ncnonap3oBaHusl.
6.Bupryanuzanusa. OCHOBHbIE IpeUMyIECTBA. BupTyalibHble MalIUHBI.
7.MexcereBoii akpan HoBoro nokosnenust (NGFW). TexHosoruu BHeApEHUS! B KOPIIOPATUBHYIO
CETb.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUNA
1.IIpenmyniecTBa BUpTyaIH3aLUN.
OtBeTsI:

Bepublit otBeT: D PeKkTrBHOE NCIIOIB30BAHNE BBIYUCIUTENBHBIX pecypcoB. CokparieHue
pacxon0B Ha HHPpacTpyKkTypy. CHIKEHHE 3aTpaT Ha MPOrpaMMHOE OOecTieueHue.
[ToBbIieHue THOKOCTH U CKOPOCTH pearupoBaHusi cucteMbl. HecoBMecTuMble
MIPUJIOKEHUS. MOTYT paboTaTh Ha OAHOM KoMmrbioTepe. [loBbIIeHne JOCTYTHOCTH
MPUIIOKEHUH U oOecrieueHre HeMPepHIBHOCTH paboThl npeanpustus. Bosmoxxnoctu
nerkoi apxuBauuu. [loBbliienne ynpasiasieMocTd HHGPacTpyKTyphl. bezonacHOCTb.
2.Bupryanuzanus NpuIOKEHUN.
OtBerTsI:

BepHsiit otBeT: BupTyanusanus NpHIOKEHUH - 3TO TUIT BUPTYaJIU3aliH, IPU KOTOPOM

IIPOUCXOJUT U30JISALUS IPUIIOKEHHUS OT PECYPCOB OllEpallMOHHON cucteMbl. OCHOBHOM
MIPUHLUIT BUPTyAJIN3aUN TPUWIOKEHUHN 3aKITF0YAETCS] B TOM, YTO CaMO IIPUIIOKEHNE
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(u3MYeCKU BBIMOJIHACTCS HA JIOKAJTILHOW MallliHe, HO IIPY 3TOM OHO HE UMEET JAOCTYI HHU K

IpaiiBepam, HA K peecTpy, HH K (HaiIoBOM CHCTEME, BCE 3T PECYPCHI SMYIUPYIOTCS.
3.Bupryanu3zanus npeacraBieHui (pabounx Mecr).

OTtBeTsI:

Bepnsiii otBeT: BupTyanuzaius npeacTaBIeHHH Mopa3yMeBaeT dIMYIISINI0 HHTepderica
M0JIB30BATEIS, T.€. MOJIH30BATENh BUIUT MPUIOKECHHE U PA00OTAET C HUM Ha CBOEM
TEepMHHAJIE, XOTS Ha CaMOM JIeJie IPUIIOKEHKE BBIMOIHICTCS Ha yIaIEHHOM CepBepe, a
MOJIH30BATENIO MepeAacTCs JIUIIb KapTUHKA YIaIEHHOTO MPUIIOKEHUS.

4 OYHKIIMK MEKCETEBOTO dKpaHa.
OTBeTHI:

Bepusriii otBet: Kaxaplii n3 GuibTpoB npeaHa3HAYeH I HHTEPIPETALUHU OTACITbHBIX
IpaBUJ (PUIBTPALIMM ITyTEM BBIIOJIHEHUS CIEAYIOIUX neiicTBuii: 1. AHanu3 uadopmanuu
110 33/IaHHBIM B MHTEPIPETUPYEMBIX IPaBUIAX KPUTEPUSIM, HAIIPUMEP I10 aJpecam
NOJTyYaTesst U OTIPABUTEIS WM IO TUILY NPHIIOKEHUS, U1l KOTOPOTO 3Ta HH(pOpMaIHs
npenHasHauyeHa. 2. [IpuHsaTHE HAa OCHOBE HHTEPIIPETUPYEMBIX NTPABUI OAHOTO U3
CIIEAYIOIIMX pEIIeHUIl: - He IPOIYCTUTh JaHHbIE; - 00paboTaTh JaHHbBIE OT UMEHU
IIOJTy4aTelisi U BO3BPATUTh PE3YJIbTAT OTIPABUTEINIO; - IEPENATH JaHHBIE HA CICAYIOLIUN
GUIIBTP U1 NPOJOJDKEHUS aHAIIN3a; - IPOIYCTUTh JaHHbIE, UTHOPUPYS CIEIYIOLIIe
¢unbTpsl. 3. [IpaBuna punabpTpanu MOTYT 3a/1aBaTh U JONIOJHUTEIBHBIE EHCTBUS,
KOTOPbIE OTHOCATCS K (DYHKIMSM [TOCPEIHUYECTBA, HapuMep npeoOpa3oBaHue JaHHbIX,
peructpanuio coObITuit u 1p. COOTBETCTBEHHO, MPaBMIIa (PHIIBTPALIMUA ONIPEACTSIOT
IIEPEUYEHb - - YCIIOBUM, 110 KOTOPHIM OCYILECTBIISIETCS: - Pa3pEIIEHUE WU 3aIIPELLEHUE
JambHEeHIIeH nepeadn TaHHbIX; - BBITOJHEHHUE JOTIOTHATENBHBIX 3aIIUTHBIX (DYHKIHA. 4.
B kauectBe KpuTepueB aHaln3a HHPOPMALMOHHOTO OTOKA MOTYT UCIIOJIb30BATHCS
CIIEAYIOIINE TTapaMETPBI: - CIyKeOHBIE OIS TAKETOB COOOIICHHIA, COAEPIKAIINE CETEBbIC
aznpeca, MJIeHTU(UKATOPBI, aipeca HHTepQeiicoB, HOMepa MOPTOB U APYrHe 3HaUMMbIe
JTaHHbIE; - HEITOCPEICTBEHHOE COJIEPKUMOE ITaKETOB COOOILIEHUH, TPOBEPSIEMOE,
HaIpuMep, Ha HaJIM4Ne KOMIBIOTEPHBIX BUPYCOB; - BHEIIHNE XapAaKTEPUCTUKH ITOTOKA
nH(popMaluY, HapuMep BpEMEHHbIE, YaCTOTHBIE XapaKTEPUCTUKH, 0OBEM JIaHHBIX U T. 1.

2. Komnerennus/Uuaukarop: [1K-11(Komnerenius)

Bonpocsl, 3aganus
1.OBpucTHYECKUE ANTOPUTMBI IE€TEKTUPOBAHUSI YTPO3.
2.IloBenenueckuii ananus. biokupartop HIPS.
3.Omymanus koga. [ponece nerektupoBanust. CoOupaemsle apTedaKThl.
4.Threat Intelligence. ®unpl. Oboramenue u ananus. [lpusectu npuMepsl.
5.IIpakTnueckoe 3axanue Nel
HerextupoBanue (aityioB ¢ momoIpio Y ara-npaBuil.

&) exam.bat

s

s
i1 e
-split -f http:
/712, 5

1c.exef]

Jano mectHaaaTepuaHOE TIpeacTaBieHue .bat daiina. Heodbxomammo:
1. Kpatko onucars ¢pyHKkunoHan Qaiina;
2. Co3narp AeTeKTUpYIOIIee PAaBUIIO Ha S3bIKe Yara.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.CurHaTypHBI METOJ] OOHAPYKEHHUSI 3TO ....
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OTBETHI:

Bepubrii otBeT: CUTHATYpHBIE METOIBI OOHAPYKEHUS - TOUHBIC METOJIbI OOHAPYKEHUS,

OCHOBaHHBIE Ha CpaBHEHUU (haiiia/ceTeBOro nakeTa ¢ U3BECTHBIMU O0pa3IaMH.
2.9BpUCTUYECKUE METOABI OOHAPYKEHUS ITO ....

OTBeTHI:

BepHblit 0TBeT: DBpUCTUYECKHE METOBI - HEYETKUE METOJIbI OOHAPYKEHUS, KOTOPHIE
MTO3BOJISIFOT C OTPEICIIEHHOW BEPOSITHOCTBIO IPEIIONIOKUTE, 9TO (paiis / ceTeBoi makeT
SIBIISICTCS BPEIOHOCHBIM.

3.Texnonorus Threat Intelligence 3to ...
OTBeTHI:

Bepwnsriii orBet: Threat Intelligence (TI, kubeppasBeaka) — 3HaHHE (BKIIFOYAS MPOIECC €TI0
MOJTy4YeHHUsI) 00 yrpo3ax v HApYIIUTENX, 00eCIIeYNBAOIee TOHMMAaHNUE METOJIOB,
UCIOJIb3YEMBIX 3JI0YMBIIUICHHUKAMHU ISl HAHECEHUS yiepoa, U crnocoboB
npoTtuBojeiicTBus M. TI onepupyer He TOJIBKO M HE CTOJIBKO CTaTHYECKO# HH(popMarmen
00 OTJENbHBIX YSI3BUMOCTSIX U yIPO3ax, CKOJIbKO Oosiee AMHAMUYHON U UMEIOIIEH
MpaKTUYecKoe 3HaUeHNe nHpopManmein 00 HCTOYHUKAX yrpo3, MpU3HaKax
KOMITpOMeTaIuu (00beqUHSIONINX Pa3pO3HEHHBIE CBEACHHS B €IUHOE 1LIE0¢e),
BPEOHOCHBIX IoMeHax U [P-anpecax, B3aMMOCBS34X U T.I1.

4 MammaHoe oOyuenue B TexHonoruu Threat Hunting.
OTtBeThI:

Bepusriii otBet: AnropurMbl MammHHOTO 00yueHust (Data Mining), B KadyecTBe eIie OJHOH
texHuku Threat Hunting, ycrienno npuMeHnMsl Ipy GUIBTPALIUMU cllaMa, OOHAPYKEHUH
BPEIIOHOCHOTO TpaduKa U AETEKTHPOBAHINH MOIICHHHYECKUX ACUCTBHUMA. Y CIIEIITHO
BHE/IPEHHBIE B MTPOLIECC XaHKUHIA aITOPUTMbI CIOCOOHBI CYIIECTBEHHO MOBBICUTH

3¢ (HEeKTUBHOCTD 3alIUTHl HHPOPMAIUK. YKa3aHHbIE aITOPUTMBbI MOKHO BHEJIPSTH B
CpezcTBa 3aIIUThl HHPOPMALIUU, KOTOpPBIE TPEOYIOT CEpbe3HOM peCypCHOM 1
OpraHu3alMOHHON NOAroTOBKH, Kak B [T, Tak u B Ub-cekTope.

3. Komnerenuusi/Muaukarop: [ICK-2(Kommerenus)

Bonpocsl, 3aganus
1.0C Linux. OcHOBHbIE KOMIIOHEHTBI apXUTEKTYPhI U UX Ha3HaueHue. [IpuHuun paboTsl sapa.
2.IToncucremsl 6e3onacaoct OC Windows.
3.MaHaaTHBIN KOHTPOIIb IIEJIOCTHOCTH. Y POBHH 1IEJIOCTHOCTH.
4.CuctemMbl MOHUTOPUHTA MPOU3BOAUTEIBHOCTH U JocTynHOCTH. VX dynkiuu. [IpuBectu
IIPUMEPBL.
5.SIEM cucrembl. OCHOBHBIE MEXaHU3MBI U pentaeMble 3aaauu. [Ipumepst SIEM cuctem.
6.SIEM cucremsl. [IpuMmensiemMble METOBI U CPEICTBA.
7.MexcereBoit sxpan HoBoro nokosienus (NGFW). Ilpunnun pa6otel. OTiauuus ot
KJIACCUYECKOI0 MexxceTeBoro 3kpana. [Tpumeper NGFW.

MarepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI
1. TexHonOruM NpOAKTUBHOM 3aIIUTHI.
OTBETHI:

Bepnsiit otBeT: 1. OBpucTHUeCcKui aHanu3; 2. OMyIsiius koaa; 3. [loBeneHuecknii ananms;
4. Sandboxing (Ilecounuia) — orpaHuyeHre NPUBUIIETHIA BBITIOJIHEHUS; 5.
Bupryanu3zanus pabouero okpyxenus; 6. 3auiura Ha OCHOBE NOJUTHK; 7. «benbie
cruckm» (Whitelisting); 8. Threat Hunting etc.

21



2 IToncucremsl 6e3onacaoctd OC Linux.
OTBETHI:

Bepwnsriii orBeT: POSIX ACL - Pa3rpannuenue mpaB qoctyna K ¢aiiiam Ha OCHOBE UX
atpubytoB (Discretionary Access Control, DAC). Sudo - BeimosiHenue nporpamm ot
cBoero u/unu uyxoro umeHu. Chroot - Oneparusi, orpaHuYMBarONIast JOCTYH Mpoliecca K
(aiinoBoit cucreMe, M3MEHsIS €€ KOPEHb B KOHTEKCTE npoiiecca. PAM - [Moakimrodaembie
Moaynu ayrentudukaryu. SELinux - Peanuzainus cucreMbl IPUHYIUTEIBHOTO KOHTPOJIS
nocryma (Mandatory Access Control, MAC), ocHOBaHHas Ha MOJIUTUKAX ¥ KOHTEKCTAX
6e3omacHoct. AppArmor - CucreMa ynpexxJIaroiiei 3aiuThl, OCHOBaHHAs HA TOJUTHKAX
6e3onacHoctu (mpoduisix). PolicyKit - CpencTBo KOHTPOIISE CHCTEMHBIX TPUBUIICTHH.
3.0cuoBHbIe 3a1aun SIEM-cuctem.
OTBeThI:

Bepusliii otBet: 1. OnepaTuBHOE 0OHApY)KEHUE aTak U HapylieHui nonmutuku Ub; 2.
CooTHeceHUE B peXUME PEaIbHOTO BPEMEHU COOBITHI OT pa3HbIX YCTPOUCTB, BHISIBICHUE
uHuaeHToB Ub u ux nmpuopuresanus; 3. ABTOMaTUUECKOE pearupOBaHNUE HA WHIIUJICHTHI;
4. ®opmupoBaHue 0a3bl 3HAHMI 10 UHLIKUAEHTaM; 5. [IpoBeieHre ayIuTOB U
paccienoBanuil HHIIMACHTOB; 6. O1ieHKa YpOBHS yrpo3 AJI OTACIBHBIX KOPIIOPATUBHBIX
pecypcoB.

4 Mexanusmsl SIEM cucteM.
OTBeETHI:

Bepublit otBeT: Hopmanu3zaius 3akirodaeTcs B IPUBEACHUN COOPAaHHBIX U3 PA3IUYHBIX
MCTOYHHKOB ayJNTa JTAaHHBIX O COOBITHAX K €IUHOMY BUAY U (hopMaTty, "moHATHOMY"
cucTeMe U He0OX0IMMOMY Ul JajbHEeHIero ananusa u Xxpanenus. @uibTpanus coObITHI
UCIOJIb3YETCS 111 OTCEMBaHUs NU30BITOUHBIX U HEHYXHBIX JIJIS JaJIbHEHIIEero aHanusa
coObITHi. Knaccugukaius ycranaBiauBaeT aTpuOyThl COOBITHS B COOTBETCTBUH C €r0
MIPOUCXOXKACHUEM, THUIIOM U T.Il. MeXaHu3M arperaiuu 00beIuHAET HECKOJIbKO CX0XKHUX
COOBITHI B OJIHO IO ONpE/IeTICHHBIM TapaMeTpaM WiH pu3HakaMm. Koppemnsius coobrtuii
MTO3BOJISIET BBISIBIISTH B3aUMOCBSI3b MEX/1y Pa3HOPOJHBIMU COOBITUSIMU OT Pa3IUYHbIX
YCTPOICTB, IPUIOKEHUN U CUCTEM OE30ITaCHOCTH, YTO MO3BOJISIET HE TOJIBKO
oOHapyXH1BaTh aTaKy Ha KOPIOPATUBHYIO HH()OPMALIMOHHYIO CUCTEMY, HO U BBISBIATH
HapyleHus TpeOoBaHUM 1 MOMUTHUK Oe3omacHocTH. [IpropuTesanus - 3To nporecc
aBTOMATHUYECKOTO BBICTABJICHMS 3HAUUMOCTH U KPUTHYHOCTH ITPOU3OLIEAIIETO COOBITUS
WM TPYIIIBI COOBITUI Ha OCHOBAHUU KaK MPEAyCTaHOBIEHHBIX B CUCTEME IPaBUJI, TaK U
Ha OCHOBaHUH KPUTEPHUEB, pa3pabOTaHHBIX aIMUHUCTpAaTOpaMu cUcTeMbl. B npocrelimem
cllyyae Nnopsok 00paboTKH COOBITUI OCYIIECTBISIETCS MMEHHO B MOPSAKE EPEeUUCICHUS
JAHHBIX MEXaHU3MOB.

5.Kakwue ObiBatoT Gpuasi?
OtBerTsI:

Bepnwsiit orBet: 1. [P u DNS-aapeca BpeJoHOCHBIX CalTOB, CIIAMEPOB, BXOJIHBIX Y3JIOB
Tor, aHOHUMa3epOB, OTKPBITHIX MPOKCH... ; 2. 3arosioBku E-mail; 3. URL u URI; 4.
Xemu u iytu (aitnos; 5. CVE-3anucu; 6. [IpaBuna CIDR; 7. Pemmyranus daitnos, y3i108,
caiitoB; 8. Kirtoun peecrtpa; 9. Unaukaropsl komnpomeraruu (IoC); 10. Whois nanssie;
11. GeolP — reorpaduyeckast napopmanms o6 [P-agpece; 12. Craructiueckas u
noBeeHUeCcKast MH(pOpMaIus — TEXHUKH, TAKTUKH U IPOLETyphl IPOBEICHUS aTaK.
6.Kakue MHCTpYMEHTHI NCIIOJIB3YIOTCSA Ui KJIacCU(UKALUU JaHHBIX U3 (PUIIOB.
OtBeThI:
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Bepusriit otBet: s kinaccupuKaiy JaHHBIX U3 (QHUIOB UCHOIB3YIOTCS CIIEAYIOIHNE
uHctpymeHTHI: 1. Teru; 2. TakcoHOMHM — HabOp OMOIMOTEK, KITACCU(PUITUPOBAHHBIX TIO
IpoLeccam MpOBEACHUS aTaKy, PaclpOCTPaHEHUsI YyTPo3, 0OOMEHA JaHHBIMU U JIp.
Hampumep, ENISA, CSSA, VERIS, Diamond Model, Kill Chain, CIRCL, MISP umerot
cBou TakcoHomuu; 3. Kimactepuzamus — Habop OnOIMOTEK, KI1acCU(PUIIMPOBAHHBIX 110
CTaTMYECKUM IpU3HAKaM yrpo3 U aTak. Hanmpumep, ceKTOpbl 5KOHOMHUKH; UCTIOIb3YyeMbIe
uHCcTpyMeHTHI 1 9KkcrutonTsl; TTP (Tacticks, Techniques & Procedures), stanst 1 MeTObI
MPOHUKHOBEHM S, IKCILUTyaTallMu U 3aKpeIieHUs B cucteme, ocHoBaHHble HA ATT&CK
Matrix.

7.MexcereBble dKkpanbl HOBoro nmokojieHus (NGFW) —ato ...
OTBeTHI:

Bepuriit orBeT: MexceteBbie s3kpanbl HOBOro nokosienust (NGFW) — ato ycTpolicta, B
KOTOPBIX MIPOBOJUTCS TITyOOKasl MPOBEPKaA MMaKeTOB (BBIXOIAIIAS 32 PAMKHU
MOPT/TPOTOKOI), C BO3MOKHOCTBIO HHCTIEKTUPOBATh U OJIOKMPOBATH TPAaUK YPOBHS
MPUIIOKCHHUS, BKIIFOUAIOIIHNE B Ce0s1 BCTPOCHHBIC CHCTEMBI TIPEAOTBPAIICHUST BTOP)KCHUH U
MHTEIUIEKTYaJIbHYI0 00pa0oTKy TpaduKa Ha OCHOBE HHTETPALMHU C BHEIITHUMHU CHCTEMaMHU.

4. Komnerennusi/Ungukarop: [1CK-3(Komnerenmus)

Bomnpocel, 3axanus
1.0C Linux. [Togcucrembl 6€30MaCHOCTU. KPaTKOE OMUCAHNUE U TIPUMEPhI UCTIOTIb30BAHUSI.
2.Apxutektypa OC Windows.
3.Active Directory. /lomensl. baza gqannbIx. YnpaBieHue y4ETHBIMU 3aTUCSIMHU.
4.CepBuC NMPOBEPKHU MOAJTMHHOCTH JIOKAIBHOU cucTeMbl Oe3omacHocTd. [Ipuniumn paboThl.
ba3za nonuruk.
5.Texnousorus necouHunl. [I[puHIMITBI 1E€TEKTUPOBAHKS IPUIIOKEHHUI IIECOYHULIEH.
6.Crangaptable xxypHaibl coObiTuil OC. OcHOBHBIE COOBITHSI 6€30MacCHOCTH. BUIbI )KypHAIOB.
Kparkoe onucanue Ha3HaYEHUS.

MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.ITpoakTUBHBIE TEXHOJIOTUHU 3aIUTHI.
OTBeTHI:

Bepusiii otBeT: [IpoakTUBHBIE TEXHOJIOTUH 3aIUTHI — COBOKYITHOCTh TEXHOJIOTUN U
METO/IOB, UCTIOJb3YEMBIX B MPOrPAMMHOM U MPOTPAMMHO-ANNapaTHOM OOECTICUCHHH,
OCHOBHOI 11€TTbI0 KOTOPBIX, B OTIIMYUE OT PEAKTUBHBIX (CUTHATYPHBIX) TEXHOJIOTUH,
SIBJISIETCS IPEAOTBpAllleHUE peanusanuu yrpo3 1b.

2.TexHOJOTHs MPOAKTUBHOM 3aIIUTHI - BUPTyAIU3alUd pab0overo OKpyKeHUsI.
OTBeTHI:

BepHnsiit otBeT: TeXHOIOTHIO BUPTYATH3AlIUNA PAO0YETO OKPYKEHUSI OCYIIECTBIISIET
CUCTEMHBIH JpaiiBep, UCIOJIb3YsI IEPEXBAT BCEX 3aPOCOB Ha 3aIKCh HA KECTKUM JIUCK C
BBITIOJTHEHUEM 3aITMCH B CTICIIHAIBHYIO TUCKOBYIO 0071acTh — Oydep BMECTO 3alucu Ha
peasbHbIH xecTKU JucK. OJTHAKO, TEXHOJOTUS BUPTyAIU3aIlK pabovyero OKpyKEHUs He
rapaHTUPYET 3aIIUTY OT BPEIOHOCHBIX IPOrpamMM, L1eJIb KOTOPBIX KpaXka
KOH(UISHIMATBHBIX JAHHBIX, TAK KaK HE 3allpellaeT JOCTYI Ha YTEHUE K )KECTKOMY
JTUCKY.

3.Active Directory u nomenst Windows.
OTtBeTHI:

Bepwbiii otBet: Active Directory («AkTuBHBIN Katanor», AD) — ciyxObr
karajoroB kopropauuu Microsoft mis onepannonnsix cucrem cemeiictea Windows
23



Server. IlepBonauanbpHO coznaBanach, kak LDAP-coBmecTumas peanuzanus ciry>xk0b
KaTaJIoroB, ogHako, HaunHasa ¢ Windows Server 2008, BKJIFoYaeT BO3MOKHOCTH
WHTETPAIUH C IPYTUMHU CITYKOaMH aBTOPU3AIINH, BBITIOIHSIS 711 HUX WHTETPUPYIOIIYIO U
00BeAMHSIONLYIO poiib. [103BOIISIET aAMUHICTPATOPaM UCIIONIb30BATh IPYIIOBBIE
MTOJINTUKHU TSI 00€CTICUCHHSI €TUHO0Opa3Hsi HACTPOHKH IMOJIb30BATEIBCKON pabodeii
Cpelbl, pa3BOpayrBaTh MPOrpaMMHOe 00ecredeHre Ha MHOKECTBE KOMIIBIOTEPOB Yepes
rpyNIoBbIe moMuTHKK Wi nocpeacrsom System Center Configuration Manager (panee —
Microsoft Systems Management Server), ycTaHaBJIMBaTh OOHOBJICHHSI OTIEPAIlMOHHOM
CUCTEMBI, PUKIIATHOTO U CEPBEPHOTO MPOTrPAMMHOT0 00ECIICUCHHUS Ha BCEX KOMITLIOTEpaxX
B ceTH, ucnonb3ys Ciyx0y ooHoBiaeHuss Windows Server. XpaHuT JJaHHbBIC B HACTPONKH
Cpelbl B ICHTPATM30BAaHHOM 0a3e JaHHBIX.

4 IToncucremsl 0e3onacaoctu OC Windows.
OTBeThI:

Bepuslii oTBeT: Sapom noacucTeMbl 6€301MacHOCTH SIBIISICTCS JIOKaJIbHAs CIyk0a

6e3omacunoctu (Local Security Authority, LSA), pasmematomiasics B daitne lsass.exe.

CrangapTHBIN TpoBaiiiep ayTeHTuGUKau pa3Meniaercs B ¢aiine msgina.dll u B

KauecTBe ayTeHTUUIUPYIOIIeH nH(DOpMAIMK UCIIONB3YET MapOJIv MOJIb30BATENCH.
5. TexHO0JIOrMM NOCTPOCHMS 3aIUIIEHHBIX KOMIIBIOTEPHBIX CETEH.

OTtBeTsI:

Bepnpsiii otBet: 1. MexceteBoii skpan (Firewall vs Next Generation FireWall); 2.
HNemunutapu3oannas 30Ha (demilitarized zone wim DMZ); 3. CiCOK KOHTPOJIS IOCTyTa
(Access Control List wu ACL ).

6.Cocrapnstomue TexHosoruu Threat Hunting.
OTtBeTsI:

Bepusiit otet: 1. Jlanusle (uT0?), B TOM uncie u Big Data. BceBo3MoxkHbIE TOTOKH
Tpaduka, nHpopmaius o panee nposeaeHHbIX APT, ananutuka, 1aHHbIE O
M0JIb30BaTEIbCKON aKTUBHOCTH, CETEBbIE JaHHbIE, MHPOPMALIUSA OT COTPYIHUKOB,
nH(popmalys B JapkHeTe U MHoroe apyroe. 2. Texnonoruu (kak?) o0pabOTKH 3TUX
JAHHBIX — BCE BO3MOXKHBIE CIIOCOOBI 00pa0OTKM ATHUX JaHHBIX, BKJItoUas Machine
Learning. 3. JIrogu (kT0?) — T€, KTO 00J1a/1aeT OOJBITUM OMBITOM aHaJIN3a Pa3HOOOPaA3HBIX
aTak, pa3BUTON MHTYUIIUEH U CIIOCOOHOCTBIO OOHAPYKUTh aTaky. OOBIYHO 3TO AHATUTUKU
MH(}OPMAaLIMOHHON 6€30MaCHOCTH, KOTOPBIE JOKHBI UMETh CIIOCOOHOCTh T€HEPUPOBATh
TUIOTE3bl U HAXOJUTh UM NTOATBEpkAeHNEe. OHM — OCHOBHOE 3BEHO IpoIiecca.
7.Uctounuku nnpopmanuu Threat Hunting.
OtBeTsI:

BepHnpiii oTBeT: TUMOBBIMU HCTOYHUKAMHU MTPAKTUYECKH B 0001 HH(ppacTpyKType OyayT
nauublie oT cpeacts 3anuTel: DLP, SIEM, IDS/IPS, WAF/FW, EDR. Takxe THTIOBBIMEI
HMCTOYHUKAMU WH(OPMAILIUU OYAYT SBISTHCS BCEBO3MOKHBIE HHIUKATOPHI
koMIipoMeranuu, cepBuckl Threat Intelligence, nanusie CERT u OSINT. JlonoaHuTenbHO
MO’KHO HCTIOJIh30BaTh HH(PpOpPMAIIHIO U3 TapKHETa (HallpuMep, BHE3AMMHO €CTh 3aKa3 Ha
B3JIOM MOYTOBOTO SIIMKA PYKOBOJIUTEIIS OpraHU3alliH, U CBOEH aKTUBHOCTHIO
3aCBETHJICS KaHIUJAT Ha JOJDKHOCTh CETEBOTO MHKEHEPa), UH(OPMAIIHIO, TOTYYEHHYIO OT
HR (0T3BIBBI 0 KaHAUAATE C MPOILIIOTO MECTa pabOThI), HHMOOPMAITUIO OT CITYKOBI
6e30macHOCTH (HarpuMep, pe3ynbTaThl IPOBEPKU KOHTPAreHTa).

8.Texuuku Threat Hunting. ba3oBbIii mouck.
OTBeTsI:
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Bepusliii otBet: ba3oBslii mouck — 310 HanboJee YacTo ncnojab3yeMast TexHuka B Threat
Hunting. OToT MeTo noapazyMeBaeT UCIOIb30BaHUE CIIELUAIN3UPOBAHHBIX 3alIPOCOB,
KOTOpPBIE BO3BPAIAIOT HEKOTOPBIE Pe3ybTaThl MouckKa. M3-3a ciioxxHoCTH (popMaTn3aum
3aJ1a4 110 MIOUCKY HEM3BECTHON yrpo3bl HE BCET[a BO3MOXKHO OJHO3HAYHO yKa3aTh, YTO
UIIET aHAIMTUK, KOr/1a HauMHaeT nouck. [1o 3Toi npuunHe 061acTh NOKCKA HE 10JKHA
OBITh HU CIIUILKOM IIUPOKOH, OXBAaThIBAIOIIEH MHOXKECTBO (DaKTOPOB U BbIJIAIOIIEN 00MIIne
pE3yJIbTaTOB, HU CIIMILKOM Y3KOM, TaK KaK MOSBIISAETCS BbICOKAsl BEPOSITHOCTb YIYCTUTh
MNOTEHIMAJIbHBIE YTPO3bl, KOTOPbIE HE ObUIN BKIIIOYEHBI B IIOUCK.

9.0pranu3anvoHHbIE MEPHI IPOAKTUBHOM 3alLIUTHI.
OtBeTsl:

Bepnsriii otBeT: 1. Onenka 3(eKTUBHOCTH 3alTUTHI epuMeTpa ceT. 2. [loBwimeHue
OCBEIOMJIEHHOCTH COTPYAHUKOB B obnactu Mb. 3. [lonutrnka 0OHOBICHUS CUCTEMHOTO U
npukiagHoro [10. 4. [Tonutuka pe3epBHOr0 KOMUPOBAHUS. 3.
VYipasneHue ys3BUMOCTIMU
10.Opranu3zanuonHas Mepa NpOoaKTUBHON 3aIUTHI - OLEeHKa () (HEKTUBHOCTH 3aIIUTHI
nepuMeTpa CeTH.
OTtBeTsI:

Bepublil oTBeT: AyIUT U aHANIU3 3alIUIIEHHOCTH — 3TO KOMIUIEKCHBIE PELICHNUs, KOTOphIE
IIOMOTal0T OpPraHu3alysIM ONPEEIIATh YSI3BUMOCTH HaXOIAT ciladble MecTa B CETH,
IIPOBOJIAT MPOBEPKU COOTBETCTBUS CTaHIAapTaM U TECTUPOBAHUS HAa IPOHUKHOBEHMSL.
AHanu3 3anMnEHHOCTH CETH BKIIIOUAET B cedst: - OOHapyXeHUe pecypcoB CETEBOTO
NepUMeTpa, ysI3BUMBIX JUISl aTak uyepe3 HHTepHeT; - OlleHKa ypOBHSA KPUTUYHOCTH
YSI3BUMOCTEH U UX BO3ACUCTBUS HA Ou3HEC; - OcylecTBICHHE CKaHUPOBaHUS BEO-
IPUIIOKEHUH; - BO3MOKHOCTh IPOBEPKU Ha UCIOJIb30BAHNE HAWJCHHBIX YA3BUMOCTEH; -
[IpoBepka cCOOTBETCTBUS 3aLUTHI IEPUMETPA TPEOOBAHUSAM OE3011aCHOCTH; -
OcyiecTBieHHEe MOHUTOPHHTA MPOLiEcca yCTpaHEHUS ysA3BUMOCTeH; - OnpeneneHue
3aKpbITON MH(OPMALIMU B CUCTEMAaX WIH JOKYMEHTaX; - AHaJIU3 TeHACHIIUNA B 00J1aCTH
mpoGyieM 6€30MacHOCTH.

11.YnpaBnenue ys3BUMOCTAMM.
OtBeTsI:

BepHblii 0TBET: YA3BUMOCTD — 3TO XapaKTEPUCTUKA, KOTOPask MOXKET ObITh UCIIOJIb30BaHA
HapyIIMTEJIEM IPU NPOoBeAcHNH aTaku Ha I TakTHB M MPUBECTH K pean3auu yrpo3bl.
[Ipouiecc ympaBieHus ysI3BUMOCTSIMU — IUKIUYECKHUE IEHCTBUS, HAPABJICHHbBIE
oOHapyKEeHHE U KIIACCU(PUKAIIUIO YSI3BUMOCTEH, a TAK)KE HA UX YCTPAHSHUE WITH CHIDKSHUE
MOCIEACTBHUI UX IKCIUTyaTaIlHH.

12.Co3nanue mporpaMMbl OCBETOMIEHHOCTH.
OTBeThI:

Bepnplii otBet: [InanupoBanue: — OnpenenuTe OTBETCTBEHHBIX 3a CO3JaHUE U
peanu3anuo nporpammsl; — OnpeaenuTe Helu U 3a1a4u IporpaMmMsel; — Onpenenure poiu
(xareropuu Bariei 1efeBoi ayauTopun). PasHeiM possim notpedyercst pazHoe o0yyeHHe B
pa3zHoOM 00beMe, HapuMep, Bce coTpynHukH, [T-nepconan, MeHe)KMEHT, BHEIIHNE
WCIIOJIHUTEINH U T.I1.; — J{J1sl Ka)K[10M KaTeropuu 1eNeBOi ayAUTOPUH ONPEIEIIUTE
aKTyaJIbHBIM HaOOp MeponpuATUil (KypChl, TPEHUHTH, PACCBUIKH ...); — Onpenenure
COCOOBI B3aUMOJICHCTBUS C ayAUTOPUEH (CeMUHApbI, TPEHUHTH, MYJIbTUMEINA KYPCHI,
pacchbUIKH, OI0JIIIETEeHH O€30MaCHOCTH, ITOCTEPHI U T.11.); — OnpeaenuTe METPUKHU A5
a”anmu3a 3¢ exkTuBHOCTH porpaMMel — Pa3paboTaiite miaH peaqu3aiy MporpaMmbl U
IJIaH MEPOTIPUATHI 110 MpOBEpKe/TeCTUPOBaHMIO 3HaHUH. BHenpenue: —
PazpaboraiiTe/mpuoOpeTuTe MaTepHabl AJIs pealn3aluy nporpamMmsel; — Beroepure
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HE00X0AMMbIe THCTPYMEHTHI JUIsl peaiu3anuu; — [I[poBoanTe MeporpusTus B
COOTBETCTBHUH C ITporpaMmoii; — IIpoBoauTte MeponpusTHs 110 TECTUPOBAHUIO
OCBEZIOMJICHHOCTH. AHANIN3: — AHAIM3UPYHTE pe3yabTaThl U OKa3aTeau 3PPEeKTUBHOCTH;
— JloBoauTe pe3ynbTaThl U MOJdydaiTe 0OpaTHYIO CBSI3b MEHEPKMEHTA KOMIIAHUU; —
[TomydaiiTe 0OpaTHYIO CBSI3b OT AYAUTOPHH, BOBJICYCHHOH B 00y4YeHHE (TI0JIE3HOCTD,
Ka4yecTBO MaTepUasoB, pEeKOMEHyeMble U3MEHEHUs U T.11.). COBEpILICHCTBOBAHUE: —
Pa3BuBaiiTe cBOIO CUCTEMY B COOTBETCTBUU C IOJYYEHHBIMU IOKa3aTENIMU

3¢ GEKTUBHOCTH, Pe3ysbTaTaMU TECTUPOBAaHUS (IIPOBEPKU 3HAHUI) U 1O pe3ybTaTaM
o0paTHOM CBsI3U; — AHANU3UPYHTE TaHAmAPT Yyrpo3 U AOMOIHINUTE CBOIO IPOTPaMMy
00y4yeHHs HOBBIMHM MaTepuaiaMu; — AHaJIM3UpPyiTe HOBbIE TPEOOBAHUS U BHOCUTE
M3MEHEHHS B IporpaMMy oOydeHusi; — Pa3BuBaiiTe CBOIO MporpamMmy ¢ y4eToM
JOJTOCPOYHBIX OM3HEC-LENIMU KOMIIaHHH.

II. Onucanue wkKanvl oueHUBAHUA

Oyenka: 5
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapakxmepucmuxu 8vinoiHeHus sHanus: PaboTa BbIIONHEHA B paMKaX "MPOJABUHYTOrO"
ypoBHsi. OTBETHI JJaHbI BEPHO, YETKO CHOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUMA

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 8blnoaHeHus 3nanus: PaboTa BeimojgHeHa B paMKax ""0a30Boro"
ypOBHs. BOJIBIIMHCTBO OTBETOB JAaHbl BEpHO. B yacTu maTtepuana ecTh He3HAUYUTEIbHBIE
HEJO0CTaTK!

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax: 50
OnucaHnue xapaxmepucmuxu evlnoinenus 3Hanus: Pabota BeINoOIHEHA B paMKax "Moporosoro”
ypoBHsi. OCHOBHAs 4acTh 3a/IaHUs BHITIOJHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabota He BBIMIOIHEHA WK BBITIOJTHEHA
MIPEUMYIIIECTBEHHO HETPABUIHLHO

II1. IIpaguna évicmaenenusn umo2o60i OUEeHKU no Kypcy
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