MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumenoBanue o06pa3oBare/ibHOM NporpaMmMabl: Opranu3auus ¥ TEXHOJIOTHS 3alIUThI MHpoOpManun
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
AYJUT BESONACHOCTH HTHO®OPMAIINMOHHBIX CUCTEM

BJaok: Baok 1 «/Iucuuniunsl (MoxyJim)»
Yactb 06pa3oBaTeIbHOI
Bapuarusnas
MPOrPaMMBblL:
Ne quCHMIUIMHBI 10 Yy4eOHOM
Auett y y B1.B.05
TUIAHY:
TpynoeMKOCTh B 3a4€THBIX
py 7 cemecTp - 6;
eIMHUIAX:
Yacos (Bcero) mo yueoHoOM
( ) oy y 216 yacoB

TUIAHY:
Jlekuuu 7 cemecTtp - 32 yaca;
IIpakTHyeckue 3aHATHSA 7 cemecTp - 32 yaca;
JlaGopaTopHbIe paGoThI He MPeTyCMOTPEHO YUeOHBIM MJIAHOM
KoncyabTanum 7 cemecTp - 18 yacos;
CamocrosiTesibHasi padoTa 7 cemecTp - 129,2 yaca;

B ToM uncJiie Ha KII/KP 7 cemecTp - 95,7 yaca;
WHas koHTaKkTHasi padoTa 7 cemecTp - 4 yaca;

BKJIIOYAS:
TecTtupoBaHue
KontpoabHas padora
IIpome:kyTouHasI aTTeCTAIINS:

3amuTa KypcoBoii padoThI 7 cemectp - 0,3 uaca;

IK3aMeH 7 cemectp - 0,5 yaca;

Bcero - (0,8 yaca
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1. HEJIM U BAJAYU OCBOEHM S TUCIHUAIIJINHBI
Leab ocBOeHUs] AUCHUILUIMHBI. M3ydCHUE TCOPETHYCCKUX OCHOB M IOJYYCHHE MPAKTHUYCCKHX
HABBIKOB II0 OpFaHI/ISaLII/II/I 148 HpOBeI[eHI/IIO aYI[HTa 6€3OHaCHOCTI/I I/IH(i)OpMaLII/IOHHBIX CUCTEM
HPEITPHUITHS
3amauu QM CHUILINHBI
- I3YYCHHE TEOPETUIYCCKUX OCHOB OpTaHHM3aIlMH U ITPOBEJICHUS ayauTa 0€301aCHOCTH
UH(POPMALIMOHHBIX CHCTEM Ha IMPEANPUATHH (B OPraHU3alNN);;
- PaCCMOTPEHHE OCHOBHBIX CITIOCOOOB M METOJIOB OLICHUBAHHUS COCTOSTHUS HH(POPMAIIHOHHOM
0€30I1aCHOCTH;;
- IpUOOPETEHNE IPAKTHYSCKUX HABBIKOB B IIPOBEJCHUH OIICHOK COOTBETCTBHS MH()OPMAIIMOHHOM
0€30MaCHOCTH C UCIOJIb30BAHUEM CTICIIHATTU3HPOBAHHOTO MTPOTPAMMHOTO O0ECTICUEHUSI. .

dopmupyembie y 00y4aronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Kox v HaumeHoBaHue Koa u HaumeHoBaHue 3amiaHNpOBaHHbIE Pe3yJbTAThI 00yUeHHus
KOMIICTCHIIUU HHAUKATOPA TOCTUKCHUS
KOMIICETCHINH

OIIK-7 ciocoGHOCTBIO 3HATh:

OIIPENENATh - TpeOOBaHUSI HOPMATHUBHBIX U MTPABOBBIX

UH(OPMAIMOHHBIE JIOKYMEHTOB (3aKOHBI, CTAHJapPTHI,

PECYpChI, MOJIEXKAIIIE perIamMeHThl) B MPEAMETHON 001acTh

3allUTEe, YTPO3bI JMCUUIIIIUHBI;.

0e30macHOCTH HHGOPMAITIH

Y BO3MOXKHBIE ITYTH UX YMETB:

peannu3ani Ha OCHOBE - OIIpeNIENIATh BUABI M (POPMBEI

aHaJIn3a CTPYKTYPHI U uH(pOopMaLnH, OABEP>KEHHON yrpo3am,

COEPKAHHMS BHJIBI M1 BO3MOYKHBIE METObI U TTYTH

UH()OPMAIIMOHHBIX peanu3anuy yrpo3 Ha OCHOBE aHAJIW3a

MPOIIECCOB U OCOOCHHOCTEM CTPYKTYpPBI U CONACPIKAHNA

q)yHKHI/IOHHPOBaHI/Iy[ I/IH(i)OpMaI_[I/IOHHLIX IMponeccoB

00BeKTa 3alTUThI MPEANPUATHS, LeJIeH U 3a]1a4
JIEATEITbHOCTH NPEIIPUSATHUS;.

[TK-10 cnoco6HOCTBIO 3HATh!

NPOBOJIUTH aHAITN3 - TpeOOBaHUS CTaHIAPTOB.

UH(POPMALIMOHHOM

0€30IMacHOCTH 0OBEKTOB H YMETh:

CHUCTEM HA COOTBETCTBHUE - Y4aCTBOBAaTh B pa60Tax 1o peajin3anuun

TpeOOBaHMAM CTaHIAPTOB B MOJIMTUKU WH(POPMAIMOHHON

obnactu nHGOpMaIIMOHHON 0e3onacHOCTH;;

0e30I1aCHOCTH - IPOBOJUTH aHATN3 UHHOPMAITMOHHOMN
0€30MacHOCTH 0OBEKTOB U CUCTEM C
UCIOJIb30BAaHUEM OTEYECTBEHHBIX U
3apyOEKHBIX CTaH/IapTOB, pa3padaThIBaTh
MPEAJIOKEHUS IO COBEPILIEHCTBOBAHUIO
CHCTEMBI yIIpaBiieHUs HHPOPMAITMOHHOMN
0€30MacHOCTHIO;.

[TK-12 croco6HOCTHIO 3HATh:

NPUHUMATH Y4aCTHE B - HAMpPaBIICHUSI U TIEPCIIEKTUBbI

IPOBEJIEHUN JATBHEHIIIETO COBEPIICHCTBOBAHUS CHCTEM

SKCIEPUMEHTANIBHBIX oOecrieueHHs 6€30MacHOCTH

VCCIIETOBAHUIN CUCTEMBI XO3AUCTBYIOIIHX CYOBEKTOB;.




Koa u HaumeHoBaHue Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm
KOMIIETCHIINH HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3alIUThl HH(OPMAIHH
YMETh:

- IPOBOJIUTH IKCIIEPUMEHTAILHBIC
WCCJICIOBAHMSI CUCTEMBI 3aIUTHI
nHpopmaIuu.

2. MECTO JUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JlucnunianHa OTHOCHTCS K 4acTH, (opMHUpyeMOH y4acTHHKaMH OOpa3oBaTEIbHBIX OTHOLICHUH
O5oKa JUCLUMIUIMH OCHOBHOHM mpodeccHoHanbHONH o00pa3zoBaTenbHON mporpamme OpraHuzanus u
TexHoyiorus 3amuThl  uHpopmaruu (manee — OIIOII), wnampaBnenus mnoaroroBku 10.03.01
WNudopmanronnas 6€30MacHOCTb, ypOBEHb 00pa30BaHUs: BbICIIEE 0Opa3oBaHUe - OaKalaBpHAaT.

baszupyercs Ha ypoBHE cpeiHET0 0011ero 00pa3oBaHMUsl.

PesynbTarel 00yueHus, MOTYICHHBIE TIPU OCBOSHUH JTUCIUTUIHHBI, HEOOXOIUMBI IPU BBIMTOJTHCHUN
BBIMTYCKHOM KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TPyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 6 3a4€THBIX eIUHMIL, 216 9acoB.

Pasnensr/TeMsl

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

m
05| &
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
R KIIP | I'K | UKKII | TK p xOHTPOTE
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 BBonHas nexuus 20 7 10 - 10 - - - - - - - Ilodzomogka K ayOumopHvlm 3aHAMUAM:
1.1 BBojHas ekius 20 10 - 10 - - - - - - - [IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amuTe jJab. padoTh
Camocmosamenvnoe usyuenue
meopemuueckozo mamepuana: Visyaenue
JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
"BBogHas nekiusa"
H3yuenue mamepuanos iumepamypnolx
UCHOYHUKOB:
[1], 1-416
[4], 1-299
[5], 1-55
2 MeHeKMEHT ayauTa 20 10 - 10 - - - - - - - Ilo0z0mogKa K ayoumopHsim 3auamusm:
6e3omacHoCcTH [TpopaboTka JeKIrH, BBIOJIHEHHE U
HH(POPMAIIMOHHBIX MOJIrOTOBKA K 3aluTe J1ad. paboThI
CHUCTEM Ilodzomoeka pehepama: B pamkax
2.1 Tewma 1. [Tonstue u 4 2 - 2 - - - - - - - pedepaTHBHOI YacTH CTYACHTY HEOOXO UM
BBl ayIUTA IIPOBECTH 0030p JINTEPATYPHBIX HCTOUHHKOB IO
6e3omacHoCcTH BBIOPAHHOM TeMe, KOMIUIEKCHO OCBETUTh
nH(pOpPMAHOHHBIX BOIPOC B COOTBETCTBHU C TEMOM pedepara,
CUCTEM MOJITOTOBUTH MPE3SHTAIIUIO JUTS BBICTYILICHUS
2.2 Tema 2. CtanaapTsl 12 6 - 6 - - - - - - - 0 pe3ysbTaTaM pabOThl HA CEMUHAPCKOM
ayauTa 6e30IacHOCTH 3aHsTud. B kauecTBe TeM pedepara CTymeHTy
UH(POPMAITHOHHBIX MPEeUIaratoTCs CICAYIOINE BAPUAHTBI:
CHCTEM. Camocmosmenvroe usyuenue
2.3 Tema 3. MeHeKMEHT 4 2 - 2 - - - - - - - meopemuueckozo mamepuana: Vzyuenve

ayauTa 6e30IacHOCTH
MHPOPMATMOHHBIX

JIOTIONTHUTEIHHOTO MaTepraa o pasaery "2.
MeHeKMEeHT ayauTa 0€301macHOCTH
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CHUCTEM.

nH(popManMOHHBIX cucTeM"

Ilod20mogKa K npaKmu4ecKum 3aHAMUAM:
W3yuenne maTepuaina mno pasgeny "2.
MenemKkMeHT ayTuTa 0e30MmMacHOCTH
HHPOPMAIMOHHBIX CUCTEM" IIOATOTOBKA K
BEITTOJTHEHHIO 3aJaHIH Ha MTPAKTHYECKIX
3aHATHAX

Ilo020moeKa K KOHmMPO1bHOU padome:
W3y4yenue MaTepuanoB 1o pasneiy 2.
MeHemKMeHT ayuTa 0e30MacHOCTH
HH(POPMAIMOHHBIX CHCTEM U TOJATOTOBKA K
KOHTPOJIBHOII paboTte

Iloozomogka domauinezo 3adanua:
IToxroToBka gOMAIIHETO 3aJaHUS HalpaBiieHa
Ha OTPabOTKY YMEHUI peleH s
npogeccHOHANBHBIX 3aa4. JloManrHee 3a1aHue
BBIIACTCS CTYICHTAM I10 H3YYCHHOMY B pa3Jieie
"2. MeHeKMEHT ayauTa 0e30MacHOCTH
WHPOPMALIMOHHBIX CUCTEM" MaTepUay.
JIOTIOTHUTEIBHO CTYICHTY HEOOXOANMO
W3YYUTH JUTEPATyPy U pazo0paTs IpUMEpHI
BBITIOJTHEH U TTOJI00HBIX 3aganuid. [IpoBepka
JIOMAIITHETO 3aJ]aHus IPOBOJIUTCS TIO
MIpeICTaBJICHHBIM TUCHbMEHHBIM PaboTaM.
IlodzomogKa K meKkyuiemy KOHmMpOio:
[ToBTOpEeHNe MaTepuana no pasaeny "2.
MeHemKMeHT ayiuTa 0e30MacHOCTH
HHPOPMAMOHHBIX CUCTEM"

H3yuenue mamepuanog aumepamypHsix
UCHOYHUKOB:

[1], 1-416
[3], 1-176

OcobenHocTn
MIPOBEACHUS ayanuTa
0e30IMacHOCTH
MHPOPMATMOHHBIX
CHCTEM

24

12

12

Ilo020mo6Ka K meKyuiemy KOHmpoJiio:
[ToBTOpEeHNE MaTepuana mo pasaeny "3.
Oco0GeHHOCTH TIPOBEJICHHS Ay TUTA
6e30macHOCTH HHPOPMALMOHHBIX cUCTEM"
Iloozomoexa Kk ayoumopHovimM 3anamuam:

3.1

Tema 4. OcHOBHBIE
STallbl ayzu/ITa

[TpopaboTka JEeKIIH, BEIOJHEHUE U
MIOJITOTOBKA K 3amuTe 1ab. paboThI




06e30IMacHOCTH
HH(pOPMATHOHHBIX
CHCTEM

3.2

Tema 5. Metoan!
OLICHMBaHMS
HHPOPMATMOHHON
06e30macHOCTH

3.3

Tema 6. Ayour
yIpaBICHUs
HEMPEPHIBHOCTHIO
Om3Heca 1
BOCCTAHOBJICHHUS I1OCTIE
cOoeB

3.4

Tema 7. AKTUBHBIN
ayJIuT
nHpopMaMOHHOH
0e30MmacHOCTH

CamocmoamensHoe usyyenue
meopemuueckozo mamepuana: Visyaenue
JIOTIOJTHUTENFHOTO MaTepuana o pasaeny "3.
OcoOeHHOCTH TIPOBENICHAS Ay TUTA
0e30macHOCTH HHPOPMAMOHHBIX CUCTEM"
I10020mo6Ka K npaKmuueckum 3auAMuaM:
Wzyuenne maTepuana mo pasgeny "3.
OcoOeHHOCTH IPOBENICHIS Ay IUTa
0e30macHOCTH HHPOPMAMOHHBIX CHCTEM"
MOJIrOTOBKA K BBIMIOJIHEHUIO 3aJaHUi Ha
MPaKTUYCCKUX 3aHATHUAX

Ilodzomoska Kypcosoit padomul: Kypcopas
pabora npezacTaBieHa B BUAE KPYITHOMU 3a1auu
1o y4eOHOMY KelCy, OXBaThIBaIOIICH
HECKOJIBKO PAaCUETHBIX BOIIPOCOB U BBIOOD
BapuaHTa IIPOEKTHOTO pemeHus. [Ipumep
3a7aHus:

Ilo020moeKa K KOHmMPOIbHOU padome:
W3ydenue MatepuanoB 1o pasueiy 3.
OcoOeHHOCTH MTPOBENICHAS ayANTa
6e3omacHOCTH HH(POPMAIIMOHHBIX CHCTEM U
MOATOTOBKA K KOHTPOJIBHOU paboTe
Iloozomogka doknada, gblcmynieHuA:
3ajjaHue CBSI3aHO C YIIyOJCHHBIM N3y4EHUEM
pas3/iesioB AUCIMIUIMHBI U CAMOCTOSITEIbHBIM
TIOUCKOM MaTE€pHralioB JJid paCKpPBITUA TEMbBL
JI0KJIa1a. MaTepuaibl BEIIOTHEHHOW pabOThI
TIPE/ICTABISIFOTCS B SJICKTPOHHOM BHZE WIIH B
(opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
ciaiioB. B kauecTBe TeM J0KIIAIOB CTY/IEHTAM
MIPE/IaraloTCsl CIEAYIONIIE BApHAHTHI:
Ilodzomogxa domawinezo 3adanua:
[MoaroroBka JOMaIIHETo 33/1aHKs HAIIPpaBJIeHA
Ha OTpabOTKy YMEHUI pemeHus
npodeccroHabHBIX 3a/1a4. JlomalHee 3ajaHue
BBIJJAETCS CTY/ICHTaM I10 U3YYCHHOMY B pasJielie
"3. OcoOeHHOCTH MPOBEACHUS ayAnTa
6e30mmacHOCTH HHPOPMAMOHHBIX cCUCTEM"
Marepuaiy. JIonoJIHUTENbHO CTYICHTY
HE0OX0IMMO M3YYHUTh JINTEPATypy U pazo0paTh
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MMPUMEPHI BBIITOJTHCHU S HOHO6HHX 3aJIaHUI.
HpOBepKa JAOMAIIHCTO 3aJlaHus MPOBOAUTCA 11O
NnpeACTaBJICHHBIM IMUCbMCHHBIM pa60TaM.
H3yuenue mamepuanos 1umepamypHsix
UCMOUYHUKO06.

[2], 1-256
OKk3aMeH 36.0 - - - - 0.5 - 335
Kypcosas padora (KP) | 116.0 - - - 16 0.3 95.7 -
Bcero 3a cemecTp 216.0 32 - 32 16 0.8 95.7 335
Hroro 3a cemecTp 216.0 32 - 32 18 4 0.8 129.2

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsle padoTsl; [Ip — npaktuueckue 3ansatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHIyanbHbIe KOHCYIBTAIIMH 110 KypCOBBIM IIpoekTam/padoram; ['K- rpymnmoBsie KOHCYIbTallMK TIO pa3ieinaM
mucuuiuinHel; CP — camocrostenbHas padora crynenTa; UKP — unas konraktHas padora; TK — Texymumii koHTposb; [TA — npomexxyrounas

arrecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Beoouas nexyus

1.1. BBoaHas nekusa

[Ipenmer u 3amaun Kypca. 3HaYEHHWE M MECTO Kypca B MOJATOTOBKE CIEIHATIMCTOB MO 3aIIUTE
uHpopmanuu. Bzaumocss3p Kypca ¢ JpyruMu JTUCHUMILIMHAMU. Posb 1 MecTo ayuTa 6€301macHOCTH
MH(POPMALIMOHHBIX CHUCTEM B O0ecle4eHWH WH(POPMALMOHHON O0€30IMacHOCTH XO3SIMCTBYIOIIETO
cyobekta. Paszmenbl M TeMbl, MX pacnpejieieHue IO BHIAM ayIUTOPHBIX 3aHATUH. DopMbl
NPOBE/ICHUS] CEMUHAPCKUX 3aHATHUH. .

2. Meneoxcmenm ayouma 6e30naciocmu UHGOPMAUUOHHBIX CUCHIEM

2.1. Tema 1. IlonsiTie 1 BUABI ayuTa 0€301MacHOCTH HH()OPMAIIHOHHBIX CUCTEM

Aymut 06e30macHOCTH  HMH(OPMAIMOHHBIX CUCTEM (OLIEHKAa COOTBETCTBHUSA TpPeOOBaHUSAM
MH(OPMaLlMOHHON 0€30IIaCHOCTH): CYIHOCTb ayJauTa, MOHITHE ayJuTa, OCHOBHBIE BUJbl AyAUTA.
Heo6xonuMocTh B IPOBEACHUH ayauTa 0€30MacHOCTH MHPOPMALMOHHBIX cucTeM. [lepruoanyHocTh
NpOBEICHUS ayauTa 0e30macHOCTH HWH(GOPMAIMOHHBIX CHCTEM MeEXIyHapoJIHbIe CTaHIAPTHl B
oOnacti MHGOPMAIMOHHOM O€30MacCHOCTM M JIydllMe NPAaKTUKU IO OLEHKE COOTBETCTBUS
O6esomacHocTH  MH(OpManMOHHBIX cucteM. llenm wu  3amaum  ayaura  0€30MacHOCTH
UHPOPMALMOHHBIX cucTeM. OCHOBHBIE HPUHLUIBI ayquTa OE€30MacCHOCTH HH(POPMALMOHHBIX
CHCTEM..

2.2. Tema 2. CrangapTsl ayauTa 6€30MacHOCTH UH(POPMALIMOHHBIX CUCTEM.

OcHOBHBIE CTaHIAPTHI B O0OJIACTH YIpaBJIeHUS WHPOPMAIMOHHONW O€30MacHOCThIO U
MH(OPMALIMOHHBIX TEXHOJIOTHI 00 OlleHKe KauecTBa HH(POPMAIIMOHHBIX CUCTEM M UX COOTBETCTBUS
TpeOoBaHUSIM WHGPOPMAITMOHHON Oe3omacHocTH. [Tomxompl K CTaHmapTH3alMHU OOJIACTH OICHKU
uHpopMalnoHHOKW Oe3omacHocTH B crapaaprax cepuu [SO 270xx, 15408, COBIT, ITIL.
Mexnynapoansiii crangapt [SO 19011..

2.3. Tema 3. MeHeIKMEHT ayiuTa 6€30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM.

[TonsiTe MeHeHKMEHTa ayiuTa 0€30MacHOCTH MH(popMaIMoOHHbIX cucteM. [IporieccHas Moenb
ayauTa 0e30MacHOCTH MH(OPMAIMOHHBIX CHCTEM. DTambl MEHeKMeHTa ayauta. [loaroroBka u
IUTAHUPOBAaHUE CHCTEMBl MEHE/DKMEHTa. VICmoimb30BaHME CHCTEMBl MEHEKMEHTA. AHAINW3 U
COBEpPILEHCTBOBAHME CHCTEMbl MEHE/DKMEHTa ayJquTa 0e30MacHOCTH HH()OPMALMOHHBIX CHUCTEM.
[Tnan u nporpamma ayauta 0e30MacHOCTH MH(POPMAIMOHHBIX cucTeM. Pa3paboTka, ynpaBieHue u
COBEpILIEHCTBOBAaHME Iporpammbl ayauta.  DopmupoBaHHe Tpymnibl ayauTa O0€30MacHOCTH
WH()OPMAIIMOHHBIX CUCTEM, PACTIPEICIICHUE POJIEH B TPYIIIE..

3. Ocobennocmu nposederus ayouma 6e30nacHoCmu UHGOPMAUUOHHBIX CUCHIEM

3.1. Tema 4. OcHOBHBIE 3Tallbl ayAUTa 0€30MaCHOCTH UH()POPMALIMOHHBIX CUCTEM

OcHOBHBIE JTambl NPOBEJNEHHUS ayauTa 0Oe30MacHOCTH  HH(POPMALMOHHBIX  CHCTEM:
WHUIMMPOBAHUE TMPOLEAYphl ayAauTa, cOop HHPOpMAlUU ayaWTa, aHaliu3 JaHHBIX ayJuTa,
BbIpabOTKa peKOMEeHJaluii, MOAroTOBKa ayAuTOpckoro otdera. CocraB M MOpPsIOK paboT 1O
kaxaoMy ortamy.  Ilopsmoxk u  Qopmbl ToMydeHHS CBUAETEILCTB ayAuTa O€30MacHOCTH
UHPOPMaLMOHHBIX cucTeM. OCHOBHBIE MOAXO/IBI K OIIEHKE MOJTYYEHHBIX CBUJIETEIILCTB ayIUTA..

3.2. Tema 5. MeToib onieHMBaHUs HHPOPMAITMOHHON 6€30MacHOCTH
OnenuBanue MHPOPMAIIMOHHON O€30MacHOCTH HAa OCHOBE TMOKazareneld HH(OpPMAIMOHHON
6e3omacHoCTH. Mopenb oreHKr nHGOpMaIMoHHON 6e3omacHocTH. OCHOBHBIE AJIEMEHTHI Tpoliecca
MpoBeJeHUs ayauTa 0e30macHOCTH HH(popMamuoHHBIX cucteM. [llkanma orneHMBaHUS MPOIECCOB
9



oOecrieyeHuss WH(POPMAIIMOHHON 0€30MacHOCTH. METPHUKH OIEHKH COCTOSHHS MH(OPMAIOHHON
6e3onacHocTH. [Toaxon Ha mpuMepe HOpMUPOBAHUS METPUK B COOTBETCTBUH cO cTaHaapToM NIST
Special Publication 800-55 Security Metrics Guide for Information Technology Systems.
OcoOenHoctd  (OpMHUpPOBAHUS  YACTHBIX, OOOOIIEHHBIX W  KOMIUIEKCHBIX  IIOKa3aTesen
UH(POPMALIMOHHOM OE30MaCHOCTH...

3.3. Tema 6. Aynut ynpaBieHUs] HEIPEPHIBHOCTHIO OM3HECA K BOCCTAHOBJICHHUS ITOCiE cOOEB

Meromonorun, CTaHAapThl W HOPMATHUBHBIE TpeOOBaHUS B  OONACTH  yIpaBJICHHS
HENpPephIBHOCThI0 OuzHeca. (OCHOBHBIE HANpPaBIEHUS OLEHKM B OO0JACTH  yIpaBiICHUS
HENpepbIBHOCTHIO On3Heca. [Ipouenaypsl pesepBupoBanusi obopynoBanus. Ilpouenypsl pe3epBHOTO
KOIUPOBAaHUS U BOCCTaHOBIEHUS NaHHBIX. [loHsATHEe KaTacTpodoycToiunMBOil Monenu OusHeca,
OCHOBHBIC HallpaBlIeHUA ee peanuzanuu. [Iman BocctaHOBIEHUS TOCIIE TpEephIBaHus On3Heca..

3.4. Tema 7. AKTUBHBIN ayauT HHGOPMAITMOHHONW O€301TaCHOCTH

[TonsATHE aKTHBHOTO ayauTa WH(GOPMAIMOHHON O€30macHOCTH. BHIBl aKTUBHOTO aynuTa.
Metononoruu, craHgapThl W HOPMATHUBHbIE TpeOOBaHUS B O0JIACTH AaKTHUBHOTO ayJauTa
uHpopMalnnoHHONM  Oe3onmacHocTtd. CkaHUpoBaHHE  HMH(POPMALMOHHBIX  pecypcoB.  Bumbl
ysi3BuMocTeil. [lopsgok 00paboTKH BISIBICHHBIX ysi3BUMocTel. Mcnonb3dyemoe I10 ckanupoBaHus.
TecTsl Ha TPOHUKHOBEHHE. BHIIBI TECTOB M1 0COOEHHOCTH WX TpoBeneHus. [1opsiiok TecTupoBaHus
Y UCIIOJIb30BaHUs MONYYEHHBIX pe3ynbTaToB. Mcnonszyemoe 110 s tectupoBanusl..

3.3. TeMbl NIpaKTHYECKUX 3aHATHH
1. 2.Mexnynapoansbiii cranaapt [SO 19011. PykoBoasiiue ykazaHus 10 ayIuTy CUCTEM
meHepkMenTa. Komrieke crannaproB banka Poccun CTO BP UBBC «Ob6ecnieuenue
UH(POPMALIMOHHOM 6€30MacHOCTH opraHu3anuii 0aHKOBCKOU cucteMbl Poccuiickoii
denepanuny;
2. 8.Mcnonp30BaHue crieUalIn3upOBaHHOIO IPOrPAMMHOI0 OOECTIEYeHUs ayJUTa
uH(popMarnoHHou 6e3onacHocty Ha npuMepe [10 Estimate Tools;
3. 7.0TueTHOCTH 110 ayaUTy 6e30nacHOCTH HHPOPMALMOHHBIX cucTeM. [loaroroBka oTueTa u
3aKJIF0YEHHUS 110 aAyAUTY;
4. 6.CxaHMpoBaHuE HA ySI3BUMOCTH, TECThI HAa MPOHUKHOBeHHE. OCOOEHHOCTH NMPOBEICHUS U
MCIIOJIb30BaHUs IOJNYYEHHBIX PE3Yy/IbTAaTOB;
5. 5.AxTuBHBIN aynuT MHGOPMAITMOHHON 6€30MaCHOCTH: BUbI, METO/IbI, HCIIOJIb3yEeMbIe
CpEJICTBA;
6. 4.0cobeHHocTH npoBeieHHs padoT B X0/€ ayJAuTa 6€30MaCHOCTH HH(POPMALIMOHHBIX
CHUCTEM;
7. 3.Ilnan u mporpamma ayura 6€30MacHOCTH HHPOPMALIMOHHBIX CUCTeM. MeHeIKMEHT
porpaMMma ayuTa;
8. 1.CnocoOrl KOHTpOJS U TpoBepkH mporiec].CrnocoOsl KOHTPOIIS U MPOBEPKU MPOIIECCOB
nH(pOpMalMOHHBIX cucTeM. Lenn KOHTpoJIs U MPOBEPKH MPOLIECCOB U CUCTEMCOB
UH(POPMALMOHHBIX cucTeM. L{enn KOHTPOIIs ¥ IPOBEpKU MPOIIECCOB U CHCTEM.

3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPEAYCMOTPEHO
3.5 Koncyabranumn

AyoumopHvie KOHCYAbmMauuy no Kkypcogomy npoekmy/pabome (KIIP)

1. KoncynpTanmuu HampaBleHbl Ha BBIIOJHEHHE pa3JIEIOB KYpCOBOTO IPOEKTa TMOJ
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBarensi). B pamkax YacoB Ha TIpyNIOBbIE
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KOHCYJbTallMM pa30mparoTcs Hauboliee BaXKHBIE YAaCTH PACUYETHBIX 3aJaHHil pasjena
"BBonuas nekusg"

2. KoHcynbranuu HampaBleHbl Ha BBIIIOJIHEHHWE PAa3leliOB KYpCOBOTO TPOEKTa TIOJ
PYKOBOJCTBOM HacTaBHMKa (mpemojaBareis). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJbTAllMM pa30mparoTcs Hauboliee BaXKHBIC YAaCTH PACUYCTHBIX 3aJaHHWil pasjena
"MeHeKMEHT ayiuTa 0€301MacHOCTH HH()OPMAITMOHHBIX CUCTEM"

3. KoHcynbramuu HampaBJiIeHbl Ha BBIIOJHEHHUE pPAa3AelioB KypCOBOTO TPOEKTa O]
PYKOBOJCTBOM HAacTaBHMKa (mpemojaBarens). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJIbTAIlMHM pa3duparoTcs Hanbosiee Ba)KHBIE YAaCTH PacUETHBIX 3afaHuil paszgena "3.
OcobOeHHOCTH MPOBEACHUS ayITa 0€30MacCHOCTH HH(OPMAIIMOHHBIX cCUCTEM"

I pynnosvie koncyromayuu no pazoeiam oucyuniunst (I'K)

1. OO6cyxneHue MaTepHralioB 10 Kelicam pasnena "BBogHas nekius"
2. OOcyxneHne MaTepualioB MO Keiicam pasnena "MeHemKMEeHT aynuTa 0e30macHOCTH
MH(pOPMAITMOHHBIX cUCTEM"
3. OO6cyxnenue MarepuaioB 1o kedicam pasnena "3. OCOOSHHOCTH TMPOBEICHUS ayaHuTa
0e301acHOCTH HH(POPMAIIMOHHBIX CHCTEM"
Hnousuoyanvhuvie koncyibmayuu no Kypcosomy npoemy /pabome (MKKII)

1. Koucynpranuu npoBoaarcs no paszaeny "BogHas nexuus"
2. Koncympramum mnpoBomsaTcs 1o pasgeny "MeHeKMEHT —ayauTra  0e30MacHOCTH
HH(pOpPMAITMOHHBIX cUcTEM"
3. Koncymprammm mpoBomsaTcss 1o pasmeny "3, OcoOeHHOCTHM TIPOBEICHHS —ayauTa
6e3o0macHOCTH UH()OPMALIMOHHBIX cucTeM"
Texywuti konmpoas (TK)

1. Koncynpranuu HampaBlieHbl Ha MOJIyY€HHUE WHAUBUAYAIBHOTO 33aJaHUS AJIs BBHIIOJHEHUS
KOHTPOJIBHBIX MEPOIPUATUH 110 paszaeny "BBoanas nekius"

2. Koncynbranuu HampaBlieHbl HA MOJyY€HUE WHIAWUBUAYAIBHOTO 3aJaHUS AJIS BBHIOTHEHUS
KOHTPOJIBHBIX ~ MEPONPUATHM T0 pazaeny "MeHemKMEHT ayauTa 0e30MacHOCTH
MH(POPMAIIMOHHBIX CUCTEM"

3. Koncynpranuu HampaBieHbl Ha MMOJyYe€HHE WHIWBHUIYaTHHOTO 3aaHUS JJISI BHITOJHEHHS
KOHTPOJIBHBIX ~MepolpuaTuil 1o pasgeny "3. OcoOEHHOCTH MpPOBEAEHUS aylauTa
0e30MmacHOCTH HH(OPMALIMOHHBIX cucTeM"

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT
7 CemecTtp
Kypcosas pabora (KP)
Temsbl:
- AHanu3 3akoHoJarenbcTBa Poccuiickoii ®enepanuu B 006JacT ayAUTOPCKOM eI TEIbHOCTH.
- AHanu3 3apy0eXHOTO 3aKOHO/IaTeIhCTBA B 00JIACTH ayiuTa HHPOPMAIIMOHHON 0€30MacHOCTH.
- TpebGoBaHUs HALMOHAIBHBIX M MEXTYHAPOHBIX HOPMATUBHBIX aKTOB, PEANUCHIBAIOIINX U
perIaMEeHTHPYIONINX POBEICHIE HHCTPYMEHTAILHOTO KOHTPOJISI B KOMMEPYECKOM OaHKe.
- OpraHu3anoHHbIE aCHIEKThl POBEICHHs BHEIIIHETO TeCTa Ha IPOHUKHOBEHHE B KOMMEPUYECKOM
OaHke.
- OcoOeHHOCTH TUIAHUPOBAHMS U BHEJIPEHUS POTPaMMBbI ayIUTa HHPOPMAIIMOHHOMN 0€301MacHOCTH.
- OCOOCHHOCTH KOHTPOJISI H COBEPIIEHCTBOBAHUS MMPOTPaMMBbI ayAUTa HHPOPMAITHOHHON
0€30IacCHOCTH.
- Paspabotka mana ayaura Ub mst kommepueckoro 6anka (CTO BP UBBC 1.0-2014).
- Pazpabotka mana ayaura b st kommepueckoro 6anka (ITonoxxenue BP Ne 382-1T).
- Pa3paboTka rutana ayaura b s kommepueckoro 6anka (IT11-1119).
- OCHOBHBIE TEXHUYECKHE OTJIMYMS MTpoliecca OOHAPYKEHUS YSI3BUMOCTEH U TecTa Ha
IPOHUKHOBEHHE.
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- MeTosbl ¥ TEXHUKH, IPUMEHsIEMbIE Ha dTare cOopa nHpopMalun («reconnaissance») o
KOMMepUuecKoM OaHKe MPpH MOJArOTOBKE TeCTa Ha MPOHUKHOBEHHE.

- CocTaB u copiep>kaHue MEPOIPUATHH, TPOBOJAUMBIX HA PA3UYHBIX 3Talax TecTa Ha
MIPOHUKHOBEHHUE B KOMMEPYECKOM OaHKe.

- O030p ¥ CpaBHEHHE CYMIESCTBYIOIMUX 0a3 NaHHBIX ys3BuMocTell b (HarmoHa bHBIX U
MEXIYHAPOAHBIX ), IPUMEHUMBIX JI UCIIOJIB30BaHUs B KOMMEPUYECKOM OaHKe.

- 3aBepieHue ayuTa HHHOPMAIIMOHHON 0€30MacHOCTH (IIPOBECTH aHAIN3 POBOIUMBIX
MEPOTIPUSITHH ).

- OcobeHHOCTH MPOBEICHUS ayuTa HH(POPMAIIMOHHOM 0€30macHOCTH B OAaHKOBCKOH cdepe.

- [IpoBenenue ayauTa HeNmpepbIBHOCTU OM3HECA JIJIsI KOMMEPUYECKONW OpraHU3aIiy.

- Opranu3anoHHbIC U TEXHUYECKUE aCIIEKThl HAMMCAHUS OTYeTa O MPOBEACHUHU TeCTa Ha
MIPOHUKHOBEHUE.

- KomnieTeHTHOCTB 1 OlLleHKa ayAuTOpOB B 001acTu nH(popMarmonHoi 6e3onacHocT. COCTaBUTH
npoduiIb ayauTopa HHGOPMAITMOHHON 0€30IMacHOCTH.

- Anamm3 TpeboBanmii cranaapta COBIT mo Bompocam npoBeneHus ayiuta HHPOPMAITMOHHON
0e30MacHOCTH.

- Ananmu3 TpeboBaHUIl KOMIUIEKca cTaHAapToB banka Poccun o npoBeaeHuio ayaura
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

- Ananu3 tpeboBanuii crangaptoB [OCT P UCO\MOK 270xx 1o MpoBeIeHHIO aynuTa
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

- Kitaccudukanus aynnra nHGOpMaIMOHHON 0e30macHOCTH (TIPOBECTH aHAIHM3 TIPU3HAKOB
KJ1accuuKanun).

- AHaJIM3 OCHOBHBIX CIIOCOOOB ¥ METOOB ITPOBEICHUS ayIuTa HHPOPMAITMOHHOW 0€3011aCHOCTH.
- KonuenryanpHas cxema ayauta uHQopmalronHoit 6ezonacuoctu. Llenu u 3axaum ayaura.

- OCHOBHBIE THIIOBBIC CHUTYAIlUH, IIPU KOTOPBIX BO3ZHUKAET HEOOXOANMOCTD B IIPOBEJICHUH ayIUTa
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

I'padguk BbINOJHEHHS KYPCOBOIO IIPOEKTA

Henens 1-4 5-8 9-12 | 13-15 | 3auernas
Paznen 1 2,3 2,3 4 3amura
KypCOBOTO KypCOBOTO
IIPOEKTa IIPOEKTa

O6bem 25 25 25 25 -

paznena, %

Bermonmaennsnii | 25 50 75 100 -

o0beM

HapacTaroLUIM

uroromM, %

Howmep pasnena | Pa3nen kypcoBoro mpoekra

1 3amanne Ha KypcoBYIo paboty. BBenenue kypcoBoit paboTsl
2 ITepBas r1aBa OCHOBHOW 4aCTH KYpPCOBOM pabOTHI

3 Bropas riaBa OCHOBHOM 4acTH KypcOBOW pabOThI

4 3axsroueHre. CMcoK UCIO0JIb30BAHHBIX HCTOYHUKOB
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OPpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3ariaHupOBaHHbIE PE3YIbTaThl 00Y4YEHHUS 110
JUCLIUILINHE

Kol uaankaTopoB

Howmep paznena
JUCUUILIMHEI (B
COOTBETCTBHH C

O1neHOYHOE CPEICTBO
(THI ¥ HAUMEHOBAHUE)

(B COOTBETCTBHHM C pazneisiom 1) n.3.1)
1 ]2 3

3HaTh:

TpeOOBaHUSI HOPMATUBHBIX M TPABOBBIX KonTtpomnbHast pabora/IIpakTuueckoe 3aganue No 1.

JOKYMEHTOB (3aKOHBI, CTAHAAPTHI, PETIAMEHTHI) TpeboBaHMs HATMOHAIBHBIX U MEXTyHAPOIHBIX

B IIPEMETHOM 00JIaCTH TUCIIMILINHEI, OIIK-7(Kommnerenuus) | + HOPMATUBHBIX aKTOB, MPEAMTUCHIBAIONINX H
periIaMeHTHPYIONIUX MPOBEIEHNE HHCTPYMEHTAILHOTO
KOHTPOJISI B KOMMEPYECKOM OaHKe

TpeOOBaHUS CTAaHAAPTOB KonTtponsnas padora/lIpakTrueckoe 3aganne Ne 2-3.
[TnanupoBaHue ayauTa HHPOPMAIIMOHHOM

TTK-10(KommeTenmus) + 0€30MacHOCTH, C HCTIONB30BAHHEM PA3ITHHBIX

cTa"aapToB uHpopmannoHHoi 6ezomacuoct (CTO
BP UBBC 1.2-2014, TOCT 57580.2-2018, [Tomnoxxenue
Ne 382-I1, 'OCT 27001, PCI DSS u T.11.);

HaIpPaBJICHUS U MEPCIIEKTUBHI JalIbHEHIIIEro TectupoBanne/CricremMa MEHEDKMEHTA ayAUTa

COBEPILLIEHCTBOBAHMS CUCTEM OOECTIeUeHHUsI [IK-12(Komnerenuus) | + 6€e301acHOCTH HH(POPMALIMOHHBIX CHCTEM

0€30MMaCHOCTH XO03SHCTBYIOINX CYObEKTOB;

YmMmeTh:

OIpeNIeNIATh BUAbI U (POpMBI HHPOPMALIUH,
MO/IBEPKEHHON yrpo3aM, BUbl U BO3MOKHBIE
METO/IbI U ITyTH PEAIN3ALMN YTPO3 Ha OCHOBE

KonTtponbhas padora/lIpaktuueckoe 3ananue Ne 4.
Pa3paboTka oTuera U 3aKIIOYEHUS 110 AYAUTY
MH(POPMALIMOHHOM O€30MaCHOCTH aTTECTYEMOTO

OIIK-7(KommereHmus) +
aHaJM3a CTPYKTYPHI U COACPIKaHUS 00BeKTa
MH(OPMAIIMOHHBIX MPOIIECCOB MPEANPUITHUS,
TeJIeH M 3a]1a9 ACSTEIbHOCTH PEATPHSITHS,
MIPOBOANTH aHATN3 HHPOPMAITUOHHOMN Kontponbhas padora/lIpaktuyeckoe 3ananue Ne 4.
0€301acCHOCTH OOBEKTOB U CUCTEM C K- 10(KommeTeris) + Pa3paboTka oT4yeTa v 3aKIIFOUCHUS 110 AyTUTY

WCIOJIb30BAaHUEM OTEUECTBEHHBIX U 3apyOeKHBIX
CTaHJApTOB, pa3padbaThIBaTh MPEJIOKECHUS TT0

MH(POPMAIMOHHOI 0€301MacHOCTH aTTECTYEMOTO
0o0BeKTa
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COBEPILICHCTBOBAHHMIO CHCTEMBI YIIPABIICHUS
MH(POPMAIMOHHOM 0€30MaCHOCTbIO;

Y4acTBOBAaTh B pabOTax 10 peain3aiuu
MOJINTUKUA WH(POPMAITMOHHOHN 0€3011aCHOCTH;

ITK-10(KommereHtus)

Kontponbnas padota/llpaktnueckoe 3amanue Ne 2-3.
[TnanupoBanue ayauTa HHPOPMALMOHHOM
0€30I1aCHOCTH, C UCIIOJIb30BAaHUEM PA3IMUHBIX
crangapToB nHpopmannoHuoi 6ezonacuoctu (CTO
BbP UBBC 1.2-2014, 'OCT 57580.2-2018, Ilonoxxenue
Ne 382-I1, 'OCT 27001, PCI DSS u T.11.);

IIPOBOJUTD DKCIIEPUMEHTAIIBHBIC UCCIICIOBAHNS
CUCTEMBI 3aIUThl HHPOpMALIUU

[TK-12(KommnereHtus)

KonTponsnas pabora/IIpaktuueckoe 3aganue Ne 2-3.
[TmanupoBanue ayauTa HHPOPMAITMOHHON
0€30MMacHOCTH, C UCTIOJIb30BAHUEM PAZTUYHBIX
cTangapToB nHpopMannoHHoi 6ezomacHoctu (CTO
bP UBBC 1.2-2014, 'OCT 57580.2-2018, [Tonoxenue
Ne 382-I1, TOCT 27001, PCI DSS u 1.11.);
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

Dopma peanuzaruu: [lncemennas padota
1. Ilpaktudeckoe 3ananue Ne 1. TpeOoBaHUS HAMOHAIBHBIX U MEXKITYHAPOIHBIX
HOPMAaTUBHBIX aKTOB, MPEANUCHIBAIONINX U PETJIAMEHTUPYIOLINX [IPOBEICHUE
MHCTPYMEHTAJIBLHOTO KOHTPOJIS B KoMMepueckoM Oanke (KontponpHas pabora)
2. IIpaktraeckoe 3aganue Ne 2-3. [InanupoBaHue ayaura nHOOPMaAIMOHHOW 0€30MMacCHOCTH, C
UCTIOJIb30BaHUEM PA3IMYHBIX CTaHIapTOB nHpopMannonHoit 6ezomacHoctu (CTO BP UBBC
1.2-2014, 'OCT 57580.2-2018, ITomoxxerue Ne 382-I1, TOCT 27001, PCI DSS u T.11.);
(KontponpHas pabota)
3. IIpakTuueckoe 3aganue Ne 4. PazpaboTka oTyeTa U 3aKJIFOYECHUS [0 aAYAUTY
nH(popManmoHHOM Oe301macHOCTH aTTecTyeMoro oobekrTa (Kontponsnas padbora)
4. Cuctema MeHeKMEHTa ayuTa 0e30nacHoCTH HHGOPMAIMOHHbBIX cucteM (TectupoBaHue)

bamibHO-pedTUHIOBasA CTPYKTYpa AUCLUILINHBI SABISETCS NPUIOKEHUEM A.
bamibHO-pedTHHTOBas CTPYKTYpa KypCcOBOil pabOTHI ABIISETCS MPUIOKEeHUEM b.

4.2 IIlpome:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE
Oxzamen (Cemecmp Ne7)
OrieHKa BBICTABIISICTCS KaK cpe/iHee apu(pMeTHIecKoe - OIICHKA 110 KypCy M OIICHKA 3a YK3aMEH.

Kypcosas paboma (KP) (Cemecmp Ne7)
HToroBasi OIlCHKAa BBICTABIIICTCS IO MTOTAM 3K3aMeHa, C y4ETOM OIIEHKH 3a KypCOBYIO paboTy U
OIICHOK I10 TEKYIIeH yCrieBaeMOCTH.

B auniom BeICTaBIISIETCS OLIEHKA 32 7 CEMECTP.

IIpumeuyanue: OLeHOYHBIE MAaTEPUAIIbI 110 TUCIUITIIMHE IPUBECHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE H3IAHUSA

1. ITerpenko, C. A. Ayaut 6e3onacHoctu Intranet / C. A. [lerpenko, A. A. Ilerpenko . — M. : JIMK
[Tpecc, 2002 . — 416 c. — (MadopMaimoHHbIe TEXHOJIOTHY JiJisl MHXKeHepoB) . - ISBN 5-940741-83-5
2. OpraHu3anoHHO-TIPaBOBOE oOecniedeHrne NHGOPMAITMOHHON 0€30MacCHOCTH : yueOHOe mocobue
1utst By30B Ti0 criernanbHocTsM 090102 "Kommberotepuas 6e3omacHocts", 090105 "KommiekcHoe
obecrieueHrne NHPOPMAITMOHHOM 0€30MacHOCTH aBTOMAaTU3MpoBaHHBIX cucteM'”, 090106
"UndopmannonHas 6€300acHOCTh TeIEKOMMYHHUKAIIMOHHBIX cucteM" / A. A. CTpenbLos, [1 1p.] .
— M. : AKAJIEMUS, 2008 . — 256 c. — (Beicmiee npodeccronanbHoe oopa3oBanue) . - ISBN 978-
5-7695-4240-4 .,

3. AaucumoB, A. A. MenemxkmeHT B chepe nHOpPMAITHOHHONW 0€301TacHOCTH : yueOHoe mocooue /
A. A. Aaucumos . — M. : BUHOM. Jlaboparopus 3nanuii : lHTepHET-YH-T HH(OPM. TEXHOJIOTUH,
2010 .- 176 c. — (OcHOBBI HHpOPMAITMOHHBIX TexHOJIOTHH) . - ISBN 978-5-9963-0237-6 .;
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4. IIpaBoBoe oOecrieueHne KOHTPOJIS, yUeTa, ayAuTa U CyIeOHO-IKOHOMUYECKON IKCTIEPTHU3HI :
y4eOHUK I CTYJEHTOB BY30B, 00yUaIOIUXCs 110 IOPUINYECKUM, SKOHOMUYECKUM HAIPaBJICHUSM /
E. M. Ammvapuna, H. M. Apremos, A. b. beuts, [u ap.] ; pen. E. M. Ammapuna . — 2-e u3n.,
nepepad. u gom . — Mocksa : FOpaiit, 2020 . — 299 c. — (Breicmiee o6pa3zoBanue) . - [lox o6mum
pykoBoacteoM B. B. Epmiona . - ISBN 978-5-534-09038-3 .;

5. "Broadcasting: TeneBuacHue u paauosemanue”, U3narenscrBo: "I'POTEK", Mocksa, 2013 - (55

C.
https://biblioclub.ru/index.php?page=book&id=210606.

5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe odecreyeHue:
1. CAO "IIpomereii";

2. Office / Poccuiickuii makeT o(hpUCHBIX MIPOrpamm;

3. Windows / OnepanimonHas cucreMa ceMmeictpa Linux;

4. Maiing BuneokoHpepeHuu.

5.3 UnTepHeT-pecypcsl, BKIOYas NMpodeccuoHaTbHble 0a3bl JAHHBIX H HHGOPMALIMOHHO-
CIIPaBOYHbIE CHCTEMbI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0u0J1M0TeKa OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3JiekTpoHHasi Gub.moreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl H3aaTesibeTBa Springer - https://link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com

7. Kypuaa Science - https://www.sciencemag.org/

8. Dnexrponnas o6udmoreka MOU (36 MOH) - http://elib.mpei.ru/login.php

9. Uupopmanmonno-cnpaBounas cucrema «Komexc/Texakcnept» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

10. OrkpbITas yauBepcuterckas nupopmannonnas cucrema «POCCHSA» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun nomenmeHus Homep aynuropun, OcHamenune
HauMEHOBaHUue
Y4eOHble ayIuTOpUN H-204, YueOnas rapTa co CKaMbeW, CTOJI IIPENoJaBaTes,
JUTSL TIPOBEICHUS ayIUTOPUS cTyJ, TpuOyHa, 10CKa MEJIOBasi, KOJIOHKU
JICKIIMOHHBIX 3aHATUI U 3BYKOBBIE, MYJIbTUMEAUNHBIN POEKTOP,
TEKYIIEro KOHTPOJISI SKpaH
K-601, YucOnas rapTa co CKaMbeW, CTOJI IIPENoAaBaTes,
ayIUTOPUS CTyJ, TpuOyHa, JT0CKa MeJIoBasl,
MYJIbTUMEANIHBIN POEKTOP, IKPaH
Y4eOHbIe ayIUuTOpUN 3-512, YueOnast napTa, CTOJ MpenojaBaTeis, CTyl, 10CKa
JUTS] TIPOBEICHUS aAyIUTOPUS MeJIoBast
MPaKTUYECKHUX 3aHITHH,
KP u KII
VY4eOHble ayIUTOPHH K-120, MamuHHbIH 3a1 cepBep, KOHIULMOHEP
JUTSA TPOBEJICHUS MBI,
MIPOMEKYTOUHOMN 3-512, YuebOHas rapra, CTOJ] IIpenoaaBaresis, CTyl, 10CKa
aTTecTauu aAyIUTOPUS MeJIoBast
ITomemenus mis HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJ, CTOJ
CaMOCTOSITEIbHOMN KomnbrorepHbii MMMCHbMEHHBIHN, BEIIaIKa I OJICKIEL,
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paboThI

YUTAJILHEBIN 3a1

KOMIIBIOTEPHAsI CETh C BBIXOIOM B
HHTepHeT, KOMIBIOTED NIEPCOHANIBHBIN,
IIPUHTEP, KOHJUIMOHED

K-307, YucOuas

MIPOrPaMMHOE
oOecrieuenue"

nabopatopust "OTKpBITOE

CTOJI MIPEI0IaBaTeNs, CTOJI
KOMITBIOTEPHBIN, CTOJI YU€OHBIH, CTYI,
BeLIAJIKa JUIsl OAEKbl, TYMOA,
KOMIIBIOTEPHAs CETh C BBIXOJOM B
WHTepHeT, MyJIbTUMEIUUHBIN IPOEKTOP,
JKpaH, A0CKa MapKepHas, cepsep,
KOMIIBIOTEP NEPCOHAIbHBINA, KOHAULINOHED

K-302, Yuebnas

CTOJI IIPEN0JaBaTes, CTOJ
KOMITbIOTEPHBIN, CTYJI, MyJIbTUMEANIMHBIN

nabopaTopus
"UndopmaninonHo- MPOEKTOP, PKPaH, I0CKa MapKepHas,
aHAJUTUYECKUE cepBep, KOMIBIOTEP NMEPCOHAIIbHBIN,
TexHomaorun" KOHJIMITUOHED
[Tomermenus st 3-512, Yuebnas napTa, CTOJ MpernoaaBaTes, CTyJ, 10CKa
KOHCYJIBbTUPOBAHUS ayJIuTopus MeJIoBast
[Tomewmenus nis K-202/2, Ckian CTeJUIaX IJId XPaHCHUS MUHBEHTaps, CTOJI,
kadeapsr BUT CTYJ, mKad U1 TOKyMEHTOB, IKad s

XPaHCHUSA O60py,HOBaHI/I$I

U y4yeOHOT0 MHBEHTaps

XpaHEeHUsI UHBEHTaps, TyMOa, 3a1lacHbIC

KOMIUICKTYIOIHC IJIA 060py,Z[OBaHI/I$I
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Aynut 6e301macHOCTH MH(GOPMAIIMOHHBIX CUCTEM

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2

KM-3

KM-4

Cucrema MeHeKMEHTa ayauTa 6e3omacHocTH nHpopmannoHHbx cucteM (TectupoBanue)
[Tpaktuyeckoe 3ananue Ne 1. TpeGoBaHusI HALIMOHAIBHBIX U MEXKTYHAPOIHBIX HOPMATUBHBIX
aKTOB, MPEAMKUCHIBAIOIIUX U PETIIAMEHTHUPYIOIIUX MTPOBEIEHUE HHCTPYMEHTAIBHOIO KOHTPOJIS B
kKomMmepueckoMm 6anke (KonTponpHas pabota)

[TpakTuueckoe 3amanue Ne 2-3. [lnanupoBanue ayauTa nHGOPMAITMOHHONM O€301TaCHOCTH, C
UCTIOJIB30BaHUEM PA3IMYHBIX CTaHIapTOB HHpopMannoHHoi 6ezomacHoctu (CTO BP UBBC 1.2-
2014, TOCT 57580.2-2018, ITonoxenue Ne 382-11, 'OCT 27001, PCI DSS u 1.11.);
(KontponpHas pabota)

[TpakTueckoe 3aganue Ne 4. PazpaboTka oTyeTa U 3aKJIIOUEHUS 10 ayIuTy WH()OPMALIMOHHON
Oe3omacHocTH arrectyeMoro oobekra (KonTposiabHas padora)

Buja npoMexyToYHOI aTTecTANMU — DK3aMEH.

WNnupexe KM- | KM- | KM- | KM-
Howep Paznen qucuuminHb KM: L 2 3 4
paszena Henens 4 8 12 15
KM:
1 BBoaHasg nekmus
1.1 BBoanas neknus + +
2 MenemxMeHT ayauTa 6€30nacHOCTH MH(POPMAIIMOHHBIX
CUCTEM
21 Tewma 1. [TonsaTue u BuABI ayiuTa 6€30MaCHOCTH +
' MH(POPMALMOHHBIX CHCTEM
29 Tema 2. Ctannaptel ayiuta 0€30MacHOCTH +
MH(OPMALIMOHHBIX CHCTEM.
23 Tema 3. MeHemKMeHT ayiuTa 0€30MacHOCTH +
MH(OPMALIMOHHBIX CHCTEM.
3 OcobeHHOCTH TPOBeIeHHs ayIuTa 6€30MacHOCTH
MH(OPMAIIMOHHBIX CUCTEM
31 Tema 4. OcHOBHBIE 3Talbl ayAUTa 0€30IaCHOCTH + +
' MH(OPMAIIMOHHBIX CUCTEM
32 Tema 5. MeTo1pl oOLIeHUBaHUS UH(OPMAIIMOHHOMN + +
] 0€30MacHOCTH
33 Tema 6. Ayaut yrpaBiieHUSI HEIPEPBIBHOCTBIO OU3HECA U + +
' BOCCTAHOBJIEHHMSI 1TOCJIe COOEB
3.4 Tema 7. AKTUBHBIN ay1uT HH()OPMAITMOHHON 6€3011aCHOCTH + +

Bec KM, %: | 25 25 25 25
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BAJLJIbHO-PEUTUHIOBASI CTPYKTYPA

IIpuioxenue b

KYPCOBOI'O ITPOEKTA/PABOTHI 1O IUCIUAIIVIMHE

Aynaut 6e301macHOCTH MH(HOPMAIIMOHHBIX CUCTEM

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

Hepeqenb KOHTPOJ/IbHBIX MEPOHPHﬂTI/Iﬁ TEKYIIEIr0 KOHTPOJAHA YCIIEBA€eMOCTH 110 KprOBOﬁ

padore:

KM-1 Cobmonenue rpaduka Boimonnenus: KP
KM-2 Orenka BointotHeHHS pa3aenoB KP
KM-3 KauectBo opopmiienus: KP

KM-4 KaugectBo conepkanus KP

Buja npomexyTounoii arrectanmu — 3amura KP.

Nunekc KM- | KM- | KM- | KM-
Howmep Paznen kypcoBoro npoekra/KypcoBoi KM: 1 2 3 4
pasnena paboThI Henens 4 8 12 15
KM:
1 3anaHue Ha KypcoByro padoty. BBenenue kypcoBoit +
paboThl
2 ITepBas raBa OCHOBHOW 4aCTH KypCcOBOM paboThI + +
3 Bropas riaBa ocHOBHO#M 4acTH KypcoBOH pabOThI + +
4 3axmrodeHne. CIIMCOK MCIIONIb30BaHHBIX HCTOUHUKOB +
Bec KM, %: | 25 25 25 25
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