MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
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®opma o0yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
INPOI'PAMMHO-AIIITIAPATHBIE CPEACTBA 3AHIUTBI UH®OPMAIIUN

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

ba3zoBasn

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.5.28

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 4;
7 cemecTp - 5;
Bcero - 9

Yacos (Bcero) no yueoHomy
MJIAHY:

324 yaca

Jexknun

6 cemectp - 28 yaca;
7 cemectp - 32 yaca;
Bcero - 60 yacos

IIpakTnyeckue 3aHATHSA

6 cemectp - 28 yaca;
7 cemectp - 32 yaca;
Bcero - 60 yacos

JlaGopaTopHble pa6oThI

6 cemecTp - 14 yacos;
7 cemecTp - 16 4acos;
Bcero - 30 yacos

Koncynbranumn

7 cemecTp - 18 yacos;

CamocrosiTesibHasi padoTa

6 cemecTp - 73,7 yaca;
7 cemecTp - 77,2 yaca;
Bcero - 150,9 yaca

B ToM unciae Ha KII/KP

7 cemectp - 15,7 yacos;

HNnas koHTakTHas padora

7 cemecTp - 4 yaca;

BKJIIOYAS:
KonTposabHnas padora
Pedepar

HpomemyTquaﬂ aTTrecrauud:

3auer ¢ o1leHKOH
3ammuTa KypcoBoii paéoTbl
JK3amMeH

6 cemectp - 0,3 yaca;
7 cemectp - 0,3 uaca;
7 cemectp - 0,5 yaca;
Bcero - 1,1 yaca
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1. HEJIN U 3AJIAYU OCBOEHUSA JUCHUITIJIMHBI
Leab ocBoeHUs] IMCUMIVIMHBI. OCBOCHHE MPO(EeCcCHOHANBHBIX KOMIETEHIINN M0 (POPMHUPOBAHUIO
TOTOBHOCTHU CTYJICHTOB pa3padaThiBaTh CUCTEMBI 3aIIUTH MHGOPMAIIUU HA OCHOBE MIPUMECHEHUS METO/I0B

U CPEJCTB MPOrpaMMHO-aNNapaTHON 3aluThl HH(GOPMaLIUU
3agauu AUCHUILIMHBI

- ¢(OpMHUPOBATh y CTYJEHTOB CUCTEMHbIE TEOPETUYECKHE 3HAHUS U IPAKTUYECKHUE HABBIKU I10
OpraHu3alK U TEXHOJIOTHH IPOTPAaMMHO-aINApaTHON 3aIIUTHl HHPOPMAITUH.

dopmupyembie y 00yJaronierocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIUIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIeTeHIIHH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIIeTeHIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHUs

OIIK-3 crmocoOHOCTBIO
IPUMEHSTH [TOJOKCHHS
3JIEKTPOTEXHUKH,
9JIEKTPOHUKHU U
CXCMOTCXHHUKU IJIA
pelLIcCHHS
npodeCCHOHATBHBIX 3a1a4

3HATH:

- OCHOBHBIE PYKOBOJSAIINE IIPABOBBIE,
METOJNYECKUE, U HOPMAaTUBHBIE
JIOKYMEHTBI 110 IPOrpaMMHO-aNnapaTHoi
3amuTe HHPOpMaLuu.

YMETh:
- BBISIBIISITH M OICHUBATH YTPO3bI
0e3omacHOCTH HH(POPMAIIVH B
KOHKPETHBIX KOMITBIOTEPHBIX CUCTEMAX, a
TaKXe OIICHUBATh CTEIICHb UX
aKTyaJIbHOCTH.

I1K-1 ciocoOHOCTBIO
BBINOJIHATH pabOTHI 110
YCTaHOBKE, HACTPOMKE U
00CITy’)KUBaHUIO
POTPaMMHBIX,
IpOTrpaMMHO-aInapaTHBIX
(B TOM uncie
KpUNTOrpapUUecKux) U
TEXHUYECKHUX CPENICTB
3alUThl HH(OpMAIUU

3HATh:
- OCHOBHBIE TEOPETUYECKHUE CBEJICHHUS:
CYIIIHOCTb, LI€JIN, 3aJJa41 U IPUHLUIIBI
MPOTPAMMHO-AIIAPATHON 3aIUATHI
uHpOpMaLnH.

YMETh!
- IPOU3BOJIUTH BBIOOP MPOrpaMMHO-
annapaTHbIX CPE/ICTB 3aIUTHI
I/IH(l)OpMaIII/II/I JUIA UCITOJIb30BaHUA UX B
COCTaBe aBTOMATU3UPOBAHHON CHCTEMBI C
1eNblo o0ecrneueHus: TpedyeMoro ypoBHs
3alIUIEHHOCTH HH(pOPMAalLlUU B
ABTOMATU3HPOBAHHON CUCTEME.

[TK-5 criocoOHOCTRIO
MPUHUMATH YYaCTHE B
OpTaHM3aIUHU H
COTPOBOXKICHHUH
aTTecTanuu 00beKTa
uH(pOpMAaTHU3AINHU TTO
TpeOOBaHUSIM OE30MTACHOCTH
UHpOpMaLIUU

3HATH:
- OCHOBHBIE PYKOBO/ISIINE MPABOBBIE,
METONYECKUE, U HOPMAaTHUBHBIE
TpeOOBaHUS MO OIEHKE 3aIIUILEHHOCTH
CPEJICTB IPOrpaMMHO-aINapaTHON
3alUThl HHOPMAIUH.

YMETB:
- OPraHU30BBIBATH IIPOLIECC ATTECTALUN

00BEKTOB MHPOPMATH3ALUH 110
TpeGoBaHus 6€30MaCHOCTH HHPOPMALIUU U
pa3zpabaThIBaTh JOKYMEHTAJIBHOE




Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

obecrieueHue.

[TK-6 criocoGHOCThIO
MPUHUMATH YYaCTHE B
OpraHu3aly U TPOBEICHUH
KOHTPOJIBHBIX ITPOBEPOK
paboTOCIIOCOOHOCTH U

3¢ (HEeKTUBHOCTH
IPUMEHSIEMBIX
MPOrPaMMHBIX,
IPOTPaMMHO-aNapaTHBIX U
TEXHUYECKUX CPEJICTB
3alUThl HH(OPMAIHH

3HATh:

- IepeyueHb, KIacCUu(PUKAIUIO, TPUHIUI
JIEUCTBUS POrPAMMHO-AIAPATHBIX
CPEIICTB 3alUThl HHGOPMAIUH.

YMETh:

- BBINOJHSATH JEHCTBUS 10 YCTaHOBKE,
KOH(UTYPUPOBAHUIO U HACTPOUKE
MIPOrpaMMHO-aNMNapaTHbIX CPEJICTB
3aluUThl HHGOpPMAIUH.

IT1K-7 criocoOHOCTRIO
MIPOBOJIUTH aHAJIU3
HMCXOIHBIX JAHHBIX IS
MIPOCKTUPOBAHUS
MOJICHCTEM H CPEJICTB
obecneyeHus
UH(POPMALIMOHHOM
0€30I1aCHOCTH U
y4acTBOBATh B MPOBEACHUH
TEXHUKO-3KOHOMUYECKOI'0
000CHOBaHHS
COOTBETCTBYIOIIUX
IIPOEKTHBIX PEIICHUN

3HATh:

- METOBI OLIeHKH 3(h(peKTHUBHOCTH Mep
[IPOrpaMMHO-aNapaTHOMN 3aIUThI
MH(pOpMaLIUH.

YMETB:

- OIIPEACIIATh METOABI YIIPABICHUSA
JIOCTYIIOM, THIIBI TOCTYIIA U ITpaBUiIa
pasrpaHMyeHHs JOCTyna K 00beKTaM
J0CTyIIa, MOAJIEKAUM peanu3auuu B
aBTOMAaTU3UPOBAaHHON CUCTEME.

IICK-2 Crioco6HOCTH
MPUMEHSITH TPOTPAMMHEBIE
CpEeICTBA CHCTEMHOTO H
CITeIIMaIbHOI0 Ha3HAYCHHS,
B TOM YHCJIE A
obOecreyeHns 0E30IaCHOCTO
(GYHKIIMOHUPOBAHHUS
00BEKTOB SHEPTETUKHU C
anementamu ACY TII

3HATh:
- IPOrpaMMHO-alnapaTHbIE CPEICTBA
oOecrnieueHus 3aluThl HHGOpMaLUn
aBTOMAaTU3HPOBAHHBIX CHCTEM.

YMETh!

- IPUMEHSTH MPOTPAMMHEBIE CPEJICTBA
CHUCTEMHOT0, PUKJIATHOTO U
CTHEeMATbHOTO Ha3HAYCHUS JITIS
oOecrieyeHus: 6€30M1aCHOTO
(GYHKIIMOHUPOBaHUS OOBEKTOB
MPOMBIIIICHHOCTH ¢ 37eMeHTamu ACY
TII.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucnuniauHa OTHOCHTCSI K 00s3aTeTbHON YacTH OJI0Ka MUCIUIUIMH OCHOBHOM TpodeccrHoHambHON
oOpa3zoBaTtenbHON mporpamMme OpraHuzanus U TeXHOJOrHsa 3amuTel MHGopManuu (namee — OIIOII),
HanpasneHus: noaroroBku 10.03.01 Mudopmanmonnast 6e30macHOCTb, YPOBEHb OOpa30BaHUS: BBICIIEE

oOpa3oBaHue - OakaigaBpuart.

bazupyercs Ha ypoBHE cpeaHero oomero oopa3oBaHusI.




P€3y.HBTaTI>I O6y‘ICHI/ISI, MOJIYYCHHBIC TPpHU OCBOCHUU JUCHUIIIINHBI, HGOGXOI[I/IMBI IIpU BbIIIOJITHCHHUN
BBITTYCKHOM KBJIM(PUKAIIMOHHON pabOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0€MKOCTh JUCHIUTUTMHBI COCTaBISIET 9 3a4eTHBIX eauHwII, 324 Jaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl § 5| e ™ S op
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHAA paboTa CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Paznen 1. Benenue 22 6 4 2 4 - - - - - 12 - Iloozomogka Kypcosoi pabomut:
11 Tema 1. 11 2 1 2 - - - - - 6 - IlodzomogKa K neKyuiemy KOHmMpOoio:
KonnenryanbHbie [ToBTOpenue marepuana no pasaeny "Pazmen 1.
OCHOBBI Beenenue"
UHPOPMAITUOHHOM Ilodzomoeka K nadbopamopnoit padome: Jlns
0€301acHOCTH BBITIOJTHEHUS 33/1aHUH 110 JJaOOpaTopHOi padoTte
1.2 Tema 2. OcHOBHBIE 11 2 1 2 - - - - - 6 - HEOOXOANMO MPEIBAPUTEIBEHO U3YIHTh TEMY 1

MIOHSTHS TIPOTPaMMHO-
anmnapaTHON 3alIHThI
nHpOpMALUH

3a[jau BBHITIOJTHEHHUS Ta00paTOpHOU paboTHI, a
TakK ke U3yYUTh BOIIPOCHI BAPHAHTOB
00pabOTKU Pe3yNIFTATOB 110 H3YYCHHOMY B
paznene "Paznen 1. Beenenue" marepuaiy.
Tloozomosxka K ayoumopHvim 3aHAMUAM:
[IpopaboTka JIEeKIIH, BEITOTHEHUE U
MOJICOTOBKA K 3amure jab. paboTh
Iloozomoska domauine2o 3a0anus:
[ToarotroBka qOMaITHETO 3aJaHUS HAIMIPaBJICHA
Ha OTpabOTKy yMEHUIl peneHus
npogeccCHOHANBHBIX 3a1a4. JloManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYEHHOMY B pa3jiese
"Pasnen 1. Beenenue" matepuainy.
JIOTIOTHUTEBHO CTYICHTY HEOOXO0AUMO
W3YYUTH JUTEPATyPy U pa3o0parh IpUMEPHI
BBITIOJTHEHUS ITOTOOHBIX 3aqanuid. [IpoBepka
JIOMAIITHETO 3aJaHus TIPOBOJIUTCS TI0
MIPEACTABICHHBIM TUCBMEHHBIM pabOTaM.
Iloozomoeka 00K1a0a, 6bICHIYNIICHUAS
3a;anne CBA3aHO C YriyOJeHHBIM U3yUYEHUEM
paszienoB AUCIHUILTUHBI U CAMOCTOSTENLHBIM
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MIOMCKOM MaTepHaiOB JJIsl PACKPHITHS TEMBI
JTOKIIaaa. Martepualibl BBIIOJTHEHHON paboThI
MIPEICTABIISIOTCS B DJIEGKTPOHHOM BUJIE WU B
(dopme pacrieqaTaHHBIX TPE3EHTAMOHHBIX
cilaiiioB. B xauecTBe TEM AOKIAA0B CTyIEHTaM
MIPeUIaraloTCsl CIeAYIOINEe BAPHAHTHI:
Iloozomoexa K KOHmMPOJIbHOIUL pabome:
N3yuenue Matepuanos no pasneny Paznen 1.
BBenenne 1 moaAroToBKa K KOHTPOJIBHOM padoTte
Iloozomoska K npakmuuecKum 3aHamusim:
Nzyyenne matepuana no pazaeny "Paznen 1.
BBenenue" moaroToBka K BBIITOIHEHUIO
3a/laHui Ha MPAKTUIECKUX 3aHATUAX
Camocmoamenbnoe uzyuenue
meopemuueckozo mamepuana: VIzyuenue
JIOTIONTHUTEIHHOTO MaTepralia 1o pasaery
"Pa3nen 1. Beenenue"

Ilodzomoeka pepepama: B pamkax
pedepaTHBHOI YacTH CTYACHTY HEOOXOIUM
MIPOBECTH 0030p JINTEPATYPHBIX HICTOYHUKOB I10
BEIOpPaHHOW TeMe, KOMIUIEKCHO OCBETHTh
BOIPOC B COOTBETCTBHUH C TEMOM pedepara,
MOATOTOBUTH MPE3EHTAIINIO JISI BHICTYTIIICHHSI
10 pe3yybTaTtaM paboThl HA CEMUHAPCKOM
3aHATHH. B KauecTBe TeM pedepara CTYyICHTY
MIpeAaralTcs CIaeayIoie BapuaHThl:
H3yuenue mamepuanoe 1umepamypHsix
UCMOYUHUKOG:

[1], 1-352
[4], 1-48

Pasnen 2. OGecnieuenue
KOH(HUICHIIHATBHOCTH
JocTyna K
nHpOpPMaIUU
cpelncTBaMu
OTIEPAITMOHHBIX CUCTEM
M M0JIb30BaTENbCKUX
NIPWJIOKEHUH

59

14

14

24

2.1

Tema 3. Mexaun3Mel

11

Iloozomoexa Kypcoeoii pabomul:
Camocmoamenbhoe uzyuenue
meopemuuecko20 mamepuana: zyueHue
JIOTIOJTHUTEIFHOTO MaTepuaa 1o pa3aeny
"Pazmen 2. Obecnieyenvie KOHOUIECHITHATEHOCTH
JIOCTyTa K HHPOPMAIUHU CPEACTBAMH
OTIEPAITMOHHBIX CUCTEM M MOJIb30BATEIBCKUX
MIPHUIOXKECHNH"

Iloozomoeka K mekywemy KOHmMpOio:

7




obecrieueHus
KOH(HICHIIHATHLHOCTH
JOCTyTa K
HHPOPMALINH HA
YPOBHE OIEePaLIHOHHBIX
CHCTEM

2.2

Tema 4. MexaHu3MBbI
obecneueHus
KOH(HUICHIINATHHOCTH
JOCTYTIA K
nHdopmanuu Ha
YPOBHE NPHUIIOKEHUHN

16

2.3

Tewma 5. IIporpammHo-
anmapaTrHble CPeacTBa
KpHunTorpahuueckoi

3aIUThl HHPOPMAIUU

16

2.4

Tema 6. ObecnieueHne
KOH(UICHIIMATBHOCTU
nHpopmanuu B [P-
ceTsx

16

IToBTOpenue maTepuaina no pasaeny "Pasnmen 2.
Obecnieuenne KOHQUAESHINATFHOCTH JIOCTYIA K
nH(opMannK CpeACTBAMHU OTIEPALHOHHBIX
CHCTEM | TTOJIb30BATEIbCKHUX MPIIIOKECHHN"
Iloozomoeka K nabopamopnoii pavome: J1iist
BEITIOJTHEHHS 3aJaHUH TI0 JTabopaTopHOH paboTe
HEOOXOANMO MPEIBAPUTENBEHO U3YIHTh TEMY 1
3a[auH BBITIOJTHEHUS Ta00paTOpHOI paboTHI, a
TaK K€ U3y4UTh BOIMPOCHI BAPHAHTOB
00pabOoTKU Pe3yNIbTATOB 10 H3YYCHHOMY B
paszaene "Pasaen 2. ObecrieueHue
KOH(MACHIIMAILHOCTHU JI0CTYIa K HH(QOpManuu
CPEACTBaMU ONEPALUOHHBIX CUCTEM U
TI0JIb30BATEIbCKUX MPUIOKEHUN" MaTepuay.
Ilo0z0mogKa K ayOumopHulM 3aHAMUAM:
ITpopaboTka neKnnH, BEIOIHEHUE U
MOJITOTOBKA K 3auTe 1ab. paboTHI
Ilod2omoeka domauinezo 3adanusn:
[ToaroroBka JOMaIIHETO 3a1aHUS HAIIPaBICHA
Ha OTPaOOTKY YMEHUH pelIeHus
npodeccrnoHaNBHBIX 3a/1a4. JlomanHee 3ajaHue
BBIJJAETCS CTY/ICHTaM I10 U3y4EHHOMY B pasJielie
"Paznen 2. Obecneyenrie KOHOUIECHITHATEHOCTH
JIOCTyNa K MHGOPMAIMH CPEJICTBAMH
OIIEPAIIMOHHBIX CHCTEM U I10JIb30BaTEIbCKUX
npuiIokeHui" Matepuany. JlonomrHuTeIHO
CTYZIEHTY HEOOXOANMO M3YUHTh JIUTEPATypy U
pa3o0parth IpUMepHI BHITIOIHEHNUS TTOJOOHBIX
3aganuid. [IpoBepka romarrHero 3a1aHus
MIPOBOANTCS TIO NPECTaBICHHBIM THCHbMEHHBIM
paboTtam.

Ilo020mo6Ka K KOHmMPOILHOU padome:
Wzyuenne maTepuainos 1o paszaeny Pasmern 2.
Obecneuenne KOHPHUIESHIINATHHOCTH JOCTYIA K
nH(popManuK CpeaCTBAMHU ONePALHOHHBIX
CHCTEM U T0JIb30BATEIbCKUX MPUI0KEHHN 1
MTOATOTOBKA K KOHTPOJIBHOU paboTe
Iloozomoexa K npakmuyecKum 3aHAMUAM:
Wzyuenne matepuana no pasgeny "Pasnen 2.
Ob6ecnieuenrie KOHQUISHINAIBLHOCTH JIOCTYIA K
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nH(opManuK CpeACTBAMHU OTIEPALIHOHHBIX
CHCTEM U IOJIb30BATEIbCKUX MPHI0KEHHN"
MOJrOTOBKA K BBIMIOJIHEHUIO 3aJaHUi Ha
MPaKTHIECKNX 3aHATHIX

Iloozomoeka peghepama: B pamkax
pedepaTHBHOI YacTH CTyAEHTY HEOOXOIUM
MIPOBECTH 0030p INTEPATYPHBIX HCTOYHUKOB IT0
BBIOpaHHOW TeM€E, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHU C TEMOH pedepara,
MOJATOTOBUTH NPE3SHTALMIO JUIS BBICTYIICHUS
0 pe3yiabTaTaM paboThl HA CEMUHAPCKOM
3aHATHH. B KauecTBe TeM pedepaTa CTyIEeHTY
MpeAIaraloTcs CIeAYIOe BApUAHTbIL:
H3yuenue mamepuanoe 1umepamypHbix
UCIMOYHUKOG:

[1], 1-352
[4], 76-154
[5], 38-91

Pasnen 3. OGecnieuenue
JIOCTYITHOCTH
nHpOpMALUH

MIPUMEHEHUEM CPEJICTB
MPOrpaMMHO-

arnmnapaTHOM 3al[UThI

45

10

10

20

3.1

Tema 7. OGecneuenue
JIOCTYITHOCTH
nHpopmanuu

cpencTBaMu
ONepalMOHHOMI
CHCTEMBI

11

3.2

Tema 8. O6paboTka
nHpopmanuu Ha
pabouMX CTaHIMSAX U
obecreueHue ee
JIOCTYITHOCTH

16

3.3

Tema 9. O6ecnieuenue
JIOCTYITHOCTH
nHPOPMALINH B
JIOKQJILHBIX CETIX

18

Ilodzomoeka Kypcosoit padomui:
CamocmosamensHoe usyuenue
meopemuyueckozo mamepuana: VI3yienue
JIOTIONTHUTEIBHOTO MaTepraa o pasaery
"Paznen 3. Obecneyenre JOCTYTHOCTH
nHpopManuK NPUMEHEHUEM CPEACTB
IIPOTPaMMHO-aNIapaTHON 3aIuThI"
Iloozomogka pedhepama: B pamkax
pedepaTUBHOM YaCTH CTYACHTY HEOOXO UM
MIPOBECTH 0030p JINTEPATYPHBIX HCTOYHHKOB IO
BEIOpPaHHOW TeMe, KOMIUIEKCHO OCBETHTh
BOTIPOC B COOTBETCTBHH C TeMOH pedepara,
MOJITOTOBUTH MIPE3CHTAINIO IS BBICTYIDICHUS
IO pe3yJbTaTaM paboThl Ha CEMHHAPCKOM
3aHATHH. B kadecTBe TeM pedepaTa CTYICHTY
MIPEUIaraloTCs CIeAYIOINEe BAPHAHTHI:
Iloozomoexa kK npakmuyecKum 3aHAMUAM:
N3ydenne matepuana no pazaeny "Paznen 3.
Obecmiedenue JOCTYITHOCTH HHOPMAIH
MIPUMEHCHUEM CPEACTB IMTPOTrPpaMMHO-
arnmapaTHOM 3aIUThI" TIOJTOTOBKA K




BBITOJTHCHUIO 33JJaHHUI HA MTPAKTHYCCKUX
3QHATUAX

Iloozomoska K KOHmMpPOLHOU padome:
Wzyuenne maTepuaios 1o paszaeny Pasmern 3.
ObecmiedeHne JOCTYITHOCTH HHPOPMAIHN
MIPUMEHEHUEM CPEJICTB IIPOTrPaMMHO-
amnmapaTHOM 3alIUTHl U TIOATOTOBKA K
KOHTPOJBHOI paboTte

Iloozomosxa oomawnezo 3a0anus.:
[MoaroToBka AOMAITHETO 3aJaHKs HATPaBJICHA
Ha OTPabOTKY YMEHUI pelIeHus
npodecCHOHATBHBIX 3a1a4. JloMalHee 3a1aHue
BBIIACTCS CTYICHTAM IO U3YYCHHOMY B pasJieie
"Paznen 3. ObecneyeHne qOCTYTHOCTH
nH(opManuy NPUMEHEHUEM CPEACTB
[IPOrpaMMHO-aNNapaTHON 3aLIUThl" MaTepUaly.
JIOTIOTHUTEIBHO CTYICHTY HEOOXOANMO
W3YYUTH JUTEPATypy U pazo0parb IpUMepHI
BEITIOJTHEHUS TTOTOOHBIX 3amaHuid. [IpoBepka
JTOMAIITHETO 33/IaHUs TIPOBOIUTCSI IO
MIPeCTaBICHHBIM MTUCHBMEHHBIM pa0oTaM.
IIoozomoeKa K ayoumopHsim 3aHaAmusam:
[IpopaboTka JIEeKIIH, BEITOJHEHUE U
MOJICOTOBKA K 3amure jab. paboTh
Iloozomoska K mekywiemy KOHMPOI0:
[ToBTOpenune marepuana no pasaeny "Pazmen 3.
ObecriedeHue JOCTYITHOCTH HHPOPMAIHT
MIPUMEHEHHUEM CPEJICTB IIPOrPaMMHO-
anmnapaTHoM 3auThl"

Ilod2omoeka pacuemno-zpaguueckozo
3adanus: B paMkax pacueTHO-rpadyUIecKoro
3aJJaHHs BBIMIOJTHACTCS YePTEK KOHCTPYKIIHH.
J171s1 BBITIOJIHEHUS YepTEXeN BBITIOIHSIOTCS
Hpe]lBapI/ITeJ'II)HBIe pacquH OCHOBHBIX
moKasarejield, KOTOpbIe YKa3bIBAIOTCS Ha
yeprexe. 3a/laHue BBITOIHACTCS
I/IHJII/IBI/UIyaJ'H)HO 110 BapI/IaHTaM. B Ka4CeCTBC TEM
3a[aHKs IPUMEHSIFOTCS CIICAYIOIINE:
Iloozomogka Kk 1adopamoproii pavome: JIns
BEITTOJTHEHUS 3aJJaHUI IO JIAOOPAaTOPHOH padboTe
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HEOOX0AMMO NPEBAPUTEIEHO U3YUHTh TEMY U
3a1a4M BBITIOJHEHHMS JTaOOpaToOpHOil paboThl, a
TaK K€ U3y4YUTh BONPOCHI BApHAHTOB
00pabOTKU pe3yNIBTAaTOB 110 H3YICHHOMY B
paszene "Pa3gen 3. OGecrieueHue JOCTYITHOCTH
nH(pOPMaLUHY IPUMEHCHHUEM CPEACTB
MIPOTPaMMHO-aNTapaTHOM 3alUTH" MaTepuaty.
H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[1], 1-352
3ayer ¢ OICHKOMH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 144.0 28 14 28 0.3 56 17.7
Hroro 3a cemecTp 144.0 28 14 28 0.3 73.7
4 Paznen 4. ObecnieueHue 78 24 10 | 24 - 20 - Ilodzomoska Kypcosoii padomel:
LIEJIOCTHOCTH Iloozomoeka K meKyuwiemy KOHmMpOJio:
uHpOpMAIUU [ToBTOpenue marepuana no pasaeny "Paznmen 4.
TPUMEHEHHUEM CPENICTB ObecriedeHne IEIOCTHOCTH HH(OpMATIH
MIPOTPaMMHO- MIPUMEHEHHUEM CPEJICTB IPOTrPaMMHO-
annapaTHOM 3alUThI arnmnapaTHoOM 3aIuThl"
4.1 Tema 10. MexaHU3MBbI 18 6 2 6 - 4 - Iloozomoeka Kk nadopamopnoii pabome: J1ns
KOHTPOJIS IEJIOCTHOCTH BEITIOJTHEHUS 3aJaHU TI0 JTAO0OpaTOpHOU paboTe
JTAHHBIX HEO0XOIUMO TPEABAPUTEIHLHO U3YIUTh TEMY U
4.2 | Tema 11. ObGecnieueHue 18 6 2 6 - 4 - 3aJ1a4¥ BBITIONHEHUS JIabopaTopHOM paboThl, a
[IEJIOCTHOCTH TaK K€ U3yYUTh BOIPOCHI BAPHAHTOB
nHpopmanuu 00pabOTKH Pe3yJIbTAaTOB 110 U3YYCHHOMY B
CpeICcTBaMHU pazzgene "Pa3nen 4. OGecneueHue IeITOCTHOCTH
OTepaIOHHOM HH(POPMALIUU IPUMEHEHHEM CPE/ICTB
CHUCTEMBI IIPOrpaMMHO-aNMapaTHOM 3alUThl" MaTepHany.
4.3 | Tema 12. Obecneuenne 20 6 2 6 - 6 - Ilo020moska K ayoumopnsly sanamuim:
1IEJIOCTHOCTH [IpopaboTka JIeKIIUH, BHITOITHEHHE U
HHPOPMALIH C MOJITOTOBKA K 3amuTe j1a0. padoTs
[IOMOLIBIO Ilodzomogxa domawinezo 3adanua:
MIPOTPAMMHBIX H [MoxroToBka AOMaIIHETo 3aJaHKs HAIpaBJICHA
ammapaTHbIX CPE/ICTB Ha OTPaOOTKy YMEHHUH peliecHus
4.4 Tema 13. O0Oecneuenue 22 6 4 6 - 6 - npodeccroHambHBIX 3a1a4. JloMarHee 3a1aHue

L[EJIOCTHOCTH MPH
nepenade HHPOPMaIUU
IO CeTSIM

BBIJIAETCS CTY/ICHTaM I10 U3yYCHHOMY B pa3Jielie
"Paznen 4. OGecniedeHne IEITOCTHOCTH
nH(popManuK NPUMEHEHUEM CPEACTB
MIPOTPaMMHO-aNIaPaTHOM 3alTUTHI"' MaTepHay.
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JIOTIOTHUTEIBHO CTYICHTY HEOOXOAUMO
U3YYUTh JTUTEPATYPY U pa300paTh MpUMEPHI
BBITTOJTHEHUS TTOTOOHBIX 3a1aHuid. [IpoBepka
JTOMAIITHETO 3a/IaHUs TIPOBOIUTCS 10
MIPECTaBICHHBIM MTUCBMEHHBIM padoTaM.
Iloozomoexa K KOHmMPOIbHOIUL pabome:
Wzyuenne maTepuaios 1o paszaeny Pazmern 4.
ObecriedeHne IeIOCTHOCTH HH(OpMAIIH
MIPUMEHEHUEM CPEJICTB IIPOTrPaMMHO-
amnmapaTHOM 3alUThI U TIOATOTOBKA K
KOHTPOJIBHOII paboTte

Iloozomoska K npaKkmuueckum 3aHamusam:
Nzyyenne matepuana no pazaeny "Paznen 4.
ObecrnieueHne 11eJI0CTHOCTH UHHOPMALIH
HpHMeHeHHeM CpeZ[CTB HpOIpaMMHO'
arnmnapaTHOM 3allUThl" TOArOTOBKA K
BEITIOJTHEHUIO 3aJJaHUH Ha MTPAKTHYECKIX
3aHATHAX

Camocmoamesibnoe usyuenue
meopemuyeckozo mamepuana: VI3yienue
JIOTIONTHUTEIHHOTO MaTepralia o pasaery
"Pazgen 4. O0ecneueHne 11€I0CTHOCTH
nHpopManuKy NPUMEHEHUEM CPEACTB
IIPOTPaMMHO-aNIapaTHON 3aIuThI"
Iloozomogka pedhepama: B pamkax
pedepaTHBHO# YacTH CTYACHTY HEOOXO UM
MIPOBECTH 0030p JINTEPATYPHBIX HCTOYHHKOB IO
BEIOPaHHOW TeMe, KOMIUIEKCHO OCBETHTh
BOTIPOC B COOTBETCTBHH C TeMOH pedepara,
MOJITOTOBUTH MIPE3CHTAINIO IS BBICTYIDICHUS
0 pe3ysbTaTaM paboThl HA CEMUHAPCKOM
3aHATHH. B kadecTBe TeM pedepaTa CTYICHTY
MPEUIAratoTCsl CICAYIOIINES BAPUAHTHI:
H3yuenue mamepuanoe 1umepamypHuvlx
UCMOUHUKOB:

[3], 1-352

Pasznen 5.
KommiekcHbIe CHCTEMBI
3anTUThl HHPOPMALIUU

30

Iloozomoeka Kypcoeoil padomoi:
IToozomoeka K mexkyuiemy KOHmpoio:
IToBTOpeHne marepuana no pasaeny "Pazmen 5.
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5.1

Tema 14. O6ecnieuenue
aHTHBHUPYCHOU 3aIUTHI
UH(POPMAIUMOHHBIX
CHCTEM

30

KomruiekcHble cucteMbl 3amuThl nHGopManuu”
Ilodzomoeka K nadopamopnoit padome: Jlns
BBITIOJTHEHHS 33/1aHUH 110 JTabopaTopHOW padore
HEOOXOIUMO TPEABAPUTEIHHO U3YIUTh TEMY H
3a[auH BBITIOJTHEHUS Tab0paTOpHOI paboTEHI, a
TaK ke U3yYUTh BOIIPOCHI BAPHAHTOB
00pabOTKU pe3yNIBTAaTOB 110 H3YICHHOMY B
paszene "Pa3gen 5. KommiekcHbIE CHCTEMBI
3amIuTHl HHPOPMAIUU" MaTepHaiy.
Ilo020mogKa K ayOumopHvlm 3aHAMUAM:
[IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amuTe jJab. padoTh
Iloozomogka domauinezo 3adanua:
[MoaroroBka goMalHero 3aiaHus HaIlpaBiIeHa
Ha OTPabOTKY YMEHUI peleH s
npogeccHOHANBHBIX 3aa4. JloManrHee 3a1aHue
BBIIACTCS CTYICHTAM I10 H3YYCHHOMY B pa3Jieie
"Pa3nen 5. KoMILJIeKCHBIE CUCTEMBI 3aI[UTHI
nHpopManuu" MaTeprany. JomorHUTEIPHO
CTYICHTY HEOOXOIUMO U3YUUTh JTUTEPATYPY U
pa3o0paTk MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3aaanuil. [IpoBepka nomMamiHero 3agaHus
MIPOBOAUTCA 1O MPEACTABIICHHBIM NMCbMEHHBIM
paboram.

Ilo0z0mogKka K KOHMPOILHOU padome:
N3yuenue marepuainos no paszzaeny Paznmen 5.
KomriekcHpIe CHCTEMBI 3aIUTh HHPOPMAIHN
1 TIOATOTOBKA K KOHTPOJIFHOU paboTe
Ilo0zomoeka K npaKmuuecKum 3aHAMUAM:
W3yuenue matepuana no paszaeny "Paznen 5.
KomriekcHpie cucTeMBl 3amuThl HHpopMarn'
MOJITOTOBKA K BBIIMOJTHCHUIO 3aJaHUI Ha
MMPAKTUYCCKUX 3aHATHUAX

Camocmoamensroe usyuenue
meopemuyeckozo mamepuana: VI3yaenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"Paznen 5. KoMIeKCHBIE CHCTEMBI 3aIATHI
nHpopManun"

Ilodzomoeka pepepama: B pamkax
pedepaTHBHOM YacTH CTYIEHTY HEOOXOIHM
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MIPOBECTH 0030p JIUTEPATYPHBIX HCTOYHUKOB I10
BBIOpAaHHOW TeMe, KOMIUIEKCHO OCBETUTH
BOIIPOC B COOTBETCTBHU C TEMOM pedepara,
MOATOTOBUTH HMPE3CHTANNIO IS BBICTYIIICHUS
IO pe3yabTaTaM pabOThl HA CEMHHAPCKOM
3aHsATHH. B KauecTBe TeM pedepara cTyneHTy
MPEATIaraloTCsl CIEAYIONIIE BAPHAHTHI:
H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:

[2], 1-352
Ok3aMeH 36.0 - - - - 0.5 - 335
Kypcosas pabora (KP) 36.0 - - - 16 0.3 15.7 -
Bcero 3a cemecTp 180.0 32 16 32 16 0.8 43.7 335
Hroro 3a cemecTp 180.0 32 16 32 18 0.8 77.2
UTOTO 324.0 - 60 30 60 18 11 150.9

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padboTsl; [Ip — npaktuyeckue 3ansatust; KIIP — aynuTopHble KOHCYIbTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHIyanpHble KOHCYIBTAIIMH 110 KypCOBBIM IIpoekTam/padotam; ['K- rpymnmoBsie KOHCYIbTalMK IO pa3ienaM
mucuuiuinHel; CP — camocrostenbHas padora crynenta; UKP — unas xkonraktHas padota; TK — Texymumii koHTposb; [TA — npomexxyrounas

arrecranusa
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3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Pazden 1. Beedenue

1.1. Tema 1. KonuenryanbHble OCHOBBI HHPOPMAIIMOHHON 0€30MacHOCTH
OcHOBHBIE TIOHATHA M ompeneneHuss B chepe uHPOpMAMOHHOW O€30MaCHOCTH. YTPO3bI
uH(popManuu. AHaIU3 METOJIOB U CPEICTB 3alUThl HH(OOPMALIUY. .

1.2. Tema 2. OCHOBHBIE TIOHATHS IPOTPAMMHO-ANIAPATHON 3alIUTHI HH(POPMALIUU

[Ipeamer M 3amauM MpoOrpaMMHO-aNNapaTHOM 3amuThl HH(popManuu. OCHOBHBIE KPUTEPUU
olieHKH Oe3omacHocTH cucteM. CucreMa OpraHM3allMOHHBIX M PYKOBOJAAILIMX JAOKYMEHTOB P® B
00J1aCTH IPOrpaMMHO-aNNapaTHON 3aUThl HH(OPMALIUH. .

2. Pazoen 2. Obecneuenue konguoenyuarbrocmu 0ocmynd K uhdopmayuy cpeocmeamu
ONEePAUUOHHDBIX CUCTNEM U NOAb308AMENbCKUX NPULONCEHU

2.1. Tema 3. Mexanu3Mbl o0ecriedeHrs1 KOHPHUISHIIMATHLHOCTH JOCTYyNa K HH(OpMaIiu Ha
YPOBHE OIIE€PALIMOHHBIX CHCTEM

[TonsiTust  ayreHTH@UKanuu UM aBTopu3auuu. OOmMe NpUHIUNOBL 3aJadyd  [POTOKOJIA
ayreHTU(uKanuu. JlokanbHasg U qoMeHHas peructpauus. IIporokonsl ayreHTudurannn Windows.
ABTOMaTHYECKasi TEHepalus U Ha3HaueHHe CIOXHBIX maposieid B MS Windows. HccnenoBanue
ySI3BUMOCTEH JocTyna K omnepauuoHHbIM cuctemMaM MS Windows. Bo3MOXHOCTb M HOPSAOK
3arpy3Ku OINEpallMOHHOW CHCTEMbI C BHEIIHUX HocuTened. PaboTa ¢ yha-JIEeHHBIM pEECTPOM.
Opranuzanusa xpaHeHus mapoiieil B omnepaunoHHbix cuctemax OC MS Windows. baza nanHbix
YYETHBIX 3alMCEM IO0JIb30BaTesield. XpaHEHUe Iapoyied mojb3oBareniel. Vcrons3oBaHue maposis.
baza nanHeix SAM u Bo3MOXHble artaku Ha Hee. [Ipo3paunoe mmdposanue. Iludpyromas
¢aitnoBas cucrema (EFS). Texuonorus umdpoBanus. B3amMopelcTBHE C IOJIB30BaTENEM.
BoccranoBnenue AaHHBIX. AT€HT BOCCTAaHOBJICHHUS JaHHBIX..

2.2. Tema 4. Mexanu3mbl o0ecnieueHrs KOH(UIEHIIMAIBHOCTH JOCTYyNa K MHPOpMAIK Ha
YPOBHE NPUIIOKEHUN

Obecnieuenne  KOH(PHUICHIMATHHOCTH  JJEKTPOHHBIX JOKYMEHTOB C  HCIOJH30BAHUEM
BO3MOXkHOCTeH mpuioxennit MS Office. 3amurta nokymentoB MS Word u MS Excel. 3amura
VBA-makpocos. [Ipumenenue maposeit MS Access u MS Outlook. Ananu3 ysi3BUMOCTEH CHCTEMBI
3a-IIUTHI TOKyMeHTOB B mpuiioxkeHusx MS Office. IIporpamMMmHo-anmapaTHble CpeacTBa KOHTPOJIS
noctyna: iButton, Proximity. YcrpoiicTBa BBosa Ha 6a3e cMapT-KapT. YCTpoiCTBa BBO/Ia Ha 0aze
USB-kitoueil. KomOuHupoBaHHble ycTpoiicTBa BBOAAa. (OCHOBBI OMOMETPHYECKOTO JOCTYIa K
pecypcam. O630p OGMoMeTpuUecKuX TeXHOJorui. Paco3HaBanue 1mo: oTnevyarkaM najibleB, Gpopme
PYKH, pajly’)KHOH 000sI0uKe Ii1a3a, popMe Julla, pyKOIUCHOMY MOYEPKY, KJIIaBUATYPHOMY MOUYEPKY,
rojocy. Mnentuduxamnms mo orrnevyarkaMm majibiieB. CKaHUPOBAaHUE OTIIEYATKOB MMAJbIIEB. MeTO b
pacrio3HaBaHud. [loaxonasl K 3ammre OT OMOMETpHUYECKHX MyJspDked. BsaummoneiictBue
OTIEPAIIMOHHON CHCTEMBI U IMTPOrPAMMHOTO O0ECTICYCHUS JUTsI OMOMETPUIECKO MICHTH(PHUKAINN HA
npu-Mepe MpoaykToB kommanuu Biolink Solutions. IIporpammuoe obecnedenne BioLink
Authentication Center: Ha3HaueHUe, IPUHIUIBI PAOOTHI, KOMIIOHEHTBHL. .

2.3. Tema 5. IIporpaMMHoO-anmnapaTHbIE CPeJICTBA KpUNTOrpadUIeCcKOi 3aluThl HH(OPMAIH

[TomTHOCTBIO KOHTPOJUPYEMBbIE KOMIBIOTEPHBIE cUcTeMbl. [Iporpammuas peanusanust QyHKIUN
KpHUnrorpaduyeckon 3aILUTHI uHpOpMaLIUH. AmnmnaparHas peanuzanus byHKIni
KpunTorpaduueckoi 3amuTsl HHGOpPMALKU. YCTpoilcTBa KpUNTOrpaduyeckoi 3alluThl JTaHHBIX:
IpOTrpaMMHO-aNIapaTHBI KOMIUIEKC «AKKOPI», NEPCOHAIbHOE CPEACTBO KpHUINTOrpaduyeckoi
3auThl nHGopManuu (IICK3U) LIUTIKA..
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2.4. Tema 6. Obecnieuenne KoHpUACHIMATLHOCTH HH(popMaruu B [P-ceTsix

OcHoBbl moctpoeHusi [P-cereit u oOecrnedenust Oe3omacHOCTH WHGOpPMAIMU B HUX.
Oco6ennoctu npotokona TCP/IP. Bupryansusie yactabie cetu (VPN). IIporokonsr PPTP u L2TP.
AHanmM3 BO3MOXHBIX ys3BUMOCTeH mpotokojia PPTP B peamuzamuu Micrsoft. [IpoTokonsr SSL u
TLS. IIporokonsl IPSEC u pacnpenenenue kmoueit. [Ipotokoinsl [PSec u TpaHcmsius ceTeBbIX
anpecoB. O0630p nporpammHo-amnmapaTHoro komriekca ViPNet CUSTOM..

3. Paszoen 3. Obecneuenue docmynyocmu qu)opmauuu npumeHeruem cpedcme npocpammHo-
annapamuou 3auumaol

3.1. Tema 7. ObecnieueHne JOCTYITHOCTH MH(OPMAIK CPEICTBAMHU ONIEPALMOHHON CUCTEMBI

VYnopaBneHue mpaBaMH JOCTyNa K pecypcaM B OINEpallMOHHBIX CHUCTeMax cemeictBa MS
Windows. Yd4eTHble 3amycH TOJb30BATENEed M TPYMI. YIPaBICHHE JOCTYIOM M TJI0OAIbHBIMU
napametpamu. OcCHOBHBIE cBefleHHS 00 y4eTHbIX 3amucsax Tpynn. OcHactka "JlokanbHbIC
[0JIb30BATEAM M TpyHmsl". Hacrpoiika mnOIUTUK yIpaBia€HUs IPaBaMHU I10Jb30BATEIICH.
VYnpasinenue Windows npu nomouu koHcoinu Computer Management Console. Ilpaktudeckoe
ucnojp3oBaHue ocHactok KoHconu ynpaBieHue kommnbroTepoM: «JIOKanbHbIE MOJNB30BATENU U
rpynsl», «O0ume nanku», «Peaakrop J0KanbHOM rpyninoBON HOIUTUKIY..

3.2. Tema 8. O6paboTka nH(HOpPMALIUY HA pa0OYUX CTAHIUAX U 00ECTICUCHUE €€ IOCTYITHOCTH

brnokupoBanue paboueil cTaHIIMU HA anmapaTHOM ypOBHE. ATMapaTHbIE CPEICTBA JOBEPEHHOM
3arpy3kd. OCHOBHBIC KOHIICTIIMU U pealn3anus ayTeHTH(PHUKAIUA. JTanbl JOBEPEHHOW 3arpy3KH.
Hcnonp3oBaHue ammapaTHbIX cpeacTB. [Ipumepbl CyIIECTBYIOMIMX —amnMapaTHBIX CPEJICTB.
AnmnapaTHbIi MOJyJb JOBepeHHOU 3arpy3ku "Axkopa-AM/I3". Moaynp n0BepeHHON 3arpy3ku
«Kpunron-zamox/PCl».  IlporpammHoe oOecneueHue Aiisi OTPaHUYEHHsS] OCTyNa K BHEIIHUM
ycrpoiictBam Ha mpumepe DeviceLock. VYmpaBineHue syeKTponuTaHHeM paboOvMX CTaHIUN U
cepBepoB. CpelicTBa aKTUBHOM 3aIIUThI HH(POPMALIMK OT YTEUKH 10 CETH AJIEKTPOIUTAHHUSL. .

3.3. Tema 9. ObecrnieueHue 1OCTYTHOCTH HHPOPMAIIUU B JIOKAJIbHBIX CETAX

MesxceTeBble 3KpaHbl M HX Kiaccuukanus. OnpenerneHHe THIIOB MEKCETEBBIX SKPaHOB.
Me:xcereBble dKpaHbl MPHUKIAJAHOIO YpOBHS. MexceTeBble 3KpaHbl C MAKETHOM (uibTpaiuei.
['nbpuanbie MexceTeBble IKpaHbl. PazpaboTka KOHUTypauu MexceTeBoro skpata. Iloctpoenue
Habopa MpaBUJI MEKCETEBOI0 FKpaHa C MCIOJIb30BaHUEM BO3MOKHOCTEH Opanamayspa Windows..

4. Pazoen 4. Obecneuenue yerocmuocmu MHd)ODMClZ/IZ/IZ/l NpUMEHEHUEM CDE@CW!G npocpammHo-
annapamﬁod 3aujumal

4.1. Tema 10. Mexanu3Mbl KOHTPOJISL LEIOCTHOCTU JAHHBIX
Metoa KOHTPOIBHBIX CyMM. METOT «IIMKJINYECKOTO KOHTPOJIBHOTO KoJ1a». OIHOHATIpaBICHHBIC
(GYHKIINH XAIIUPOBAHHSI. .

4.2. Tema 11. Obecrieyenue 1eI0CTHOCTH HH(GOPMAIIUU CPECTBAMH ONEPALIMOHHON CUCTEMBI

Obecnieuenne 6e30MaCHOCTH XpaHEHUsS JAHHBIX B OMNEPAIMOHHBIX CHCTEMax ceMmeicTBa MS
Windows. TexHONOrHs TEHEBOrO KONHWPOBaHMS AaHHBIX. OrpaHUYEHHsS TEHEBOIO KOMUPOBAHUS
TOMOB. YCTAaHOBKa M HCIOJb30BAaHWE TEXHOJOTHMH TEHEBOro KomupoBaHus ToMmoB. CiyxOa
¢donoBoro konupoBanusi TomMa Microsoft Volume Shadow Copy Service (VSS). Apxusarus
naHHbIX. PaboTa ¢ mporpammoii apxusuposanusi Backup. Crparerun apxusauuu. BoccraHoBneHue
JaHHBIX..
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4.3. Tema 12. OGecnieyeHne 1eTOCTHOCTH MH(OPMAIIIH C TIOMOIIBIO POTPAMMHBIX U
anmnapaTHbIX CPEICTB

Tepmunosiorust pesepBupoBanus. OnepaTuBHOE W aBTOHOMHOE pe3epBUpOBaHME. THIIbI
pesepBupoBanus. Buasl RAID-MaccuBoB. Mcxoanbie Tunbsl RAID-maccuBoB. RAID-koHTpoOILIEpHI.
OcCHOBBI pe3epBUpOBaHUsl JaHHBIX. BapuanTsl pe3epBUpOBaHUsS JOaHHBIX. lIporpammubie u
porpaMMHO-aIlllapaTHbIE  CPEACTBA PE3epBHOrO  KomupoBaHus uHPopmanuu. PesepBHoe
KONMPOBAaHUE TMarnok/¢pailioB u JuCcKOB/pa3zienoB. lIporpamMmbl At pe3epBHUPOBAHUS JAHHBIX:
Acronis True Image, Norton Ghost, Paragon Exact Image, Backup to DVD/CD, AP-BackUp..

4.4. Tema 13. OGecnieyeHne 1EIOCTHOCTH MPH Nepeaade HHPOPMAIUH 110 CETIM

anuuieHubie npoTokobl. [Iporokos HTTPS. be3onacHOCTh Mpy MCMOIB30BAHUM TEXHO-JIOTUU
nepenaun JaHHbIX Wi-Fi. Bo3moxnocTn mpocnymmBanus tpaduka agmuHuctpatopom Wi-Fi.
WPA/WEP. Anamus ys3zsumocteit Wi-Fi cereit u npociymmuBanue tpaduka cetu. WPA2..

5. Pazoen 5. Komniexchnole cucmemvi 3auumol uHgopmauuu

5.1. Tema 14. OGecnieueHne aHTUBUPYCHOM 3alIUTHl HH(POPMAITHOHHBIX CUCTEM

ObecnieueHne aHTHBHPYCHOW 3alIUTHI CETEBOM HH(PACTPYKTYphl Ha OCHOBE IPHIIOKEHUI
komnanun «Jlaboparopus Kacnepckoro». Kaspersky® Administration Kit .Pa3BeptoiBanue
AHTUBUPYCHOU 3aITUTHI B CETH MPEATPUSATHSL. .

3.3. Tembl NpPaKTHYECKUX 3AaHATHI
1. 6. I3ydeHne BO3MOXXHOCTEH U HACTPOMKA TPOTrPAMMHOTO MEXCETEBOTO IKPaHa. ;
2. 5. 3yueHue BO3MOXKHOCTEH U HACTPOIIKa anmnapaTHOr0 MEKCETEBOI0 3KpaHa.;
3. 1. TexHonorus 3amUTHI JOKYMEHTOB B mpuioxenusx MS Office.;
4. 3. MexaHu3Mbl KOHTPOJISI LIEJIOCTHOCTH JAHHBIX.;
5. 10. IIpoakTUBHBIE TEXHOJIOTMH AaHTUBUPYCHOM 3aIlIUTHL.;
6. 9. PaGota c nporpaMMHBIM 0OecliedeHUeM I pe3epBHOrO KonupoBaHus Acronis®
Backup & Recovery™ 10 Workstation;
7. 4. Peanu3anus annapaTHOro OJOKHpOBaHUs paboueil cTaHIMM ¢ UCIIOIb30BaHUEM
anmnapaTHOro MOJYJs T0BEpeHHOM 3arpy3ku "Akkopa-AM/I3".;
8. 7. [IpakTHueckoe UCIOIb30BaHUE TPOrpaMMbl apXUBUPOBaHUS TaHHBIX Backup.;
9. 2. Bo3amoxxHOCTH ornepaniMoHHBIX cucteM MS Windows 1o orpaHnyeHuIo npas
HOJIb30BAaTENEH. ;
10. 8. [TocTpoenue u aHanu3 0Tkaz0ycToYnBOCTH RAID-MaccuBOB pa3IMUHBIX TUTIOB..

3.4. Tembl 1a60paTOPHBIX PadoT
1. 5.MexaHu3Mbl KOHTPOJIS TOCTYIA CIIEIIMATU3UPOBAHHBIX CPEJICTB 3alTUTHl HHPOPMAIIUHU OT
HCJI cereBnbix cpeacts u [I9BM.;
2. 4. Mcnonp30BaHKe MPOrPaAMMHO-AMIIAPATHOTO KOMIUIEKCa «AKKOPI».;
3. 3.13y4enne mporpaMMHO-aIapaTHOTO KOMITJIEKCa OMOMETPUUECKON ayTeHTU(DUKAITUN
(BioLink Authentication Center/ Biolink U-Match).;
4. 2.0Opraau3anus JJOTHIECKOro BXoja B onepanuoHHbie cucteMbl MS Windows ¢ moMorisio
anmapaTHbIX KITIOYeH.;
5. 1.AHanu3 ya3BuUMoOCTeN JOCTyIa K onepanoHHbIM cucteMaM MS Windows..

3.5 KoncyabTanumu

Avdumoprle KOHCYyTbmauuu no Kypcoeomy npoeKmv/pa6ome (KIIP)
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1. KoHcynbTanuy HampaBl€Hbl HA BBIMOJHEHUE paA3/IEIOB KYpCOBOTO IMPOEKTa IMOJ
PYKOBOJCTBOM HacTaBHMKa (mpemojaBarensi). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJbTAIlMM pa30mparoTcs Hauboliee BaXKHBIC YAaCTH PACUYCTHBIX 3aJaHWil pasjena
"Pazgen 3. OOecrieueHne AOCTYNHOCTH HMH(POPMAIMM TNPUMEHEHHEM  CPEACTB
IIPOrpaMMHO-aIIapaTHON 3alUTh"

2. KoHcynbramuu HampaBieHbl Ha BBINOJHEHHE pa3lelioB KYpCOBOTO MPOEKTa IO
PYKOBOJCTBOM HacTaBHUKa (mpemojaBarensi). B pamkax dYacoB Ha TpyNIOBBIC
KOHCYJIbTAIIMU pa3OuparoTcsi Hauboyiee BaKHbIE YacCTH pACUYCTHBIX 3aJaHUN paszjena
"Paznmen 4. O6ecrieueHue MeTOCTHOCTH HH(DOPMAIIMK TPUMEHEHUEM CPEJICTB TPOTPaMMHO-
armapaTHoOM 3auThl"

3. KoHcynbramuu HampaBIeHbl Ha BBIOJHEHHWE pPAa3AelioB KypCOBOTO TIPOEKTa TOJ
PYKOBOJCTBOM HAacTaBHMKa (mpemojaBareis). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJbTAllUM pa30uparoTcs HamboJiee BaXKHBIC YAaCTH PACUYCTHBIX 3aJaHWil pasjiena
"Paznen 5. KommiekcHbIe CUCTEMBI 3alMThl HHpOpMarun"”

I pynnosvie koncyromayuu no pazoeiam oucyuniunst (I'K)

=

OO6cyxenre MaTepuanos 1o keiicam pasnena "Pa3nen 1. Beenenue"

2. OOcyxnenne MarepuaqioB 1o keiicam pasgena "Pazmen 2. OOecmneueHwue
KOH(UISHIIMATBHOCTH JOCTyNMa K HH(POpPMAIMH CPEACTBAMU OMEPAIMOHHBIX CHUCTEM H
I10JIb30BATEIbCKUX MPUIIOKEHUN"

3. OOcyxaenue marepuasioB mo keiicam pazgena "Pasmen 3. ObecreueHue MOCTYMHOCTH
nH(OpPMAIMY TPUMEHEHUEM CPEJICTB MPOTPaAMMHO-AIAPATHOHN 3aIUThI"

4. OOcyxaeHue marepuanoB Mo keiicam pasnena "Pazmen 4. OOecriedeHue LEIOCTHOCTU
nH(OpPMAIINY TPUMEHEHUEM CPEJICTB MPOTPaAMMHO-AIaPATHOHN 3aIIUThI"

5. OOcyxaeHue MaTepuanos 1o keiicam paszzaena "Paznen 5. KoMruiekcHbie CUCTEMBI 3aLTUTHI

nHpopmanun"

Hnousuoyanvuvle koncyromayuy no Kypcosomy npoemy /pabome (MKKII)

1. Koncympranmm mpoBomsaTca mo pazgeny '"Pazgen 3. OOecnedenuwe JAOCTYIMHOCTH
nH(pOpMaLIUY TPUMEHEHUEM CPEJICTB MPOTrpaMMHO-aNMapaTHOM 3auTh"
2. Koncymprammmu mpoBoaarcs 1o pasgeny "Pazmen 4. OOecredeHne 1EIOCTHOCTH
nH(pOpMaLIUY TPUMEHEHUEM CPEJICTB MPOTrpaMMHO-aNMapaTHOM 3aUTh"
3. Koncynprammu npoBoasrcs mo pasneny "Pasmen 5. KoMIUIeKCHBIE CHCTEMBI 3alTUTHI
uHpopmanun"
Texywuti konmpoas (TK)

1. KoHcynpTanuu HampaBjieHbl Ha MOJyYeHWE UHAMBUAYAIBHOTO 3aaHUs JUIsl BHIIOJIHEHHS
KOHTPOJIbHBIX MEponpusTHii no pazaeny "Pasgen 1. Beenenune"

2. KoHcynbTanuu HampapieHbl Ha MOJyYeHHE WHAWBUIYAIbHOTO 3a/laHUs JUUIsl BBIIIOJHEHUS
KOHTPOJIBHBIX MeporpusaTuii o paszaeny "Pazgen 2. Obecneuenrne KOHPUIACHIINATBHOCTH
JIocTyna K HWHGOpMAalMK CPEACTBAMU ONEPAIMOHHBIX CHCTEM M IOJIb30BaTEIbCKUX
MpUIIOKEeHUI"

3. Koncynpranum HampapieHbl Ha MOJyY€HHE WHIUBHYaIbHOTO 3aJaHUs JJISI BHITOJIHEHHS
KOHTPOJIBHBIX ~MeporpusitTuii 1o pazaeny "Pazgen 3. OOecnedeHune TOCTYIMHOCTH
nHpOpMaIUY TPUMEHEHUEM CPEJICTB IPOrPaMMHO-ANIAPaTHOMN 3aluTh"

4. KoHCynbTallUM HaIpaBJIEHbl Ha MOJTYYeHHE WHIUBUIYATbHOTO 3a/aHUs JUIsSl BBITOJIHEHUS
KOHTPOJIbHBIX MeponpusTuii 1o pasneny "Pazgen 4. OOecrieyeHue LEIOCTHOCTH
nH(pOpMaLUY TPUMEHEHUEM CPEJCTB MPOTrpaMMHO-aNapaTHOM 3amuThl"

5. KoHcynbranuu HampapieHbl Ha MOJyYeHHE WHAWBUYaTbHOTO 33JaHUs JJIS BBITOJTHEHHS
KOHTPOJIBHBIX MepomnpuaTui no paszaeny '"Pazmen 5. KommiiekcHble CUCTEMBI 3alUTHI
uHpopmanun"

3.6 TemaTuka KypcoOBBIX MPOEKTOB/KYPCOBBIX padoT
7 Cemectp
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Kypcosas pabora (KP)

Tewmsr:

- AMI3 «AKKOpI».

- [Iporpammusiii mpoaykT SecretNet

- [Iporpammusiii mpoaykt DeviceLock

- CpenctBo bmomeTrpuueckoit ayreHTudukanuu BioLink
I'pa¢uk BbINOJIHEHHUS] KYPCOBOI'O MPOEKTA

Henens 1-6 7-10 |11-14 | 3auerHas

Pasnen 1,2,3,11,2,3, |1, 2,3, | 3amura

KYpPCOBOT'O 4 4 4 KypCOBOI'O

MPOEKTA MPOEKTa

O0beM 40 40 20 -

paznena, %

Brimonuenusiii | 40 80 100 -

00BeM

HapacTaruuM

uroromM, %

Howmep paznena | Paznen kypcoBoro npoekra

1 Pazpgen 1. Onmcanne o0ObeKTa aHAIM3a

2 Paznen 2. Onucanue JOCTOMHCTB U HEJOCTATKOB 00BbEKTA aHAIN3a
3 Pasnen 3. Pa3zpaboTka npoekTa nporpammHo-anmnaparHoii 3amurel JIBC
4 Paznen 4. 3akimoucHue




3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3ariaHupOBaHHbIE PE3YIbTAaThl 00YUYEHNUS 110
THCIUTIIIMHE
(B COOTBETCTBUH C pa3zeiioM 1)

Kol nHIMKaTOPOB

Howmep paznena
JTCUUILTAHEI (B
COOTBETCTBHUH C

n.3.1)

1]2]3]4]5

O1eHOYHOE CPEIICTBO
(T ¥ HAUMEHOBAHUE)

3HATh:

OCHOBHBIE PYKOBOJIIIKE ITPABOBBIE, METOAUYECKUE, U
HOPMAaTHBHBIE IOKYMEHTHI 110 POTPAMMHO-
anmnapaTHOM 3amuTe HHPOpMALUH

OIIK-3(Kommnerenius)

Kontponbnas pabora/KonTpoasHas pabora
Nel. «Obecneuenne KOHPUACHIHATEHOCTH
JIocTyna K “iHQpOpMaIi cpeicTBaMu
OTIEPALIMOHHBIX CHCTEM H MOJIb30BATEIBCKIX
MIPUITOKEHU )

OCHOBHBIE TEOPETUYECKHE CBECHHUS: CYIIHOCTb, IIETIH,
3a71a4M ¥ MPUHIHITEI IPOTrPaMMHO-aIIapaTHON
3alUThl HH(POPMAITHN

ITK-1(Komnerenuus)

Pedepar/3amura naboparoproit paboter Nel;
3amuTa nadopatopHoii padoTsl Ne2; 3amuTa
nabopaTopHoi padboTsl Ne3; 3amura
pedepara

KonTponbnas padota/KonTposbHas pabota
Ne2. «Obecnedenue 10CTYIHOCTH
nHpOpPMAIIUY IPUMEHEHUEM CPEJICTB
MPOrPaMMHO-aIMAPATHON 3aIUTHI)

OCHOBHBIE PYKOBO/ISIIIIME IPABOBBIE, METOTUYECKHUE, U
HOpPMAaTHBHBIE TPEOOBAHUS 110 OLEHKE 3aIUIIEHHOCTH
CpeACTB POTPaMMHO-aNapaTHON 3aIIUTHI
uHpopMauu

[TK-5(Kommnerentus)

KonTponbhas padota/KonTposbHas paboTa
Ne3. «Obecneuenue 10CTYyIHOCTH
nHpOpPMAIIUY IPUMEHEHUEM CPEJICTB
IPOrpaMMHO-aINNapaTHON 3aIIUThDY

nepeyeHb, Kinaccuukaiuio, NPpUHIUNI JeHCTBUS
IIPOrpaMMHO-AINaPaTHBIX CPEACTB 3aIUTHI
uH(popManun

[TK-6(Kommnerenius)

KonTponbhas padora/KonTposbHas padoTa
Ned. «Obecneuenue 1EIOCTHOCTH AOCTYIA K
nH(popMaIUu CpeCTBAMHU OTIEPAITMOHHBIX
CHCTEM M I0JIb30BaTENbCKUX MPUIOKEHUI

KonTponbnas pabora/KontposbHas paboTa
Ne5. «Obecneuenue 1EIOCTHOCTH AOCTYIA K
nH(poOpMaIUu CpeCTBAMHU OTIEPAITMOHHBIX
CHCTEM M T10JIb30BaTENIbCKUX MPUIIOKEHUI
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METO/IbI OLIEHKU 3P (HEKTUBHOCTH MEP MPOTrPaMMHO-
anmapaTHOM 3alIUThl HHPOPMALIUN

[NK-7(KoMmnereniius)

KoHntponbhas pabora/3amura 1a60paTopHBIX
pabot Ne4; 3amuTa mabopaTopHBIX padoT
No5; KonTponbsHas padora Ne7.
«KommiekcHbIe perieHus IporpaMMHO-
anmnapaTHOM 3alUThD»

Konrponsnas pabora/Konrposnbnas padora
No6. «KoMIutekcHbIE pereHust IporpaMMHO-
arrnapaTHOM 3aUThDY

IIporpaMMHO-aIlIIapaTHbIC CPpCACTBA obecreyeHus
3alllUThI I/IH(l)OpMaHI/II/I ABTOMATU3HNPOBAHHBLIX CUCTEM

[1CK-2(KomneTeHmusi)

Kontponbnas pabora/KonTpoasHas padbora
Nel. «Obecneuenne KOHPUACHIHATEHOCTH
JocTyna K “iHQpOpMaIi cpeicTBaMU
OTIEPALIMOHHBIX CHCTEM H MOJIb30BaTEIbCKIX
MIPUITOKEHU

YMmerh:

BBISIBJISATh M OLICHUBATh YTPO3bl 0€30MaCHOCTH
nH(GOpPMAIUY B KOHKPETHBIX KOMITBIOTEPHBIX
CUCTEMAaxX, a TAK)KE OLIEHUBATH CTEIICHDb UX
AKTYaJIbHOCTH

OIIK-3(KomneTenius)

Pedepar/3amura naboparoproit pabotsr Nel;
3amuTa 1abopaTopHoii paboTel Ne2; 3amura
naboparopHoit pabotsl Ne3; 3amura

pedepara
Konrponsnas pabora/KontposabHas pabora
Ne2. «O0ecneueHre JOCTYITHOCTH

nH(pOpMaIIU TPUMEHEHUEM CPEICTB
MPOTPAMMHO-ANIAPATHON 3aUTHI»

MIPOU3BOIUTH BHIOOP MPOrpaMMHO-aNapaTHBIX
CPEJICTB 3alIUTHI MH(POPMAITUHU TSI HCTIOTB30BAHUS X
B COCTaBE aBTOMATU3UPOBAHHON CHCTEMBI C LIENIbIO
o0ecniedyeHus TpeOyeMoro ypoBHs 3alIMILEHHOCTH
nH(pOpMalUK B aBTOMATU3HPOBAHHON CUCTEME

[TK-1(Kommnerenius)

Konrponsnas pabora/KonrponbsHas padora
Nel. «OGecneuenre KOHQUACHIIMATBHOCTU
J0CTyMa K MH(pOPMaIUN CpeICTBAMU
OTIEPAIMOHHBIX CHCTEM M TIOJIh30BATEIHCKIX
IIPUIIOKEHUI

OpPraHU30BBIBATH MPOLIECC ATTECTALIMH O0BEKTOB
nH(popMaTu3anuy no TpeboBaHus 6€30MacCHOCTH
uHpOpMaLUU U pa3padaThIBaTh JOKYMEHTAIbHOE
o0ecrnieuyeHue

[TK-5(Kommereniius)

Konrponsnas pabora/KontposibHas pabora
No5. «O6ecneueHue 1eOCTHOCTH AOCTYyMA K
MH(pOPMALIUU CPEICTBAMH OIepaIlHOHHBIX
CHCTEM M TOJIb30BATEILCKUX MPUIIOKCHUI)

BBIIIOJIHATH ACMCTBUS I10 YCTAHOBKC,

ITK-6(Kommnerenius)

Konrponsnas pabora/KontposibHas pabora
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KOH(UTYPHUPOBAHUIO U HACTPOMKE MPOTrPaMMHO-
anmapaTHBIX CPEICTB 3aIIUTH HHYOpMAIHH

Ne3. «O6ecnieueHue 1OCTYITHOCTH
nH(pOpMaIUY TPUMEHEHUEM CPEICTB
MIPOrpaMMHO-aNMapaTHON 3aIIUThI

OIPCACIIAThL MCTOAbI YIIPABJIICHUA JOCTYIIOM, THIIBI
AOCTYIIA U ITPpaBUJIa pasrpaHUYCHUA JOCTYIIA K
00BEKTaM A0CTYyIIa, NOAJICKAIIUM pPCaIn3allun B
aBTOMaTHSHpOBaHHOﬁ CHUCTEME

[MK-7(KomMnereniius)

Konrponsnas pabora/Konrponbnas padora
Nel. «O6ecneyenue KOHGUICHIIUATEHOCTH
JocTyna K HHQOpMAaIK CPeICTBAMU
OTEPAIMOHHBIX CUCTEM H IOJIb30BATEIbCKUX
IIPUIIOKEHU I

MIPUMEHSATDH IMPOTPAMMHBIE CPEJICTBA CUCTEMHOTO,
MIPUKJIATHOTO M CIICITUAIIBHOTO HA3HAYCHHUS JISI
obecniedeHus 6e30mMacHOro GyHKIIMOHUPOBAHUS
00BEKTOB MpOoMBINIUIEHHOCTH ¢ dneMeHTamu ACY TII

[1CK-2(KomneTenuusi)

KonTponbhast pabota/3aiura 1a60paTopHBIX
pabot Ne4; 3amura 1abopatopHbIX paboT
Ne5; KontpomnbHas paborta No7.
«KommiekcHbIe penieHus mporpaMMHO-
anmnapaTHOM 3alUThD»

Konrponsnas padora/Konrponsnas padora
No6. «KoMruiekcHble pereHus: IporpaMMHoO-
arrnapaTHOM 3alUThDY
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

Dopma peanuzaruu: [lncemennas padota
1. Konrponbnas padora Nel. «Ob6ecnieuenne KOHQUICHIMAIBHOCTU I0CTYNa K HHPOpMauu
CpEICTBAMU OIEPAIIMOHHBIX CUCTEM U MOJIb30BaTENbCKUX MpHIokeHn» (KoHnTponbHas
pabora)
2. KontponbHas padorta Ne2. «ObecrneueHrne JoCTYITHOCTH HH(OpMAIIUK TPUMEHEHUEM
CPEICTB IIporpaMMHo-annaparoi 3amurte (KoHtpoisbHas padoTa)
3. Kontponbnas pabota Ne3. «Obecnedenne qOCTYMTHOCTH HHPOPMAIUU IPUMEHEHHEM
CPEJCTB IIporpaMMHo-annaparHoi 3amute (KoHtposbHas padoTa)

Dopma peanuzanuu: [IpoBepka 3axanus
1. 3amuTa naboparopHoit pabotsl Nel; 3amura nadoparopHoit padotsl Ne2; 3amura
naboparopHoit pabotel Ne3; 3ammura pedepara (Pedepar)

7 cemecTp

Dopma peanuszauuu: ITucbmenHas padora
1. 3ammTa naboparopusix paboT Ne4; 3ammra nabopaTopHbix padot Ne5; KonTponbsHas padbora
Ne7. «KommiekcHble perieHus mporpaMMHo-anmnapatioi 3amursn (KontponsHas paboTa)
2. Kontponbnas padora Ned. «O6ecriedeHne eT0CTHOCTH IOCTYIa K MHPOpMauu
CpeACTBaMU OIEPALMOHHBIX CUCTEM U IOJb30BATENbCKUX NMpHIIoKeHHiD» (KoHTponbpHas
pabora)
3. KontponbHas pabota Ne5. «Obecnedyenue eI0CTHOCTH JOCTyna K UH(opMaruu
CpeACTBaMH OIEPAIMOHHBIX CHCTEM U TIOJIh30BATENbCKHUX MpHIIokeHwiD» (KoHTponmpHast
paborta)
4. KonrtponbHas padora Ne6. «KoMmIuieKCHbIE peleHus] IpOorpaMMHO-aIapaTHON 3alUTh)
(KonTponbeHas padota)

bannbHO-pedTHHTOBasA CTPYKTYpa AUCLMUILIUHBI SBISETCS NPUIOKEHUEM A.
bannpHO-peHTHHrOBast CTPYKTYpa KypCcOBOW pabOTHI sABJIsIETCS puiiokeHueM b.

4.2 IIpoMe:KyTOYHasI ATTECTALUSA 10 M CIHIIJIMHE

3auem c oyenxoti (Cemecmp Neb6)
Onenka ompenensieTcss B cOOTBETCTBUM ¢ [lonokeHuem o OaibHO-PEHTHMHIOBOM cHUCTEME AJs
crynenroB HIY «MOW» Ha 0CHOBaHMHU CEMECTPOBOM M 3a4€THOM COCTABIISOIINX.

Oxzamen (Cemecmp Ne7)
Onenka ompenensieTcsi B COOTBETCTBUU ¢ [lomokeHneM o OalTbHO-PEUTHHTOBOM CHUCTEME ISt
crtynentoB HUY «MOW» Ha 0CHOBaHMM CEMECTPOBOM M dK3aMEHAILIMOHHOM COCTABIISIOIINX.

Kypcosas paboma (KP) (Cemecmp Ne7)
Ornenka ompezensercss B cooTBETCTBUU ¢ [lomoxeHnem o OauIbHO-PEUTHHTOBON CHCTEME IS
cryaenToB H1Y «M3OW» Ha OCHOBaHUM CEMECTPOBOM U IK3aMEHAIIMOHHON COCTABJISIONMINX.

B numiom BeICTaBIsS€TCS OLIEHKA 3a 7 CCMECTD.
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I[Ipumeuyanue: OnieHOYHBIE MAaTEPUANTBI IO JUCIHUILIMHE TPUBEIEHBI B (DOH/IEC OIICHOYHBIX
marepuasioB OITOII.

5. YYEBHO-METOANYECKOE OBECIIEYHEHUE JUCHUIIJINHBI

5.1 IleyaTHbIe U JIEKTPOHHbIE U3TAHUSA:

1. Xopes, I1. b. [IporpamMuo-anmnapaTHas 3aiuTa HHPOpPMaLuH : yueOHOe mocodue s By30B 110
HarnpasieHusM "Mudopmarnmonnas 6e3onacHocTs" 1 "MHbOpMaTHKa U BEIYUCIUTEIbHAS TEXHUKA"
/T1. B. XopeB . — M. : ®opym, 2011 . — 352 c. — (Beiciee oopazoBanue) . - ISBN 978-5-91134-353-
8.

2. Xopes, I1. b. [IporpammHo-anmnapaTtHas 3auTa HHGOPMALKK : yaeOHOE TOCOOHe Il By30B IO
HarpasieHusM "Mudopmarnmonnas 6e3onacHocTs" U "MHBOpMaTHKa U BEIYUCIUTEIbHAS TEXHUKA"
/T1. B. XopeB . — M. : ®opym, 2013 . — 352 c. — (Briciee oopazoBanue) . - ISBN 978-5-91134-353-
8.;

3. Xopes, I1. b. IlporpamMHuo-anmnapaTHas 3ammra HHGOpMaun : yuebHoe mocodue ajs By30B 110
HarnpasieHusM "Mudopmanmonnas 6e3onacHocTs" 1 "MHGOpMaTHKa U BEIYMCIUTEIbHAS TEXHUKA"
/T1. B. XopeB . — M. : ®opym, 2012 . — 352 c. — (Bricmee oopazoBanue) . - ISBN 978-5-91134-353-
8.

4. lymikun A. B., bapcykos O. M., Kpasuos E. B., Cnasuos K. B.- "[Iporpammuo-anmnaparabsie
cpencTBa obecnieuenus nHpopManoHHou 6e3omacHoctu", MU3narenscTBo: "["opsayas IuHUA-
Tenexom", Mocksa, 2018 - (248 c.)

https://e.lanbook.com/book/111053;

5.10. 1O. I'pomos, O. I'. Banoga, K. B. Ctapony6os, A. A. Kaabikos- "[IporpamMHo-annapaTHbie
CpeICTBA 3alUTH HHPOpPMAIIMOHHBIX cucteM", M3natenscTBo: "TamMO0BCKHii rocy1apcTBEHHBIN
texanuyeckuid ynusepcutet (TT'TY)", Tam60B, 2017 - (194 ¢.)
https://biblioclub.ru/index.php?page=book&id=499013.

5.2 JIuueH31M0HHOE  CBOOO/IHO PAacPOCTPaHsieMoe MPOrpaMMHoOe odecreyeHme:
1. CO "IIpomereit”;

2. Oftice / Poccuiickuii makeT 0(UCHBIX IPOrpamm;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Maiing Buneokongepenuuu;

5. Windows Server / CepBepHas omnepalmoHHasl cuctema cemerictsa Linux.

5.3 UaTepHeT-pecypcesl, BKIIOYas NPoecCHOHAIbHBIC 0a3bI JaHHBIX H HH(POPMAIIMOHHO-
CIIPaBOYHBIC CUCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcuTeTcKkas 6u0JM0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. JIeKTPOHHBIE pecypchbl H3IaTeabcTBa Springer - https://link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com

7. 93BC "KoncyabsTanT crygenra' - hitp://www.studentlibrary.ru/

8. Daexkrponnasi oudauoreka MOU (36 MIMN) - http://elib.mpei.ru/login.php

9. IMopTana oTKPHITHIX AaHHBbIX Poccuiickoii ®@exepaunu - https://data.gov.ru

10. ba3a oTKpBITHIX JaHHBIX MUHUCTEPCTBA TPY/Ia U COUUANBbHOI 3aUTHI PD -
https://rosmintrud.ru/opendata

11. Ba3a OTKPBITHIX IaHHBIX NPO(ecCHOHANBHBIX CTAHAAPTOB MHHHCTEPCTBA TPYAA H
conuaabHoi 3aumthl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/
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12. Ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMHYECKOro pa3putus P® -
http://www.economy.gov.ru
13. Ba3a oTKpbITHIX 1aHHBIX PocmumonuTopunra - http://www.fedsfm.ru/opendata
14. DyaexTpoHHasi OTKpbITasi 6a3a nanHbIX '"Polpred.com O630p CMHU" -

https://www.polpred.com

15. Uudopmanuonno-cnpapounas cucrema «Kogexe/Texakenepr» - Hitp:\\proinfosoft.ru;

http://docs.cntd.ru/

16. HauMoHaIbHBII mOpTAaJI OHIAlH 00yueHus: «OTKpbITOE 00pa3zoBanue» - https://openedu.ru
17. Opunnanbubii caiit @e1epaabHOI0 areHTCTBA M0 TEXHUYECKOMY PeryJinpoBaHHI0 U

meTpoJioruu - http://protect.gost.ru/
18. OTkpbITasi yauBepcuTerckas nnpopmanuonnas cucrema «POCCHUSA» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun noMemeHunst Homep aynuropun, OcHanenue
HAHMEHOBaHUe
Y4eOHble ayIuTOpUN H-204, Yuebnas rapTa co CKaMbeH, CTOJ IIPENOJABATEIS,
JUISL IPOBEJICHUS ayIUTOpHUs cTyJ, TpuOyHa, 10CKa MEJIOBasi, KOJIOHKU

JICKIMOHHBIX 3aHATUH U
TEKYIIETO KOHTPOJIA

3BYKOBBIE, MYJIbTUMEIUNHBIN IPOEKTOD,
JKpaH

K-601, Yuebnas
ayTUTOpUS

napTa co CKaMbei, CTOJI Mperno/iaBaTes,
CTYJ, TpUOyHa, 0CKa MeJloBas,
MYJIbTUMEAUNHBINA TPOEKTOP, IKpaH

VY4eOHble ayuTopun
JUISl IPOBEJICHUS
MPAKTUYECKUX 3aHITUH,
KP u KII

M-503, Yuebuas
nabopaTopus
"IIporpaMMHo-amnnaparHas
CpEICTBA 3aIIUTHI

napTa, CTOJ MPEToAaBaTelis, CTyJI, mKag
JUISL XpaHEHUs] UHBEHTaps, KOMIIbIOTEPHAS
ceTh ¢ BbIXoJ0M B MHTEpHET, MOCKa
MapKepHasi, CepBep, KOMIbIOTED

uHpopmanun" IIEPCOHAJIBHBIN, KOHAUIMOHED
VY4eOHble ayIUTOPUH M-503, Yuebnas napTa, CTOJ MpernoaaBaTeis, CTyl, mKag
JUIS TIPOBEIEHUS naboparopus JUISl XpaHEHUsI HHBEHTapsl, KOMIIbIOTEpHAs

71a00paTOPHBIX 3aHATUH

"IIporpaMMHoO-annaparHas
CpeACTBa 3aIIUTHI

CETh C BbIXOJOM B MIHTEpHET, 10CKa
MapKepHasi, cepBep, KOMIBIOTEP

uHpopmanun" NEPCOHAIbHBIN, KOHIUIOHED
VY4eOHble aynuTopun M-503, YuebHnas napTa, CTOJ MpenoiaBarTess, CTyJ, mKad
JUIS IPOBE/ICHUS nabopaTopus JUIs XpaHEHUs1 MHBEHTaps, KOMITbIOTEpHast

IIPOMEKYTOUHON
aTTecTaluu

"IIporpaMMHoO-amnnaparHas
CPEICTBA 3aIMUThI

ceTh ¢ BbIX0JI0M B MIHTEpHET, 10CcKa
MapKepHasi, CEpBep, KOMIIBIOTED

uHpopmanun" IIEPCOHAJIBHBIN, KOHAUIMOHED
K-120, MamuHHBIH 3a1 cepBep, KOHAULMOHED
MBI

Ilomemmenus misa
CaMOCTOSITEIILHOU
paboTHI

HTB-303, KomnerotepHslii
YUTAIBHBINA 3a11

CTOJI KOMITBIOTEPHBIN, CTYJI, CTOII
MMACbMEHHBIN, BEIIAIKA ISl OJEXKIBI,
KOMIIBIOTEPHAs! CETh C BBIXOAOM B
HHTepHeT, KOMIIBIOTEDP NMEPCOHAIBHBIN,
IIPUHTEDP, KOHIULIMOHED

K-307, Yuebnas
naboparopus "OTKpbITOE
MpOrpaMMHOE
obecnieyenue"

CTOJI IIPENOaBATENs], CTOJI
KOMIIBIOTEPHBIH, CTOJN Y4eOHBIH, CTYI,
BEIIAJIKA JUIs O1€XKIbl, TyMOa,
KOMIIBIOTEPHAs! CETh C BBIXOAOM B
WHTepHeT, MyIbTUMEIUUHBINA TPOEKTOP,
JKpaH, JOCKa MapKepHasi, CepBep,
KOMIIBIOTEP NEPCOHATIBHBIN, KOHIUIIHOHED
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K-302, Yyebnas
nabopaTopus
"UndopmanimoHHO-
AHATUTUYCCKUE
TEXHOJOTUM"

CTOJI IPENOaBATENs, CTOJI
KOMIIBIOTEPHBIN, CTYJI, MyJIbTUMEAUMHBIN
IIPOEKTOP, DKPaH, JOCKa MapKepHas,
cepBep, KOMIIBIOTEP NIEPCOHANIBHBIN,
KOHIUILIMOHED

ITomemmenust misa
KOHCYJIbTUPOBAHUS

A-300, YuecbOnas
ayautopus "A"

Kpecio pabouee, mapra, CTeJUIax, CTOJ
IpernojiaBaTess, CToa yueOHblIH, CTyI,
TpubyHa, MUKPO(DOH, MYITbTHMEIUHHBIHI
IIPOEKTOP, PKpaH, JOCKa MapKepHas,
KOJIOHKH, TEXHUYECKas almaparypa,
KOHIULIMOHED, TEJIECBU30D

Ilomemmenust misa
XpaHEHUst
000pyI0BaHUS U
yueOHOT0 UHBEHTaPs

K-202/2, Cxman xademnpbl
BUT

CTeIUIaX MJIsi XpaHEHUs] MHBEHTAps, CTO,
cTyJ, mKad I JOKYMEHTOB, Kad 1Is
XpaHEHUsl UHBEHTAps, TyMOa, 3aracHbIe

KOMILIEKTYIOIIHE JJ1s1 000PYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

[IporpammHo-anmnapaTHbie CpeCTBA 3aIUTHI MTHGOPMALIUH

(Ha3BaHME AUCIMILIMHBI)
6 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:

KM-1 KontpoasHas pabora Nel. «ObecnieueHne KOHPUACHIIMATBHOCTH JIOCTYIAa K HHGOPMAIH
CPEIICTBAMU OIEPAIIMOHHBIX CUCTEM U TMOJIb30BaTEIbCKUX MpHiiokeHuin» (KonTpoapHas padora)

KM-2 KontpoasHas pabota Ne2. «ObecrnieueHrne J0CTYIMHOCTH HHDOPMAIIUU TPUMEHEHUEM CPEJICTB
porpaMMHo-ammnaparHoi 3amurb» (KontpoisbHas padoTa)

KM-3 KontpoasHas pabota Ne3. «ObecrnieueHrne 10CTYIMHOCTH HHDOPMAIIUU TPUMEHEHUEM CPEJICTB
nporpammHo-anmnapatHou 3amute (Kontponbhas padota)

KM-4 3ammra naboparopnoit pabotsl Nel; 3ammura naboparoproii padotsl Ne2; 3amura 1abopaTopHOit
paboter Ne3; 3amura pedepara (Pedepar)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4eT C OLIEHKOM.

Wunekc KM- | KM- | KM- | KM-
Howep Paznen aucuumimabl KM: L 2 3 4
paszena Henens 4 8 12 15
KM:
1 Pasnen 1. Beenenue
11 Tema 1. KonuenTyanbHble OCHOBBI HHPOPMALIMOHHOM +
] 0€30I1aCHOCTH
12 Tema 2. OcHOBHBIE OHATHUS IPOrPaMMHO-aIapaTHON +
] 3alUThl HH(OpMAIUH
Paznen 2. Obecneuenne KOHDUIESHIIMATBHOCTH JOCTYTIA K
2 UH(OPMALIUU CPEICTBAMH ONEPAIIMOHHBIX CUCTEM U
II0JIb30BATEIbCKUX PHIIOKEHUN
21 Tema 3. Mexanusmsbl obecrieueHust KOH(QUIEHITMATbHOCTH +
JI0CTyTa K MH(GOPMaIIUN Ha YPOBHE ONEPAIIMOHHBIX CUCTEM
29 Tema 4. Mexanu3msbl oOecrieueHus1 KOH(UIEHIINATbHOCTH +
JIOCTyTa K MH(GOpMaIIMN Ha YPOBHE NMPUIIOKEHUI
23 Tema 5. [IporpammHoO-anmapaTHbie CpeIcTBa +
KpUnrorpaguyeckoi 3amuThl HHPOPMALIUU
24 Tema 6. O0GecnieueHne KOH(GUIESHIIMATBHOCTH HH(OpMaLIUU B +
IP-ceTsix
3 Paznen 3. O0ecnevenre JOCTYMHOCTH UH(DOpMALIUH
IPUMEHEHHEM CPEICTB NPOrpaMMHO-alapaTHOMN 3aIlUuThI
31 Tema 7. OGecrnieuenue Z0CTYNHOCTH nHpopmarmu + + +
CPEJCTBAaMU OIIEPAILIMIOHHON CHCTEMBI
39 Tema 8. OOpaboTtka nHpopmManuu Ha pabounX CTAHLIUAX U + + +
o0ecrieyeHne ee T0CTYIMHOCTH
33 Tema 9. ObGecnieuenue JOCTYITHOCTH UH(OpMAIIH B + + +
JIOKAJIBHBIX CETSIX
Bec KM, %: | 25 25 25 | 25
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7 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONPUATHI TEKYIIIET0 KOHTPOJISL YCIIEBA€MOCTH 10 M CHUILIHHE:

KonTponbhas padota Ne4. «Obecrniedenre 1e10CTHOCTU JOCTYIA K UH(POpMAaLMK CpeicTBaMu
OTIEPAIIMOHHBIX CUCTEM H T0JIb30BATEIBCKUX MpUiokeHuin» (KontpoiapHas padora)
KonTponbnas padorta Ne5. «Obecrnedenne 11e10CTHOCTU JOCTYIA K UH(POpMALIMK CpeicTBaMuU
OTIEPAIIMOHHBIX CUCTEM H IOJIb30BATENLCKUX Mprioxeruin» (KoHnTponsHas pabora)
Kontposbnas padota Ne6. «KoMIiekcHbIe pelieHus: IporpaMMHO-anapaTHON 3aIuThI)

KM-5

KM-6

KM-7

KM-8

(KontpomnpsHas pabota)

3ammura madopaTopHbIX padot Ne4; 3amura mabopatopubix padot NeS; KorrponpHas padota
Ne7. «KomrIiekcHbIe pemeHus mporpaMMHO-anmapaTHoi 3amuTe (KontponsHas pabota)

Buj npome:xyTo4HOI aTTecTalMu — JK3aMeEH.

Nunekc KM- | KM- | KM- | KM-
Howep Pa3znen nucuumninHb KM: > 6 ! 8
pasjaena Henens 4 8 12 15
KM:
1 Paznen 4. OGecnieueHue 1eNOCTHOCTH UHPOPMAITTT
MIPUMEHEHUEM CPEACTB MPOrPAMMHO-AIIAPATHOMN 3aIUThI
1.1 Tema 10. MexaHu3Mbl KOHTPOJISI IETTOCTHOCTH JaHHBIX + +
12 Tema 11. O6ecnieueHue 1EIOCTHOCTH HHPOPMAITII + +
' CpE/ICTBaMU ONEPAIIMOHHON CUCTEMBI
13 Tema 12. O6ecnieueHune MEIOCTHOCTH HHHOPMAITHH C + +
' MTOMOIIIbIO TPOTrPAMMHBIX U alllapaTHBIX CPEJICTB
14 Tema 13. O6ecnieueHue 1EIOCTHOCTH TIPH Mepeade + +
' MH(OpMaIUU IO CETSIM
2 Paznen 5. KommiekcHble cucTeMBbl 3alIMTHI HH(DOpMAaLIUu
21 Tema 14. ObecnieueHue aHTUBUPYCHOM 3aIUTHI + + +
' MH(POPMALMOHHBIX CHCTEM
Bec KM, %: | 25 25 25 25
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BAJLJIbHO-PEUTUHIOBASI CTPYKTYPA

IIpuioxenue b

KYPCOBOI'O ITPOEKTA/PABOTHI 1O IUCIUAIIVIMHE

[IporpammHo-anmnapaTHbie CpeCTBA 3aIIUTH HTHGOPMALIUH

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

Hepeqenb KOHTPOJ/IbHBIX MEPOHPHﬂTI/Iﬁ TEKYIIEIr0 KOHTPOJAHA YCIIEBA€eMOCTH 110 KprOBOﬁ

padore:

KM-1 Cobmonenue rpaduka Boimonnenus: KI1
KM-2 Ouenka semmongesus KI1
KM-3 Onenka opopminenus KII

Bujx npome:xyTouHoii arrecranmu — 3amura KP.

Nunekc KM- | KM- | KM-
Homep Pas e kypcoBoro rnmpoexkTa/KypcoBoi paOOoThl KM: 1 2 3
paszena AICILKYP p yp P Henens 6 10 14
KM:
1 Pasnen 1. Onucanue o0ObeKTa aHaIM3a + + +
2 Pasgen 2. Onucanne JOCTOMHCTB U HEAOCTATKOB 00BEKTA aHAIN3a + + +
3 Paznen 3. PazpaboTka mpoekTa nmporpaMMHO-amapaTHOM 3aIUThI + + +
JIBC
4 Paznen 4. 3axmrouenue + + +
Bec KM, %: | 40 40 20
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