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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembIe y 00yJaronierocsi KOMIETSHIIUH:
1. [TK-3 CnocoOHOCTBIO aIMUHUCTPUPOBATH MOJICUCTEMBI HHGOPMAITMOHHON O€30MaCHOCTH

00BeKTA 3aIUTHI

2. I1K-10 CriocoGHOCTBIO MPOBOANTE aHATIHN3 HH()OPMAIIHOHHON 06€301MacHOCTH 0OOBEKTOB U
CHCTEM Ha COOTBETCTBHE TPEOOBAHHUSM CTAH/IAPTOB B 00JaCTH MH(POPMALIMOHHOI O€30MacHOCTH

3. IICK-1 Croco6HOCTh aAMUHUCTPUPOBATH MOJCUCTEMbI HHPOPMAIIMOHHOM 0€301aCHOCTH
00BeKTOB, 00beKThI SHepreTuku KBO PO, sxcrutyarupyromue ACY TIT

" BKIIFOYACT.

JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

DPopma peanmsanuu: [Iposepka 3ananus
1. KM-1 (Cemunap)
2. KM-2 (CemuHap)
3. KM-3 (Cemunap)
4. KM-4 (Cemunap)
5. KM-5 (Cemunap)

BPC aucuunjainubl

8 cemectp
Beca KOHTPOJIBHBIX MEPONIPUATHIL, %o
Wnpnexc KM- | KM- | KM- | KM- | KM-
Paznen qucuumimHbl KM- 1 5 3 4 5

Cpox KM: | 4 6 8 12 | 15

TeopeTnueckne OCHOBBI KOMIIBIOTEPHOTO ayAUTa
06e30MacHOCTH UH()OPMAIIMOHHBIX CUCTEM

TeopeTquCKHe OCHOBBI KOMIIBIOTCPHOT'O ayJIuTa

+ + +
0€301acCHOCTH HH(POPMALIMOHHBIX CHCTEM
TexHOJIOrMH KOMIBIOTEPHOTO ayAuTa
TexHOJIOrMH KOMIBIOTEPHOTO ayAuTa + + +

Bec KM: | 10 20 20 20 30

$O6m1as yacts//1s1 MPOMEKYTOUHOU aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka

KOMIIETCHITHH pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE

I1K-3 [MK-3(KoMmnereniusi) 3HaTh: KM-3 (Cemunap)
MepeYeHb U COJEPKAHUE KM-4 (Cemunap)
nHpOpMaINY ay/InTa, KM-5 (Cemunap)

MOJIy4aeMoil u3
MIPOrPaMMHBIX MPUIIOKEHUN
IIEpeYeHb U BO3MOKHOCTH
MIPOrPaMMHBIX MTPUIIOKEHUN
I10 BBIITOJIHEHUIO OCHOBHBIX
GbyHKUIMN ayauTa, BKITIOYas
open source pemeHus
Ymers:

IIPUMEHSTH PE3YJIbTAThI
aHayM3a nHdopmanuu
ayauTa JUlsl IPUHATUS
YIIPABICHYECKUX PELICHUI B
nH(OPMAIMOHHOM cucTeme
OpraHu3alu

BBITIOJIHATH NIEPEUYECHb
oreparuii no pabore ¢
MIPOrpaMMHBIMH
MIPUJIOKEHUSMH,
BBIMOJIHSAIOIMMU (QYHKIIUN
ayauTa, BKJIIOYas open
SOUrce perIeHUsI

ITK-10 ITK-10(KomneTentus) 3HaTh: KM-1 (Cemunap)




MepeUeHb U COACPKAHHE
crannaptoB cepuu ['OCT P
NCO/M3K 27000 B o6nacti
ayauTa HHPOPMAIMOHHOM
0e30macHOCTH

MIEPEYCHb U COJICPIKAHKC
TpeOOBaHUI PYKOBOISIINX
JOKYMEHTOB K ayIUTy
HEKOTOPBIX
WH(POPMAIIMOHHBIX CHCTEM:
WCIIAH, KU, TUC
YMers:

pa3paboTaTh u pean30BaTh
TUTaH TIPOBEJICHUS ayIuTa
MH(POPMAIIMOHHON CUCTEMBI
OpraHu3aIu

paspaboTarh u
KOPPEKTHPOBATH TUIaH
BBITIOJTHEHUS TPEOOBAHUI
PYKOBOJSIINX JOKYMEHTOB
110 00ecreyeHuto
0€30MacHOCTH
WH()OPMAIMOHHBIX CHCTEM
Ha OCHOBE JIAaHHBIX ayJIUTa

KM-5 (Cemunap)

[1CK-1

[ICK-1(KomneTenuust)

3HaTh:

BO3MOKHOCTH
KOMITBFOTEPHOTO ayINTa,
BCTPOCHHBIE B
OHepaHI/IOHHBIe CHCTEMBI,
0a3bl JaHHBIX U JpyTHE
HpOFpaMMHLIe HpI/IJ'IO)KeHI/Iﬂ
OCHOBBHI ay/IUTa
0e30macHOCTH

KM-1 (Cemunap)
KM-2 (Cemunap)
KM-3 (Cemunap)




MH(POPMAIIMOHHBIX CHCTEM,
BKJIIOYAsi OTPACIIEBbIE
CUCTEMBI (0OBEKTHI
SHEPreTHKHU, OTHOCSIIIUECS K
KBO P®)

YMers:

HACTpauBaTh NPUIOKECHUS
ayJuTa, BCTPOCHHBIE B
OTIEPALMOHHBIE CUCTEMBI,
0a3bl JaHHBIX U JpyTHE
MIPOrpaMMHBIE KOMILICKCHI
MIPOBOJUTH aHAJN3 CBEACHUIA
ayauTa, MOJIy9aeMbIX W3
MIPOTrPaMMHBIX MTPUIIOKEHUH,
BKJIIOYAst U CIIOJIb3YEeMbIE B
OTpacIIeBbIX CUCTEMAX
(OOBEKTHI PHEPTETHUKH,
otHocsamuecs kK KBO PO)




II. Cooeporcanue oyenounvix cpeocme. Illlkana u kpumepuu oyenusanus
KM-1. KM-1

®opmbl peaausanuu: [IpoBepka 3amanus

Tun KoHTpPoBLHOr0 Meponpusitusi: CeMuHap

Bec konTpoabHoro meponpusitusi B bPC: 10

IIpoueaypa npoBeleHUsi KOHTPOJIBLHOr0 Meponpusitusi: 3amanus 1,2 ans MHIUBUAYAIBHOTO
BBITIOJIHEHUS Y CIIOBUS MPOBEJCHUs Y4ueOHas rpymma: | denoBek. lcmonb3yemble TEXHUYECKHE U
nporpamMubie cpeactBa:  Kommbrotep ¢ OC Linux, Windows. Bcrpoennoe mnporpammHoe
obecrnieueHue

Kpatkoe cogepxanue 3agaHus:
3aganue 1.1.
1). OnpenenuTh TEKyIyo KoH(pUrypanuo o00opyIoBaHus KoMmibiotepa (ucmonbzyembiii CPU,
KoaudecTBo saep, O3Y u 1.1.).
2). Onpenenutsb Tekymlyto Harpy3ky Ha OC.
3). Onpenenuth ycranoBieHHY0 OC U apXUTEKTYpYy.
4). OnpenenuTh Kakue MpOoIEecChl MOTPEOIIAIOT O0IbIIE BCETO pecypcoB. MOXKHO Jin
ONTUMHU3UPOBATh NOTPEOIEHNE CUCTEMHBIX PECYPCOB JaHHBIMU IpolrieccaMu?

3aganue 1.2.

1). Onpenenuts [P-anpec, macky, nuito3 u ucnoiaszyembie DNS cepsepa.
2). Onpenenuts MAC-aapec ceTeBoi KapThl.

3). Onpenenuts BHemHu [P-anpec kommnbroTepa.

4). OnpenenuTh KOJTMYECTBO CETEBBIX aaNTePOB U UX MpeJHA3HAUYCHHUE.

3ananue 1.3.

1). Onpenenute MAC aapec 1uit03a o yMoJ4aHHIo.

2). Omnpenenuts coBnaaaeT au otBeT Bamero DNS cepsepa ¢ otBetom DNS cepepa 77.88.8.3.
3). OnpenenuTh JOCTYITHOCTSH y3ia 8.8.8.8 ¢ Baliero KoMmproTepa.

4). Onpenenuts MapuIpyT a0 y3ia 8.8.8.8.

5). OnpenenuTp Kakue MOPThl OTKPBITHI HA BAIlleM KOMITBIOTEPHI U KaKMMHU [TPOLIECCAMHU.
PesynbTar coxpanuTh B (haii.

3ananue 1.4.

1). OnpenenuTs UCTIONB3YETCS JTU AHTHBUPYCHOE TIPOTpaMMHOE 00eCIIeUeHHE.
2). OnpenenuTth UCHOIB3YETCS TU MEXKCETEBOM dKpaH.

3). Onpenenuts ypoBenb UAC (ms Windows).

3aganue 2.1.

1). O3nakoMuThCS ¢ PyHKIMOHAIOM HpuioxkeHus [IpocMoTp coObITHIl

2). Co3nath npeycTaHOBICHHBIN GUIABTP A7 PUABTpALIMM OIIUOOK U MPEIYPEKACHUN 13
KypHaJila IPUI0KEHUHN U CHCTEMBI

3). Ilpoananu3upoBaTh OJTY4YEHHBIN pPE3yNbTar.

4). CoxpaHuTh NOJIYYEHHBIN pe3yibTatT B (haiin

3aganue 2.2.
1). Hactpouts aynut Windows Ha ycrenrHbie OMBITKYA BX0JIa B CHCTEMY M Ha OTKa3 BXOJa B
CUCTEMY.



2). Hactpoutb ayiuT Ha Ha3HAYEHUE NAPOJIsl JUIMHOM MEHEE 5 CUMBOJIOB.

3). Co3naTh npeycTaHOBIECHHBIE (PUIIBTPBI 1711 HACTPOEHHBIX COOBITHH ayuTa.

4). IlpoBeputh pabOTOCTIOCOOHOCTH CO3AAHHBIX MOJIMTHK ayAnuTa [t HacCTpOWKH ayauTa
UCIIOJIb30BaTh PEAAKTOP JIOKAIbHBIX IPYNNOBbIX NoAUTUK. WintR u BBectu gpedit.msc.

3amanue 2.3.

1). HacTpouth MOJUTUKH ayAUTa HA MOMBITKY 10CTYyNa K JUPEKTOPUH.

2). Co3nath AByX MoJib3oBaTenei. OrpaHUYHUTh TOCTYII K JUPEKTOPUH ISl BTOPOTO
nosib3oBatens. [leppomy gaTh MakcUMalibHbBIE TIPaBa.

3). IIpoBeputh paboTOCIIOCOOHOCTH CO3/JTaHHBIX MOJUTHK aynuTa. Co31aTh
MPEyCTaHOBJICHHBIN (QUIBTP JIJI1 HACTPOCHHBIX MOMUTHK ayauTa. COXpaHUTh Pe3yIbTaThl B
daiin.

Samanue 2.4.

1). HacTpouTh MOHUTOPHHT UCTIOIB30BAHUS ChbeMHBIX HocuTesen. [Ipu gukcammu Takoro
COOBITHSI ONIOBEIATh MOJIH30BATENS C TOMOIIIBIO OTIPABKHU €-mail nin 3amyckomM nporpamMmmsl
(ckpuIiTa) O TOM, 4TO MPOU3OLLIO COOBITHE.

2). MOXHO 7T HACTPOUTH OTCIE)KUBAHUE OTKPBITUS TIOPTOB MPUIIOKESHUSIMU UITH CITYKOaAMH
Windows?

3). Kakue BO3MOXKHOCTH ayiUTa CYIIECTBYET AJI OTCICKUBAHUS MTOBEICHUS MPUITOKECHHM,
ciryx6 B OC Windows? (TpoeMOHCTPHPOBATH)

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: NEpeYeHb U COJIEp)KaHUe 1.HazoBure nepeuens crangapros cepuu ['OCT P
crangaproB cepun [OCT P NCO/MBK 27000+

NCO/MBK 27000 B obnactu

ayauTa UH(POPMALIMOHHOM

0€30MacHOCTH

3HaTh: TepeYeHb U COJIep’KaHue 1.13n0%uTe OCHOBHOE COJEp’KaHUE CTaHApTa CEPUU
TpeGoBaHUI PYKOBOZSAIINX I'OCT P UCO/M3K 27002

JOKYMEHTOB K ayAHTy HEKOTOPBIX 2.M3101T€ OCHOBHOE COZEpk aHHE CTaHAapTa CEpUn
UH(pOPMaIMOHHBIX CHUCTEM: I'OCT P UCO/MDBK 27005

WCITAH, KU, TUC

YMeTb: HacTpauBaTh MPHIOKEHUS 1.0Onpenenute KOHPUTypanuo padouero Mecra Jyis
ayauTa, BCTPOCHHEBIE B MPOBE/ICHNUS] KOMITBIOTEPHOTO ayIUTa.

ONEpallMOHHbIE CHCTEMBI, 0a3bl 2.Pa3psacHuTe, KaKk HaCTpauBaTh MPUIIOKEHUS ayaAUTa
JMAHHBIX W JIpyTHe TpOTpaMMHBIC

KOMILJIEKCBHI

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 10
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €CIU 3aJaHue
BBITIOJTHEHO B TTOJTHOM 00bEME WITH BBITIOJTHEHO MMPEHMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoineHus snanus: OneHkKa "XopoIo" BEICTABISIETCS CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUTS PEIICHUS 3a]1a9

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJIHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO

KM-2. KM-2

®opmbl peaausanmnu: [IpoBepka 3amanus

Tun KoHTpPoBLHOr0 Meponpusitusi: CeMuHap

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpoueaypa mnpoBefieHHs] KOHTPOJIbHOIO MeponpusiTHsi: 3amaHust 3 A HHIUBUAYAJIBLHOTO
BBITIOJIHEHHS Y CIIOBUS TPOBEICHUs YueOHas rpymma: 1 denoBek. lcronb3yeMble TEXHHUECKUE U
nporpamMubie cpenctBa:  Kommbrotep ¢ OC Linux, Windows. BcrpoenHoe mporpammHoe
obecrnieueHue

KpaTlcoe CoA€cpKaHHuE 3alaHUA:
3aganue 3.1.
Heo0xo11Mo noiay4uTh KOHTAaKTHYI0 MH(POPMAIUIO U a/IpeC PacIoI0KEHUsI OCHOBHOTO oduca:
PecprBI JJIs1 UCCIICAOBAHM A
https://www.booking.com/index.ru.html
https://www.facebook.com/
https://lenta.ru/
https://www.ozon.ru/
https://magnit.ru/
https://www.croc.ru/
https://mail.ru/
https://www.tadviser.ru/
https://www.lada.ru/
https://aliexpress.ru/

3ananue 3.2.

1). BeisicHuthb KTO r71aBa KoMnaHuu. Ero koHTakTHBIE 1aHHble. CTpaHUIIbl B COLUATbHBIX
CeTsX.

2). Onpenenutpb CTPYKTYpy OpraHu3aluu.

3). [IpoBeputs komnanuto o MHH. BeiscHuTh pazmep ycTaBHOTO KanuTasia, yupeauTenaei,
OCHOBHOM BHJI JAATEIBHOCTH, y4acTHe B cyaeOHbIx aenax. (https://kontur.ru/compass/spravka-
compass/606-bankrotstvo).

4). IlpoBeputh kKoMIanuto Ha 6aHkpoTcTBO (https://kontur.ru/articles/401).

5). Ouenuthb G1aroHaaeKHOCTh KOMITAaHUHU
(https://www.nalog.ru/rn72/news/tax_doc_news/5404050/).

3ananue 3.3.

1). Onpenenuts ucnonb3yemMblii BeO-cepBep U Bepcuto. Bozmosknas OC.

2). Onpenenuts ucnonszyemsie [P-anpeca Bed-cepBepom. B kakoii ctpane pacnonioxxeH BeO-
cepsep?

3). Onpenenuts ucnonszyercs iu CMS. Ecnu ucnonbs3yercs, To Kakas.

4). Kakue cTpaHuIIbl 3alpemieHsbl s HHAeKcauu? Bo3moskHas nmpuynHa.

5). Ha koro 3aperucTpupoBaHo JOMEHHOE UMsI? KOHTaKTHas WH(OpMaIKs BIaIebIIa.

6). Ko sBnsieTcst XOCTHHT IpoBaiiiepom?

3aganue 3.4.



1). CkonpKO CTpaHUI] IPOMHAEKCUPOBAHO B MOMCKOBOH cucteme Google?

2). OCHOBHOM UCTOYHHK Tpaduka?

3). T'eorpadus ayauropum.

4). Kakue moaaoMeHbl 3aperucTpupoBanbl? Bo3MoXHOE npeiHa3HAYCHHE.

5). Pa3meniens! a1 B 0011eM AOCTyIE KOH(UICHIMAIBHBIC JOKYMEHTHI?

6). ConeprkaTbCsi I B UHJIEKCE MIOMCKOBBIX CUCTEM (haiyIbl ¢ mapojieMm?

7). CaenaTh BBIBOJ O LIEIEBON ayTUTOPUH.

8). OnpenenuTh CITy:KeOHbIC CTPAHUIIBI IS YIIPaBJICHHS KOHTEHTOM caiiTa (CTpaHuIla 0CTyIa
k CYB/I, ctpanuiia Bxoja At aIMUHUCTPUPOBAHUS U T.1I.).

3aganue 3.5.

1). Ilpoananu3upoBaTh MOITY4EHHYIO HHPOPMAIHIO.
2). OnpenenuTtb Kakue yI3BUMOCTH MOTYT MPUCYTCTBOBATH HA UCCIEAYEMOM pecypce.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HAaTh: BO3MOXKHOCTH
KOMITBIOTEPHOTO ayaura,
BCTPOCHHBIE B  OIEPALIMOHHBIE
CUCTEMBI, 0a3bl JAHHBIX U JApYyrue
IIPOrpaMMHBIE IPUIIOKECHUS

1.KakoBbl BO3MOKHOCTH KOMITBIOTEPHOTO ayAUTa s
OTIEPALIMOHHBIX CUCTEM?

2.KakoBbI BOBMOKHOCTH KOMITBIOTEPHOTO ayAUTa
It 0a3 JaHHBIX?

YMers: IIPOBOJUTH aHalu3
CBEICHHUI ayauTa, MOJIy4aeMbIX U3
MIPOrpaMMHBIX MPHIOKEHUH,
BKIIIOYass M  UCIHOJb3yeMble B
OTpacieBbIX CUCTEMax (OOBEKTHI
SHepreTuku, oTHocsumecs k KBO
P®D)

1.Kak npoBoauTh aHANIN3 CBEJIEHUHN ayIuTa, 10Jy4aeMbIX
13 MIPOTPAMMHBIX MPUIIOKEHUN?

2.Kak npoBoAMTH aHAIN3 CBEJICHUH ayJUTa, 0Jy4aeMbIX
13 IPOrPaMMHBIX MPUIIOKEHUI 0OBEKTOB SHEPreTUKU?

Onucanue MKAJbI OLEHUBAHUS :

Ouyenxa: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinoinerus 3Hanus; O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus 3adanus 6 npoyernmax.: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABJICHHE [Tl PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuixu 6vinoaneHus snanua: OueHKa "yI0BIECTBOPUTEIBHO" BBICTABIIACTCS
€CJIM 3aJaHUE IIPEUMYIIECTBEHHO BBIIIOJIHEHO

Oyenka: 2

Onucanue XapakmepucmuKu 6blINOJIHEHUS 3HARUA. OI_ICHKa "HCYIlOBJ'IeTBOpI/ITCJ'IBHOH BBICTABJIACTCSA
€CJIK 3aJaHNEC BBIIMOJIHEHO HEBCPHO HUJIU IMMPEUMYIICCTBEHHO HE BBIITOJIHEHO

KM-3. KM-3

®opmbl peanuzanuu: [IpoBepka 3axanus
Tun KoHTpPoABLHOr0 Meponpusitusi: CeMuHap
Bec konTposbHoro meponpusitusi B BPC: 20

10




IIpouenypa mpoBeleHHs KOHTPOJIbHOIO MepompusiTusi: 3amaHus 4 s WHIUBUAYATHHOTO
BBITIOJIHEHHS Y CJIOBHsSI TIpOBe/icHUs YueOHas rpynmna: 1 denoBek. Mcmonb3yemMble TEXHUUECKHE H
nporpamMubie cpeictBa:  Kommerorep ¢ OC Linux, Windows. BcrpoenHoe mporpamMmHoe
obecrnieueHue

Kparkoe conep:kanue 3a1aHus:
Samanue 4.1.
J1y1s1 paboThI HEOOXOAUMO YCTAHOBUTH 2 BUPTYaIbHbIC MAIIMHBI:
1) PC1 - mammmna ¢ OC Windows wiu Linux ¢ GUI u ycranosienasim I10 Zenmap
(https://nmap.org/zenmap/).
2) IPS - BupTyasibHas MaliiHa ¢ 2 CETEBBIMU 1Al TEPaMH U ¢ YCTAHOBICHHOM CHCTEMOM
pfsense (https://www.pfsense.org/download/) nnm opnsense (https://opnsense.org/download/).

3ananue 4.2.

1). Heobxoamumo ckoHGUTYpUPOBaTh CeTeBbIe MHTEP(DEChl Ha BUPTyalibHON MamuHe ¢ [PS:
https://itarticle.ru/console-setup-pfsense-opnsense/ u Ha BupTyanbHo# Marmue PC1.

2). lns ynpolieHus: HACTPOWKHU CETeBOro ajiantepa Ha BUpPTyanbHOW MamuHbl PC1 MoxHO
aktuBupoBatb DHCP-cepBep Ha BupTyansHoil mammae [PS na LAN unTepdeiice.

3). JI7st HArJISITHOCTH PEKOMEH/TYETCs UCIOJIb30BaTh aIpecalnio BHYTPSHHEH ceTr
10.10.x.x/24.

3anmanue 4.3.
1). YcranoButh naket Snort unu Suricata ans go6asnenus ¢pynkiuonana IPS (cucrema -
YCTaHOBKA [1aKETOB).

3ananue 4.4.

1). Hactpouts npaBuna miis oOHapyeHus ckaHupoBaHus nmap uis WAN untepdeiica.
2). IlpousBecTy CKaHUPOBAHKE U MPOJAEMOHCTPUPOBATH PE3YJIbTAThl OOHAPYKEHUS
CKaHMPOBAHMS CUCTEMON IIPEOTBPALICHNSI BTOP’KEHUH.

3aganue 4.5.
1. HacTtpoutb 610KMPOBKY TpadurKa B cydyae 06HapYHKEHUS CKAHUPOBAHUSA.

KoHTpoJibHbIe BONIpOCHI/3aJaHUA:

3HaTh: OCHOBBI aynura 1.IlepeuncianTe OCHOBHI ay/IuTa O€30MACHOCTH
0e30MacHOCTH  MH(POPMAIIMOHHBIX MH(OPMALIMOHHBIX CUCTEM
CHCTEM, BKIIOYas  OTpaciieBbIe 2.IlepeuricnuTe OCHOBHI ayanTa 6€30MaCHOCTH

cucteMbl (OOBEKTBI SHEPreTUKH,
otHocsimuecs kK KBO PO)

OTpacliieBbIX HH()OPMAIIMOHHBIX CHCTEM 00BEKTOB
SHEPreTUKHU

YMeTb:  BBINOJHATH — NE€PEYCHb
ornepanuit 1o pabote c
IPOTPAMMHBIMU  TIPHJIOKEHHUSIMH,
BBIMOJIHSAIOUIMMH (QYHKIIUU ay/nTa,
BKJIIOYAsl Open SOUrce pereHus

1. Kakue omnepanuii cieyer BBIIIOJHUTH B paboTe C
MIpeICTaBICHHBIM POTPAMMHBIM ITPUIIOKEHUEM,
BKJIIOYAIOLMM OpEN SOUIrCe PEHIEHHsI U BBIIOIHAIOLIUM
¢byHkuyn ayaura’?

2.Kakwue onepanuii cieayeTt BBIIOJIHUTE B paboTe ¢
Mpe/ICTaBICHHBIM POTPaMMHBIM MTPUIIOKEHUEM,
BBINOJIHSAIONMM (QYHKIIMU ayauTa’?

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu ebinoneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aaHNe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO
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Oyenxa: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opouio" BEICTaBISETCs €CIu
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE NMPEUMYILECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIACTCS
€CJIM 3aJ]JaHUe BBITIOJHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO

KM-4. KM-4

®opmbl peanu3anuu: [Ipoepka 3aganust

Tun KoHTpoABLHOr0 MeponpusaTusi: CemMuHap

Bec koutposabHoro meponpusitusi B BPC: 20

IIpoueaypa npoBeaeHuss KOHTPOJIbHOTO Meponpusitus: 3amanus 5, 6 Uil MHIUBUAYAJIHHOTO
BBITIOJTHEHUS Y CTIOBHSI TpoBe/ieHUs1 YueOHas rpymma: 1 yenoBek. lcmonb3yemble TEXHHUUYECKUE U
nporpamMubie cpencrtBa:  Kommbiotep ¢ OC Linux, Windows. BcrpoeHHOoe mporpamMmHoOe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kparkoe conepkanue 3aiaHus:
3aganue 5.1.
Pa3zsepuyts ELK ¢ momombro docker-compose. [IpoBepuTh JOCTYITHOCTh BCEX CEPBHCOB.

3ananue 5.2.

1) Ha BupTyanbHoii MamnHe ycraHoButs: filebeat

2) Janee HeoOxoquMo HacTpouTh KoHpurypanuto filebeat.yml, s vero ykaszars [P-aapec mst
Elasticsearch, B Thne ayreHTH(UKALUN YKa3bIBaTh JOTMH U MapOJb.

3) [locne HacTpoitku OTIpaBKU KypHaIoB coObITHH B Kibana B pexxuMe peanbHOTO BpeMeHU
MOYKHO HaOJIr0/1aTh COOBITHSA, KOTOpBIe MpuxosT ot filebeat.

3ananue 5.3.

1) [lns BU3yanusaiuu KypHanoB coOObITHI MOXHO BbIOpaTh rotoBblii Dashboard nim coznath
HOBbIH. Bb10op min HacTpoiika Ha Bkianke Dashboard.

2) ITocne BpIOOpa COOTBETCTBYIOIIEH BKIAAKU BbIOpaTh npeayctaHoBiaeHHbI Dashboard:
[Filebeat System] Syslog dashboard ECS.

3) AKueHTUpOBaTh BHUMaHNE Ha BOZMOXKHBIX OIIMOKAX MPU HACTPOIKE M ONPENEIUTh BApUAHT
pelieHus.

3ananue 6.1.

. CMonenupoBarts ataky Ha ssh-cepsep.

1) Ucnonb3oBare yrumut Ncrack. Bmecto «ncrack» Bo3M0OXXHO HCIIOJIb30BATh JIFOObIC
NOJ00HBIE YTHITUTHI.

2) YcranoButh yruiut Ncrack Ha KoMmImbproTep, ¢ KOTOPOTO €CTh BO3MOXHOCTh MIPOBECTH aTaKy
Ha MMOATOTOBIICHHBIN CTEH/. 3ayCK YTUJIMTHI TPOUCXOAUT U3 KOMAHIHOMW CTPOKH.

3) BamycTuTh KOMAaHIHYIO CTPOKY B MAlKe YCTAHOBKU YTHUJIUTHI M BBIOIHIEM CIICTYIOIIYIO
KOMaHy.

3) BoiiTu B cucteMy UCIONB3Ysl TIOTYYCHHBIN JJOTHH U TTapoik. [locne ycnenHoro Bxoaa B
cucTeMy HE00XOAUMO MEPENUTH B PEKUM CyMeproib3oBares (root) 1 mpou3BecTH Jo0aBieHUEe

HOBOI'O ITOJIB30BATECJIA B CUCTEMY.
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3amanue 6.2.

1) B Kibana Heo6xoaumo co3nath wik BeiOpath rotoBbiii Dashboard ([Filebeat System] New
users and groups ECS) nns ananu3a CHCTEMHBIX JKYPHAJIOB COOBITHH.

2) Jlo1st onipesiesieHus MOMBITOK BXoaa SSH ucmonb3yercs npeaycranoBieHHbiii Dashboard
([Filebeat System] SSH login attempts ECS). HecankuroHupoBaHHBIE MOMBITKA BXOJa MOYKHO
JIOCTAaTOYHO MPOCTO ONpeaesiuTh o nuarpamme SSHIogin attempts [Filebeat System] ECS, na
KOTOPOH BCE MOMBITKU pa3jiesieHbl Ha kareropun Accepted, Failed, Invalid, error.

3) Ilo nuarpamme HEOOXOAUMO OMPEACTUTh BpeMs Havala U OKOHYAHUS aTaku;
HECaHKI[MOHUPOBAHHBIC MOIBITKH BXO/1a OnpeaAenTh mo quarpamme SSHlogin attempts
[Filebeat System] ECS, Ha KOTOpO#1 BCe MOMBITKH pa3/iesieHbl Ha kareropuu Accepted, Failed,
Invalid, error.

4) HeoOxoauMO 100aBUTH GHILTP 1O BpeMeHH s Tekyuiero Dashborad, mis atoro
HaxumaeM Ha Add filter u yka3piBaem 3HaYEHUS JaThl U BPEMCHH.

5) OmnpenenuTh yCHenHbie MONBITKA BXOAA, JJIs Yer0 BBECTH B CTPOKE MIOMCKA 3aIpOC:
system.auth.ssh.event :"Accepted".

6) ITo moJtro SOUrCe.ip onpeneNnuTh ip-aipec MalIHHbL, C KOTOPO OBLT IPOU3BE/ICH BXO/I.

7) I3MeHUTSH 3ampoc MOKMCKA Ha CIICTYFOIIUI:

source.ip : “ip_adpec_mawunbl_C_YCHEUHbIM_8X000M ™

8) B ciyuae, ecnu ¢ aToro ip-agpeca 6pu10 MHOTO 3anpocoB Failed u Invalid, nHeo6xoaumo
OTIPENIeNIUTh KaKue NEHCTBHS COBEPIII 3JI0YMBIIICHHHK ITOCIIE BXO/Ia B CHCTEMY.

3ananue 6.3.
1) Onpenenuts UM M0JIL30BATENS, 101 KOTOPHIM OB COBEPIIEH BXO/.
2) Kakue neficTBus ObUIM COBEPILIEHBI ITOCIIE BX0Ja B CUCTEMY.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: MEpPEYEeHb U BO3MOXKHOCTHU
IIPOrPaMMHBIX IPWIOKEHUH IO
BBIMIOJTHEHUIO OCHOBHBIX (DYHKLUN
ayquTa, BKIIOYas open source
pelieHus

1.Ilepeuncante nepeyeHb MPOrpaMMHBIX MPUIOKEHHIMI
10 BBIMOJIHEHUIO OCHOBHBIX (YHKLIMH ay/nTa, BKIIIOYast
open source pemeHus

2.JlaiiTe aHanM3 BO3MOKHOCTEN MPOrpaMMHBIX
MIPUJIOKEHUH 1O BBHIOJHEHUIO OCHOBHBIX (DYHKIIHIA
ayJuTa, BKJIKYasi Open SOUrce peleHus

YMeTh: NpPUMEHATh PE3YJIbTaTh
aHanu3a uHQOpMaAIlUU ayauTa Jjis
IPUHSTHA YIIPaBJICHUECKUX
pemieHU B MHPOPMALMOHHOM
CHUCTEME OpraHU3aIuu

1.Kak nmpuMeHuTh pe3ynbTaThl aHaTu3a HHHOpMaIUn
ayJuTa JUIsl IPUHSTHS YIIPABIEHYECKUX PEIICHU B
MH(OPMAIIMOHHON CUCTEME TTPEITI0KEHHOM
opraHu3anuu?

2.Ilpennoxxute anropuT™M aHaIM3a HH(pOpMaIUY ayIuTa
JUTSL IPUHSTHS YIIPABIEHYECKUX PEIICHHI B
MH(POPMAIIMOHHOM CHCTEME OpraHU3alUN

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu ebinoneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aJaHNe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu binoneHus snanus: OueHkKa "Xopoo" BICTaBISIETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenxa: 3
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuku evtnonanenus 3nanus. OueHka "yJ10BIETBOPUTENBHO" BBICTABISETCS
€CJIM 3aJjaHuE PEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2
Onucanue xapaxmepucmuxu evinoinenus: snanus: ONeHKa "HeyI0OBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HMJIU MPEUMYIIECTBEHHO HE BBITIOJIHCHO

KM-5. KM-5

®opmbl peaausanun: [Iposepka 3aganus

Tun KOHTPOJIBLHOro MeponpusaTusi: CeMuHap

Bec konTpobHOr0 Meponpustusi B BPC: 30

IIpouenypa nmpoBegeHUusi KOHTPOJbLHOr0 MeponpusiTusi: 3agaHust 7, 8 Uil UHAWBUIYaJIbHOTO
BBITNIOJIHEHUS Y CJIOBUS MpoBeieHUs YueOHas rpynna: 1 yenosek. Mcmosib3yeMble TEXHUYECKHE U
nporpammubie cpeactBa:  Kommbrotep ¢ OC Linux, Windows. BcTpoenHoe mporpaMmHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kpartkoe cogep:xxanue 3aganus:
3ananue 7.1.
Jln1s BeIONTHEHUS pabOThI ¢ TOMOIIBIO BUPTYAIbHON MAIlIMHBI HEOOXOAUMO:
1) TlomyuuTh y mpenojaBaresisi BAPTYaIbHYIO MalIMHY ¢ HACTPOCHHBIMH CEPBHCAMHU.
2) Wmers Hactpoennsiii ELK.
3) Ioay4uuts HAOOP CKPUIITOB IS BHIMOJIHEHHS aTaK.
4) Ckauatsb live-o6pa3s kali linux (https://www.kali.org/downloads/) u 3amyctuTh ero Ha
BUPTYAJILHOW MalllMHE.
5) HactpouTh MOIKIIOYCHHE MTOTYICHHON BUPTYaibHOM MamiHbl K ELK.
[Tpu BBITIOJTHEHUU Pa0OTHI HA TTOATOTOBJICHHOM CTEHJIE HEOOXOIMMO:
1) Tloay4uTh yueTHbIC AaHHBIC IS TOAKIFOUEHHS K CTEHIY
2) 3amyCTHTh aTaku (3alyCK aTak MOXET 3aIlyCKaThCs Mpeno/aBareieM Wil B
ABTOMATUYECKOM PEXHUME M0 PACITUCAHHIO)
Jlis oTpaBKM M aHaNIM3a JIOTOB OYAYT HCIOIb30BATHCS:
1) Auditbeat - mo3BossieT aHATM3UPOBATH JCUCTBHS TOIb30BATENEH M IPOIIECCOB B CUCTEME.
(https://www.elastic.co/guide/en/beats/auditbeat/7.6/auditbeat-overview.html)
J171st HacTpONKM MOAKIIIOUEHUS (TOJIBKO B CIy4Yae UCIOIb30BAHMSI MOATOTOBICHHON
BUPTYaJbHON MaIIHbI) HEOOXO0AUMO OTpeaakTHpoBaTh (aiii /etc/auditbeat/auditbeat.yml u
yKa3aTb napameTpsl noakiaroyeHus Kk ELK.

3ananue 7.2.

UCIIOJB3Ysl BUPTYalIbHYIO MamuHy Ha Kali linux Heo6xoquMo mpou3BecTH aTaku Ha
BUPTYaJIbHYIO MallIMHY (B Cllydae UCIOJIb30BaHUs CTEH/1a, aTaKyeT MPEeIoiaBaTesb UK aTaK
IIPOUCXOIUT 10 PACIIUCAHMIO).

PexoMeHnayembie 3Tanbl IPpH BHITIOJTHEHUH 3a/1aHUS:

a) OtkpeITh pazaen SIEM u/uim oTKpeITh NpeycTanoBineHHsii Dashboard.

0) 3amyctuTh ckpunT i ataku: bash attackN.sh.

B) [Ipoanann3upoBaTh Kakue U3MEHEHHs IPOUCXOIAT B CUCTEME IIPU aTake.

r) OnucaTh N0 KaKMM MPU3HAKaM MO>KHO TIOHATh, YTO MPOUCXOIUT aTaka.

1) Beiopars/co3nate Dashboard ontumanbHbIi 11 onipeeNieHns aTak IaHHOTO THIIA.
e) OnpenenuTh Kakas aTaka ObUTa MPOU3BEICHA.

3aganue 7.3.
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https://www.kali.org/downloads/
https://www.elastic.co/guide/en/beats/auditbeat/7.6/auditbeat-overview.html

1) Heobxomumo co3naTh panuroHanbHbii Dashboard, koTopsiit Obl MO3BOJIHIT ONIPEALIIATH
HAYaJio aTakd, MMeJ BO3MOKHOCTh OMEPATHBHO MEPEKITIOUATRLCS It O0siee AeTalbHOTO

ONpPCACIICHUA THUIIA aTaKH.

3aganue 8.1.

1). YcranoBuTh zabbix Ha BUPTyaJbHYIO MAIIMHY.

[Ipennaraercst ycranoBka zabbix ¢ moMorsio umnopra ovf oopasa B VirtualBox
https://cdn.zabbix.com/zabbix/appliances/stable/5.2/5.2.6/zabbix_appliance-5.2.6-ovf.tar.gz
2). Ha npyroii mamuHe ycTaHOBHUTD areHT 3a00ukca. 1 1oGaBuTh y3er1 ceTH B CUCTEMY

MOHHUTOPHHI'A

https://www.zabbix.com/ru/download_agents
3). Yoenuthcs, 4TO JaHHBIC IPUXOIAT B 3a00HUKC.

3amanue 8.2.

1). HacTpoutb aBTOMaTH4€CKyI0 HHBEHTAPU3ALIMIO y3JIa.

HasBanwue mporeccopa - wmi.get[root\cimv2,select name from Win32_Processor].
Apxutektypa OC - wmi.get[root\cimv2,select OSArchitecture from Win32_OperatingSystem].
Bepcust OC - wmi.get[root\cimv2,select version from Win32_OperatingSystem].

[Monuoe HazBanue OC - wmi.get[root\cimv2,select name from Win32_OperatingSystem].

2). Hactpouts oTmpaBky JIOroB. PeKOMEHIyeTcsl HacTpauBaTh OTIIPABKY JIOTOB ¢ Linux
mamuHbl. Harmpumep, ¢ cepepa zabbix.

3). Hactpouts Tpurrep.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: IIEpEeYeHb U COJEp)KaHHE
uH(poOpMaLuu ayauTa, MoIy4aeMoin
U3 IPOTrPaMMHBIX MPHIIOKEHUH

1.Ilepeuncnute nepeyeHb WHGOOPMALIUU ayTUTA,
[10JIy4aeMO U3 MPOTpaMMHBIX MPUITOKEHHUM
2.Ilepeuncnute copepxkanue nHGpopmanuu ayaura,
10JIy4aeMOM U3 NPOTrpaMMHBIX NPUITOKEHHUH

YMmers: pa3paboTaTh u 1.Ilpennoxxure oOmMiA TJIaH TPOBEICHUS ayUTa
KOPPEKTUPOBATH J1aH MH(OPMAIIMOHHON CUCTEMBI MPENI0KEHHON
BBITIOJIHEHUA TpeOoBaHUt opraHu3anuu

PYKOBOISIIUX  JOKYMEHTOB  TIO

o0ecreueHno 0€301acHOCTH

WH(MOPMAIIMOHHBIX ~ CHUCTEM  Ha

OCHOBC NJAaHHBIX ayJIuTa

YMeTs: pa3paboTarthb u 1.IIpennoxuTte KOPPEKIUIO MIaHa BHITOTHEHUS
peasn3oBarh INIaH IIPOBEICHUS TpeOOBaHUI PyKOBOJSAIINX JOKYMEHTOB 110

ayauTa uH(MOPMaIMOHHOU obecrniedeHnto 0€30MacCHOCTH HHPOPMAITHOHHBIX CUCTEM

CHUCTCMBbI OpTraHHu3alnnu

Ha OCHOBC JJaHHBIX ayauUTa HpC}lJ’IO)KCHHOfI opraHnzalnn

Onucanue MKAJbI OIICHUBAHUA:

Ouenka: 5

Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku vtnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku svtnonanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 50
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Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHITIOJHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBITIOJIHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

3K3AMEHAIIMOHHBIN BUJET Ne 1 Ymsepoicoaro:
. | 3ae. kagp. BUT
HUAY Kadenpa  Besonacnocmu u ungpopMayuonoix mexnonouii | oy oo
MDA Jucuurmnaa «OCHOBBI yIIpaBICHUs HHPOPMAITMOHHON Mpotoxon Ne or 20
0e30IaCHOCTHIOY o

1. Metonas! TecTipoBanus penetrationtesting (PT).
2. Ayaut 6e30nacHOCTH HH(POPMALIMOHHBIX AKTHBOB OPTraHU3aIINH.

JlouieHT, K.T.H. A JO.HeBckuit

IIpoueaypa nposenenus
DK3aMeH MPOBOIUTCS B yCTHOU (hopMe 1o OMIeTaM COTIIaCHO MPOTrpaMMe IK3aMeHa

L Ilepeuens Komnemenyuil/uHOUKaAmMOpPoO8 U KOHMPOIbHBIX 60NPOCOB NPOBGEPKU PE3YIbHIAN 08
0CBOCHUA OUCUUNTUHDI

1. Komnerenuunst/Muaukarop: [1K-3(Kommnerenius)

Bonpocsl, 3aganus
1.Dtanbl npoBeeHNUs KOMITBIOTEPHOT'O ay/AnTa.
2.9Tanbl paboThl TEXHUYECKOTO IKCIEPTa MO0 KOMITBIOTEPHOMY ayIUTY.
3.IToacucremsl aynuta coosituit OC Windows
4.Yt0 coxpaHsieTcs B XKypHaJlax COOBITUI?
5.B xakom HampaBieHUH pa3BUBalOTCs coBpeMeHHble OC?
6.Kax obecnieunTs 10BepHe K pacCMOTPEHHBIM MexaHu3mam OezonacHoctu OC?
7 Ilouemy HemB351 CTPOUTH OTBETCTBEHHBIE HH(POPMAIIMOHHBIE CCTEMBI Ha 3apy0ekHbIXx OC?
8.I1IpeanoxkuTh criocoO BISIBICHHS] BO3MOKHBIX HHCAIEPOB TIPH TIPUEME COTPYAHUKOB TIO
OTKPBITBIM BaKaHCHSIM B OPraHU3aLHUIO.
9.C Kakoii 11enpI0 BeIeTCsi COOp OTKPHITOM HHpOpMaIiu 00 00beKTe ayauTa?
10.Kak o6Hapy»uTh HHGOPMALIHIO O KOHPUTYPAIIMOHHBIX (paiiiax B OTKPHITBIX web-
MIPUIIOKEHUAX ?
11.Kax rcrionb3yroTcs colMaibHble CeTH Ui cOopa MHPOPMALIMU O IIPETeH/ICHTE Ha
BAKAHCHUIO?
12.IIpoBeneHne 3KCIpecc-TeCTOB MO oLeHKe 3 dexTuBHOCTH 3auThl nHGopMmanuu B VC.
13.Anamu3 3ammmennocta no 'OCT P UCO/MDK 27001.
14.0nenka 3heKTUBHOCTH 3aIIUTHI BEO-TIPUITOKEHUH.
15.TexHOIOTHH BBIITOJIHEHUS TECTUPOBAHNS HA IPOHUKHOBEHHE.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1.Yem He obecnieunBaeTcs 6€30MaCHOCTh MPU UCHOIb30BAaHUN MOOMIIBHBIX IIpOrpamm?
OtBeThI:
a JIOTMYECKHU M30JIMPOBAHHOM CPENOi;
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b GnoxupoBaHnueM J1F0OOr0 HECAHKIIMOHUPOBAHHOTO UCIIOIB30BaHUS MOOWIIBHOW TIPOTPaMMBI;
C He OJOKMpOBaHWEM TMTpHEMa MOOMIILHON TTPOTPaAMMBI,
d obecrieueHHEM YBEPEHHOCTH B OTCYTCTBUU MOOMIIBHOW TPOTPaMMBI;
€ KOHTpOJIE PECYPCOB JOCTYITHBIX MOOMIIBHOI ITPOTrpaMMe;
f mpuMeHneHreM KpuUnTorpagpuyeckiux Mep 1 CpeCTB KOHTPOJIS U YIPABICHUS IS
OJTHO3HAYHOH ayTeHTH(UKAIIMHA MOOMIBHON IPOTPaMMBI.

Bepusrii otBer: cd

2. Komnerenuust/Uugukarop: [1K-10(Komnerenius)

Bomnpocel, 3axanus
1.Metoxas! TecTupoBanus penetrationtesting (PT).
2.Yro takoe uaentudukaropsl 6ezomacuoctu SID (Secureldentifier)?
3.IIpumepsnr SID Ge3omacHOCTH.
4.Kaxk y3HaTh 3HaueHue SID KOHKpETHOro nojib3oBaress?
5.Cxema mudposanus EFS B OC Windows
6.MeTo/b1 TONTydeHUsT HH()OPMAIIUN U3 OTKPBITHIX HCTOYHUKOB.
7. TexHOJIOrMY KOMIBIOTEPHOTO ayiuTa Ha ocHoBe SIEM.

Martepuanbl 115 NPOBEPKH OCTATOUYHBIX 3HAHUM

1.C kakoil 1e7bI0 TPOBOAUTCS YIPABJICHHE MPOU3BOIUTEIBHOCTHIO NHPOPMAIIMOHHBIX

cucrem?
OTtBeTsI:

a MPOTHO3UPOBAHUS MIPOU3BOJUTEIHHOCTH 000PYIOBAHUS UCXOs Oy IyIuX 1eseit 00paboTKu

uHpopmanuu

b onTHMHU3aNUs TPOU3BOAUTEIHHOCTH HH(POPMALIMOHHBIX CHCTEM

¢ pa3paboTku TpeOoBaHUI K MPOU3BOAUTEIHLHOCTH 000pyI0BaHuUs 10 00paboTKK HHPOpMaIUU
BepHsl1ii oTBeT: ac

3. Komnerenuusi/Muaukarop: [ICK-1(Kommerenus)

Bomnpocel, 3axanus
1 .ITonsitne KoMnproTepHBI ayIUT U METOABI €70 MPOBEACHHUS.
2.Mopenu ayauTa.
3.KTo npoBoaut ayaut?
4.1lenu, nporpamma 4 IjIaH ayauTa.
S.IIpunuuns! ayaura.
6.Bunel aynura u GopMel €ro NpoBeICHUS.
7.DopMalIbHOE OIUCAaHUE CUCTEMBI B MOJIeNU XappucoHa-Py330-YibMaHa.
8. Mopenb nenoctHoctu Kinapka-Busicona. JlocTonHCTBa 1 HETOCTATKUA MOJEIH LIETOCTHOCTH
Knapka-Bunbcona.
9.Mogenb 0e3omacaoct OC Windows. IToacuctemer Windows, oOecnieunBaroniye
0€3011aCHOCTb.
10.ITpensioxuTh criocod HanboJee MOJIHOTO cO0opa OTKPHITON MH(OPMAIINK HA YEIIOBEKa,
IIPETEHYIOIIEr0 HAa BAKAHCHUIO.
11.AynuT Gpusnyeckoro KOHTPOJIS AOCTYIa B IOMELICHHUS.
12.Aynut 6e30nmacHOCTH MHPOPMALMOHHBIX aKTUBOB OpraHU3alHMH.
13. Ayt opraHu3aiiiOHHOTO 00eCIIeYEHUSI.
14.AynuT COOTBETCTBHSI HOPMAaTHBHOMY OOECIIEYEHHUIO.
15.Aynut 6e3onacHocT I T-cTpyKTYypHI.
16.AHann3 BO3MOXHOCTEN IPUMEHEHUS TEXHOJIOTUH COLIMATIbHOW NHKEHEPHUH.
17.Ananus 3¢ pexTUBHOCTH 3aUTUTHI OT BPEIOHOCHOTO KO/A.
18.AHanu3 nosnyueHust ”HGOPMAIMU OT CETEBBIX CEPBUCOB.
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19.01eHKa 3aMUIICHHOCTH O€CIIPOBOIHBIX CETEH.
20.AHanu3 BO3MOKHOCTEH 00X01a CUCTEM 0€30IaCHOCTH.

Matepuanbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUM
1.Pemenue kakux BOIPOCOB BKJIKOYAET PE3EPBUPOBAHUE?
OTBeTHI:
a HEOOXOIMMO OIPEICITUTh KOJTMUYECTBO KOMUM, POPMBI UX XpaHEHHs U OOHOBJICHHUS;
b mudpoBanue KONMui;
C TECTHPOBAHUE KOIIHIA;
d obecrieueHme GpU3NIECKON 3aITUTHL;
t HEHTPAIM30BAaHHOE XPAaHCHHE;
f 06beM (T.e. MOTHOE UITH BEIOOPOYHOE PE3EPBUPOBAHKE) M YACTOTA PE3EPBUPOBAHUS JJOIKHBI
oTpakaTh TpeOOBaHMUsI OM3HECA OpraHu3aIny, TPeOOBaHUS K O€30MACHOCTH 3aTPparuBaeMOM
UH(OPMALIUU U KPUTHYHOCTh MH(OPMAINK U1 HETIPEPhIBHOIN paboThl OpraHu3aluu;
g ayJIUT PE3EPBHBIX KOMUN
Bepusrii otet: abedf

11. Onucanue wikanvt ouenusanus

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 70
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMoIHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 6blnoineHus 3nanus: PadboTa BelmogHeHa B paMKkax ""0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUYUTEIbHBIC
HEJ0CTaTK!

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmukuy 6blnoaneHus 3uanus: PaboTa BeIIOJIHEHa B paMKax "MmoporoBoro”
ypoBHs. OCHOBHAs 4acTh 3a/1aHUs BBIIIOJHEHA BEPHO. HA BONPOCHI YIIIyOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoiheHus 3nanus: Pabora He BBITOJIHEHA WIN BBITIOJTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHLHO

1I1. Ilpasuna évicmasienus umo2080i OyEeHKU no Kypcy
Onenka ompezensercs B cooTBeTcTBUHM ¢ [lonoxennem o OalibHO-PEUTHHTOBOM CcHCTEME IS

cryneatoB  HUY «MDHW» Ha OCHOBaHMHM CEMECTPOBOM W 3ayeTHOM / 3K3aMeHAIMOHHOU
COCTAaBIIAIONINX.
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