MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumenoBanue o06pa3oBare/ibHOM NporpaMmMabl: Opranu3auus ¥ TEXHOJIOTHS 3alIUThI MHpoOpManun
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
TEXHOJIOI'MA KOMIIBIOTEPHOI'O AYJIUTA

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

Bapuarusnas

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.B.09.06.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

8 cemectp - 4;

Yacos (Bcero) no yueoHomy
IJIAHY:

144 yaca

Jexknun

8 cemectp - 14 yacos;

HpaKTuquKne 3aHATHA

8 cemecTp - 28 yaca;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

8 cemecTp - 2 yaca;

CamocrosiTesibHasi padoTa

8 cemecTp - 99,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYasi:
Cemunap

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

8 cemecTp - 0,5 yaca;

Mockgsa 2020




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu HeBckun A.HO. o

IIpenonaBarenb * Mol ¢ NaerTbnratop RADC65573-NevskyAY-0b6e493d A.JIO. HeBckuit

COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBoauteins Braeren Baporos O.P.
00pa30BaTEIbHON IPOrpaMMBbI NaerTnbnratop RO0d76356-BaronovOR-7bigfd7e O.P. baponos

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

x 5 Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi

Sk




1. HEJIM U BAZJIAYHU OCBOEHU A JUCHUIIIINHBI
Leab ocBOeHHUS] IMCHUIIMHBI. OBJQJICHHE KOMIIETCHIMSIMH, CBSI3aHHBIMH C OBJIQJICHUEM
COBPEMEHHBIMH MPUEMAMH U METOJIaMU ayJauTa 0e30MmacHOCTH WHPOPMAIMOHHBIX CUCTEM OpraHU3alui
Ha OCHOBE HCIIOJIb30BaHUsI IPOTPAMMHBIX CPEICTB U METOJIOB AKTUBHOTO ay/IUTa
3agaum QU CHUIITTHHBI
- U3y4YEeHHE POJIU, MECTA U TEXHOJIOTUU MIPOBEJCHHS ayAUTa B CUCTEME MEHEKMEHTa
uH(popmanmonHoi 6e3onacHoctu (CMUB);
- OCBOCHHE MIPUEMOB, CIIOCOO0OB U TEXHOJIOTUU KOMIBIOTEPHOIO ayIuTa HHPOPMAIIHOHHOM
CHUCTEMBbI OpraHHU3allUu;
- IpHOOPETEHNE OTbITA IPOBEICHUS pa0OT OCHOBHBIX JTAlOB ay/IMTa, AaHAJU3a €ro Pe3yJbTaToOB B
LEJSX MPUHATHS YIIPABICHYECKUX PEILICHUMN.

dopmupyembie y 00y4aronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

oA 1 HAUMEHOBaAHHE 0o 1 HAUMECHOBaAHUE AIlJIAHUPOBAHHBbIC PE3YyJbTAaThbl O0YYCHUSA
KOMIICTCHIIUU HHAUKATOPA TOCTUKCHUS
KOMIICETCHINH
IIK-3 Cnoco6HOCTBIO 3HATh:
aJIMMHUCTPUPOBATE - IEPEYCHb U Co/IepKaHne HH(POpMAIHU
OJCHUCTEMBI ayauTa, 1oJIy4aeMoM U3 POrpaMMHBIX
UH(POPMALIMOHHOM NPUIIOKECHUH;
0e30MacHOCTH 00BEKTA - IepEeYEeHb U BO3MOXKHOCTH IPOTPAMMHBIX
3aIUTHI MPUIIOKESHUH TI0 BBIITOIHEHUIO OCHOBHBIX
GbyHKUMH ayauTa, BKIIOYas open source
pereHws.
YMETB:

- IPUMEHATH PE3yJIbTaThl aHAIN3a
uH(pOpMaLUK ayuTa JUIsl IPUHATUS
YIPaBIEHYECKUX PEIICHUN B
MH(OPMALIMOHHON CUCTEME OpraHU3aluy;
- BBIIIOJIHATH NIEPEUYEHB OIIEPALUN T10
paboTe ¢ MpOrpaMMHBIMH NMPUIIOKEHUSIMH,
BBINOJIHAIOUIMMU (DYHKIIUU ayANTa,
BKJIKOYAsi OpeN SOUrce pemeHus.

IIK-10 CrnocoOHOCTEIO 3HATh:
IPOBOJINTE aHAJIH3 - IepeyUeHb U COJICPIKAaHUE CTAaHIAPTOB
UH(OPMAIMOHHO cepuu 'OCT P UCO/M3K 27000 B
0€e30IMacHOCTH OOBLEKTOB U obnactu ayaura I/IH(bOpMaIII/IOHHoﬁ
CHCTEM Ha COOTBETCTBUE 0e30MacHOCTH;

TpeGOBaHUAM CTAHIAPTOB B - IepeyUeHb U CoJiepKaHue TPpeOOBaHUI
obnactu nHGOpPMAITMOHHON PYKOBOAAIIUX JOKYMEHTOB K ayIUTy
0e30MMacHOCTH HEKOTOPBIX HHPOPMAITHOHHBIX CUCTEM:

NCIIJH, KU, I'nC.

YMETh:
- pa3paboTaTh M peaanu30BaTh IJIaH
MPOBE/ICHUS ayiuTa HH)OPMAITHOHHON
CUCTCMBbI OpFaHI/ISaHI/II/I;

- pa3paboTaTh U KOPPEKTUPOBAThH ILJIAH
BBITIOJTHEHUS TPEOOBAaHUMN PYKOBOISIINX
JIOKYMEHTOB TI0 00€CTIEYCHHIO
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Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpPa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

0e30macHOCTH HH(bOpMaL[I/IOHHBIX CHUCTEM
Ha OCHOBC JJAHHBIX ayauTa.

IICK-1 CriocoGHOCTH
aJIMUHHCTPUPOBATh
MOJICCTEMBI
nH(pOpMaIMOHHOM
0e30MmacHOCTH 00BEKTOB,
00bekThI FHepreTuku KBO
P®, skcrutyatupyromue
ACY TII

3HATH:
- BO3MOXXHOCTH KOMIIBIOTEPHOTO ayIuTa,
BCTPOCHHBIE B OTNIEPALIMOHHBIEC CUCTEMBI,
0a3bl JAaHHBIX U JPYTUE IPOrpaMMHBIC
MPUIIOKEHUS;

- OCHOBBI ayJIUTa 0€30MaCHOCTH
MH(OPMALIMOHHBIX CUCTEM, BKIIOYAS
OTpaciieBbIE€ CUCTEMBI (OOBEKTHI
sHEpreTukH, otHocsmecs k KBO P®D).

YMETh:
- HaCTpauBaTh MPUIIOKCHUS ayUTa,
BCTPOCHHBIE B OTMIEPAIIMOHHBIE CHCTEMBI,
0a3bl TaHHBIX U JIPyTrUe TPOrpaMMHBIC
KOMILJICKCHI;

- MPOBOANTH aHAJIU3 CBEJCHUMN ay/InuTa,
MOJIy4aeMBIX U3 IPOrPaMMHBIX
MIPUIOKEHUH, BKIIIOYAsI U UCTIOJIb3YEMbIE B
OTpacJyeBbIX cucTteMax (0OBEKTHI
sHepreTuku, otHocsmecs kK KBO P®D).

2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI BO

JucuumnimHa OTHOCUTCS K YacTd, (OpMHpyeMON Y4acTHHKaMHM OOpa30BaTEIbHBIX OTHOLICHWM
O50Ka JUCLUMIUIMH OCHOBHOM mpodeccuoHanbHON o0pa3zoBaTenbHON mporpamme OpraHuzanus u

TEXHOJIOTUA  3alllMThI

uHpopmanuu  (manee

OI1OI),

HanpaBienuss mnoaroroBkn 10.03.01

HNudopmannonHas 6€30macHOCTb, ypOBEHb 00pa30BaHUs: BbICIIEE 00pa3oBaHUe - OaKalaBpHar.

bazupyercs Ha ypoBHE cpeqHero o01ero oopa3oBaHusl.

Pe3yJ'IBTaTLI O6y‘IeHI/IH, TOJIYYCHHBIC TPU OCBOCHUU JUCHUIIINHBI, HeO6XO,I[I/IMI>I IIPpU BBIITOJIHCHHUN

BBIMTYCKHOM KBaJTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 4 3a4eTHBIX eMuHUIIbI, 144 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Teopernueckre 0OCHOBBI 38 8 4 - 8 - - - - - 26 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
KOMITBIOTEPHOTO IToBTOpEeHNE MaTepuana o pasiery
ayzauTa 0e30IacHOCTH "TeopeTH4yecKre OCHOBBI KOMIIBIOTEPHOTO
nH(pOpMaMOHHBIX ayaura 0e301acHOCTH HH(OPMAITOHHBIX
CUCTEM cucrem"
1.1 | Teopernyeckue OCHOBBI 38 4 - 8 - - - - - 26 - Ilo0z0mogKa K ayoumopHsim 3auamusam:
KOMITBIOTEPHOTO [TpopaboTka JEeKIHH, BEIIOJHEHHE 1
ayzauta 6e30IacHOCTH MOATOTOBKA K 3aIuTe Jad. paboThI
HHPOPMANOHHBIX Ilodzomoexa domawinezo 3adanus:
CHCTEM [ToaroToBKa JOMAIIHETO 3aJaHHs HATIPaBJICHA

Ha OTPabOTKy YMEHUI perIeHus
npogeccHOHANBHBIX 3a1a4. JloManrHee 3a1aHue
BBIJIAETCS CTYJIEHTaM 110 U3Y4YEHHOMY B pasjelie
"TeopeTndeckrue OCHOBBI KOMITBIOTEPHOTO
ayauTa 6e30MacHOCTH HHPOPMAIMOHHBIX
cucteM" MaTepuaiy. JIOMOIHUTENBHO CTYACHTY
HE00X0IMMO U3YUHTh JTUTEPATypy U pa3zoOpaThb
TIPUMEPHI BBITIOTHEHUS ITOTO0OHBIX 33 JaHHH.
[IpoBepka qoOMaIIHETO 3aJaHHS IPOBOTIUTCS TIO
MIpeCTaBICHHBIM MTUCBMEHHBIM padoTaM.
Io020moeKa K npaKmMuyuecKum 3aHamusm:
Uzyyenue Matepuana no pasaeny
"TeopeTuuecKkre OCHOBbI KOMIIbIOTEPHOTO
ayauTa 6e30MacHOCTH HHPOPMAITHOHHBIX
cucTteM'" MOATOTOBKA K BBIIOJIHEHHIO 3a0aHHI
Ha TPaKTHYECKUX 3aHATHIX
Camocmosamenbroe uzyueHue
meopemuyueckozo mamepuana: Vzyuenve
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JIOTIOJTHUTEIBLHOTO MaTepuana o pa3aeny
"TeopeTuueckre OCHOBBI KOMITBIOTEPHOTO
ayauTa 0e30MacHOCTH HHPOPMAIMOHHBIX

cucteMm"

H3yuenue mamepuanos iumepamypHblx
UCHOYHUKOS:

[1], 56-88

Texuomornn
KOMITBIOTEPHOTO
ayauTa

70

10

20

40

2.1

Texuomorun
KOMITBIOTEPHOTO
aynura

70

10

20

40

Ilooz0mogKa K meKyuiemy KOHmMpoio:
IToBTOpEHNE MaTepuana Mo pasaety
"TeXHOJIOTHH KOMITBIOTEPHOTO ayauTa'
Ilooz0mogka domauinezo 3adanun:
[MoaroroBka goMalHero 3aiaHus HaIlpaBiIeHa
Ha OTPabOTKY YMEHUIl peleH s
npodeccrnoHaNBHBIX 3a/1a4. JlomalHee 3agaHue
BBIJJAETCS CTY/ICHTaM I10 U3yYEHHOMY B pasJielie
"TeXHONIOTHUH KOMITBIOTEPHOTO ayauTa'
Marepuany. JIoNoIHUTEIBHO CTYICHTY
HEOOXONMO M3Y4UTh JINTEPATypy U pazo0paTh
MIPUMEPHI BHITOJHEHUSI TOJOOHBIX 3aTaHHUMH.
ITpoBepka gOMaIIHETo 3aAaHus IPOBOANTCS T10
MIPE/ICTABICHHBIM TUCEMEHHBIM paboTaMm.
110020mogKa K NpaKmuuecKum 3auAMuaM:
W3yuenne maTepuana mno paszaeny "TexHoaoruu
KOMIIBIOTEPHOTO ayAnuTa" TOATOTOBKA K
BBITNIOJIHCHHUIO SajlaHI/Iﬁ Ha MMPAKTUICCKUX
3aHATUAX

Camocmoamenvroe usyuenue
meopemuyueckozo mamepuana: VIzyaenne
JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
"TeXHONOrMH KOMIIBIOTEPHOTo ayauTa"
H3yuenue mamepuanog iumepamypubix
UCIOYHUKOG:

[1], 16-29
[2], 22-39

DK3aMeH

36.0

0.5

33.5

Bcero 3a ceMmecTp

144.0

14

28

0.5

66

335

HTroro 3a cemecTp

144.0

14

28

0.5

99.5




IIpumeuanue: Jlex — nexnuu; Jlab — mabopatopusie padotsl; [Ip — npaktuueckue 3anatusi; KIIP — ayautopHbie KOHCYIBTAIIMN 110 KYPCOBBIM
npoektam/padoram; UKKII — nnauButyanbHble KOHCYIBTAIUH 110 KypCOBBIM IpoekTam/padoram; ['K- rpymnmoBsie KOHCYIbTAIlMK MO pa3jienaM
mucturuael; CP — camoctosarensHas padora cryaenta; MKP — nnas konraktHas padota; TK — Texymmiit KoHTpoib; [TA — nmpomexyTouHas
aTTecranus



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Teopemuueckue 0CHOBbL KOMNbIOMEPHO20 ayouma 0e30nacHOCmy UHGOPMAYUOHHBIX CUCHEM

1.1. TeopeTuueckrie OCHOBBI KOMIIBIOTEPHOIO ayauTa 0e30macHOCTH HH(POPMAIIMOHHBIX CUCTEM

[TonsiTve, menu. BUIBI, Ha3HAUCHUE ayauTa O0E30MacHOCTH WH(MOPMAIMOHHBIX CHCTEM.
TpaguiMoHHBIN aynuT, akTUBHBIA ayauT. Poilbp M MecTo ayauTa B CHUCTEME MEHEIKMEHTa
unpopmanmonHoi 6e3zomacuoctu (CMUB). Tlonoxkenuss TOCT P UCO/MBK 27000 mo ayauty
6e3onacHocti. OcHoBHbIe TosioxkeHUs1 ctangaproB ['OCT P UCO/MDBK 27007-2014 u TOCT P
56045-2014/ISO/IEC TR 27008:2011 no mocnenoBaTeabHOCTH poBeaeHus ayauta. OcoO0eHHOCTH
MPOBEJCHUS KOMIIBIOTEPHOTO ayAUTa U MOJIyYE€HUsI CBUICTENbCTB, U3MepeHuil u (akToB. OCHOBBI
aHaim3a HGOpPMAIIUU ay/IuTa, €€ TPEICTABICHUE B oT4YeTax. Busyanuzanus nuaopmammu ayaura.
dopmMupoBaHuE U MPUHATHE YIPABICHYECKUX PEIICHUI Ha OCHOBE HH(OPMALIUU ayIUTa..

2. Texnonoauu KOMNbIOMepPHo2o ayduma

2.1. TeXHOJOTHH KOMIBIOTEPHOI'O ayAuTa

Cpe[[CTBa ayauTra BCTPOCHHBIC B IIPOTPAMMHBIC MNPUIIOKCHUA: OICPALMOHHBIC CHUCTCMbI H
IpPUKJIaJHbIe TporpaMMsel. [IporpaMMHble NMPUIIOKEHUS U NPAaKTUKAa MX MPUMEHEHHUE Ui ayAuTa
Oe3omacHOCTH: cKaHepbl 6e3omacHocTH, DLP-cuctemsl, SIEM-cucremsl. Pemenust open source ais
IpoBeeHUs ayAuTa: yTuiaura n-map, Metasploit Framework. Ilpaktukym paGoTbl mO ayauTy
Oe3omacHocTH. TexHonorust 0OpabOTKHU JaHHBIX ayAuTa. AHAIMTUYECKHE BO3MOXHOCTU ayJauTOpa
U nporpammHoro obecredyeHus. TpeGoBaHus K OTYeTy IO pe3yibTaraM ayauta. PopmMupoBaHue
OTYETOB ayAuTa OE30MACHOCTH. .

3.3. Tembl NpaKTHYECKUX 3AHATHI
1. Hacrpoiika sxypHana coobitiii B OC Windowsaiist TpoBeieHNsT KOMITBIOTEPHOTO ay/InTa;
2. YcraHoBKka cucteMbl MOHUTOpUHTA coObiTuii B ELK1 npaktudeckas pabora o ayiuTy
COOBITHI;
3. Texnonorus padotsl ¢ yrunutoi audite ELK;
4. AHanu3 U BU3yallu3alys *KypHaAJIOB COOBITUI Ha HCCIEAYEMOM OOBEKTE C MCIOJIb30BAHUEM
ELK;
5. PasBepTriBanue u nepBudHas HacTpoirika ELK;
6. AHaiIM3 3aIIUIIEHHOCTH 00BEKTa UCCIIEJOBAHUH ¢ UCTIOIb30BAaHUEM CKaHEPOB
0€30I1aCHOCTH;
7. Texnonoruu coopa nHdGopMaruu 06 ucciaenyeMoM 0ObeKTe ayaAuTa U3 OTKPBITHIX
HCTOYHUKOB;
8. Konuryparus padodero mecra js IpOBEJEHNUS KOMIIBIOTEPHOIO ay/AnuTa.

3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPEAYCMOTPEHO
3.5 Koncyabranumn

Ipynnoewie koncyremauuu no paszoeaam oucyuniunsl (I°'K)

1. OOcyxnaeHue maTepuaioB 1o keicam paszzena "TeopeTnyeckne OCHOBBI KOMIIBIOTEPHOTO
aynuTa 0e30nmacHOCTH MH(POPMAIMOHHBIX cUCTEM"
2. OO6cyxaeHre MaTepHajIoB Mo KelicaM pazzena "TexHOIOrnu KOMIbIOTEPHOro ayauTa"
Texywuii koumpons (TK)




1. KOHchIbTaI_[I/II/I HaIpaBJICHBI Ha MOJYYCHHUC MHAUBUAYAJIBHOI'O 3adaHUsA JJIS1 BBIITOJIHCHUSA
KOHTPOJIBHBIX MEPONPUATUA 10 pazfaeny '"TeopeTHyeckue OCHOBBI KOMITBIOTEPHOIO
ayauTa 6€30macHOCTH MH(POPMALIMOHHBIX CHCTEM"

2. Koncynbranuu HampaBlieHbl HA MOJIyY€HUE WHAUBUAYAIBHOTO 3aJlaHUS JJIS BBHIIOJHEHUS
KOHTPOJIbHBIX MEPONIPUATHH 110 pa3zeny "TexHOJOruu KOMIIbIOTEPHOTO ayauTa”

3.6 TemaTnka KypcoBBIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ paboTa HE IPEayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arutaHMPOBaHHbBIE PE3YIBTATHl O0YYEHUS M0 AUCIHUITHHE
(B COOTBETCTBUH C pa3aeioM 1)

Konbr naaMKaTOpOB

Howmep paznena

JUCUUILTUAHEI (B

COOTBETCTBUH C
n.3.1)

1 | 2

OueHo4HOE CPesCTBO
(TUII ¥ HAUMEHOBAHUE)

3HATh:

[epe4YeHb U BO3MOKHOCTH MPOTPAMMHBIX ITPUIIOKEHUM 110 BBIIIOJHEHUIO
OCHOBHBIX (DYHKITUH aynTa, BKIIFOYAsi OpENn SOUrce permeHus

ITK-3(KoMrmereHmus)

Cemunap/KM-4

nepeyueHs U cofiepkanre nHopMaluu ayauTa, nory4aeMoi u3
MPOTPAMMHBIX PHIOKECHHI

ITK-3(KoMrmereHmus)

Cemunap/KM-5

nepeyeHb U cofiepkanre TpeOOBaHUN PYKOBOISAIINX JOKYMEHTOB K ayJIUTY
HekoTopbix nHGopmarmonusix cuctem: UCITJIH, KUU, TUC

ITK-10(KomnieTeH1us)

Cemunap/KM-1

nepeveHs u coaepkanue crangapros cepun 'OCT P MCO/MDK 27000 B
obractu aynuTta HHQOPMAIIMOHHOM 0€30MacHOCTH

ITK-10(KomnieTeH1us)

Cemunap/KM-1

OCHOBBI ay/IuTa 0€30MaCHOCTH MH()OPMAIITMOHHBIX CUCTEM, BKIIFOUAS
oTpaclieBble cucTeMbl (00BEKTHI SHEepreTuku, oTHocsmuecs kK KBO PO)

[1CK-1(KomneTenmusi)

Cemunap/KM-3

BO3MOXHOCTH KOMIIBIOTEPHOI'O0 ay/IuTa, BCTPOCHHBLIC B OIICPALITMOHHBIC
CHUCTCMBI, 0a3nl JAaHHBIX U JPYTU€ NPOTPAMMHBLIC TPUJIOKCHUA

ITICK-1(KomnereHtus)

Cemunap/KM-2

YMmerh:

BBITIOJHSATH MIEPEUYEHb OMepaluii o padboTe ¢ mporpaMMHBIMU
MPUIIOKEHUSMH, BBITTOTHSIIOMMMA (DYHKITUU ayIuTa, BKIIIOYAst Open source
penieHus

ITK-3(Komnerenuus)

Cemunap/KM-3

MIPUMEHSTh Pe3yJbTaThl aHAIN3a UHPOPMALUK ayAUTa AJIs IPUHSITUS
yIIpaBJIEHYECKUX pelIeHH B MHPOPMALIMOHHOM CUCTEMe OpraHu3aliu

ITK-3(Komnerenuus)

Cemunap/KM-4

pa3paboTaTh U KOPPEKTUPOBATH IJIaH BBIIIOJIHEHUS TPEOOBaHU
PYKOBOJSIIMX TOKYMEHTOB MO 00ECTIIeYeHHIO 0€301acCHOCTH
MH(OPMALIMOHHBIX CHCTEM Ha OCHOBE JAHHBIX ayJauTa

[NK-10(Komnerenuus)

Cemunap/KM-5

pa3paboTaTh M peaan30BaTh IJIaH MIPOBEACHHS ayIuTa HHHOPMAITMOHHOM
CHUCTEMbI OpraHU3alUH

[NK-10(Komnerenuus)

Cemunap/KM-5

IMPOBOAWTEL aHAJIU3 CBC}IGHI/Iﬁ ayauTa, IojiydacMbIX U3 IMPOrpaMMHBIX
l'[pPIJ'IO)KCHPIﬁ, BKJIKOYas U UCII0JIb3YCMBIC B OTPACIICBBIX CUCTEMAX (O6T>CKTBI

[1ICK-1(KomneTeHwst)

Cemunap/KM-2
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sHepreTuKH, otHocsmecss kK KBO PD)

HaCTpanBaTh NPHUIIOKCHUA ayAUTa, BCTPOCHHLIC B OINICPAIIMOHHBIC CUCTCMBI,
0a3sl JAHHBIX U APYTUE NPOrpaMMHBIC KOMITJICKChI

[ICK-1(Komnerenuusi)

Cemunap/KM-1
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

Dopma peanuzaruu: [IpoBepka 3ananus
1. KM-1 (Cemunap)
2. KM-2 (Cemunap)
3. KM-3 (Cemunap)
4. KM-4 (Cemunap)
5. KM-5 (Cemunap)

bannbHO-pedTHHTOBAs CTPYKTYpa AUCIMILTUHBI ABISETCS MPUIOKEHUEM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 10 JUCHUIIMHE

Ixzamen (Cemecmp NeS)
Ouenka ompenensieTcss B cOOTBETCTBUU ¢ [lonoxkeHneM o OaIbHO-PEUTHHTOBOM CHUCTEME ISt
ctyneHtoB  HUY «MDU» Ha OCHOBaHMM CEMECTPOBOW M 3a4eTHOM / 3K3aMEHAIMOHHOM
COCTaBJISIONIHNX.

B nunnoM BeICTaBIsETCS OICHKA 3a 8 CEMCCTD.

Ipumeuanue: OLieHOYHBIC MAaTEPUAIIBI TTO TUCIUIUIMHE MPUBEICHBI B (DOHIE OLIEHOYHBIX
marepuasioB OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHBI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. [Terpenko, C. A. Ayaut 6e3omacHoctu Intranet / C. A. Ilerpenko, A. A. Ilerpenko . — M. : JIMK
ITpecc, 2002 . — 416 c. — (MuadopmanmoHHble TEXHOJIOTHU A1 MHKeHepoB) . - ISBN 5-940741-83-5
2. B. U. Tlogonsckuii, H. C. Illep6akona, B. JI. Komuccapos- "KomnbroTepHbie HHPOpMAIIIOHHBIE
cucreMsbl B aynute", M3natensctBo: "FOHuTH-[ana", Mocksa, 2015 - (160 c.)
https://biblioclub.ru/index.php?page=book&id=115315.

5.2 JIuueH3noHHOE U CBOOOIHO PAaCPOCTPaHseMoO€e MPOrpaMMHOe odecreyeHme:
1. CO "IIpomereit”;

2. Office / Poccuiickuii makeT 0(hUCHBIX IPOrpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Buneoxondepenuuu (Maitnn, Coepmxas, BK u np).

5.3 UnTepHeT-pecypchl, BKIWYas NpodeccuoHaIbHbIe 6a3bl JAHHBIX U HH(OPMAIMOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 9BC Jlaub - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J11M0TeKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi ssiekTponHas 6ubamoreka - https://elibrary.ru/

4. HanmoHabHas 3J1eKTPOHHasi 6udsmoreka - https://rusneb.ru/
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5. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

6. DaexTponHasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php

7. llopTan oTKpBITHIX HaHHBIX Poccuiickoii @exepanun - https://data.gov.ru

8. ba3a oTKpBITHIX JaHHBIX MUHHCTEPCTBA TPY/AA U COUMATbHOM 3a1IUTHI PO -
https://rosmintrud.ru/opendata

9. ba3a oTKpBITHIX JaHHBIX PO ecCHOHATBHBIX CTAHIAPTOB MUHHUCTEPCTBA TPYAA U
conuaabHoii 3aumThl P@ - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

10. Ba3a OTKpBITHIX JaHHBIX MHHUCTEPCTBA IKOHOMHYECKOr0 pa3Butus P -
http://www.economy.gov.ru

11. Ba3a oTKpbITHIX AaHHBIX PocuamonuTopunra - http://www.fedsfm.ru/opendata

12. DyekTpoHHast oTKpbITasi 6a3a nanHbIX '"Polpred.com O630p CMHU" -
https://www.polpred.com

13. Uudopmanuonno-cnpapounas cucrema «Kogexe/Texakenepr» - Hitp:\\proinfosoft.ru;
http://docs.cntd.ru/

14, HanmoHaIbHBII MOPTAJ OHJIAlH 00yuenus «OTKpbITOE 06pa3oBanue» - https://openedu.ru
15. O¢puunanbHblii caiT @eaepajbHOrO areHTCTBA M0 TEXHUYECKOMY PeryJMpOBAHUIO H
MmetpoJioruu - http://protect.gost.ru/

16. OTkpbITasi yHuBepcuterckas nnpopmannonnas cucrema «POCCHSD -
https://uisrussia.msu.ru

17. O¢puunanbHblii caiit MUHHCTEepCTBA HAYKH U BbIcIero oopazoBanus Poccuiickoi
®enepanun - https://minobrnauki.gov.ru

18. Opunnanbublii caiit @eepanabHOil CJIy:KObI 10 HA130pY B cepe 00pPa30BaHUSA U HAYKH -
https://obrnadzor

19. ®enepanbHblii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

Tun nomemeHus Homep ayauropumn, OcHaleHue
HauMEHOBaHUue
Y4eOHble ayIuTOpUN H-204, YueOnas rapTa co CKaMbeM, CTOJ IIPENOAaBaTes,
JUISL TIPOBEJICHUS ayAUTOpHUS cTyJ, TpuOyHa, 10CKa MEJIOBasi, KOJIOHKU
JICKIIMOHHBIX 3aHIATUN U 3BYKOBBIE, MYJbTUMEAUWHBIN [IPOEKTOP,
TEKYIIErO KOHTPOJIA SKpaH
K-601, Yuebnas aynmuropusi | mapTa co CKaMbel, CTOJ IIPErno1aBaTels,
CTyJ, TpUOyHa, T0CcKa MeloBas,
MYJIbTUMEANMHBIN IPOEKTOP, IKPaH
Y4eOHble ayIuTOpUN M-510, YueGHnas CTYJI, CTOJI IUCbMEHHBIH,
JUISL TIPOBEJICHUS nmabopaTopus MYJIbTUMEAUNHBINA TPOEKTOP, IKPaH,
MPAKTUYECKUX 3aHIATUH, nH(OPMALIMOHHO- JIOCKAa MapKepHasi, KOMIIbIOTEP
KP u KII AHAITMTUYECKUI IIEPCOHANIBHBIN, KOHAUIMOHED
TEXHOJIOTHUH -
KOMITBIOTEPHBIN KJIACC
Y4eOHbIe ayIUTOpUN M-510, YueOHnas CTYJI, CTOJI IUCbMEHHBIN,
TSl TIPOBEJICHUS nabopaTopus MYJIbTUMEIUNHBINA TPOEKTOP, IKPaH,
MIPOMEKYTOUHOMN nH(OPMAIIMOHHO- JIOCKa MapKepHasi, KOMIIbIOTEP
aTTecTanuu aHATUTHYECKUN MEePCOHAIbHBINA, KOHAUIMOHED
TEXHOJIOTHUH -
KOMITBIOTEPHBIN KJIACC
K-120, MammHHBIM 3a1 cepBep, KOHIULMOHED
HBI
ITomemenus s HTB-201, KomnerotepHslii CTOJI KOMIIBIOTEPHBIN, CTYJI, CTOJI
CaMOCTOSITEIbHOMN YUTAIBHBIN 341 MMMCHbMEHHBIHN, BEIIaIKa I OJICKIEL,
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paboThl

KOMIIBIOTEPHAsI CETh C BBIXOIOM B
WHTepHeT, KOMIIBIOTED NEPCOHANIBHBIN,
IPUHTEP, KOHJUIMOHED

K-307, YueOnas
nabopatopust "OTKpBITOE
MpOrpaMMHOE
obecneueHue"

CTOJI IIPENOAABATEIISA, CTOJI
KOMITBIOTEPHBIN, CTOJI YU€OHBIH, CTYI,
BeLIAJIKa JUIsl OAEKbl, TYMOA,
KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, MyIbTUMEIUUHBIN IPOEKTOP,
9KpaH, J0CKa MapKepHasi, cepBep,
KOMIIBIOTEP IEPCOHAIBHBIN,
KOHIULIMOHED

K-302, YucOuas

CTOJI IpCogaBaTeisd, CTOJI

nabopaTopus KOMIIBIOTEPHBIH, CTYJI, MYJIbTUMEAUNHBIN
"NUudopmaninoHHO- MIPOEKTOP, DKPaH, I0CKAa MapKepHas,
aHAITUTUYECCKHUE cepBep, KOMIBIOTEP MEPCOHATBHBIH,
TEXHOJIOTHH" KOHJUIMOHED
ITomemenus s M-510, YueOHas CTYJI, CTOJI IUCbMEHHBIN,
KOHCYJbTUPOBaHUSA nabopaTopus MYJIbTUMEIUINHBINA TPOEKTOP, IKPaH,
HH(POPMaIMOHHO- JIOCKa MapKepHasi, KOMIIbIOTEP
aHaJINTUYIECKUN MEPCOHAJIbHBIA, KOHAUIUOHED
TEXHOJIOTHH -

KOMITBIOTEPHBIN KJIACC

ITomentenus mis
XpaHeHUus
o0opyoBaHus U
yueOHOr0 MHBEHTapPs

K-202/2, Cknan kadeapbt
BUT

CTeJUIaX Ui XpaHEHHs MHBEHTAps, CTOJI,
CTYI, WKad UIs JOKYMEHTOB, IIKag s
XpaHeHUs MHBEHTaps1, TyMOa, 3aracHble

KOMILIEKTYIOUIHE 1J1s 000PYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonorun KOMIIBIOTCPHOI'O ayauTa

(Ha3BaHME AUCIMILIMHBI)
8 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KM-1 (Cemunap)
KM-2 KM-2 (Cemunap)
KM-3 KM-3 (Cemunap)
KM-4 KM-4 (Cemunap)
KM-5 KM-5 (Cemunap)

Buja npoMexyToUHOI aTTecTANMU — DK3aMEH.

Nunekc KM- | KM- | KM- | KM- | KM-
Howep Paznen pucuuminHel KM: L 2 3 4 >
pasjena Al et Henens 4 6 8 12 15
KM:
1 TeopeTnueckne OCHOBBI KOMIIBIOTEPHOT'O ayAUTA
0e301acHOCTH WH(POPMAIIMOHHBIX CHCTEM
11 TeopeTnueckne OCHOBBI KOMIIBIOTEPHOT'O ayAUTa + + +
' 0e301acHOCTH WH(POPMAIIMOHHBIX CHCTEM
2 TexHonornM KOMIBIOTEPHOTO ayIUTa
2.1 TexHOJIOrHH KOMIIBIOTEPHOTO ayIUTa + + +
Bec KM, %: | 10 20 20 20 30
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