MuHHCTEPCTBO HAYKH U BbICIIEro oopazosanusi P@
DenepabHOE TOCYyIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/IbHOE YUPeKACHUe
BbICIIETr0 00pa30BaHUSA
«HaumoHaibHBIM HCCJIE0BATENbCKUN YHUBepcUuTeT «MIU»

Hanpagiaenue noaroropku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30MacHOCTh
HaumenoBanue oopa3oBatebHoii mporpammsel: DTAJIOH: nndopmanuoHHas 6e30MacHOCTh
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - DaKkajlaBpuaT

®opma o0yuenusi: Ounas

OueHovHbIe MaTepHAJIbI
10 JMCUUILTHHE
be3onacHocTh 0eClIpOBOAHBIX ceTeH nmepexayu HHPpoOpMaLun

MockBa
2022



OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»
Ceefenua o Bragensue L3N M3aKn

Bnageney Monsak P.A.
[IpenogaBaTennb Vaermvbnrarop RbC0e923e-PoliakRI-10208dd2 P.M. Ionsk
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'JTIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w A (EPQ,LLEHMS-I [s] Brﬂuennue uan man
00pa3oBaTebHOM Bragered Baporos OF.
IIPOTPAMMBI Vaermndvatop R90d76356-BaronovOR-7bfafd7e O.P. baponoB
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepeHuna o snagensue U3MN M3K
3aBeHyIOH-IHH Bnageney HeBckui A.HO. A.IO. o
BBINYCKAIOIIEH Kadeapbl MaeArngrarop RAbc65573-NevskyAY-0b6e493d Hesckuit
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[IK-1 I'oToB oOecnieunBaTh 3aUUTy HHPOPMALIMHA B ABTOMATH3UPOBAHHBIX CHCTEMAaX B
IIPOLIECCE UX IKCIUTyaTalluu
[1K-1.1 AIMHUHUCTPHUPYET CHCTEMBI 3aIIUTHI HH()OPMAITUU aBTOMATH3UPOBAHHBIX CUCTEM

2. I1K-2 I'0TOB K BHEIPEHUIO CUCTEM 3aIIUTHI HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM
I1K-2.1 YcranaBnuBaeT ¥ HACTPAMBAET CPEICTBA 3AIUTHI HH(OpMAIUU B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

3. I1IK-3 CnocobeH aAMHUHUCTPUPOBATH CPEJICTBA 3AIIUTH HHPOPMAIUH B KOMITBIOTEPHBIX
CHUCTEMax U CEeTIX
[1K-3.2 AaMUHHUCTpHUPYET MPOrpaMMHO-aNMapaTHbIE CPECTBA 3aIIUTH HHPOPMAIINH B
KOMITBIOTEPHBIX CETIX

K BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanuu: [Tucemennas padora
1. KonTponbaas padbora Ne 1; Jlaboparopuas padora Ne 1; (KonTposnbHas padoTa)
2. KonrtponbHas pabora Ne 4; JlaboparopHas padota Ne 5; (KontponbsHast pabota)
3. JlabopaTtopHas padota Ne 2; JTabopaTopnast pabota Ne 3. (KonrposbHas padorta)
4. JIaboparopHas pabota Ne 6; JlaboparopHas padota Ne 7 (KontposnbHast pabota)

BPC nucuuminHbl

8 cemectp
Beca KOHTpOJIBHBIX MEPONIPUATHIL, %o
Nunexc KM- | KM- | KM- | KM-
Paznen nucuuninHb KM: 1 5 3 4

Cpok KM: 4 8 12 15

Monens ceTeBoit 6€30MacHOCTH KOMMYTUPYEMBIX OECIIPOBOIHBIX
JIOKaJbHBIX ceTel. ATaki Ha CETEeBYI0 HH(POPMAIIMOHHYIO
UHQPaACTPYKTYpy OECIIPOBOIHOIN KOMITBIOTEPHOM CETH

ATaky Ha ceTeByI0 HH()OPMALIMOHHYIO HHPPACTPYKTYPY
0ecrpoBOIHOM KOMIIBIOTEPHOH CETH

MexaHu3MBbI U cpesicTBa obecrieueHus: 0€30MacHOCTH CETEBOM
nH(pOpMalMOHHON HHPPACTPYKTYPHI OECIIPOBOTHOM
KOMIIBIOTEPHOH CETH

MexaHu3Mbl U cpeicTBa obecrieueHus: 0e30MacHOCTH CETEBOM
UH(POPMALIMOHHON HHPPACTPYKTYPHI O€CIIPOBOTHON + +
KOMITBIOTEPHOU CETH

Bec KM: | 25 25 25 25




$O61mas yacte/J{j1st IPOMEKYTOUHOM arTecTanund



COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunekc Nunukarop
KOMIIETEHIINHU

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

IK-1 ITK-1.1nk-1
AJZIMUHHCTPUPYET CHCTEMBI
3aIlUTHI UHPOpPMALIUU
ABTOMAaTU3UPOBAHHBIX
cHCTEM

3HaTh:

(bu3uIecKrue OCHOBBI PabOTHI
TEJICKOMMYHUKAITMOHHBIX
CUCTEM U BO3MOXKHbBIE
yrpo3bl HHGOPMAIIMOHHOM
0€30I1aCHOCTH;

YMers:

MIPAKTUYECKH MPUMEHSITh
TEOPETUICCKHEC 3HAHUS IIPU
pEIIeHNH 3a]1a4 3aIlUThI
nH(popmManuy B
0eCTpOBOTHBIX CHCTEMAX;

KonTponpHas padora Ne 1; JTaboparoprast padota Ne 1; (KonTponbHast
pabora)
KonTpomnpHas padora Ne 4; JTaboparoprast padota Ne 5; (KonTponbHast
pabora)

[K-2 IMK-2.1nk-2 YcraHaBiauBaeT
U HacTpauBaeT CpelCcTBa
3amuTel  MHpOpManuMu B
aBTOMAaTH3UPOBAHHBIX
cucTeMax

3HaTh!

CYLIECTBYIOINE CTAHAAPTHI
JIOKQJIbHBIX OECPOBOIHBIX
KOMIIBIOTEPHBIX CETEN
Ymers:

HaBbIKaMU HaCTPOUKH
CeTeBbIX UHTEp(ECcOoB
0ecTpOBOTHBIX
KOMITBIOTEPHBIX CETEM,
METOJIaMH TIOBBIIICHHUS
3alUIIEHHOCTH
Iepe1aBaeMoil uepes3 HUxX
nHpopMalnu;

Kontponbnas padota Ne 1; JlaGoparopnast padota Ne 1; (KonTponpHas

paborta)

JlabopaTtopHas pabota Ne 2; Jlaboparopnas padota Ne 3. (KonrponbpHas
paborta)

JlabopaTtopHas padota Ne 6; JJaboparopnas padota Ne 7 (KontponsHas
pabora)




I1K-3

ITK-3.2mx-3
AJIMUHUCTPUPYET
IIPOrpaMMHO-aIIapaTHbIE
cpeacTna 3aIUTHI
uHpopMaun B

KOMITBIOTCPHBIX CETAX

3HaTh:

MPUHITUIIBI TIOCTPOCHUS
OeCTpOBOTHBIX
KOMITBIOTEPHBIX CETEH C
Pa3IMYHON peain3annei
¢bu3nvecKkoro Kanana, a
TaK)Ke METOIBI U CPEICTBA
obecrnieueHus
MH(POPMAIIMOHHOMN
0€e30I1aCHOCTH;

KonTponbnas padorta Ne 1; Jlaboparopuas padota Ne 1; (KonTponbhas
pabora)

JlaboparopHas pabota Ne 2; JlaboparopHnas padota Ne 3. (KontponpsHas
pabora)




11. Cooeporcanue oyenounvix cpeocme. Illlkana u kpumepuu oyenueanus
KM-1. Kontpoabnas padora Ne 1; JlaGoparopnas padora Ne 1;

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHnsi KOHTPOJbLHOI0 MEPONPUATHSA: PAKTUUECKOE 3aHATHE

Kpartkoe cogep:xanue 3ajaHus:
[Tpu pacuere pa3aMUHBIX MAPAMETPOB OECIIPOBOIHBIX CETEH, YACTO MIPUXOAUTCS BBITOTHATD
npeoOpa3oBaHUE OJHUX €AMHUL U3MepeHus B Apyrue. [Ipobiema cocTout B TOM, YTO B
TEXHUUYECKUX ONMCAHUAX U 3aKOHO/ATEIbHBIX AKTaX, PErYIUPYIOIINX UCIOIb30BaHUE
paxuoyacTOTHOTO crieKTpa B Poccun, mpucyTCTBYIOT Kak JuHelHble (BarTel, BT), Tak u
norapudmugeckue (IennoeInbl) equHUIB u3MepeHusl. Jlenroens! SBIsSoTCs
JOrapu(pMHUUECKUMH €JMHULAMH U3MEPEHUS YPOBHEH MOIIHOCTH, 3aTyXaHUs U YCUJICHUS
curHaiuos. B nenubenax npuHATO U3MEPATH 3aTyXaHUE BOJIHBI IIPU PACIPOCTPAHEHUU B
noromaronien cpeae, kKo3gpuuueHT ycuineHns aHTeHHbl, OTHOLIEHHEe curHaj/mym. Pycckoe
0003HaueHHE eANHUIIBI «Ienndem» — «aby, mexayHapoaHoe — «dBy. Jleunben sBisercs
6e3pa3MepHOil OTHOCUTEIbHON BETMUYMHOMN, IPeIHA3HAYEHHON /17151 U3MEPEHUS OTHOIIECHUS
JIBYX OJTHOMMEHHBIX BEJIMYUH C IPUMEHEHUEM K IIOJyYEHHOMY OTHOLLIEHHUIO
Jorapugmuueckoro macmrada. /{1 oleHKH OTHOLIEHHS MOILITHOCTEH CUTHaJIa, BeJIMYnHa,
BbIpakeHHas B 1b, Berancisiercs o ¢opmysne: 1b = 100001 [J1 [J0, (1) roe P1 — u3mepennas
MOILIHOCTb, PO — MOIIHOCTB, IpUHSTasA 32 OCHOBY. B oTiuuune ot 6e3pazmepHoro aeunbdena,

JUTSL BRIpKEHUST a0COFOTHBIX 3HAYEHUH MOITHOCTH Ucob3ytoTess dBm (n1bm) u dBW (abBr).

J171st 5TOTO OCTaTOYHO YCIOBUTHCS, KAKOH YPOBEHb U3MEPseMOil (PU3NIECKON BETHMUHHBI
Oynet mpuHsT 32 ocHOBY (ycyioBHbIN 0 1B). B dBm (1bm) 06b14HO BRIpakaeTcst MOIIHOCTD

nepeJaTyrKa. 3a HyJIeBol ypoBeHb 1bM npunsaTa moniHocTs B 1MBT. [l nepeBoia MoLHOCTH

u3 MBT B 1bM HE0OX0TMMO BBITIOJHUTH Ciieaytomiee Beraucienue: [0 = 10000
00000100, (2) voe DO OO0 D— MomHOCTD NepeaTunka, BeipaskeHHas B abm, [0
— MOIIIHOCTh Nepe/laTurKa, BbipakeHHas B MBT. OOpaTtHoe npeobpa3zoBanue u3 1bm B MBT
BhINoJIHsAeTCs 1o popmyne: (10110 =10 OO0 10, (3) rae [ T— MOIHOCTh
nepeaardrka, BelpaxkenHas B A1bm, [ [1[1[][] — MOIIHOCTb NIEpeAaTUnKa, BRIpaKeHHasl B MBT.
B dBW (a1bBT) 3a HyneBoii ypoBeHb IpUHATa MOIHOCTE B 1 BT. @opMmysl 11 iepeBoa
AQHAJIOTMYHBI BHIICTIPUBEACHHBIM C TOM pa3HUIIEH, UTO B KAUECTBE HYJIEBOTO YPOBHsI BbIOpaHa
BenuurHa 1 BT, a n3aMepeHHas MOIIHOCTb TaKXke J0JKHA BhIpaxaTbes B BaTTax. dBi (nbu) —
M30TPONHBIN AennOen (gennden OTHOCUTENBHO H30TPOITHOIO U3TyyaTess). XapakTepu3yeT
KO3(PUIMEHT yCUIIeHUs aHTEHHBI OTHOCUTEIBHO KO3 (UIIMEHTa HAITPABIECHHOT'O IeHCTBHS
U30TponHOro nu3nyuatens. Kak npaBuso, eciivi He OrOBOPEHO CHENHANIbHO, XapaKTepUCTUKU
YCUJIEHUS peabHBIX aHTEHH JA0TCSl HIMEHHO OTHOCUTEIBHO YCUJIEHUS! H30TPOITHOTO
u3nydarens. Jlenuoensl ABIAI0TCS HEMMHEHHBIMU eIMHUIIaMU u3Mepenus. [loatomy, korna
TOBOPST, HalIpUMep, 00 yaABoeHUH MOIIHOCTH, paBHOU 100 MBT (20 1bm), 3TO HE 03HauaeT,
410 MOIHOCTh yBennumiack A0 40 1bm. 40 nbm coorBercTByer 10 000 MBT. YBenuuenune
MOIIIHOCTH B MBT B 2 pa3a SKBUBaJICHTHO MPUOABICHUIO K MOIITHOCTH B 1bM 3 nbwm.
YMeHblIeHHEe MOIIHOCTH B MBT B 2 pa3a SKBUB&JIEHTHO BBIYMTAHUIO U3 MOIIHOCTH B 1bMm 3
nbm. CnenoBarensHo, mpu yBenudeHnu MomHocTH 100 MBT B 2 pasza, HEOOX0IUMO CIIOXKHUTH
20 nbm u 3 1bM u osy4rM MOIHOCTE 23 nbM.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

‘ 3HaTh: buznaeckue OCHOBEI ‘ 1.Ykaxxute MeTo/ibl KOHTPOJIS JOCTYNA, BHIXOASIIHE
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paboThl  TEIEKOMMYHHUKAIIMOHHBIX 3a pamku cranaapra IEEE 802.11.
CUCTEM M BO3MOXHBIE YIPO3bI
nH(pOpMaIMOHHOM 0€30MMaCHOCTH;

3HaTh: CYLIECTBYIONIHE CTAHIAPTHI 1.IToJsi0ca mponycKaHusi — 3TO .

JOKAJIbHBIX 0ecrpoBOTHBIX

KOMITBIOTEPHBIX CETEN

3HaTh: MPUHIMIIBI  HOCTPOCHHS 1.YT1o Takoe GecripoBOIHAsN JOKAJIbHAS CeTh
OECIIpOBOIHBIX ~ KOMITBIOTEPHBIX (WLAN)?

CeTel C pa3IM4yHON peanu3aluen
¢u3nueckoro KaHama, a TaKke
METOJIbl U CpeICcTBa oOecreyeHus
nH(OPMAaIMOHHON 0€30MTaCHOCTH;

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CIIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME HMJIH BBITIOJHEHO NMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABIICHHUE ISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

KM-2. JIabopaTopHasi paGora Ne 2; JTaGoparopHas pabora Ne 3.

®opmbl peanuzanuu: [luceMenHas padora

Tun koHTpoabHOrO MeponpustTus: KourponsHas pabota

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa npoBeaeHnsi KOHTPOJILHOI0 MeponpusaTHs: [IpakTuueckoe 3aHsTHE

Kpartkoe cogep:xxanue 3aganus:
st TOro 4TOOBI OMPEIETUTh COCTOSIHUE OECITPOBOIHOM CPEIbl IIEpelaui, CTAHIIUS UCTIOJIb3YET
(YHKLIMIO KOHTPOIISI HECyIIeH B TEUCHHE YKA3aHHOTO Medickaoposozo unmepesana (Inter Frame
Space, IFS). MexkaIpoBsiif HHTEpBaJl OMpeIEseT BpEMEHHON HHTEPBAI MKy TMepenayeit
kanapos. B crannapte IEEE 802.11-2016 onpeneneno 10 mexxkaapoBbIX HHTEPBAJIOB, KOTOPBIE
CIIy’Kat Juist obecrieyeHusl MPUOPUTETHOTO JocTyna K cpeze nepenayn. IFS HezaBucumsl ot
CKOPOCTH TIepeayuu 1 OMPEEISIFOTCS OTACIBHO A KaXI0H crienuuKaiy Gu3naeckoro
YPOBHsI. DTH UHTEPBAIBI Cleayromnre (yKa3aHbl B MOPSAKE YBEIMUCHUS ITTUTETHHOCTH):

® YMeHbLUEHHbIV MeXXKaapoBblit nHTepsan (Reduced IFS, RIFS);

®  KOPOTKUI MeXKaaposblit MHTepBan (Short IFS, SIFS);

*  MeXXKaapoBbili MHTepBan ¢yHKumm PCF (PCF IFS, PIFS);

*  MeXKaapoBbii MHTepBan pyHKumu DCF ( DCF IFS, DIFS);

e apbuTpakHbIli MexXKaapoBbli HTepBsan (Arbitration IFS, AIFS);

®  paclUMpeHHbIt MeXKaapoBsbiii MHTepsan (Extended IFS, EIFS);

®  KOPOTKUI MeXKaapoBbln MHTepBan dopmmnposaHma nyda (Short Beamforming IFS, SBIFS);

*  MeXKaapoBblii MHTepPBaa NPOTOKONA yToYHeHUs yya (Beam Refinement Protocol IFS, BRPIFS);

® CpeaHU MeXKaapoBblii MHTepBan dopmupoBaHua nydya (Medium Beamforming IFS, MBIFS);




OJIMHHBIN MeXKaapoBblii MHTepBan dopmupoBaHus nyda (Long Beamforming IFS, LBIFS).

Mexxkanposslii naTepBai SIFS camblii KOPOTKHI U3 BCEX MEXKaAAPOBBIX UHTEPBaIOB. OH
UCIIONb3YyeTCsl, Korja OecrpoBOAHAas CTAHLUS 3aXBaTHIIa Cpely U el TpeOyeTcsi COXpaHUTh
JIOCTYTI K Cpejie Ha BpeMsi, He0OX0AUMOe ISl TIepeIady MOCIIeI0BaTeIbHOCTH KaIpOB.
Hcnonb3oBanue HEOOIBIIOTO BPEMEHHOTO HHTEpBAJIa MEXKAY Iepeadeld KaJpoB MO3BOJISIET
IPEOTBPATUTH MOIBITKY 3aXBaTa CPelibl IPYITUMH CTaHLIUSMHU.

B HekoTOphIX ciydasix, 1Jisi YMEHBIICHUS HAKJIAIHBIX pacxo10B, BMecTo SIFS moxer
MCII0JIb30BaThCs MEXKaipoBbli nHTEpBan RIFS.

Hurtepsan PIFS ucnons3yercs ToueunsiM koopauHaTopoM (Point Coordinator) ¢pyakuuu PCF
u rubpuaneiM koopaunaropom (Hybrid Coordinator) pynkunn HCF st momyuenus
IIPUOPUTETHOTO IOCTYIA K Cpele.

Mesxkanpossiid uHTepBai DIFS ncnonb3yercst 6ecipoBOAHBIME CTAaHIIUAMH, PaOOTAIOIIMH
nox ynpasienueM DCF, 11 nepenaun kaapoB JaHHBIX U YIPABISIOIIKAX KaIpOB.

Nutepsan AIFS ucnomnp3yercst 0eCipOBOIHBIME CTAHIMSIMU, TTOAIEPKUBAIOIIUME QOS, s
IIOJIy4EHUs JOCTYyIa K cpezie ¢ nomoipto Merona EDCA.

Wnrepsan EIFS ncnonb3yercs pyuknueit DCF Bmecto DIFS B ToM ciiyyae, koraa cTaHIUsS
olpeieNua, YTo MOCIeAHNHN MOTy4YeHHBIN KaJp coaeprkai OMNOKY MIIM €ro KOHTPOJIbHAS
cymma Obl1a HekoppekTHa. [Tocne ycmentHoro nmosydenus kanapa, Gyaknus DCF cHoBa Oyaer
ucnonb3oBath uHTepBai DIFS.

NurepBan SBIFS nomken ucnoib30BaThCs A1 OTACICHUS HECKOJIBKUX Mepead OT OJHOr0
nepeaaTyrKa B TEUEHUE pa3BEPTKH CEKTOpa MPHUEMHHUKaA (receive sector sweep) Win Koraa
KaXKaasl mepejiaya MpoUCXOAUT ¢ APYroi KoH(Urypalue nepenaroiieii aHTeHHBI U He
OKU/IaeTCsI, YTO OTBETHAsS Iepeaada Oy/eT BhlmonHeHa yepe3 uarepBai SIFS.

HNurepBan BRPIFS noikeH ncnonb30BaThes CTAHIMAMU MEXAY NepeadyaMu KaJapoB
npotokosia Beam Refinement Protocol (BRP).

Wutepan MBIFS nomken ucnonszoBatses Mmexy BTI (Beacon Transmission Interval) u A-
BFT (Association Beamforming Training) u mexuay ISS (Initiator Sector Sweep), RSS
(Responder Sector Sweep), kagpamu SSW-Feedback (Sector Sweep Feedback) u SSW-Ack
(Sector Sweep Ack).

NurtepBan LBIFS noimkeH ncnonb30BaThes MEKy MepeaadyaMu, UCIOJIb3YIOIIMMU pa3HbIe
anteHHsl DMG (Directional Multi-Gigabit), u korja oxuaaercs, 4To 1Moxy4areib
MEepEeKIToUnTCs Ha aHTeHHbl DMG.

3unauenus IFS 3aBucsT ot cpenpl nepenaun u puxkcuponansl (3a uckiarouenueM AIFS) s
Ka)XI0ro (DU3MYECKOro YPOBHS, HE3aBUCHMO OT OMTOBOI CKOPOCTH OECTIPOBOIHOM CTAHIUH.
Bce BpemMeHHBIE MHTEPBAJIBI HAUMHAIOT OTCUYMUTHIBATHCS OT MOMEHTA OKOHYAHUS Mepeaadn
OUepeHOTO Kajapa. ITo He TpeOyeT nepeaadyn Kakux-I1udo crennaabHbIX CHHXPOHU3UPYIOIINX
CUTHAJIOB U HE OTPAHUYUBAET pa3Mep KaJpa pa3sMepoM BPEMEHHOTI'O CJIOTa, TaK KaK CIIOThI
MPUHUMAIOTCSI BO BHUMAHUE TOJIBKO MPU MPUHATUY PELICHUs] O Havalle epeaadn Kaapa.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: CYIICCTBYIOIIUC CTAHAAPTHI
JJOKAJIBHBIX 6eCHpOBOJIHI)IX
KOMITILIOTCPHBIX ceren

1.YTo Takoe YmnpasneHue ouepeaHOCTbIO (Sequence
Control)

3HaTh: MPHUHIMIBI TOCTPOECHUS
OECTIPOBOHBIX  KOMITBIOTEPHBIX
CeTel C pa3NIMYHOM pealn3anuen
dbuznyecKkoro KaHama, a TaKkKe
METO/JBl M CpPEICTBa OOECIICYCHUS
nH(OPMaIMOHHON 06€30MaCHOCTH;

1.JI1s1 4ero Ha0 PacCYUTHIBATH IHEPreTHUECKUI
NOTEeHIUAJ JINHUH CBA3H?
2.Yto takoe Ynpasnenue kaapom (Frame Control):

Onucanue MKaJbl OLICHUBAHUA:




Oyenxa: 5

Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CIIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEUMYIIICCTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnoneHus 3Hanus: OLeHKa "X0opouio" BEICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax: S50
Onucanue xapakmepucmuxu evinonneHus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BHITIOJHEHO

KM-3. KourpoJsbHas padora Ne 4; JlaboparopHasi padora Ne 5;

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpouenypa npoBeaeHnss KOHTPOJIBLHOIO MeponpuaTHA: [IpakTnueckoe 3ansTue

KpaTKOC CoA€cpKaHUuE 3alaHUA:

Crangapt IEEE 802.11 noanep)xuBaet Tpu pa3HbIX TUIMA KaJIPOB: * KaJAPhl JAHHBIX WU
uH(popMannoHHbIe Kaapkl (data frames) - HCIIONB3YIOTCS TSI IEpEIadu TAHHBIX *
KOHTpOJIbHBIE KaAphl (control frames) - cimyskaT A KOHTPOJISI TOCTyTA K Cpefie; * KaJIpbl
yrpaieHus (management frames) - HCIIONB3YIOTCS 11 0OMEHa yIpaBJsitonie naopmammei
IIPH BBINOJHEHUHU TaKuX onepauuii nogypoBHs MAC, kak accouuanus 1 pa3pbiB acColUaluu
CTAHIIMH C TOYKOH JIOCTYIIA, AyTCHTH(PHUKAIUSA U OTMEHA ayTCHTH(PUKAIIUN, CHHXPOHHU3AIUS 1
np. Kaxnsit kanp MAC cocTOUT U3 CIeAyIOIMX OCHOBHBIX KOMIIOHEHTOB: 3arojioBKa Kajpa,
TeJa KaJapa epeMEeHHON JUIMHBI U KOHTPOJIBHOM CyMMBI Kaapa. I1epBbie Tpu mons
(«YnpaBnenue kaapomy, «JlnurenpHoCcTh/uaeHTHPUKATOPY, «ALlpec 1») U mocaenHee noie
(«KoHTposbHas cyMMa Kajpa») IpUCYTCTBYIOT BO Bcex kaapax MAC. OcranbHbIe MO
(«Anpec 2», «Anpec 3», «YrpaBieHUe 04epeTHOCTRION, «Anpec 4», «Ynpasienue QoSy,
«Teno xagpa») NpUCYTCTBYIOT TOJIBKO B onpeeneHHbix kaapax MAC. Puc. 4.1 ®opmar kaznpa
MAC IEEE 802.11-2012 Kasxpl1ii U3 TUTIOB KaJpOB pa30MBaeTCsi Ha HECKOJIBKO MOTHUIIOB B
3aBUCHUMOCTH OT BBIMIOJIHAEMOMN Onepanuu

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

YMeTh: MPaKTUYECKH TPUMEHSTH
TEOPETUYECKHE 3HAHUSA npu
pelteHnH 3aaq 3aIIUTHI
uHpopMaluu B OECIPOBOTHBIX
CUCTEMaX;

1. Pacuiudpyiite bonbuie pparmentos (More Fragments
2.[laiite onpenenenue [lostop (Retry)

3.JlaiiTe onpenenenue YnpasieHue MoiHocTh0 (Power
management)

Onucanune MKAJbI OIlCHUBAHUA:

Ouyenka: 5

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku vtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 60
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OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHka "yI0BIeTBOPUTEIHLHO" BBICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-4. JlabopaTopHasi padora Ne 6; Jlaboparopnas padora Ne 7

®opmbl peanausanuu: [luceMennas padora

Tun kouTpoabHoro meponpusitusi: KonrpospHas padora

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpouenypa npoBeaeHnst KOHTPOJIBLHOIO MeponpuaTHA: [IpakTnyeckoe 3aHsaTue

Kpatkoe cogepxanue 3agaHus:
pPOEKTUpPOBaHHE OECIIPOBOIHBIX CETEH MPaKTUUECKU HEBO3MOXKHO 0€3 OLIEHKH IPUTOJHOCTH
JIMHUY CBSI3H, T.K. 3Ta OLIEHKA UMEET OOJIbIIIOE 3HAYCHUE /TS BBISIBIICHUSI BO3MOXKHBIX TIPOOIIeM
B X0/i¢ yCTaHOBKU. Hanmuue Xopoiero sHepreTH4eckoro noTeH1uuana spisiercs: 0a30BbIM
YCIIOBHEM JIJISl HOPMAIBHOTO (DYHKIIMOHUPOBAHHUSI JIMHAN CBSI3U. DHEPTEeTHUECKUI MOTSHIIHAIT
(Link budget) 6ecripoBoiHOIM TMHUH CBSI3U YYUTHIBAET BCE YCUIICHUS U TOTEPU YPOBHS
CHUTHAJIa TIPU €T0 PAcIpOCTPAaHEHHUH OT NepeIaTunKa K IPHEMHUKY depe3 OeCIIpOBOTHYIO CPEy
nepeaayn, kabenu, pa3beMbl U Pa3IMUHbIe IPENATCTBUS (CTEHBI, IOTOJIKH, 1E€PEBbs U T.1.).
[TonHOE ypaBHEHHE SHEPTETUYECKOTO MTOTEHIIMAIA JIMHAN CBSI3U MOYKHO 3aIHCATh CIIEIYIOIUM
obpazom: LI - 00O+ 000 -000+ 00000 -00000 =000+ 0000, (1) roe:
(] J— momHoCTh nepenatunka, 1bm (dBm); [1][— moTepu curHana B aHTEHHOM KaOene u
pazbpemax nepenaromiero tpakra, ab (dB); [11][1— koaddunuenT ycunenus nepenaromiei
antennsl, 1b (dBi); [J[1 [J— notepu nepenaun B cBOOOIHOM IipocTpanctse, nb (dB); D0 0—
K03 uureHT ycuneHus npueMHo antenHsl, 1b (dBi); [0 [J— notepu curHana B
aHTEHHOM Kalele U pa3beMax npueMHoro tpakra, 1b (dB); [1[1[]—3amac Ha 3amMupanue
curHana (SOM, System Operating Margin), a1b (dB); [1[1[][][]— 9yBCTBUTEIBHOCTb
IpUEMHHUKA MPU JaHHOM ckopoctu nepenaun, Abm (dBm). [Totepu B cB0OOgHOM IpOCTpaHCTBE
JUISL IMHUY CBSI3U C U30TPOITHBIMU @aHTEHHAMH MOYKHO PACCUUTATh C TTOMOIIBIO CIIEAYIOIEeH
dopmymer: (1000 = 20000000 + 20000000 + [(ab), (2) roe: [17][1— ocCHOBHBIE TIOTEPH TIEpeIavH B
CBOOOJTHOM MPOCTPAHCTBE; [ |— IeHTpabHAas 4YacTOTa KaHajla, Ha KOTOPOM paboTaeT cucTema
CBsI3U; []— paccTOsTHUE MEXTy ABYMSI aHTEHHAMH; [ ]— KOHCTAaHTa, KOTOPAast 3aBUCUT OT €IMHHII
U3MEpPEHUs YacTOThl M paccTosiHUA. KoHCTaHTa B BBIpaKEHUH MOKET MEHSATHCS B 3aBUCUMOCTH
OT TOTO, B KAKUX €IMHUIIAX BBIPAYKEHBI YACTOTA U PACCTOSHUE: * ISl YaCTOTHI, BHIPAKCHHOH B
I'Tu, u paccTostHUS, U3MEPSAEMOT0 B KUJIOMETpax, KOHCTaHTa paBHa 92,45; ¢ 17151 4acTOTHI,
BbIpaxkeHHON B MI'11, M pacCTOsSIHUSA, U3MEPSEMOTO B KHJIOMETpaX, KOHCTaHTa paBHa 32,4; ¢ 11
4acTOTHI, BeIpakeHHOM B MI'11, M paccTosiHus, N3MEPAEMOr0 B METPax, KOHCTAaHTa paBHA -
27,55. Jlns ipyrux TUIIOB aHTEHH CJIEAyeT YUUThIBaTh K03 duuueHt ycunenus. B pesynbrate
BbIpaXXEHHE ISl TIOTEPb B CBOOOJHOM MIPOCTPAHCTBE MPUMET Cleyromuid Bua: 11111 =
20000+ 20000 — 000 = 00000 + H(ab), (3) rae: [0 [J— ocHOBHBIE MOTEPHU TIEpeIadH
B CBOOOJHOM IIPOCTPAHCTBE; [ |— IIeHTpajbHas 4acToTa KaHaja, Ha KOTOpOM paboTaeT cucrema
cBsi3U; []— paccTosiHME MEXTy ABYMS aHTeHHamu; [ ][] []— koappUIMEeHT ycuaeHus
nepenarouieii anteHHsl; - 54 - [1[J[1[][J— koapduueHT ycuieHus NIpueMHON aHTEeHHBI; [ |—
KOHCTaHTa, KOTOPasi 3aBUCHUT OT €AMHUIl U3MEPEHHS YacTOThI U paccTosiHUA. HanexHOCTh
paboThI OECTIPOBOIHON JIMHHUM CBSI3U B IIEPBYIO OYEPEIb OTMPEACIISIETCS YJHEPTETHUECKUM
3aracoM Ha ObICTpbIE U MeJUIeHHbIe 3aMupanus. [loaTomy npu ee pacuere 00s13aTENTBLHO
JIOJDKEH OBITh IPEyCMOTPEH Pe3epB Ha KOMIICHCAIMIO 3TUX 3aMUpaHuil [] 3amac Ha
3amupanue curtana (SOM). SOM omnpenensiercss Kak pa3HHULA MEXAY YPOBHEM (DaKTUUYECKH
NPUHAMAEMOTO CUTHAJIA U YYBCTBUTEIBHOCTHIO TPUEMHHUKA, KOTOPAs 3aBHCUT OT BHIOPAHHOTO
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Tua Monyistuau. [0 = D100 — DT+ DT — D00 + D00 = o oeo =
CICIOEE, (4) toe: [0 1)— 3amac Ha 3amupanue curaana (SOM, System Operating Margin), n1b
(dB); [1[1[]— momHOCTh nepeaatunka, 1bm (dBm); [1[1[]— noTepu curHaia B aHTCHHOM
kabene u pazbemax nepenaromiero tpakra, 1b (dB); [ 1— koadduruenT ycunenus
nepenaromieit anrenusl, 1b (dBi); [11][— moTepu nepenayu B CBOOOJHOM MPOCTPAHCTBE, 1b
(dB); L[ ko3 duuueHT ycuaeHus npueMHoi anteHnsl, 1b (dBi); (11111 []— motepu
CHTHaJIa B aHTEHHOM KabeJie U pazbemMax ImpueMHoro tpakta, ab (dB); -
YyBCTBUTEILHOCTh IPHEMHHUKA HA JAHHOW CKOpOoCcTH niepenayu, 1bm (dBm). Uem Boime SOM,
TEM HaJie)kHee OecrpoBOAHAs IMHUS CBsi3U. CUnTaeTCsi, MUHIMAaJIbHAas BEJIMYMHA 3araca Ha
3aMUpaHue 10JKHA ObITh He MeHblIe 10 1b 1 3Toro 10cTaTOYHO 17151 UHKEHEPHOT'O pacueTa,
HO Ha MpaKTHKe yacTo ucnoib3ytoT 3Hauenue 20 [ 30 nb. J{ist a¢dpexTuBHOM CBS3U C
HIOMOILBIO CAHTUMETPOBBIX BOJIH HaJJ0 00€CIIEUUTh OECIIPENATCTBEHHYIO JIMHUIO NPSAMON
BUJUMOCTHU MEXy NIEPEAATYMKOM U IPUEMHUKOM. OJHAKO 3TO HE BCErla BO3MOXKHO,
0COOEHHO IIPU OCTPOEHNUHU OECIIPOBOIHBIX CeTel BHE nomeleHui. s onpeaenenus Toro,
CKOJIBKO MPOCTPAHCTBA JOIHKHO OBITH CBOOOHO OT Mperpaj Ha JMHUU CBS3U MEKIY
nepeAaTyYMKoM U IPUEMHUKOM UCIOJIb3YETCs TaKoe MOoHATHE, Kak 30Ha Openens (Fresnel
zone). bimxaiiias Kk TMHUM, COEIMHSAIONIEH NepeaaTyuK ¢ IPUEMHUKOM, 30HAa Ha3bIBAETCS
nepBoii 30Ho0i @penens. Bee ecrecTBeHHbIE (3eMIIsl, XOJIMBI, IEPEBbs) U UCKYCCTBEHHbIE
(3maHusi, CTOJIOBI) MIPENSATCTBUS, MMOMAJAIONIME B HEE, OKa3bIBAIOT HAMOOJIEee HETaTUBHOE
BJIMSIHME HAa YPOBEHb CUTHAJIA B pe3yJIbTaTe OTPayKEHUs, IPEIOMIICHUS, pACCEUBAHUS UIIH
mudpakuuu. [Ipu 5TOM, YeM JUIMHHEee JTHHUS CBS3U, TEM BaKHEE CTAHOBUTCS BBIYHCIICHHE
panuyca nepBoii 3006l Openens. s 1r000H TOUKU paJHOIMHUM PaluyC IEPBOM 30HbI
dpenens MOXKHO HaiiTi 110 hopmyrre: [ = 17,32V (11 x 112 [1 x (01 + [12) (5) rae: [1— paguyc
nepBoii 30Hbl @penens, M; 11— paccTosHUE OT aHTEHHBI ITepelaTunuKa 10 CaMOM BbICIIEH
TOYKHU TPEAIOJIaraeMOro MPETATCTBH, KM; [ |2— pacCTOSHUE OT CaMOM BBICIIICH TOUKH
HPENoIaraeMoro MpensaTCTBUS 10 aHTEeHHbI IPUEMHUKA, KM; [ |—4actoTa, ['T1. YuursiBas ToT
(akT, 4TO MaKCUMaJIbHBII paauyc neppas 30Ha OpeHenst UMeeT B TOUKE, paBHOYIaJI€HHON OT
00enX aHTEHH, MOJIyYUM YIPOLIEHHYIO (OPMYITY AJIs €r0 BEIYUCIEHUS: [| = 17,327 [ 4F (M),
(6) - 55 - rue: [1— paauyc nepBoi 30HbI PpeHens, M; [1— paccTOSHHUE MKy aHTEHHAMH, KM;
[J—uacrota, I'Tu. Ecnu B o6nactu, paanyc kotopoit coctasisier 60% nepBoit 30Hb1 Openens,
HET Mperpaj, TO MpHu pacyeTe paJuoIMHUN MOKHO OTPAaHUYUTHCS YUE€TOM IOTEPh CUTHAJIA B
cBOOOTHOM IpocTpaHcTBe. UTOOBI JOCTHYB 3TOTO, BHICOTA [10/IBECA AHTEHH TPUEMHUKA U
nepegaTyrKa J10JKHa ObITh TaKOW, 4YTOObI BAOJIb PaJAUOIMHUN HE ObUIO HU OHON TOYKH,
paccTosiHUE OT KOTOPOM 710 mpensTcTBUA ObU10 Obl MeHbIle, yeM 0,6 paanyca nepBoii 30HbI
®penens. Cienyer OTMETUTD, YTO 3€MJIS TaKXKe SIBJSIETCS. OAHUM U3 MpensaTcTBUM. s
YIIPOLIEHHOTO BBIYMCIIEHUS paanyca o0nacTu, coctapistomero 60% pannyca nepBoi 30Hbl
DpeHens, yMHOKHM BRIPAKEHHE MPEBIAYIIeH (opmyist Ha kodhdurment 0,6: [1(60) = 10,4V
{1 4F (m), (7) dpyrue MCTOUYHUKHU YCTaHABIMBAIOT OoJjiee )KeCTKHEe TpeOOBaHMsL: TPErpabl
JOJKHBI 0TCyTCTBOBaTh B 80% mepBoii 30Hb1 Ddpenens. s ynpouieHHOro BHIYUCICHUS
panuyca obnactu, coctasisitoniero 80% paauyca nepBoit 3061 DpeHens, Hy’KHO YMHOKHUTb
BbIpaXXEHHE JIsl YIPOIIEHHOTIO BBIUMCIICHUSI MAKCUMAJIbHOTO pajinyca nepBoii 30Hb61 OpeHens
Ha ko3 dunuent 0,8: [1(80) = 13,86V [1 4F (M), (8) Crnenyer moHMMAaTh, YTO paauyc MepBOi
30HBI DpeHens He SBIIAETCS BBICOTOM YCTAHOBKH aHTEHH, HO MCIOJIb3YeTCs IS e
BeIuMCIeHHs. Onpeaenss BBICOTY YCTAaHOBKH aHTEHH, CIIEAYET YUUTHIBATh TAK)KE KPUBU3HY
3eMHOI noBepxHOCTH. Ee MoxHO paccunTaTh, ucnonb3ysa Gopmymny: LA =112 68 (M),
(9) rae: [ AL xpuBU3HA 3eMHOM MMOBEPXHOCTH, M; [][] paccTossHUE MEXTy aHTEHHAMH,
kM. Torna MUHUMaITbHAs BEICOTA YCTAHOBKH aHTEHH HAJ MPETISTCTBUSIMH, C YI€TOM TOTO, YTO
60% nepBoii 30Hb1 Ppenens cBOOOIHO OT Mperpai, OyAeT BRIYUCIATHCS 1Mo hopmyne: [111][]
=10,4V 0 4F + 112 68 (m), (10) rme: (11101 BeICOTA YCTAaHOBKH @HTEHHBI, M; [ ][]
paccTosiHue MEXAy aHTeHHaMH, KM; [ |[] yacroTa, I'T. Ecii HeoOXoauMo paccurTarh BBICOTY
YCTaHOBKH aHTEHHBI IIPH OTCYTCTBUU IpenarcTBuil B 80% nepBoii 30HbI OpeHerns, To
koaduuuent 10,4 B popmysne (10) Hano 3amenuts Ha 13,86
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KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

YMeTh: HaBbIKAMU  HACTpPOMKHU 1.0npenenute moTepu B CBOOOJHOM MPOCTPAHCTBE HA
CETEBBIX unTepdericon JIUHUH CBSI3U MEX]1y TOUKOW JJOCTYIA U KIUEHTCKUM
OeCIIpOBOJHBIX  KOMIIBIOTEPHBIX ycrpoiictBom cranaapta 802.11n, paboratommmu Ha 7
cereil, MeETOJaMH  IOBBIIICHUS kaHaie (1eHTpanbHas yactota 2442 MI'n). Pacctosaue
3al[MIIEHHOCTH repeaBacMomn Mexay ycrporctBamu — 100 m

yepe3 HUX HHPOopMaIHH; 2.0mnpeaenute NOTEPU B CBOOOJHOM IIPOCTPAHCTBE HA

JIMHUM CBSI3U MEX]y TOUKOU foctymna ctanaapra 802.11n
1 TOYKOM noctymna crangapta 802.11ac, paborarommmu
Ha 64 kanane (ueHTpanbHas yactora 5320 MI'n).
Paccrosinue mexnay ycrpoiictBamu — 200 M.
3.Boruncnute paguyc nepBoii 30Hbl OpeHens.
Paccrosinue mexxny antennamu 15 kM. Paccrosinue ot
AHTEHHBI MIEPENATUNKA IO CAMOM BBICIIEH TOYKH
npezArnoaraeMoro nperstcTeus — 7 km. [lepenaya
Benercs B quanasone 2,4 ['T'n Ha 6 kaHaze (LeHTpaibHas
gactorta 2437 MI'11

OnucaHue MKAJbI OLleHUBAHUS

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBIITOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinonenus 3Hanus: OueHKa "Xopouo" BEICTaBISAETCS €CIU
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHHUE JUISI PEIICHUS 32,124

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYILIECTBEHHO BHIIIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB ITIPOMEXXYTOUYHOM ATTECTAIIUA
8 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

3AYETHBIN BIIET Nel Ymeeporcoaro:
Kadenpa hezonacrocmu u ungpopmayuoruwix 3as. kagh. BUT
HNY MexHoI02Ul A.FO.Hesckuti
M>BHU Huctmmmuaa  «be3omacHOCTh OECTIPOBOIHBIX CETel mepenadn IIpomorxon HMK
uHPOPMAITUH » HUDOFB Ne
NH:KeHEePHO-IKOHOMHUYECKUIl HHCTHTYT

1. Cetn WiFi 802.11a, b, g. Oco6eHHOCTH, CTAaHAAPTHI, XapaKTEPUCTHKH.
2. Apxurektypa cetu 3G (UMTYS).
3. 3ayaua

IIpoueaypa nposenenust
[TucemenHas ¢popma 1o OwmeTy

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 u KOHMPOIAbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenunst/Muaukarop: 11K-1.1nx.1 AIMUHHCTPUPYET CUCTEMBI 3aIIUTHI HH(DOpPMALIUU
ABTOMATU3UPOBAHHBIX CUCTEM

Bonpocel, 3aganus
1.CereBast nH(pOpMaLIMOHHAS HHPPACTPYKTYpa OECIIPOBOIHON U KOMIIBIOTEPHON CETH.
2.Cnioco0sl coeinHeHni. ApXxUTeKkTypa 1 000py10BaHNEe OECIIPOBOIHBIX CETEH.
3.becripoBoiHbIE IEPCOHANIBHBIE CETU U TEXHOJIOTUU
4.Knaccuduxanus 6ecripoBOIHBIX ceTei

MaTtepuaibl A1 NPOBEPKH OCTATOUYHBIX 3HAHUM
1.0neHuTe BO3MOXKHOCTD PabOThI KaHaa CBSA3U AJIMHON 2 KM MEXAy TOukoi noctyrna DAP-
3310 u GecipoBOAHBIM KIMEHTOM ¢ agantepoM DWA-182 Ha MakcuManbHON CKOPOCTH,
nojaepKuBaeMoi 6ecripoBoiHO# ceThio (300 M6uT/c). YcTpoiicTBa paboTatoT Ha 6 KaHaie
(ueHTpanpHas yactora 2437 MI').
BepHnplii otBeT: 3anuiieM TexHuueckue xapakrepuctuku DAP-3310 u DWA-182: »
MomHocTh nepenaTunka Ha Bcex ckopocTsax DAP-3310: 20 dBm; « MomHocTh
nepenatunka DWA-182 na ckopoctu 300 Mout/c: 15 dBm; * MomHocTh nepenaTanka

DWA-182 na ckopoctu 1 Mout/c: 19 dBm; « UyBctButensnoctb DAP-3310 Ha ckopoct
300 Mowut/c: -69 dBm; * UysctBurenbrnocth DAP-3310 Ha ckopoctu 1 M6wut/c: -96 dBm;
* UysctBuTenbHOCT DWA-182 Ha ckopoctu 300 M6ut/c: -61 dBm; * UyBCcTBUTENBHOCTH

DWA-182 na ckopoctu 1 M6ut/c: -87 dBm; ¢ Koaduuument ycunenus mraTHoi

aateHHsl DAP-3310: 10 dBi. * Koaddurment ycmienus mraraoit anteHHsl DWA-182: 0
dBi; « IToTepp B aHTEHHO-(UAEPHOM TPAKTE, T.€. MEKAY OECIIPOBOJHBIMHU YCTPOUCTBAMH U

ux aHteHHamu, HeT (0 1bm). [Ipumeuanue: XxapakTepUCTUKH YCTPOMCTB MOXKHO
nocMoTpeTh Ha caiite http://dlink.ru — IlpoaykTs! u pemenuss — becnipoBoHOE
obopynoBanue. Jlamee Heooxoaumo nepertu Ha ctpanuiyy DAP-3310 u DWA-182 B
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paznen Xapaktepuctuku. lllar 1. OnieHUM JTUHAO CBSI3U B HAIIPABICHUHU OT TOYKU
noctyna K knueHTy. Halinem nmorepu B cBoOogHOM nipocTpaHcTBe. [loacTaBuM 3HaUYCHHS B
bopmymy (2): 200111(2437) + 200111(2) + 32,4 = 106,2 a1b Paccunraem 3amac Ha
3amupanue s ckopoctu 300 Mowut/c. IloncraBum 3naueHus B popmyiy (4): L1011 =20 —
0+10-106,2+0—-0—(—61)=-15,2 nb Ilar 2. OueHuM JIUHHUIO CBSI3U B 0OpaTHOM
HaIpaBJIEHUU — OT KIMEHTa K TOUKe jocTyna. Paccuntaem 3amac Ha 3aMupaHue.
[MoacraBum 3HaueHus B popmyay (4): I1=15-0+0-106,2+10—0—(—69) =
—12,2 nb BeiBoj: 3amac Ha 3aMUpaHue JIMHUH CBS3M B 000MX HAINPABICHUSIX HAMHOTO
MeHbIne 10 1bM, 9T0 TOBOPUT O €€ HeIOCTATOYHOM SHEPreTUYECKOM MOTSHITHAIE.
2.Oyukuus ToueyHoi koopauHauuu (PCF)
OTBeTHI:

JIOJKHA OBITh peaan30BaHa BO BCEX OECIPOBOIHBIX CTAHIMAX TOJIBKO AJISi paOOTHI B peXKUME
IBSS
apisercs gonoaHuTenbHbM K DCF MeToioM 1octyna, KOTOpbIil MPUMEHSETCS TOJIBKO B
UHPPACTPYKTYPHOM PEXUME
JOJKHA OBITH peaan30BaHa BO BCEX OECIPOBOIHBIX CTAHIMAX sl paboThl B peskumax IBSS u
UHPPACTPYKTYPHOM
BepHnblii oTBeT: sBigercs gononHutenabHbIM K DCF MeToiom noctyna, KoTopbii
IIPUMEHSETCS TOJIBKO B MHPPACTPYKTYPHOM PEKUME
3.Cranaapr IEEE 802.11 ynpaBJjsieT 10cTynoM K 0eclipoBO/IHO¥ ceTH yepe3 yCIyry
OtBeTsl:
UHTETpaluu
ayTeHTU(UKAINH
accouuanuu
pacnpezneneHus
Bepuslii oTBeT: ayreHTH()UKAINN

2. Komnerenuust/Uuaukarop: I1K-2.1nk2 YcranaBnuBaer u HacTpauBaeT CPEACTBA 3aAIIUTHI
nH(pOpMaIy B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

Bonpocel, 3aganus
1.CereBble TEXHOJIOTUH CEKTOpPa OECIIPOBOIHBIX JIOKAIBHBIX HHTEP(EIcCOB
2. Texnonoruu uHdpakpacHoii ca3u. CereBas TexHonorust Bluetooth
3.Texnonoruu ceHcopHbix cereit ZigBee. Texnonorus Wireless USB. 6.2 becipoBoHbie
JokanbHble ceTu U TexHonoruu. Texnonoruu WiFi u ctanmaptst 802.11.
4.Knaccudukanus arak Ha ceTeBy0 HHPOPMAIIMOHHYIO HHPPACTPYKTYpy OECTIpOBOIHOM
KOMIIBIOTEPHOU CETH.

Matepuainbl 1/151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.B npouecce acconuanuu TOYKA J0CTYNA CO3AaeT A KIUEHTCKONH CTAHLMM.
OtBerTsI:

unentuduxarop SSID

uaeHtudukatop akkpeauranuu (AID)

uaeHTudukarop accoruanuu (AID
Bepnpiii otBeT: nnentudukarop accouuanuu (AID)

2. YKa:KuTe MeTO/Ibl KOHTPOJIA A0CTyNa, BbIXoAsue 3a pamku crangapra IEEE 802.11
OtBerTsI:

¢dbynaknus Captive portal
ayreHTH(uKanus Ha ocHoBe crannaprta IEEE 802.1X
cnucku KoHTpoust foctyna (ACL)

¢ynkuus puistpanun no MAC-aapecam (MAC Filtering)
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Bepusiit otet: ¢pynkuus Captive portal crimcku kontposst gocryna (ACL) dynkims
¢unprparuu no MAC-aapecam (MAC Filtering)

3.CyuiecTBYIOT cJieyIolIie BU/bI ONePalii CKAHUPOBAHUS
OTtBeTsI:

AKTUBHOC CKAaHUPOBAHUEC
MMaCCUBHOC CKAaHUPOBAHUC
CKPBITOC CKAHUPOBAHUEC
BepHHﬁ OTBCT: aKTUBHOC CKAaHUPOBAHUC IMACCUBHOC CKAHUPOBAHUC

3. Komnerenuusi/Unaukarop: [1K-3.2nk-3 AIMUHHCTpUPYET MPOTpaMMHO-aIIapaTHbIC CPEACTBA
3aMUThl UHOOPMAIIUY B KOMITBIOTEPHBIX CETAX

Bomnpocel, 3axanus
1.JIokanbHBIE OECTIPOBOIHBIC KOMITBIOTEPHBIC CETH
2.JloxanbHbIE OecipoBOAHBIC KOMITbIOTEpHBIE ceTu cTanaapToB IEEE 802.11, 802.15.
®Pu3nuecKuil, KaHaJIbHbIM U CETEBON YPOBHHU
3.Konduryparus 6ecripoBOAHBIX JTOKAIBHBIX KOMIBIOTEPHBIX CETEH.
4.. Komnetotepusbie cetu crannapta IEEE 802.11: texunueckas peanuzanus u
KOH(UTYpHUpPOBaHUE

Marepuanbl 115 NPOBEPKH OCTATOUYHBIX 3HAHUM
1.ba3oBbIii Ha0op ycayr (BSS) .
OTBeThI:
BeiGepure oauH OTBET:
COCTOUT M3 HECKOJIbKUX CTAHIIMH, peanu3yromux ooumii mpotokoia MAC u cocTsizarommxcs 3a
JIOCTYII K pa3JiesiseMoi cpefie epeaadn
CHUCTEMA, KOTOPast UCIIOIb3YETCs JUIsl UHTETPALUY IIPOBOIHOM JIOKAJIIBHOM CETH B
pacuIMpeHHbI Habop ycayr
COCTOUT TOJIBKO M3 TOUEK JIOCTYTA, peanu3yronux oomuit mpotokos MAC u cocTs3armuxcs
3a IOCTYI K pa3JesieMOn cpelie epesadn
UM OECITPOBOJIHOM CETH
BepHblil 0TBET: COCTOUT M3 HECKOJIBKHUX CTAaHIUM, peanu3yromux ooumii mpotokon MAC
U COCTS3aI0IIMXCS 3a JOCTYI K pa3zesieMoil cpejie nepenauu
2.J1ns1 o6ecneyenusi QoS Ha kaHaIbHOM yYpoBHe Kaap 802.11 copep:xuT nose
OTBeThI:
BeiGepute ouH OTBET:
BCE yKa3aHHbIE BAPUAHTHI
ympasienne QoS (QoS Control)
ynpaBiieHHe BbICOKOM npomnyckHoi criocodHocThio (HT Control)
ylpaBiieHue ouepeHocThIo (Sequence Control)
Bepnpriii otet: ynpasinenue QoS (QoS Control
3.Mnentudukarop nadopa ycayr (SSID
OtBerTsI:

BCE€ YKa3aHHbIE BAPUAHTHI
SBIISIETCS CPEACTBOM obecrieueHus: 6e30MacHOCTH
CILY’KMT JUIsl UACHTUPUKAUU O€CIIPOBOAHON CETH
ABJIIETCS AJIbTEPHATUBOMN IapoJIs
BepHblii 0TBET: ciyKuT A5 uAeHTUGUKAIKY OECTIPOBOIHON ceTH
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II. Onucanue wKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10

Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMoHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI TaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3nanus: PadboTa BeImojgHeHa B paMKax ""0a30Boro"
ypoBHs. BOJBIIMHCTBO OTBETOB J1aHbl BepHO. B yacTu Marepuana ecTb HE3HAYUTEIbHBIC
HEJ0CTaTKU

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus snanus: Pabora BeIIOTHEHA B paMKax "moporoBoro"”
ypoBHsi. OCHOBHAsl 4acThb 3a/laHus BBIMIOJIHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

1I1. IIpaguna évicmasnenus umozo8o0i OyeHKu no Kypcy
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