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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Heas rocynapcTtBeHHoii uTOroBoii arrectrauuu — OIEHKa TOATOTOBICHHOCTH
00yyYaroIerocs K peleHuIo 3a1a4 npo(eccCuoHaIbHON NesITeIbHOCTH.

3agayamMu rocy1apcTBeHHON HTOrOBOIi aTTecTalMu:

— OleHKa C(HOPMHPOBAHHOCTU BCEX KOMIIETCHLMH, YCTaHOBJIEHHBIX 0O0pa30BaTEIbHOM
IIPOrpamMMOoi;

—OLEHKa  OCBOEHHUS  pe3ylpTaToB  oOyuyeHMs  TpeOoBaHUSAM  (eaepanbHOro
rOCyJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHAapTa MO HampasieHuo noarotoBku 10.03.01
«MH(popmanoHHast 6€3011aCHOCTb» U MPO(HECCHOHAIBHBIX CTaHAAPTOB.

2. PE3YJIbTATHI OBPA3OBATEJIBHOM ITPOI'PAMMBI

K pe3ynbraTtam 00y4eHUs BBITYCKHUKA OTHOCSATCS CIICAYIOIINE KOMIICTCHIIHH:

YK-1. cnocobeH OCylIecTBUTh IMOMCK, KPUTUYECKHUH aHamu3 U CHUHTe3 HH(pOpMaluwy,
MPUMEHSTh CUCTEMHBIN TIOJIXOJ] JIISl PEIICHHSI TIOCTABICHHBIX 3a]1ad.

YK-2. crocobeH ompeneisTh Kpyr 3aJad B paMKax MOCTaBICHHOW IENM U BHIOMpATh
ONTHMAJILHBIC CITOCOOBI MX PEIICHUsS, UCXOS U3 JCHCTBYIOIIUX MPABOBBIX HOPM, HMEIOIIUXCS
PECYPCOB U OTpaHUYCHUH.

VYK-3. cmoco0GeH OCyIIeCTBIATh COLUMAIBHOE B3aWMOJICHCTBHE W PEaIM30BBIBATH CBOIO
pOJIb B KOMaHJIE.

VYK-4. cnoco0GeH OCYHIECTBIATH JEIOBYI0 KOMMYHHUKAIIMIO B YCTHOH M INHCHBMEHHOM
dbopMmax Ha rocynapcTBeHHOM si3bike Poccuiickoit @enepaniuu 1 MHOCTPaHHOM(BIX) sI3bIKe(ax).

YK-5. ciocobeH BOCIPHHHMATH MEKKYJIBTYPHOE Pa3HOOOpas3ue O0IIecTBa B COUAIBHO-
HUCTOPUYECKOM, 3TUYECKOM U (pruitoco(hCKOM KOHTEKCTaX.

VK-6. cmocoben ympaBisiTb CBOUM BPEMEHEM, BBICTpaWBaTh W PEATUM30BHIBATH
TPACKTOPHUIO CAMOPA3BUTHS HA OCHOBE MPUHIIUIIOB 0Opa30BaHUS B TE€UCHHUE BCEH )KU3HU.

YK-7. ciocobeH moaepKuBaTh JOJKHBIA YPOBEHDb (PU3MUECKOM MOITOTOBICHHOCTH IS
oOecrnevyeHus MOJHOIEHHON COlUaIbHOU U PO eCCHOHATBHON AeSITeNEHOCTH.

VK-8. cmocobeH co3maBaTh M IMOAJEPKHUBATh B IIOBCEJHEBHOM JKU3HM U B
pohecCHOHANBFHOM eATeIbHOCTH Oe30MacHbIe YCIOBHS KU3HEACATEIbHOCTH I COXPaHEHUS
IPUPOIHON cpefbl, 0OecTieueH s yCTOWYMBOTO PAa3BUTHS OOIIECTBA, B TOM YHCIE MIPH Yyrpo3e U
BO3HUKHOBEHUH YPE3BBIYANHBIX CUTYallUi U BOCHHBIX KOH(IHKTOB.

VK-9. cnocoGeH npuHUMaTh OOOCHOBAHHBIE SKOHOMHUYECKHE pEIIEHUS B pa3IMYHBIX
00JacTsIX KU3HEACSITETLHOCTH.

VYK-10. Cnocoben ¢opMHupoBaTh HETEPIIUMOE OTHOIIEHHUE K TMPOSIBICHUIO IKCTPEMU3MA,
TeppopU3Ma, KOPPYMNIIMOHHOMY MOBEJIEHUIO M MPOTUBOJCHCTBOBATh UM B MPOQPECCHOHATBHOM
NEeSITETTHHOCTH.

OIIK-1. cmocoOeH omeHHBATh POJib HHPOpPMAIMH, HHPOPMAIMOHHBIX TEXHOJOTHH H
nH(pOpMaAIMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, UX 3HAUEHHUE NJIsi O0OCCIICUCHHS
00BEKTUBHBIX MOTPEOHOCTEN TUYHOCTH, OOIIIECTBA M TOCYAaPCTRA.

OIIK-2. cnocobeH mNpuUMEHATh HH(GOPMALMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHUH,
MPOrpaMMHBIE CPEACTBA CHCTEMHOTO U MPUKIIATHOTO Ha3HAUCHUS, B TOM YHCJIE OTEYECTBEHHOTO
MIPOM3BOJICTBA, ISl PEIICHHUS 3a71a4 MPo(ecCHOHATBHOM A TETbHOCTH.

OIIK-3. cnocobeH uCcnoiab30BaTh HEOOXOAMMBIE MAaTEMAaTHYECKHE METOIBI I PEIICHUS
3a/1a4 Mpo(heCcCHOHATLHOMN A TEIHHOCTH.

OIIK-4. ciocoOeH TpUMEeHsATh HeoOXouMBbIe (PU3NUECKHE 3aKOHBI U MOJICIH JIJIS PEIICHHS
3a/1a4 Tpo(heCcCHOHATEHOMN A TEIHHOCTH.

OIIK-5. cnocobeH TpPHUMEHSITh HOPMATHUBHBIE TMPABOBBIE AaKThl, HOPMATHBHBIE U
METOJIMYECKHE JTOKYMEHTBI, PErJIaMEHTHPYIONINE JEATeIbHOCTh 10 3amuTe WH(OpMAud B
cdepe npodeccruoHaIbHON 1eATeTbHOCTH.

OIIK-6. cmocoben mpu pemieHuH TpodecCHOHATBHBIX 3a7a4 OPraHW30BHIBATH 3aIUTY
uH(pOpMAIIMK OTPAHHMYEHHOTO JIOCTYIa B COOTBETCTBUU C HOPMATHBHBIMU MPABOBBIMHU aKTaMH,
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HOPMAaTUBHBIMH ¥ METOJUYECKUMH JOKyMeHTamMu @DenepanbHON CayxkObl 0€30macHOCTH
Poccutickoit ®enepanuu, GenepanbHoi Ci1yKObI IO TEXHUYECKOMY B SKCIIOPTHOMY KOHTPOJTIO.

OIIK-7. criocobeH HCIONIb30BaTh S3BIKA MPOTPAMMHUPOBAHHS M TEXHOJIOTUU pa3pabOTKU
MPOrPaMMHBIX CPEJCTB AJIsl pelIeHUs 3a7a4 IPo(hecCHOHATBEHOM e TEIIbHOCTH.

OIIK-8. cnocobeH OCyHIeCTBIATh MOA00P, U3yd4eHHUE W OOIICHHE HAyYHO-TEXHHYECKON
JUTEpaTypbl, HOPMATHBHBIX U METOJUYECKHX JIOKYMEHTOB B MENAX pelIeHus 3ajad
npodeCCHOHATBLHOM 1eATETEHOCTH.

OIIK-9. crocoOeH NMPUMEHATHh CPEACTBA KPUNTOrPAPUUYSCKON W TEXHHUYECKOW 3aIUThI
uH(OPMALIUK TSl peIIeHHs 3a/1a4 TPO(PECCUOHATBHON 1EATEIIbHOCTH.

OIIK-10. cmocobeH B KayecTBE TEXHHYECKOTO CICIHAINCTa IMPUHUMATh ydacTHe B
(bopMHpPOBaHUYU MOTUTHKH MHPOPMAITMOHHOM 0€301IaCHOCTH, OPTaHU30BBIBATh U MOICPKUBATH
BBIMIOJTHEHHE KOMILIEKCa Mep MO oOecrneyeHHo MH(OpPMAMOHHOM 0e30MacHOCTH, YIPAaBISAThH
IIPOLIECCOM UX pealn3aly Ha 00BEKTE 3alUThI.

OIIK-11. crocobeH MPOBOIUTH AKCIIEPUMEHTHI 10 3aJaHHOW METOAMKE M 00pabOTKy HMX
pE3yJIbTaTOB.

OIIK-12. cmocobGeH MpOBOAWTH MOATOTOBKY HCXOAHBIX JAHHBIX HJISI MPOEKTHPOBAHHS
MOJICKICTEM, CPEICTB OOecreueHus 3ailuThl MH(POpPMamuu MU IS TEXHUKO-DKOHOMHYECKOTO
000CHOBaHHUS COOTBETCTBYIOIINX MPOEKTHBIX PELICHHI.

OIIK-13. cnocoOeH aHaIM3UPOBATh OCHOBHBIC ATAIBl U 3aKOHOMEPHOCTH UCTOPHUYECKOTO
pa3Butus Poccuu, ee MecTto W pojb B KOHTEKCTE BCeOOIIed HCTOPUM, B TOM YHUCIE IS
(opMUpPOBaHUS IPAXAAHCKON MO3ULIUHU U PA3BUTHUS NATPUOTU3MA.

OIIK-1.1. cnocoben pazpabaTbIiBaTh U PEaIM30BLIBATH MOJUTUKU YIPABIECHUS JOCTYIIOM B
KOMIIBIOTEPHBIX CUCTEMAX.

OIIK-1.2. cmocobeH aAMHHHCTPUPOBATH CpPEACTBA  3alIMTHl  MHPOpPMAIMH B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. cnocoben obecrnieunBaTh 3amuTy UHPOpManuu npu padbore ¢ 0azaMu JaHHBIX,
IIpU [Iepeiaye 10 KOMIbIOTEPHBIM CETSM.

OIIK-1.4. cnoco6eH o1leHnBaTh YpOBEHb 0€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM U CETEH, B
TOM YHCJI€ B COOTBETCTBUU C HOPMATHUBHBIMHU M KOPIIOPATUBHBIMU TPEOOBAHUSIMHU.

[1IK-1. ToroB obecrneunBaTh 3amuTy WHGOPMAIMU B aBTOMATH3UPOBAHHBIX CHUCTEMAax B
MPOLIECCE UX IKCIUTyaTalUHU.

[TK-2. '0TOB K BHEAPEHUIO CUCTEM 3aAIIUTH HHPOPMAIIMH aBTOMATH3UPOBAHHBIX CUCTEM.

[TK-3. CrnocobGeH agMUHUCTPUPOBATH CPEACTBA 3allUThl UHGOPMAIUU B KOMIBIOTEPHBIX
CHUCTEMAax M CeTsIX.

3. POPMA, CPOKH M TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMA

OOmast TpyA0EMKOCTh T'OCYAapCTBEHHOM MTOTOBOM aTTECTAallMU COCTaBIsEeT 6 3aueTHBIX
enuHuIl, 216 Jacos.

['ocynapcTBeHHast UTOrOBasi aTTeCTAllUs MPEJCTABISAET cOO00M (HOpMy OLIEHKU CTENEHU U
YPOBHS OCBOEHUS 00yUaroIUMUC 00pa30BaTeIbHON MPOrPaMMBI.

['ocymapcTBeHHass WUTOroBas  aTTeCTalldsd IPOBOJUTCS HA  OCHOBE  IPUHLHUIIOB
00BEKTUBHOCTH U HE3aBHCUMOCTH OLIEHKU KayecTBa MOATOTOBKH 00yJaroIINXCs.

['ocymapcTBeHHass ~ WTOroBas  aTTeCTallUsd  SBISETCS  3aBEpLIAIOIIEH  YacThIO
00pa3oBaTeNbHONW MPOTpaMMbI M TIPOBOAUTCS B 8 ceMecTpe IMOocie YCIEITHOTO MPOXOXKICHHS
IPOMEXXYTOYHOU aTTECTAIlMM MO BCEM JUCIUILTMHAM (MOIYJISIM) U MpaKTUKaM 00pa3oBaTeIbHOM
IPOrPaMMBI.

B rocypapcTBeHHYI0 UTOTOBYIO aTTECTALMIO BXOJIUT MOATOTOBKA K MPOLEAYPE 3aLIUTHI U
3alUTa BBITYCKHOW KBaJIM(PUKAIIMOHHON pabOTHI.
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['ocymapcTBeHHass HMTOTOBasl aTTeCTAllsl MPOBOAMUTCS B (OpPME 3aIUTHI BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA IT'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJITAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHusl K TeMAaTHKE BbINMYCKHbIX KBATU(PUKALIMOHHBIX padoT

Temaruka BKP nomkna coorBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoecCHOHANBHOM AEATeIbHOCTH, K KOTOPHIM TOTOBUTCS BBIYCKHUK B PaMKaX OCBOCHHS
00pa30BaTebHOI IPOrpaMMBl.

Temaruka BBITYCKHOW KBaJIW(UKAIIMOHHOW paOOTHl JOMKHA OBITh  aKTYyaJbHOM,
COOTBETCTBOBATb OCHOBHBIM CTPAaTE€rMUECKUM LEISAM pa3BUTHS HAYKHU U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUECKUM IOAXO0J1aM, OTPaXKaTh CIeHu(UKY MPOrpaMMBbl
«be30nacHOCTh KOMIIBIOTEPHBIX CUCTEM (IPOJBUHYTHIM YpOBEHb)» o HampasieHuto 10.03.01
«MudopmarrionHas 6e30MacHOCTb.

[Ipumepnas Temarrika BKP:

1. Ananu3 TexHOJOrui pa3padOTKU CMapT-KOHTPAKTOB U BBISIBICHUE UX YA3BUMOCTEH;.

2. IlporpammHas 3amuTa WH(DOPMALMOHHOW CHCTEMBl OpTaHMU3allMd Ha OCHOBE
BO3MOKHOCTEH OIEPALlMOHHON CUCTEMBI;.

3. Buenpenue merogonorun DevSecOps B opraHu3aiuio;.

4. VMuBeHTapu3anus U KiaccupuKanuss WHOOPMAIMOHHBIX aKTUBOB OPTaHM3alWU IPH
OIICHKE PUCKOB.

5. BHeapenue MOHUTOpWHTA WH(GOPMANMOHHON 0e30macHOCTH B (PMHAHCOBO-KPEIUTHOM
YUPEKICHUY;.

6. 3ammTa (ailyioBOro apxuBa OpraHU3alNK CPEACTBAMHU OTIEPAIIMOHHON CUCTEMBI;.

7. MeToibl ¥ TEXHOJIOTUM OOHAPYKEHUSI CKPBITHIX KOHTEHHEPOB B COOOIIEHUSX METO/IaMHU
CTaTUCTUYECKOIO aHAJIN3A;.

8. BHenpenue TexHosoruil mpenorBpaiieHus yrteuku uHpopmanuu (DLP-cuctemsr) B
OpraHu3aluy;.

9. BHenpeHue cucteMbl aHTUBUPYCHOM 3allIUTHI B OpraHU3ALINY;.

10. 3amura cereBoro xpanwiuia cpencrBamu QNAP NAS oT HecaHKIIMOHMPOBAHHOTO
JIOCTYIIa U HApYLIEHHUS LIETOCTHOCTU JAaHHBIX;.

11. Pa3paboTrka cucCTEeMBbl JWAarHOCTUKM HAJIWYUS BPEJOHOCHOTO IPOrPaMMHOIO
obOecrieueHns («B JIOKAIbHOW CETH OpraHu3auuu» win «Ha cerax loT-ycTpoiicTB» unmum «B
IPOMBIIIIEHHON CETH OpraHU3aLumy;.

12. MoaenupoBaHue ysI3BUMOCTEN ITPOTOKOJIOB 3aIIUTHI SSL;.

13. 3ammra wHpOpPMANMA C WCIOJH30BAHUEM METOJIOB M TEXHOJOTHUN YIPOIICHHOU
KpunTorpadguu B opraHu3aIuy;.

14. 3amura OT HECAaHKUMOHHUPOBAHHBIX MPOBOJHBIX MOJAKIIOYEHUNW K JIOKATBHOW CETH
(Ha3BaHUE OpraHU3alnN);.

15. MonenupoBaHue ysI3BUMOCTEN MTPOTOKOJIOB 3amuThl TLS;.

16. Pa3paboTka cpeicTB aBTOMATHU3aLMU ISl HACTPOMKHU CPE/ICTB 3aIIUThHI HMHPOPMAILIUU OT
HECAaHKI[MOHUPOBAHHOTO JTOCTYIIA;.

17. TexHomoruu peBepcuHra (0OpaTHOTO MPOTPAMMHPOBAHHSA) U WX MPUMEHEHHE IPH
HCCJIETIOBAaHUH HEJIEKIapUPOBAHHBIX (QYHKIIUH MPOrpaMMHOI0 00ECTIEUeHHUS;.

18. 3amura TOKaTBEHOW BHIYMCIUTEILHON CETH OpraHu3aluu ¢ ucronb3oBanuem IDS/IPS
CHUCTEM;.
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19. Pa3paboTka KBECTOB 110 OOYYEHUIO TEXHOJIOTUU MPOHUKHOBEHUS B 3aIUIIEHHYIO CETh
(3TUYHBIN XaKUHT);.

20. Baenpenue cucTeMbl PeIOTBPAIECHUS YTEUKA HHPOPMALUU B (UHAHCOBO-KPEIUTHOM
YUPEXKIECHUY;.

21. AJMMHHUCTPUPOBAaHHME CHCTEMbl  PE3€PBHOIO  KOMMPOBAHMS  JUISL  3AIMUTHI
MH(POPMALIMOHHBIX aKTUBOB OPraHU3aLIH.

22. IlpumeHeHne cucteM KOHTPOJIS U YIPaBJIEHUs IpolieccaMu («BbIBOAA HA N€YATh)» WU
«BBIBOJIA HA BHELIHME HOCUTEIU MH(DOPMALUN» WIN «OTHpaBKu (aillloB uepe3 MHTEPHET» WU
«OTIpaBKy (aiyIoB MO IEKTPOHHON OUYTE») B (Ha3BaHKUE OPTraHU3ALHN).

23. Kpunrorpadguueckue crnocodbl KOHTPOJIA LEJIOCTHOCTM M HUX IMpaKkTH4ecKas
peanu3anus;.

24.  VmuTtanmoHHOE  MOJEIMPOBAaHWUE  CIICHAPUEB  PHUCKOB  MHGOPMAIMOHHOU
0€30MacHOCTH;.

25. Pa3paboTka mporpaMMHOr0 OOECIeYEHUs! BBIJCIEHUS arperaroB PUCKOB IO OOLIMM
yrposam, ysI3BUMOCTSIM U aKTHBaM;.

26. AIMUHHMCTpPUPOBAaHUE MPOrPaMMHO-aNNapaTHOro koMmiuiekca «Coboib» Ha pabouux
CTaHIMX B OpraHU3aI|Hu.

27. AIMMHUCTpUpPOBaHHE CHCTEM OE€30MaCHOCTH CETEBOI'0 B3aUMOJEICTBHUS Ha OCHOBE
texHosiornu VPN.

28. PaccrnenoBanue MHIMAEHTOB HH(GOPMAIIMOHHOM 0€3011aCHOCTH B OpraHU3aluy;.

29. AIMUHUCTPUPOBAHUE MPOTPAMMHO-AINIAPATHOTO KOMILUIEKCa «AKKOpA» Ha pabodmx
CTaHLMAX OpraHU3alH.

30. AcUMMETpUYHBIE KPUTITOCUCTEMBI M METO/Ibl 0OeCTICUeHHs] KOHPUACHIIMAIBHOCTU PU
UX HCIIOJIb30BAHUU;.

31. OueHka onacHOCTH ySA3BUMOCTEN CMapT-KOHTPAKTOB B TEXHOJIOTUH OJOKUYEHH;.

32. IlpumeHEHHE MEXCETEBBIX JKPAaHOB OSKCIIEPTHOIO YPOBHS JUIsl 3allUTBl PECYPCOB
JIOKaJIbHOM BBIYMCIUTEIBHON CETH B OPTaHU3ALIUN.

33. OueHka 1 aHaJTU3 PUCKOB C UCMOJIb30BaHUEM MTporpaMMHoro obecneuenuss CORAS;.

34. ViccnenoBanue MEXaHU3MOB LIEJIOCTHOCTH U AOCTYITHOCTH MH(OpMaluy Ha miatdopme
OJIOKYEHH;.

35. IlpumMeHeHNe TEXHOJIOTHI U cpelcTB MH(POPMALIMOHHO-aHAIMTUYECKOTO 00eCIIeYeHUsI
IPU PacciieIOBAaHUM UHIMIEHTOB HHPOPMALIMOHHOM O€30MacHOCTH.

36. 3amuTta wHGOPMAIIMH B BBIUMCIUTEIHHOM CETH OpPraHU3alMU C HMCIOJIb30BAaHUEM
BO3MOXHOCTEHN MPOBANIEPOB.

37. ABTOMaTU3UPOBAHHBIN BBIOOP MEP U CPENICTB KOHTPOJISI U YIPABICHUS IO 3aJJaHHBIM
PHUCKaM C UCIIOJIb30BAaHNEM HEHPOHHBIX CETEH;.

38. OOecneuenne 0€30MaCHOCTH CETEBOTO B3aMMOJEHCTBHS C€ HCIHOJIb30BAaHHEM
texHosnoruu OpenVPN;.

39. MogenupoBanue pUCKOB WH(OOPMAIMOHHOW O€30macHOCTH B HH(OPMAIMOHHBIX
cucTeMax, MOCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUEHiH;.

40. 3amuTa JIOKaJIbHON BBIYMCIHUTEIBHON CETH OPTaHM3ALMHM OT HECAHKIIMOHWPOBAHHOTO
JocTyna K €€ pecypcam ¢ UCI0JIb30BAHUEM MapILIPyTU3aTOPOB YPOBHSI JIOKAJIBHBIX CETEH.

41. Opranuzanus NOpoOrpaMMHON 3allUThl (aillioBoro cepeepa C HUCHOJIb30BaHUEM
BO3MOXKHOCTEH omnepanMoHHOl cucteMbl Astralinux;.

42. 3amuTa ceTeBoro xpaHwiuiia cpeactsamu Synology NAS oT HECAaHKITMOHUPOBAHHOTO
JI0CTyNa U HapyLIEHUsI LIEIOCTHOCTH JaHHBIX;.

43. Opra"uzanusi IporpaMMHON 3aIIUTHl BeO-cepBepa C MCIOIb30BaHUEM BO3MOXKHOCTEH
OTepalroHHOM cuctemsl Astralinux;.

44. MeTtoaunka reHepaIyy CIICHAPUEB IEJIEBBIX aTaK Ha WH()OPMAIMOHHBIE CUCTEMBI;.

45. Opranu3zanys NporpaMMHOM 3alllUThl B€O-cepBepa ¢ MCIOJIb30BaHUEM BO3MOXKHOCTEH
onepanuonHoi cucreMbl ALT Linux;.
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46. Ananmu3 MeronoB oOecrmedeHuss WH(GOPMAIMOHHON 0e30MacHOCTH B OECIPOBOIHBIX
CeTsX nepenayu HHGoOpMaluu;.

47. Opranuzanus ayauTa HUHQOpPMANMOHHOW  O€30MaCHOCTH  OpraHU3aluud  C
MCIIOJIb30BaHUEM CIEIIMATILHOTO MPOTrPAMMHOI0 00ECIICUEHUS;.

48. Opranuzanus IporpaMMHON 3aIIUThl CepBepa C UCIOJIb30BaHUEM BO3MOxkHOCTEN OC
Microsoft Windows;.

49. ABroMaTH3alMs TPOLECCOB MEHEIHKMEHTa WH(POPMAIMOHHON O0€30macHOCTH B
OpraHu3aIuy;.

50. Pa3paboTka, pa3BepThIBAHUE U IMOAJCPKKA MPOIECCOB HEMPEPHIBHOIO TECTHPOBAHUS
0€30MacHOCTH U OLICHKU COCTOSIHUS 3aIMIICHHOCTH HHPOPMAIIIOHHOM CUCTEMBbI OpraHU3aIUH;.

51. Oprasuzanus NOporpaMMHOM 3amMThl  (paiilIoBOro cepBepa C HCIOJIB30BAHHEM
BO3MOJKHOCTEH onepaninoHHoi cuctembl ALT Linux;.

52. MOHUTOPHHT COCTOSTHHSI 0OBEKTa Ha OCHOBE OLIEHKU PUCKOB;.

53. Ob6ecnevenue 6€30MacHOrO MOJIKIIOYCHHS pa0d0UnX CTAaHIIUK (Ha3BaHUE OPraHU3AIINH ),
oOpabaTbIBaroIIMX KOH(GUACHINATBHYIO0 HHPOpMaLnio, K cetu MHTepHeT;.

54. JluarHocThKa CTeraHorpauueckux BO3MOXHOCTEH U TNPOTUBOJCHCTBHE UM MpPH
peanu3anuy HHGOPMAIIMOHHBIX TPOIIECCOB B OPTaHU3AIUH;.

55. OGecneuenue Oe3omacHocTH  WHGOpPMAUMU HAa  OOBEKTaX  KPUTUYECKOU
UH(POPMALMOHHON HHPPACTPYKTYPHI;.

56. Buenpenue TEXHONOTMM YIpaBieHUS WHGOpManued U COOBITHUSIMH O€30MacHOCTH
(SIEM-cucrembl) B OpraHu3aIium;.

57. Pa3paboTka peKOMEHIAlMi IO OpraHu3alud 3alUThl BeO-TPUIIOKEHHUS OT aTak,
AKCIUTYaTUPYIOIIUX CUCTEMY ayTCHTU(DUKAIHH;.

58. Pa3paboTka pekoMeHAalHii MO 3aIUTe BeO-NPUIIOKEHHS OT aTaK BHEIPECHHUS;.

59. Opranuzanysi pacciieoBaHUsT HHUUACHTOB HH()OPMAIMOHHOW O€30MacHOCTH Ha
IPEIPUITHH;.

60. PaszpaboTka  cpeAcTB  aBTOMATH3AlMM  JUII  KOHTPOJS  3AlIUIICHHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM I10 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALINY;.

61. Anamu3 ypoBHs 3anunieHHoctH JIBC opranmszanmd Ha OCHOBE HCIOJIb30BaHUS
CKaHEepOB YS3BUMOCTEH;.

62. Pa3pa0oTka KOMIUIEKCa MpaBWJ, HPOLEAYpP M MPAKTUYECKUX IPHUEMOB 3alllUThI
UHpOpPMaLUU B MOOUIIBHBIX YCTPOHCTBAX;.

63. AHanmu3 ypoBHS 3aIUIICHHOCTH BEO-TIPUIIOKEHHSI OpTraHU3aIliu MPU UCIIOJIH30BAHUU
CKaHEepOB YS3BUMOCTEH;.

64. Opra#uzanys CHEUMAJbHBIX HHCTPYMEHTAJbHBIX IPOBEPOK MEpcoHana Jyis
IPOTUBOAECHCTBUS MHCAIIEPCTBY B (PUHAHCOBOM YUpEXKACHUU (HA MPEATIPUITUN SHEPTETHKH);.

65. PazpaboTka u BHEApPEHHE TOJUTUKU TpuMeHeHus TexHojmorun COB mns
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuzauuus;.

66. Pa3paboTka cpeicTB aBTOMAaTU3aMH JUIsl UCCIIEI0BAaHUS POTPAaMMHOT0 00ecIedeHUsI
1o TpeboBaHUsAM 0€30MacCHOCTH UH(OPMALINY;.

67. Pa3paboTka ©W BHEAPEHHE TOJUTUKH TpuMeHeHus TtexHonorun NGFW s
NPOTUBOCHCTBUS BHEIIHUM aTakaMm Ha MC opranuszanmus;.

68. MeToauka WHBEHTapHU3alMK, KiaccuuKauy U aHain3a MHPOPMAIIMOHHBIX aKTHBOB
OpraHu3aIuiy;.

69. IIpumenenne metoqukn TOHKOW HacTpoilku CAB3 111 cOBEpIIEHCTBOBaHUS 3allUThI
N C opranuzanuu oT BO3A€UCTBUS KOMIIBIOTEPHBIX BUPYCOB;.

70. Aynut 0€30HacHOCTH  JIOKQJIbHOM  BBIUMCIMTENBHOM CETH OpraHu3aluud C
UCIOJIb30BaHUEM CKaHepa 0€30MacHOCTH;.

71. Pa3paboTka © BHEIpPEHUE TMOJIUTHKA TpUMEHEHUss TexHoioruu VPN  ms
IPOTUBOECHCTBUS BHEIITHUM aTakaMm Ha MC opranuszauuus;.

72. MopaenupoBaHue ysI3BUMOCTEN MTPOTOKOJIOB 3alIUThI HHPOpMaIuu B ceTsix Kerberos;.
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73. PazpaboTka u BHeIpeHHWE TOJIMTUKUA TpUMEHEeHus TexHoinorun WAF nans
MPOTUBOJICUCTBUA BHEITHUM atakaMm Ha MIC opranuzanuu;.

74. Opranmszarnus  ayauta WHGOPMAIMOHHONW  OE30MACHOCTH  OpraHW3aluud  C
UCIIOJIb30BAaHUEM CHEIMATIBHOIO IPOrPAMMHOTO 00ECTIEUEHHUS;.

75. Pa3paboTka W BHEApPEHHE TOJUTUKUA TpUMeHeHHs TexHonorun DLP nans
IIPOTUBOAEHCTBUSA BHEIIHUM artakaMm Ha MC opranuszanuu;.

76. IlpuMeHeHHE TEXHOJOTMM AaKTHUBHOTO ayAuTa HH(OpMArMOHHOW O0e30macHOCTH B
OpraHu3aluy;.

77. 3amMra OT HECAaHKLIMOHMPOBAHHBIX IPOBOAHBIX IOAKIIOUYEHUH K JIOKAJIBHOH ceTu
(Ha3BaHME OpPTaHMU3AIINN);.

78. OreHKa OMacHOCTH YA3BUMOCTEH OecrpOBOIHBIX WH(POPMALMOHHBIX TEXHOJIOTUN Ha
ocHose Kali Linux;.

5.2. TpeooBanusi kK BKP

[TomHOCTBIO ODOPMITEHHBIN JUTLIOM aBTOP CIAET PYKOBOIUTENIO 3a 10 pabounx qHEH 10
3anuThl (+2 CD-aucka ¢ TeKCTOM padoThl).
PykoBoauTens IPOBOIUT CO CTYACHTOM MPEA3ALIUTY ¢ YIaCTHEM 3aBEIYIOIIETO UITH
3aMEeCTHUTEIIS 3aBEAYIOIETo Mo yuyeOHol paborte.
He no3anee yem 3a 7 pabounx JHEH 10 3alUTHI aBTOP MEPEAACT JUIUIOM PEIICH3CHTY.
Jlumuiom, OT3bIB pyKOBOJUTEINS U PELIeH3Hs Ha paboTy AOJKHBI ObITh MPEACTaBIEHBI HA TOITUCH
3aBeyroniemMy kadeapou Ui I0MycKa K 3alliTe He MO3IHee YeM 3a 2 pabodux JTHS 10
sacenanug [ DK.

Pexomenayemas npoaomkureabHocTh 3auuTel BKP — ne 6onee 30 munyt. [Ipouenypa 3ammrhl
BKP cocTouT u3 cienyrommx 3Tamnos:

*o0BsBiieHHE cekperaps ['OK 06 ouepennoii 3amure BKP (aBTrop BKP, Tema BKP,
pyxoBoautenb BKP u Hanmuuue 1mosiHoro KoMIiekTa JOKyMEHTOB)

*JIOKJIaJ] 00y4aroLIerocs

Tpe/icTaBlieHue oT3bIBa pykoBoautenst BKP u peuensun(ii)

*OTBETHI 00YYarOLIEerocs Ha BOIpock! uieHoB I'OK.

5.3. O0beM TeKCTOBOM YacTH

[Tonroroska k 3amute BKP Haunnaercst Ha nocneaHeM cemecTpe oOydeHus: B COOTBETCTBUU
C KaJIeH1apHbIM Irpa)uKoM y4eOHOro IIaHa.
[TpakTrueckue Matepuansl Juist BoinoaHeHust BKP cobupatorces ctyneHTOM B X0711€
IPEIIUIUIOMHON TPAKTHKU.
Tema BBITYCKHOM KBaJIM(PUKAIIMOHHOM pabOThI JOKHA OBITh aKTyallbHOM, IPEICTABIATh
HAYYHBIN U (M) IPaKTUYECKUH MHTEPEC U COOTBETCTBOBATH BHIOPAHHOMY
CTYJIEHTOM HaIlpaBJIECHUIO MTOATOTOBKH.
[TepedeHb TeM BBIMYCKHBIX KBAJIM(UKAMOHHBIX PabOT pa3pabaThiBaeTCs BBITYCKAIOLICH
kadeapoi. O0yyaromeMycst IpeI0CTaBIACTCS MPABO BEIOOPA TEMBI BHIITYCKHOM
KBAJTM(HUKAIIMOHHOHN pabOThI U3 YUCIa TeM, NPeI0KEHHBIX BBITyCKarolel kadeapoii.
[To nucbMeHHOMY 3asBJIEHUIO 00YYaIOIIUICS MOXKET MPEUIOKUTh CBOIO TEMY C HEOOXOANUMBIM
000CHOBaHUEM I1€TIECO00PA3ZHOCTH €€ pa3pabOTKH Il MPAKTUYECKOTO IPUMEHEHHS B
COOTBETCTBYIOIEN 001acTH MpodeccroHaNIbHOM 1eATENbHOCTH HIIM HAa KOHKPETHOM 0OBEKTe
npodecCHOHATBLHOMN 1eATeTbHOCTH.
Tembl BKP yTBeprkatoTcs mpoTOKOJIOM 3aceianus Kadeapol.
J1s HOATOTOBKY BBIMYCKHON KBaTM(PUKALIMOHHON pabOoThI CTYJICHTY Ha3HA4aeTCs
PYKOBOIMTENb U, IPH HEOOXOAUMOCTH, KOHCYJIbTAHTHI.
OcHoBHBIE (YHKIIMN HAYYHOTO PYKOBOJUTENS BBITYCKHOM KBaJIM(UKAITUOHHONW PabOTHI:
— (hopmupoBanue 3a7aHus Ha ToAr0ToBKY BKP;
— KOHCYJBTHUPOBAHHUE CTY/IEHTA IO M0100PY JIMTEPaTypPHBIX HCTOYHUKOB U HH(OpMAIIHH,
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HeoOX0mUMBIX 1 BeimoHeHuss BKP;

— IIPOBE/ICHUE CUCTEMATUYECKUX KOHCYIbTAUN 10 IPOBOJUMOMY HCCIIEA0BAHUIO;

— KOHTPOJIb BBITIOJIHEHUS X012 pabOoThI, OIIEHKA COJePKAHMUS BBIOJIHEHHON paboThI

0 YacTsIM U, B CIIy4ae He0OOXOIMMOCTH, BHECEHHE KOPPEKTUPOBOK;

— MPE/ICTaBJICHUE MMCbMEHHOTO OT3bIBA, COACPIKAIIETO XapaKTEPUCTHKY PAOOTHI

CTYAEHTHI B niepuoj noarorosku BKP;

— OKa3aHue NOMOIIY (KOHCYIbTUPOBAHUE CTY/IEHTA) B IOATOTOBKE IPE3EHTALUU U
BCTYIUTEIBHOTO CJIOBa (foknana) ais 3amutsel BKP.

B 00s13aHHOCTH KOHCYJIBTaHTA BXO/UT:

— OKa3aHue MOMOIIU CTYJEHTY B 0100pe HEOOXOAUMOM JIUTEPATYPhI, B UACTH COACPIKAHUS
KOHCYJIbTUPYEMOI'O BOIIPOCA;

— KOHTPOJIb X0O/Ia BBIITOJIHEHUS BBITYCKHOM KBaTH(pUKAMOHHON pabOThI, B YaCTHU CONEPIKAHUS
KOHCYJIBbTUPYEMOIO BOIIPOCA.

[Tocne yTBepk/1eHUsI TEMBI BBITYCKHON KBaTU(UKALMOHHONW pabOThl HAYYHBIH PYKOBOAUTEH
COBMECTHO CO CTY/IEHTOM H, IIPH HEOOXOAUMOCTH, C TIPUBJICUYCHHEM KOHCYJIbTAHTA,
pa3pabaThIBaeT 3a/laHue Ha MOATOTOBKY BBIMTYCKHON KBalU(UKAIIMOHHON

paboThL.

3amanue BKIIOYAeT B ce0sl Ha3BaHUE, MEPEUCHb MOJIeKalINX pa3paboTKe BOMPOCOB,
MepevYeHb UCXOIHBIX JaHHBIX, HEOOX0AUMBIX 1Jisi BbinmosiHeHus BKP (HopmaTuBHbIE
MIPABOBBIE AKTHI, HAYYHAs U CIIeLUATbHAS TUTepaTypa, KOHKpeTHas IepBUYHas HHPopMaIus),
KaJICHIapHBIN TIaH-TpadUK BBITOJIHEHUS OTAENbHbIX pa3zaenoB BKP, cpok

MPEJICTaBICHHS 3aKOHUYEHHOM pabOTHI.

BKP BbINoOnIHAETCS CTYIE€HTOM CaAMOCTOSITENIBHO B COOTBETCTBUU C 33IJaHUEM.

KoHTposb 32 X0/10M BBITIONIHEHUS pa0OT, IPETyCMOTPEHHBIX 3aJaHUEM, OCYIIIECTBIIACTCS
Hay4yHbIM pykoBoauTeneM. OTcTaBaHue OT KaJ€HAapHOTo IIaHa MOATOTOBKU

BBIMYCKHOM KBaTU(UKAIMOHHON PabOThI JOBOAUTCS HAYYHBIM PYKOBOAUTEIIEM JIO CBEJICHUS
3aBeayroniero kadeapoi.

Hanucanne BKP nmeer nenbio 3akperieHne, CUCTEMaTU3al|Io U PaCIIUPEHNE TEOPETUYECKHUX
3HAHUM U yrITyOJIEHHOE HCCeJOBaHNE aKTyaIbHBIX MTPo0JieM B chepe

"TexHOJIO0rMM pa3paboTKH MporpaMMHoro odecrneyenus". B mporecce BbITOTHEHUS

BKP cTyneHT n1oymkeH nokasarb TEOPETUUECKUE 3HAHMSI, [TOJIyYE€HHBIE B ITpoliecce 00y4yeHus,
MIPOSIBUTH HABBIKK CAMOCTOSITENILHOM PaboThl, CHOCOOHOCTH pelIaTh KOHKPETHBIE MPAaKTHUECKUE
3a/1a4u..

5.4. O6beM 1eMOHCTPAIIMOHHOM YacTH

K 3ammre K BBITYCKHOHN KBAIM(DUKAIMOHHOM PA0OTHI JOMYCKAETCS CTYIEHT YCIICIITHO
CI[aBHH/II\/JI FOCYI[apCTBCHHBII\/'I 9K3aMCH, a TaKXXC IIPpH HAJTUINU MUCbMEHHOU PEUCH3MU PCUCH3CHTA
Y OT3bIBa HAYYHOTO PYKOBOIMTEIIS, TIOCIIE TIOJYYCHHS Ha TUTYIHBHOM JIUCTE BBITYCKHOMN
KB ()UKAIIMOHHOW pabOThI MOMKUCEH HAYYHOTO PYKOBOIUTEINS U IOMYCKa 3aBEIYIOLIETO
kadenpoii (MK 3aMecTUTeNs 3aBeyromiero kadeapoii mo yuedbHoi padore)..

5.5. llopsanok BeimosiHeHusi BKP

5.6. Ilpouenypa 3amutsl BKP

3amura BKP npoBoautcs B nopske, yrBepkaeHHOM B [lonoxkeHnn o rocy1apCcTBEHHOU
uToroBou arrectanuu odydaromuxcs B DI'BOY BO «<HUY «MBON».

5.7. Kpurepuu oueHKH pe3yabTaToB 3aiuThl BKP
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K I'MA nomyckaercss o0y4aromuiicsi TOCIE YCIEHIHOTO MPOXOXKACHUS MPOMEXKYTOUYHOU
aTTecTallly MO BCEM AMCUUIUIMHAM (MOAYJSIM) U IMpakTUKaM 00pa30BaTeIbHOW MPOTrpamMMbl.
ChopMUpOBaHHOCTh  KOMIIETCHIIMIA,  yCTAHOBJICHHBIX  00pa30BaTENIbHOM  MPOTpaMMOH,
MOJTBEPXKJIaeTCs pe3yabTaTaMu O0y4YeHUs 10 JUCHUILTUHAM (MOIYJISIM) U MPaKTUKaM Y4eOHOTrOo
IUIaHA.

Ha 3ammre BKP  ounenuBaercss  cmocoOHOCTh — BBINYCKHHKA  OCYIIECTBIISTH
npodecCHOHATBHYIO AEATEIBHOCTh HE MEHEEe 4eM B 0J1HOM obmactu (chepe) npodeccnonaabHOR
JESTENIbHOCTH U pelaTh 3aauu NpodecCHOHATbHON IEATEIBHOCTH HE MEHEE YeM OJJHOTO THIIA,
YCTaHOBJICHHBIE 00pPa30BaTEIbHOM MPOrpaMMON.

[IIxana u KpUTEpUH OLICHUBAHHUS pPe3yIbTaTOB 3amuThl BKP

Ne | [Toka3zaTennb HIxkana | Kpurepuii oneHuBaHust Bec
OLIEHKH nokKa3zareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpexnuii 6amt no npuioxenuto | 30
00y4eHHUs 10 4 K JTUILUIOMY C OKPYTJICHHUEM JI0
JAMCHUILTHHAM 3 COTBIX J0JIeH
(Momynsm) u
IIpaKTUKaM y4eOHOro
TUIaHa
2 | dokman u 5 - TOKJIaJl 1 15
JEMOHCTPAIIMOHHBIH JIEMOHCTPAIIMOHHBIN MaTepra
Marepuanl OXBAaTHIBAIOT BeCh 00beM BKP,
HUMEIOT JIOTHYECKOE U YETKOEC
MOCTPOCHHE;

- 00beM U oopMieHHE
JIEMOHCTPAILIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMsi JOKJIaZa HaXOIUTCS B
paMKax, YyCTaHOBJICHHBIX B
[Tonoxenuun o
rOCYJIapCTBEHHOW UTOTOBOM
aTTecTaluy o0yJaroluXxcs B
®OI'BOY BO «HUY «MDNx;

- 00Oyuarouiicss yBepeHHO U
npo¢eCcCuoHaNbHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
TIOHSITHO M3JIaraeT Coep>KaHue
U CYTh paboThI

4 - TOKJIag "
JIEMOHCTPAIIMOHHBINA MaTepua
OXBaTBIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATEITLHOCTh
MMOCTPOCHHUS TOKIJIaa
HECYIIECTBEHHO HAPYIICHBI,

- 00beM U opopmieHHe
JIEMOHCTPAILIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
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- BpeMs JOoKJIaaa
HECYIIECTBEHHO BBIXONT 32
paMKH, yCTaHOBJICHHBIE B
ITonoxxexnuu o
roCyJ1apCTBEHHOW UTOTOBOM
aTTecTaluy oOy4aroluXxcs B
®I'BOY BO «HNY «MBWN»;

- 00yJaromuiics B IEJIOM
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U MOHSITHO M3J1aracT
CoJIep>KaHue U CyTh pabOThI

- TOKJIaJ 1
JEMOHCTPALIMOHHBINA MaTepHall
OXBAaTBHIBAIOT OOJIBIITYIO YaCTh
oobema BKP, nornynocts u
MOCJIeI0BATEILHOCTh
MIOCTPOEHHUS T0KJIaa
HapyIICHBI;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHOMN YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMsl JI0KJIaJia CYIIECTBEHHO
BBIXOJIUT 32 PAMKH,
ycTaHoBiieHHbIE B [lonoxxenun
0 rOCYAApPCTBEHHOM UTOTOBOM
aTTecTaluu o0y4yaroluXxcs B
®OI'BOY BO «HUY «MDNx;

- o0yyJaromuiics u3naraer
CoJIep’KaHue U CyTh paObOThI
HEYBEPEHHO, HEUETKO,
JOTTyCKaeT OITUOKHU B
WCIIOb30BAHUU
npodecCuoHaNIbHON
TEPMUHOJIOTUH;

- TOKJIaJl OTIIMYAETCs
IIOBEPXHOCTHOMU
apryMeHTallel OCHOBHBIX
MOJI0KEHH;

- JIOTUHYHOCTH U
MOCJIeI0BATETbHOCTh
MIOCTPOCHHUS JOKJIaa
HapyIIEHBI;

- BpeMs JOKJIajia CYIIECTBEHHO
BBIXOJIUT 33 PAMKH,
ycTaHoByieHHbIE B [lonoxeHnun
0 rOCyAapCTBEHHOW UTOTOBOM
aTTecTaruu 00yJaronuxcs B
®I'bOY BO «HUY «M3BNx;

- o0yJaromuiics u3naraet
coJiepKaHue U CyTh pabOThI
HEYBEPEHHO M JIOTHYECKH
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HETIOCJIEI0BATENBHO,
IMOKa3bIBacT ClIa0ble 3HAHMS
MpeIMeTa BBITYCKHOMN
KBaJIM(UKAITMOHHON pabOTHI;

Ha OCHOBE OT3bIBa 15
PYKOBOJUTEIIS MO PEIICHUIO
I'DK

3 | OT3bIB pyKOBOIUTEIIS O
pabote

g1l W | O

4 | OTBeThl Ha BOIPOCHI 00yyYaroImuiicsi OTBEYaeT Ha 40
yineHoB ['OK BOIIPOCHI TPAMOTHBIM SI3BIKOM,
SICHO, YETKO U IIOHSITHO;
BOIPOCHI, 33]JaBacMbIe
wieHamu ['OK, He BBI3BIBAIOT y
00y4aroIerocs CyueCTBEHHbIX
3aTpyAHECHU;

4 oOyuJaroluiicss OTBeYaeT Ha
BOTIPOCHI TPAMOTHBIM SI3BIKOM,
Y4ETKO U MOHSTHO;
0O0JIBIIMHCTBO BOIIPOCOB,
3amaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00YUYAIOMIETOCs
CYIIECTBEHHBIX 3aTPYAHCHUIL;
3 HAa ITOCTABJICHHBIE BOIPOCHI
oOyJaromuicst OTBeYaeT
HEYBEPEHHO, JJOTMYECKH
HEMoCeA0BaTeIbHO,
JIOTTYCKaeT MOrPELIHOCTH,
myTaercs B mpohecCuOHANbHOM
TEPMHUHOJIOTHH;

2 00yJaroImuics: HeMpPaBUIHHO
OTBEYAET HA NOCTaBJICHHBIE
BOIIPOCHI WJIH 3aTPYIHSAETCS C
OTBETOM

* — cymMMa BecoB ToKkazaTenei nomkHa 0eith 100%

Kaxnprit wien 'DK BBICTaBISET OLIEHKH MO KaXJIOMY TOKA3aTeNt0 B COOTBETCTBUU CO
IIKaJION M KPUTEPHUSIMU OLIEeHUBaHUs pe3yiabTaToB 3amuThl BKP. Ouenka pe3ynbTaTtoB 3aliuThl
BKP kaxnasim wienom ['OK omnpenensieTcss HHTErpaibHO ¢ YIE€TOM Beca KaXJA0ro MoKa3aTels.

HtoroBas ouenka 3a 3amuty BKP ompenensercs kak cpenHeapudpmernyeckas OLEHOK,
BbICTaBJIeHHBIX wieHamu ['JK ¢ okpyriieHnem 10 11e510ro uncia.

6. YYEBHO-METOAUWYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE I'NA
ITpu noaroroske k 'MA cTyIeHT MOXKET BOCIIOIB30BaThCS

6.1 IleuaTHbIe ¥ JJIEKTPOHHBbIC U31AHUA:

1. Munsos, A. C. IIpodeccuonanpHas 3Tuka B cdepe HUHPOPMALUOHHON U
IKOHOMHUYECKOH Oe3omacHocTH : [MoHOTpadwus] / A. C. Mun3zos, Ham. uccnen. ya-t "MOU", Un-
T uHpOpMaIl. ¥ SKOHOMUY. Oe3omacHocTH . — M. : BHUWreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .
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2. Ilerpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Ilerpenko . —
M. : IMK Tlpecc, 2002 . — 416 c. — (MadopmanioHHbIe TEXHOJIOTHH 711 WH)KeHEpoB) . - ISBN
5-940741-83-5 .

3. bab6am, A. B. UadopmarimonHas 6€301macHOCTh: J1a00paTOPHBIN MPAKTUKYM : Y4eOHOE
nocobue / A. B. babam, E. K. bapanosa, 0. H. MenpHuKOB . — 2-¢ U31., cTepeoTun . — M. :
KnoPyc, 2013 . — 136 ¢. + CD . — (bakanaBpuar) . - ISBN 978-5-406-02760-8 .

4. babam, A. B. Kpunrorpadpuueckue meronsl 3ammrthl uHbopMmarnuu. T.3 : ydeOHO-
Meroandeckoe mocobue mo crnenuanbHocTH 080801 "IlpuknagHas wHbOpMaTHKa" U IPYrUM
MEXIUCIUTUTMHAPHBIM crienuaibHocTsM / A. B. babam . — 2-e uzn . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Beicmiee oOpa3zoBanume . bakanaspuar) . - ISBN 978-5-369-01304-5 .

5. llly6un, B. U. BecripoBoaHbIe ceTH Niepeadn JaHHBIX : yueOHOE TOCOOUe IS BY30B 110
HarnpasieHuto 210700 "MHboOKOMMYHUKAIIMOHHBIE TEXHOJIOTMU M cUcTeMbl cBs3u" / B. .
Hly6un, O. C. KpacunenukoBa . — 2-¢ u3q . — M. : By3oBckas kuura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

6. IlpaBoBoe oOecredeHne KOHTpPOJIA, Yy4deTa, ayAuTa U CyAeOHO-PKOHOMHYECKOU
SKCIEPTH3bl : YYEeOHUK [JJs CTYJIEHTOB BY30B, OOYYalOIIUXCS MO IOPUAHUYECKUM,
9KOHOMHYECKUM HarpasieHusMm / E. M. Ammvapuna, H. M. Apremos, A. b. beuts, [u np.] ; pen.
E. M. Ammapuna . — 2-e u3f., nepepad. u gom . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bricuiee
obpa3zoBanmue) . - [Tox obmum pykosojcteom B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

7. Hao K. X. Uudopmannonnas 6e3onacuocts B ACY TII : marucrepckas aucceprauus /
Jao K.X., Hau. uccnen. yn-t "MOU", Kadenpa aBTOMAaTH3MpOBAaHHBIX CHUCTEM YIPABICHUS
texHosiornaeckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - muccepTarusi TOJBKO B
AIIEKTPOHHOM BHUJIC,/IJISl UTCHHS MIEPEHANTE B 3JICKTPOHHYIO OMbarnoTeky MOU .

8. Kubepbe3omacHocTh 1U(POBON HMHAYCTPUU : TEOpUS U TMPAKTUKA (HYHKIIMOHATIHLHOM
ycroiunBocty K kubeparakam / JI. I1. 3erkna, E. b. Anekcannposa, M. O. Kanunus, [u np.] ;
pen. . I1. 3erxna . — Mocksa : I'opsiuas JIuaus-Tenekom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopote Tur. 1. - ISBN 978-5-9912-0827-7 .

9. I'anarenko, B.A. Crannaptsl nHpopmanronHoit 6ezonacuoctu. Kypce nekmuii : yauebHoe
nocobue JUisi BY30B [0 CHELMAIBHOCTAM B 00JaCTH MH(MOPMAIMOHHBIX TexHosoruid / B.A.
['anarenko ; Pen. B. b. berenun . — 2-e uzn . — M. : UnTepHeT-YH-T unpopm. Texnosnoruit, 2012
. — 264 c. — (OcHoBBI HH(pOpMATMOHHBIX TexHONOTHH) . - ISBN 978-5-9556-0053-6 .

10. ITanerun, B. ®. MapopmannonHas 6€30MaCHOCTb KOMIBIOTEPHBIX CUCTEM M CeTeH :
ydaeOHOe 1mocodue s CpeTHEro MPOoPECCHOHAIBHOTO 00pa30BaHUsl TIO TPYIITE CIICIHAIbHOCTEN
"Undopmaruka u BerurciautenbHas texuuka" / B. @. [Hanerun . — M. : ®opym : UTHOPA-M,
2012 . — 416 c. — (IIpodeccuonansHoe oOpazoBanue) . - ISBN 978-5-8199-0331-5 .

11. BacuneeB, B. W. MHTennexkTyalbHble CHCTEMBbI 3alIUThl MHPOpPMALUU @ ydeOHOE
nocodue s BY30B IO cClenMadu3anusM crnenuanbHocT "KomiuiekcHoe oOecrieueHune
MH(POPMALIMOHHOM 06e30IacHOCTH aBTOMaTU3UpoBaHHbIX cucteM" / B. U. Bacunbes . — 2-e usn.,
ucnp . — M. : MammHoctpoenue, 2013 . — 172 c. — (/s By30B) . - ISBN 978-5-94275-667-3 .

12. Capture the Flag [CTF]. HUrpoBsie Mojenu MOATOTOBKH CIEIUAIUCTOB B cdepe
KOMITHIOTEPHOM 0€30MacHOCTH : [yueOHO-MeToIn4YecKoe mocobue ais npenogasareneii] / A. O.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHXe€HEPHO-IKOHOMHY. HH-T
HanpoHanpbHOTO wuccnen. yH-ta "MOU", Kadeapa "beszomacnHoctm u HHpopmanmoHHBIX
Texnomoruit" (BUT) . — M. : BHUHMreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

13. B. . ABepuenkoB- "Ayaut uH@opMaiuoHHOH Oe3omacHocTu", (4-e u3md., crep.),
N3natensctBo: "®JIMHTA", Mocksa, 2021 - (269 c.)

14. Tpodumos B. b., Temxun U. O.- "Okcnepthsle cuctemsl B ACY TII", U3natenscTBo:
"Undpa-NUnxenepus", Bonorna, 2020 - (284 c.)

15. "Bompockr 6e3onacHoct B Lotus Notes m Domino 7: xypc", W3marenscTBo:
"Unrepuer-YHuBepcurer Mudopmannonnsix Texnonoruit (MHTYUT)", Mocksa, 2008 - (305

c.)
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6.2 JIuieH3MOHHOE ¥ CBOOOHO PacCIpoCTPaHsieMoe MPOrpaMMHoOe odecneyeHne:
1. CAO "ITpomereir"
2. Office / Poccuiickuii makeT 0(pUCHBIX MPOrpaMm
3. Windows / OniepanimonHas cuctema cemeiictBa Linux
4. Maitan Buneoxondepenuuu
5. Aatuniaruat BY3

6.3 UnTepHeT-pecypchl, BKIWYAsA NpodeccuoHaIbHbIe 0a3bl JaHHBIX U HHPOPMAIIMOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckasi 0ubJnoTexa onyaiin' -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas yj1ekTponHas ouéauoreka - https://elibrary.ru/

4. DJIeKTPOHHBIE pecypchl H3aTeabcTBa Springer - https://link.springer.com/

5. baza nannbix Web of Science - http://webofscience.com/

6. ba3za nannbix Scopus - http://www.scopus.com

7. HammonanbHas J1eKTpoHHasi 6udamoreka - https://rusneb.ru/

8. 9BC "KouncyasTanT crygenrta" - http://www.studentlibrary.ru/

9. Kypuaa Science - https://www.sciencemag.org/

10. DaexTponnas 6udmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. Uudopmannonno-cnpaBouynasi cucrema «Koaexc/Texakcnepr» -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbITasi yHUBepcUuTeTcKas nHpopmaunonnas cucrema «POCCHUSA» -
https://uisrussia.msu.ru

13. ®enepanbublii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE

[Tpu noaroroBke k ' A u nmpoBeaenust ' MA ucnonbs3yroTcs yueOHble ayTMTOPUU U IOMEILCHHE
JUISL CAaMOCTOSITENbHON paboThl oOyyatonuxcs. [IpuMepHsblii nepeueHb NOMEIEHUH TPUBE/IEH B
TabIuIE.

Tun nomeuenus Homep ayauropuu, OcHamenue
HAMMEHOBaHUe
ITomemenus mis HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI TUCbMEHHBIM,
CaMOCTOSITEIIBHON KomnsrorepHslii CTYJ1, IPUHTEDP, KOHAULUOHED, BEIIANIKA JJIs
paboThI YUTAJIbHBIN 3aJ1 OJZIEK/Ibl, CBETHJIBHUK ITOTOJIOYHBIN C

JUOIHBIMU JIAMIIaMU, KOMITBIOTEPHAs CETh C
BBIXOZIOM B IHTEpHET, KOMITBIOTEP
IIEPCOHAJIbHBIN

Tlomentenus niist
KOHCYJIbTHPOBAHHUSI

M-511, YueOHas
ayTUTOPUS

CTOJI IIPEnoaaBarelid, napra, CTyi, JKpaH,
MYJIbTUMEAUNHBIN IPOEKTOP, TOCKA
MapKepHasi, KOMIIBIOTEP I1EPCOHAIbHBIN

VY4eOHble ayuTOpun
JUIS IPOBEICHUS

M-511, YueOnas
ayTuTOpUs

CTOJI IPENOIaBaTeNsl, MapTa, CTyJ, JKpaH,
MYJIbTUMENUNHBIN IIPOEKTOP, JOCKA

MTPOMEKYTOUHON MapKepHasi, KOMIIBIOTEP NePCOHAIbHBIN

aTTecTaluuu
VYuebHbIC ayAUTOPUN K-120, MamuHHbII cepBep, KOHAUIIMOHEP, KOMMYTATOP

IS IPOBEICHUSA 3as1 UBIL]

MTPOMEKYTOUHON
aTTecTaluuu

[Tomemenus st K-202/2, Cknapn CTeJIaXK JJIs XpaHEHUsl MHBEHTaps, mKad ams

XpaHEeHUs kadenpet BUT XpaHEeHUs UHBEHTapsl, MKad Ui JOKYMEHTOB,
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000pyI0BaHUS U
y4eOHOTO MHBEHTaps

CTOJI, CTYJI, CBETUJIbHHK ITOTOJIOYHBIH C
JTIOMUHECIICHTHBIMU JIAMIIAMHU, KOMMYTaTOp,
TyM0a, DJIEKTPHUYECKUE PO3CTKH, 3allaCHBIC
KOMIUICKTYIOIIUE JITIs1 000pyI0OBaHUS,
nH(}OopMaIMoOHHbIC (MHTEPHET) PO3ETKH

ITomemmenust misa
CaMOCTOSITEIbHON
paboThI

K-307, Yuebnas
nabopaTopus
"OTKpBITOE
MpOrpaMMHOE
obecrieyenue"

CTOJI IIPEI0/IaBaATENs], CTOJI KOMIIBIOTEPHBIH,
CTOJI Y4eOHBIii, CTYyJI, KOMIIbIOTEP
IIEPCOHANIbHBIM, CEPBEP, MEKTPUUECKUE
PO3ETKHU, KOMIIbIOTEPHAs CETh C BHIXOJOM B
Wutepuer, nHPpOpMaIMOHHBIEC (HHTEPHET)
PO3ETKH, BelaiKa AJisi OJeXKIbl, TymOa,
KOHJUIIMOHEP, KOMMYTAaTOp, 10CKa
MapKepHasi, SKpaH, MyJIbTUMEIUNHBII
IIPOEKTOP

Ilomentenus st
CaMOCTOSITEITbHOM
paboThI

K-302, YuecOnas
naboparopus
"UndopManimoHHO-
aHAJUTHYCCKUE
TeXHOI0THH"

CTOJI IIPETIo/1aBaTelisl, CTOJI KOMIIbIOTEPHBIiA,
CTYJ1, KOMIIBIOTEp IIEPCOHAIIbHBIN, CEpBep,
3JIEKTPUUYECKUE PO3ETKU, MH(POPMAIIMOHHBIE
(MHTEpHET) PO3ETKH, CBETUIILHUK
MIOTOJIOYHBIN C TFOMUHECLEHTHBIMU JIAMIIaMH,
KOMMYTaTop, 10CKa MapKepHas, FKpaH,
MYJIbTUMEAUUHBIA IPOEKTOP, KOHAUIIMOHED
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