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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Heas rocynapcTtBeHHoii uTOroBoii arrectrauuu — OIEHKa TOATOTOBICHHOCTH
00yyYaroIerocs K peleHuIo 3a1a4 npo(eccCuoHaIbHON NesITeIbHOCTH.

3agayamMu rocy1apcTBeHHON HTOrOBOIi aTTecTalMu:

— OleHKa C(HOPMHPOBAHHOCTU BCEX KOMIIETCHLMH, YCTaHOBJIEHHBIX 0O0pa30BaTEIbHOM
IIPOrpamMMOoi;

—OLEHKa  OCBOEHHUS  pe3ylpTaToB  oOyuyeHMs  TpeOoBaHUSAM  (eaepanbHOro
rOCyJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHAapTa MO HampasieHuo noarotoBku 10.03.01
«MH(popmanoHHast 6€3011aCHOCTb» U MPO(HECCHOHAIBHBIX CTaHAAPTOB.

2. PE3YJIbTATHI OBPA3OBATEJIBHOM ITPOI'PAMMBI

K pe3ynbraTtam 00y4eHUs BBITYCKHUKA OTHOCSATCS CIICAYIOIINE KOMIICTCHIIHH:

YK-1. cnocobeH OCylIecTBUTh IMOMCK, KPUTUYECKHUH aHamu3 U CHUHTe3 HH(pOpMaluwy,
MPUMEHSTh CUCTEMHBIN TIOJIXOJ] JIISl PEIICHHSI TIOCTABICHHBIX 3a]1ad.

YK-2. crocobeH ompeneisTh Kpyr 3aJad B paMKax MOCTaBICHHOW IENM U BHIOMpATh
ONTHMAJILHBIC CITOCOOBI MX PEIICHUsS, UCXOS U3 JCHCTBYIOIIUX MPABOBBIX HOPM, HMEIOIIUXCS
PECYPCOB U OTpaHUYCHUH.

VYK-3. cmoco0GeH OCyIIeCTBIATh COLUMAIBHOE B3aWMOJICHCTBHE W PEaIM30BBIBATH CBOIO
pOJIb B KOMaHJIE.

VYK-4. cnoco0GeH OCYHIECTBIATH JEIOBYI0 KOMMYHHUKAIIMIO B YCTHOH M INHCHBMEHHOM
dbopMmax Ha rocynapcTBeHHOM si3bike Poccuiickoit @enepaniuu 1 MHOCTPaHHOM(BIX) sI3bIKe(ax).

YK-5. ciocobeH BOCIPHHHMATH MEKKYJIBTYPHOE Pa3HOOOpas3ue O0IIecTBa B COUAIBHO-
HUCTOPUYECKOM, 3TUYECKOM U (pruitoco(hCKOM KOHTEKCTaX.

VK-6. cmocoben ympaBisiTb CBOUM BPEMEHEM, BBICTpaWBaTh W PEATUM30BHIBATH
TPACKTOPHUIO CAMOPA3BUTHS HA OCHOBE MPUHIIUIIOB 0Opa30BaHUS B TE€UCHHUE BCEH )KU3HU.

YK-7. ciocobeH moaepKuBaTh JOJKHBIA YPOBEHDb (PU3MUECKOM MOITOTOBICHHOCTH IS
oOecrnevyeHus MOJHOIEHHON COlUaIbHOU U PO eCCHOHATBHON AeSITeNEHOCTH.

VK-8. cmocobeH co3maBaTh M IMOAJEPKHUBATh B IIOBCEJHEBHOM JKU3HM U B
pohecCHOHANBFHOM eATeIbHOCTH Oe30MacHbIe YCIOBHS KU3HEACATEIbHOCTH I COXPaHEHUS
IPUPOIHON cpefbl, 0OecTieueH s yCTOWYMBOTO PAa3BUTHS OOIIECTBA, B TOM YHCIE MIPH Yyrpo3e U
BO3HUKHOBEHUH YPE3BBIYANHBIX CUTYallUi U BOCHHBIX KOH(IHKTOB.

VK-9. cnocoGeH npuHUMaTh OOOCHOBAHHBIE SKOHOMHUYECKHE pEIIEHUS B pa3IMYHBIX
00JacTsIX KU3HEACSITETLHOCTH.

VYK-10. Cnocoben ¢opMHupoBaTh HETEPIIUMOE OTHOIIEHHUE K TMPOSIBICHUIO IKCTPEMU3MA,
TeppopU3Ma, KOPPYMNIIMOHHOMY MOBEJIEHUIO M MPOTUBOJCHCTBOBATh UM B MPOQPECCHOHATBHOM
NEeSITETTHHOCTH.

OIIK-1. cmocoOeH omeHHBATh POJib HHPOpPMAIMH, HHPOPMAIMOHHBIX TEXHOJOTHH H
nH(pOpMaAIMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, UX 3HAUEHHUE NJIsi O0OCCIICUCHHS
00BEKTUBHBIX MOTPEOHOCTEN TUYHOCTH, OOIIIECTBA M TOCYAaPCTRA.

OIIK-2. cnocobeH mNpuUMEHATh HH(GOPMALMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHUH,
MPOrpaMMHBIE CPEACTBA CHCTEMHOTO U MPUKIIATHOTO Ha3HAUCHUS, B TOM YHCJIE OTEYECTBEHHOTO
MIPOM3BOJICTBA, ISl PEIICHHUS 3a71a4 MPo(ecCHOHATBHOM A TETbHOCTH.

OIIK-3. cnocobeH uCcnoiab30BaTh HEOOXOAMMBIE MAaTEMAaTHYECKHE METOIBI I PEIICHUS
3a/1a4 Mpo(heCcCHOHATLHOMN A TEIHHOCTH.

OIIK-4. ciocoOeH TpUMEeHsATh HeoOXouMBbIe (PU3NUECKHE 3aKOHBI U MOJICIH JIJIS PEIICHHS
3a/1a4 Tpo(heCcCHOHATEHOMN A TEIHHOCTH.

OIIK-5. cnocobeH TpPHUMEHSITh HOPMATHUBHBIE TMPABOBBIE AaKThl, HOPMATHBHBIE U
METOJIMYECKHE JTOKYMEHTBI, PErJIaMEHTHPYIONINE JEATeIbHOCTh 10 3amuTe WH(OpMAud B
cdepe npodeccruoHaIbHON 1eATeTbHOCTH.

OIIK-6. cmocoben mpu pemieHuH TpodecCHOHATBHBIX 3a7a4 OPraHW30BHIBATH 3aIUTY
uH(pOpMAIIMK OTPAHHMYEHHOTO JIOCTYIa B COOTBETCTBUU C HOPMATHBHBIMU MPABOBBIMHU aKTaMH,
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HOPMAaTUBHBIMH ¥ METOJUYECKUMH JOKyMeHTamMu @DenepanbHON CayxkObl 0€30macHOCTH
Poccutickoit ®enepanuu, GenepanbHoi Ci1yKObI IO TEXHUYECKOMY B SKCIIOPTHOMY KOHTPOJTIO.

OIIK-7. criocobeH HCIONIb30BaTh S3BIKA MPOTPAMMHUPOBAHHS M TEXHOJIOTUU pa3pabOTKU
MPOrPaMMHBIX CPEJCTB AJIsl pelIeHUs 3a7a4 IPo(hecCHOHATBEHOM e TEIIbHOCTH.

OIIK-8. cnocobeH OCyHIeCTBIATh MOA00P, U3yd4eHHUE W OOIICHHE HAyYHO-TEXHHYECKON
JUTEpaTypbl, HOPMATHBHBIX U METOJUYECKHX JIOKYMEHTOB B MENAX pelIeHus 3ajad
npodeCCHOHATBLHOM 1eATETEHOCTH.

OIIK-9. crocoOeH NMPUMEHATHh CPEACTBA KPUNTOrPAPUUYSCKON W TEXHHUYECKOW 3aIUThI
uH(OPMALIUK TSl peIIeHHs 3a/1a4 TPO(PECCUOHATBHON 1EATEIIbHOCTH.

OIIK-10. cmocobeH B KayecTBE TEXHHYECKOTO CICIHAINCTa IMPUHUMATh ydacTHe B
(bopMHpPOBaHUYU MOTUTHKH MHPOPMAITMOHHOM 0€301IaCHOCTH, OPTaHU30BBIBATh U MOICPKUBATH
BBIMIOJTHEHHE KOMILIEKCa Mep MO oOecrneyeHHo MH(OpPMAMOHHOM 0e30MacHOCTH, YIPAaBISAThH
IIPOLIECCOM UX pealn3aly Ha 00BEKTE 3alUThI.

OIIK-11. crocobeH MPOBOIUTH AKCIIEPUMEHTHI 10 3aJaHHOW METOAMKE M 00pabOTKy HMX
pE3yJIbTaTOB.

OIIK-12. cmocobGeH MpOBOAWTH MOATOTOBKY HCXOAHBIX JAHHBIX HJISI MPOEKTHPOBAHHS
MOJICKICTEM, CPEICTB OOecreueHus 3ailuThl MH(POpPMamuu MU IS TEXHUKO-DKOHOMHYECKOTO
000CHOBaHHUS COOTBETCTBYIOIINX MPOEKTHBIX PELICHHI.

OIIK-13. cnocoOeH aHaIM3UPOBATh OCHOBHBIC ATAIBl U 3aKOHOMEPHOCTH UCTOPHUYECKOTO
pa3Butus Poccuu, ee MecTto W pojb B KOHTEKCTE BCeOOIIed HCTOPUM, B TOM YHUCIE IS
(opMUpPOBaHUS IPAXAAHCKON MO3ULIUHU U PA3BUTHUS NATPUOTU3MA.

OIIK-1.1. cnocoben pazpabaTbIiBaTh U PEaIM30BLIBATH MOJUTUKU YIPABIECHUS JOCTYIIOM B
KOMIIBIOTEPHBIX CUCTEMAX.

OIIK-1.2. cmocobeH aAMHHHCTPUPOBATH CpPEACTBA  3alIMTHl  MHPOpPMAIMH B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. cnocoben obecrnieunBaTh 3amuTy UHPOpManuu npu padbore ¢ 0azaMu JaHHBIX,
IIpU [Iepeiaye 10 KOMIbIOTEPHBIM CETSM.

OIIK-1.4. cnoco6eH o1leHnBaTh YpOBEHb 0€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM U CETEH, B
TOM YHCJI€ B COOTBETCTBUU C HOPMATHUBHBIMHU M KOPIIOPATUBHBIMU TPEOOBAHUSIMHU.

[1IK-1. ToroB obecrneunBaTh 3amuTy WHGOPMAIMU B aBTOMATH3UPOBAHHBIX CHUCTEMAax B
MPOLIECCE UX IKCIUTyaTalUHU.

[TK-2. '0TOB K BHEAPEHUIO CUCTEM 3aAIIUTH HHPOPMAIIMH aBTOMATH3UPOBAHHBIX CUCTEM.

[TK-3. CrnocobGeH agMUHUCTPUPOBATH CPEACTBA 3allUThl UHGOPMAIUU B KOMIBIOTEPHBIX
CHUCTEMAax M CeTsIX.

3. POPMA, CPOKH M TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMA

OOmast TpyA0EMKOCTh T'OCYAapCTBEHHOM MTOTOBOM aTTECTAallMU COCTaBIsEeT 6 3aueTHBIX
enuHuIl, 216 Jacos.

['ocynapcTBeHHast UTOrOBasi aTTeCTAllUs MPEJCTABISAET cOO00M (HOpMy OLIEHKU CTENEHU U
YPOBHS OCBOEHUS 00yUaroIUMUC 00pa30BaTeIbHON MPOrPaMMBI.

['ocymapcTBeHHass WUTOroBas  aTTeCTalldsd IPOBOJUTCS HA  OCHOBE  IPUHLHUIIOB
00BEKTUBHOCTH U HE3aBHCUMOCTH OLIEHKU KayecTBa MOATOTOBKH 00yJaroIINXCs.

['ocymapcTBeHHass ~ WTOroBas  aTTeCTallUsd  SBISETCS  3aBEpLIAIOIIEH  YacThIO
00pa3oBaTeNbHONW MPOTpaMMbI M TIPOBOAUTCS B 8 ceMecTpe IMOocie YCIEITHOTO MPOXOXKICHHS
IPOMEXXYTOYHOU aTTECTAIlMM MO BCEM JUCIUILTMHAM (MOIYJISIM) U MpaKTUKaM 00pa3oBaTeIbHOM
IPOrPaMMBI.

B rocypapcTBeHHYI0 UTOTOBYIO aTTECTALMIO BXOJIUT MOATOTOBKA K MPOLEAYPE 3aLIUTHI U
3alUTa BBITYCKHOW KBaJIM(PUKAIIMOHHON pabOTHI.
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['ocymapcTBeHHass HMTOTOBasl aTTeCTAllsl MPOBOAMUTCS B (OpPME 3aIUTHI BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA IT'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJITAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHusl K TeMAaTHKE BbINMYCKHbIX KBATU(PUKALIMOHHBIX padoT

Temaruka BKP nomkna coorBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoecCHOHANBHOM AEATeIbHOCTH, K KOTOPHIM TOTOBUTCS BBIYCKHUK B PaMKaX OCBOCHHS
00pa30BaTebHOI IPOrpaMMBl.

Temaruka BBITYCKHOW KBaJIW(UKAIIMOHHOW paOOTHl JOMKHA OBITh  aKTYyaJbHOM,
COOTBETCTBOBATb OCHOBHBIM CTPAaTE€rMUECKUM LEISAM pa3BUTHS HAYKHU U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUECKUM IOAXO0J1aM, OTPaXKaTh CIeHu(UKY MPOrpaMMBbl
«be30nacHOCTh KOMIIBIOTEPHBIX CUCTEM (IPOJBUHYTHIM YpOBEHb)» o HampasieHuto 10.03.01
«MudopmarrionHas 6e30MacHOCTb.

[Ipumepnas Temarrika BKP:

1. Meronka reHepauy ClieHapueB MeJIeBbIX aTaK Ha WH(POPMAIMOHHBIE CUCTEMBI;.

2. OpraHu3zanusi NporpaMMHON 3aliUThl BeO-cepBepa ¢ UCIOJIb30BAHUEM BO3MOXKHOCTEH
oneparuonHoi cucreMbl ALT Linux;.

3. AIMUHHCTPUPOBAHHE MPOrPAMMHO-ANIAPATHOIO KOMILIEKCa «AKKOpI» Ha pabodyux
CTaHIMSX OpraHU3aI|H.

4. Kpunrorpapuueckue crnocoObl KOHTPOJISL ILEJOCTHOCTH M MX IpaKTHYecKas
peanusanus;.

5. IMUTanIMOHHOE MOJIETUPOBaHKE CIIEHapHEB PUCKOB MH(POPMALIMOHHON O€30MaCHOCTH;.

6. PazpaboTka mporpaMMHOTO OOECTICUEHHs BBIJIENICHUS arperaroB PHCKOB IO OOIIUM
yrpo3am, ysI3BUMOCTSIM U aKTHBaM;.

7. AIMUHHCTPUpOBAHUE MPOTrpaMMHO-anmapaTHoro komruiekca «Co0oib» Ha paboumx
CTaHLMAX B OpraHU3aluHy.

8. AIMUHUCTPUPOBAHHME CHCTEM OE€30MaCHOCTH CETEBOI'0 B3aWMOJEWCTBHUSI Ha OCHOBE
TexHosoruu VPN.

9. PaccnenoBanue MHIIMIEHTOB HHOOPMAITMOHHOM O€30MTaCHOCTH B OpTraHU3aIlNH;.

10. AcuMMeTpUYHbIE KPUITOCUCTEMBI U METO/IbI 0OecrieueH s KOH(DUeHIINAIBbHOCTU MIPU
UX HCIIOJIb30BAHUU;.

11. 3ammra uHOpMANMK B BBIYUCIMTENBHOM CETH OpraHU3allMd C MCIOJIb30BAaHHEM
BO3MOYKHOCTEHN MPOBANIECPOB.

12. TlpuMeHEHHE MEXCETEBBIX JKPAaHOB OJKCIIEPTHOIO YPOBHS JUIsl 3allUTBl PECYPCOB
JIOKaJIbHOM BBIUNCIUTEIBHON CETH B OPTaHHU3ALINN.

13. OueHka 1 aHaJIM3 PUCKOB C UCIIOIB30BaHKUEM NporpammHoro obecniedenus CORAS;.

14. ViccnenoBanrne MEXaHU3MOB LIEJIOCTHOCTH U JOCTYIHOCTH MH(OpManuu Ha miatdopme
OJIOKYEHH;.

15. TlpuMeHeHue TEXHOJIOTUHN U CPeiCTB MH(OPMALMOHHO-aHAIUTUYECKOTO 0OecTeueHus
IPU pacciieZIOBAaHUM MHIUIEHTOB HHPOPMALIMOHHOM 0€301MacHOCTH.

16. [IpuMeHeHre cucTeM KOHTPOJIS U yIpaBIeHUs Mpoleccamu («BbIBOJIA HA MeYaThy» WIN
«BBIBOJIA HAa BHEIIHWE HOCUTENTU MH(OPMAIUI» WIN «OTIpaBKU (aillloB yepe3 WHTEPHET» WU
«OTHpaBKU (aiyIoB MO MEKTPOHHON MOUTE») B (Ha3BAaHUE OPraHU3alINN).

17. ABTOMaTU3MPOBAaHHBII BHIOOP MEP M CPEACTB KOHTPOJIS U YIPaBIECHUS 1O 33JaHHBIM
PHUCKAM C UCIIOJIb30BAHNEM HEMPOHHBIX CETEH;.
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18. Obecneuenne O€30MACHOCTH CETEBOTO B3aUMOJCHCTBUS C  HCIIOJIb30BAaHHEM
texHonorun OpenVPN;.

19. OueHka onacHOCTH ySI3BUMOCTENW CMapT-KOHTPAKTOB B TEXHOJIOTUU OJIOKUYEHH;.

20. AJIMMHUCTPUPOBAaHME CHCTEMBl  DPE3EPBHOIO  KONMPOBAHUSA Uil  3alIUTHI
UH(POPMALIMOHHBIX aKTHBOB OPTaHU3AIHH.

21. MonenupoBaHue ysI3BUMOCTEH MPOTOKOJIOB 3amuThl TLS;.

22. Pa3paboTKa KBECTOB 10 O0YYCHHIO TEXHOJIOTHU MPOHUKHOBEHUS B 3AIIUIICHHYIO CETh
(3TUYHBIN XaKUHT);.

23. Buenpenue merononoruu DevSecOps B opranusanuio;.

24. VuBeHTapu3auus M Kiaccupukanus MHPOPMALMOHHBIX aKTUBOB OpPraHU3aLUU IPU
OLICHKE PUCKOB.

25. BHeapeHnne MOHUTOPUHIa HH(OOPMAILIMOHHON 0€301MacHOCTH B (PMHAHCOBO-KPEAUTHOM
YUPEXKIECHUY;.

26. 3amura (ailyIoBOro apxuBa OpraHU3aluy CPeICTBAMU ONEPALIMOHHOMN CUCTEMBI;.

27. Meronbl M TEXHOJOTHMH OOHAPYXKEHUS CKPBITBIX KOHTEWHEPOB B COOOIICHUSIX
METOaMU CTaTUCTUYECKOTIO aHAJIN3a;.

28. BHeapenne TexXHOJOTH TpemoTBpamieHus yreuku uHpopmanuu (DLP-cucremsr) B
OpraHu3aluiy;.

29. BHeapeHue cuCTeMbl aHTUBUPYCHOM 3aIUThI B OPraHU3aluu;.

30. BHeapeHnue cucteMsl pe1oTBpaILeH s yTeuKu HHPOpMaluu B (UHAHCOBO-KPEAUTHOM
YUPEXKJICHUY;.

31. 3ammTa cereBoro xpanuiuiia cpeactBamu QNAP NAS oT HecaHKIIMOHHUPOBAHHOTO
JI0CTyNa U HapyIIEHUsI LIEIOCTHOCTH JaHHBIX;.

32. MonenupoBaHHe yA3BUMOCTEN MPOTOKOJIOB 3aUThl SSL;.

33. 3amuTa WHGOPMAIMK C HCIOIB30BAaHMEM METOAOB W TEXHOJOTHH YHPOIIECHHON
KpUnrorpaduu B opraHu3aluus;.

34. 3ammra OT HECAaHKLMOHMPOBAHHBIX IPOBOAHBIX IMOAKIIOUYEHUH K JIOKAJIBHON ceTu
(Ha3BaHUE OpPraHU3alINN);.

35. MogenupoBanue puUCKOB WH(OOPMAIMOHHOW O€30macHOCT B HH(OPMAIMOHHBIX
cucTeMax, MOCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUEHiH;.

36. Pa3zpaOoTka cpeJCcTB aBTOMATU3ALNHU I HACTPOHKHU CPENICTB 3alUThl HH(OPMaLIUU OT
HECaHKLMOHUPOBAHHOTO JOCTYIIA;.

37. TexHonoruu peBepcHHra (O0OpaTHOrO MPOTrpaMMHMPOBAHMS) U UX MPUMEHEHHE IPH
UCCIIIOBAaHUU HEIEKJIapUPOBAaHHbBIX (DYHKIIMH IPOTrPaMMHOI0 00ECTIEUeHHUS;.

38. 3amuTa JO0KaIHLHON BRIUMCIUTEIHHOM CETH OpraHu3anuu ¢ ucnosb3zoBanueM IDS/IPS
CHUCTEM;.

39. Pa3paboTka cuCTEMBl [HAarHOCTUKU HAJIWYUS BPEJOHOCHOTO IPOrpPaMMHOIO
oOecrieueHns («B JIOKANbHOM CeTH oOpraHuM3anuu» Wian «Ha cersax loT-ycTpoilcTB» mnm «B
IPOMBIIIIEHHON CETH OpraHU3aLumy;.

40. 3ammTa JOKaJIbHOM BBIYMCIUTEIBHON CETH OpraHM3allid OT HECaHKIMOHUPOBAHHOTO
JocTyma K e€ pecypcam € UCIIOJIb30BAHUEM MapLIPYTU3aTOPOB YPOBHS JIOKAIbHBIX CETEH.

41. AHanu3 MeToJI0B oOecredeHuss MHPOPMALMOHHOW 0e30macHOCTH B OECHpPOBOIHBIX
CeTsX nepenayu UHPpOpMalnu;.

42. 3ammra ceTeBoro xpaHuiauina cpeacrsamMu Synology NAS oT HeCaHKIIMOHHMPOBAHHOTO
JOCTyNa U HapyIIeHUs LIETOCTHOCTH JAHHBIX;.

43. Ananu3 ypoBHS 3alllUIIEHHOCTH BEO-TIPUIIOKEHUS OPTaHU3ALUHU MPU UCIIOIb30BAaHUH
CKAHEPOB YSI3BUMOCTEW;.

44. Opranuzanys CHENHUATIbHBIX HHCTPYMEHTAJIBHBIX MPOBEPOK IepcoHana  JUIs
MIPOTUBOACUCTBUS NHCAIIEPCTBY B (PUHAHCOBOM YUPEXKJIEHUU (HA MPEINPUITHH SHEPTETHKN );.

45. Pa3paboTka © BHEApPEHHE MOJUTHKH IpuMeHeHus TtexHonorun COB s
MIPOTUBOICUCTBUS BHEITHUM aTakaMm Ha MIC opranuzanmu;.
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46. Pa3paboTka cpelCTB aBTOMATU3ALUU I UCCIIEIOBAaHUS IPOrPAMMHOTO 00eCTeueHHsI
1o TpeOoBaHUAM 0€30MMacCHOCTH WH(OPMAITUH;.

47. Pa3paboTka u BHEIPCHHE TMOJNUTUKH TNpuMeHeHus TexHomorun NGFW  mns
IIPOTUBOAEHCTBUA BHEIIHUM artakaMm Ha MC opranuszanuu;.

48. Meroarka WHBEHTapU3alMH, KiIacCU(PUKAMU U aHaTu3a UHPOPMALMOHHBIX aKTUBOB
OpraHu3aluy;.

49. IIpumenenue MeTonuKH TOHKON HacTpoiiku CAB3 g coBeplIeHCTBOBaHUS 3alUThI
NC opranuzanuy OT BO3ACUCTBUS KOMIIBIOTEPHBIX BUPYCOB;.

50. Pa3zpabGoTka KOMIUIEKCA TMpaBWJI, MPOLEAYP W TMPAKTHYECKUX IPHUEMOB 3alUTHI
UH(pOpPMaLUU B MOOUIIBHBIX YCTPONCTBAX;.

51. Ayaur 0€30MaCHOCTH JIOKAJbHOW BBIYUCIUTENBHOW CETH OpraHu3alud  C
UCIIOJIb30BaHUEM CKaHepa 0€30IaCHOCTH;.

52. MoaenupoBaH#e ysI3BUMOCTEH MTPOTOKOJIOB 3aIuThl HHPopManuu B ceTsix Kerberos;.

53. Pa3paboTka u BHEOpPeHHE TOJMTUKW TIpUMEHeHus TexHoiorun WAF s
MPOTUBOICUCTBUS BHETHUM aTakaMm Ha VIC opranuzanuu;.

54. Opranuzauus ayauta MHGOPMALMOHHOM  0O€30MacHOCTH  OpraHu3aluu ¢
UCTIOJIB30BAaHUEM CIEIIHATIBLHOTO IPOTPAMMHOTO O0ECTICYCHHS;.

55. PaspaboTka ¥ BHEApPEHHWE TOJUTUKU TNPUMEHEHHs TexHonoruu DLP  mos
MIPOTUBOICUCTBUS BHEITHUM aTakaMm Ha MIC opranuzamum;.

56. IlpuMeHeHHE TEXHOJOIMM aKTHUBHOI'O ayAuTa HH(OpManuMOHHOW O0e30macHOCTH B
OpraHu3aLuy;.

57. 3amMra OT HECAaHKLMOHWPOBAHHBIX IIPOBOAHBIX IOAKIIOYEHHUH K JIOKAJIBHOM CETH
(Ha3BaHUE OpraHU3alun);.

58. OreHka OnacHOCTH YA3BUMOCTEH OecHpOBOJHBIX MH(POPMALMOHHBIX TEXHOJOIMH Ha
ocuose Kali Linux;.

59. PazpaboTka u BHEIPEHHE TMOJIUTHKA NPUMEHEHUs TexHoioruu VPN s
MPOTUBOICHCTBUS BHEITHUM aTakaMm Ha MIC opranuzanuu;.

60. Opranuzanus NOporpaMMHON 3aIiuThl  (hail;loBoro cepBepa C HCHOJIb30BaHHEM
BO3MOXKHOCTEH onepannoHHoN cuctemsl Astralinux;.

61. Anamu3 ypoBHs 3ammiieHHoctH JIBC opranmsannym Ha OCHOBE HCIIOJIB30BAHMS
CKAHEPOB ySI3BUMOCTEW;.

62. Opranuzanus pacciefloBaHHsT HMHUUAECHTOB MH(OPMAIMOHHONW O0€30MacHOCTH Ha
OPEIIPUITHH;.

63. Opranu3anus IporpaMMHOM 3alIUThI BeO-cepBepa ¢ UCMOIb30BaHUEM BO3MOXKHOCTEH
omnepalroHHoN cucteMbl Astralinux;.

64. IlporpamMHas 3amura HH(YOPMAIMOHHOM CHUCTEMBl OpraHM3allMd Ha OCHOBE
BO3MO>KHOCTEH ONepaliuoHHONW CUCTEMBI;.

65. Opranumzanus ayauta MHGOPMAMOHHOM  0€30MacHOCTH  OpraHu3aluu ¢
MCIIOJIb30BaHUEM CIELIMATILHOTO MPOrPaMMHOI0 00€CIIEUEHHUS;.

66. Opranusanys IporpaMMHON 3alllMThl CEPBEPA C UCMOIb30BaHUEM BO3MOKHOCTEH OC
Microsoft Windows;.

67. ABTOMaTH3alus MPOIECCOB MEHEIKMEHTa HH()OpPMAIMOHHONW O0e30MacHOCTH B
OpraHu3aIuy;.

68.  Pa3paboTka  cpeacTB  aBTOMAaTH3alMM Ul KOHTPOJS  3alUILEHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM IO TpeOOBaHUSAM O€30M1acCHOCTH NH(OPMALIUH;.

69. Pa3paboTka, pa3BepThIBaHUE U IMOAJEPXKKA MPOIECCOB HEMPEPHIBHOIO TECTHUPOBAHUS
0€30MacHOCTH U OLIEHKU COCTOSIHUS 3alllMIIEHHOCTH HHPOPMAIIMOHHON CHCTEMBI OpraHU3aIUH;.

70. MOHUTOPHHT COCTOSTHUS 0OBEKTa Ha OCHOBE OLIEHKU PUCKOB;.

71. ObecnieueHre 6€30MaCHOTO MOJKIIOYEHHS pabOYMX CTaHIUI (Ha3BaHHe OpraHu3alum),
o0OpabaTbIBaroIInX KOH(GUACHIMATBHYIO0 HHPOpPMaLUIO, K ceTu MHTepHeT;.

72. JluarHocTHKa CTeraHorpauueckux BO3MOXKHOCTEH W MPOTUBOACHCTBHE UM NIpU
peanu3anyy HHPOPMALMOHHBIX MPOLIECCOB B OPTaHU3AIUHY;.
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73. OOecneuenne Oe3omacHocTH  HMHGpOpManmuu Ha  OOBEKTaxX  KPUTHUYECKOH
nH(pOpMaITMOHHOW HHPPACTPYKTYPHI;.

74. BHenpeHHE TEXHOJIOTHH YIpaBieHUs WHGopManued u COOBITHSIMH OE30MacHOCTH
(SIEM-cucrembl) B OpraHu3aium;.

75. Pa3paboTka peKOMEHIAIWid 10 OpPraHW3alUy 3alUThl BEO-TPUIOKEHUS OT aTak,
IKCIUTYyaTUPYIOLIUX CUCTEMY ayTEHTU(DUKAIIH;.

76. Pa3paboTka pekoMeHJaIui 1o 3alIUTe BEO-TPUIIOKEHHS OT aTaK BHEAPEHUS;.

77. Opra"uzanmsi TPOrpaMMHOM 3amuThl  (HAMJIOBOTO cepBepa C HCIOJIb30BaHUEM
BO3MOXHOCTeH onepannoHHoii cuctembl ALT Linux;.

78. AHanu3 TEXHOJOTUH Pa3pabOTKH CMapT-KOHTPAKTOB M BBISIBJICHUE UX YSI3BUMOCTEH;.

5.2. TpeooBanusi kK BKP

[TonHOCTBIO O(OPMIIEHHBIN AUILIIOM aBTOP CAAET pyKoBoauTeNto 3a 10 pabounx nHEH 10
3amuThl (+2 CD-aucka ¢ TeKcToM paboThI).
PykoBoauTenb NpoBOIUT CO CTYAEHTOM IPEI3ALIUTY C Y4aCTUEM 3aBEYIOLIET0 WU
3aMEeCTHUTEIIS 3aBEAYIOIETo Mo yueOHol paborte.
He no3anee yem 3a 7 pabounx JHEH 0 3alUTHI aBTOP MEPEAaeT AUILIOM PEIICH3CHTY.
Jlumuiom, OT3bIB pYKOBOJIUTEINSI U PELIeH3Hs Ha paboTy AOJKHBI ObITh MPEACTAaBICHBI HA TOITUCH
3aBeyroniemMy kadeapoi Uil I0MycKa K 3alliTe He MO3IHee YeM 3a 2 pabodux JTHS 10
3acenanudg [ DK.

Pexomenayemas npoaomkureabHocTh 3auuTel BKP — ne 6onee 30 munyt. [Ipouenypa 3ammrhl
BKP cocTouT u3 cienyrommx 3Tamnos:

*o0bsBiieHHE cekperaps ['OK 06 ouepennoii 3amure BKP (aBTrop BKP, Tema BKP,
pyxoBoautenb BKP u Hanmuuue 1mosiHoro KoMIiekTa JOKyMEHTOB)

*I0KJIa/1 00y4JaroIerocs

*Tpe/icTaBlieHue 0T3bIBa pykoBoauteist BKP u peuensun(ii)

*OTBETHI 00YYaroLIEerocs Ha BoIpock! ujaeHoB I'OK.

5.3. O0beM TeKCTOBOM YacTH

[Tonroroska k 3amute BKP Haunnaercst Ha nocneaHeM cemecTpe oOydeHus B COOTBETCTBUU
C KaJIeHIapHbIM Irpa)uKoM y4eOHOro IJIaHa.
[TpakTrueckue Matepuansl Juist BoinoaHeHust BKP cobupatorces ctyneHTOM B X0711€
IPEIIUIUIOMHON TPAKTHKU.
Tema BBITYCKHOM KBaJIM(PHUKAITMOHHOM pabOThI JOJKHA OBITh aKTyallbHOM, IPEICTABIATh
HAYYHBIM U (M) IPaKTUYECKUH UHTEPEC U COOTBETCTBOBATH BHIOPAHHOMY
CTYJIEHTOM HaIlPaBJIECHUIO MTOATOTOBKH.
[TepedeHb TeM BBIMYCKHBIX KBAJIM(UKAMOHHBIX padOT pa3pabaThiBaeTCs BITYCKAIOLIEH
kadeapoi. O0yyaromeMycst IpeI0CTaBIAETCS MPABO BEIOOPA TEMBI BHIITYCKHOM
KBAJTM(PHUKAIIMOHHOMN pabOThI U3 YUCIa TeM, NPeI0KEHHBIX BhITyCKarole kadeapoil.
[To nucbMeHHOMY 3asIBJIEHUIO 00YYaIOIIUICS MOXKET MPEUI0KUTh CBOIO TEMY C HEOOXOAUMBIM
000CHOBaHUEM I1€TIECO00PA3ZHOCTH €€ pa3pabOTKH Il MPAKTUYECKOTO IPUMEHEHHS B
COOTBETCTBYIOIIEH 001acT MpodeccroHaNIbHOM 1eATENbHOCTH HIIM HA KOHKPETHOM OOBEKTe
npodecCHOHATBLHOMN 1eATeTbHOCTH.
Temsl BKP yTBeprkatoTcs mpoTOKOJIOM 3aceianus Kadeapol.
J1s TOATOTOBKY BBIMTYCKHON KBaTM(PUKAIMOHHOM pabOoThI CTYJICHTY Ha3HA4aeTCs
PYKOBOIUTENb U, IPH HEOOXOAUMOCTH, KOHCYJIbTAHTHI.
OcHoBHBIE (PYHKIIUN HAYYHOTO PYKOBOJUTENS BBITYCKHOM KBaJIM(UKAITMOHHON PabOTHI:
— ¢opMupoBaHue 3agaHus Ha moaArotroBky BKP;
— KOHCYJIBTHUPOBAHHUE CTY/IEHTA I10 M0100PY JIMTEpaTypPHBIX HCTOYHUKOB M HH(OpMAIIHH,
Heo0Xx0IUMEBIX i1 BeimonHenus BKP;
— IIPOBEICHUE CUCTEMATUYECKUX KOHCYIbTALUN 10 IIPOBOAUMOMY UCCIIEN0BAHUIO;
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— KOHTPOJIb BBITOJIHEHUS X012 pabOoThI, OIICHKA COJepKAHUS BBIITOJIHEHHON paboThI

0 YaCTSAM U, B cllydyae HEOOXOAUMOCTH, BHECEHUE KOPPEKTUPOBOK;

— MPE/ICTaBJICHUE MMCbMEHHOTO OT3bIBA, COACPIKAIIETO XapaKTEPUCTHKY PAOOTHI

CTYAEHTHI B niepuoj noarorosku BKP;

— OKa3aHue NOMOIIHY (KOHCYJIbTUPOBAHUE CTYJIEHTA) B IOATOTOBKE IPE3EHTALIUU U
BCTYIUTEIBHOTO CJIOBa (foknana) ais 3amutsel BKP.

B 00s13aHHOCTH KOHCYJIBTaHTA BXO/UT:

— OKa3aHue MOMOUIH CTYJEHTY B [10J100pe HEOOXO0AUMOMN JIUTEPATypPBl, B YACTU COJCPKAHUS
KOHCYJIbTUPYEMOT'O BOIIPOCA;

— KOHTPOJIb X012 BBINOJIHEHHS BBITYCKHOW KBaJTM(PHUKALIMOHHON paboThl, B YACTH COAEPIKAHUS
KOHCYJIbTUPYEMOT'O BOIIPOCA.

[Tocne yTBep)kIeHHs TEMBbI BBIITYCKHON KBAIN(UKALMOHHONW paboThl HAyYHbIN PYKOBOAUTEIb
COBMECTHO CO CTY/ICHTOM U, IIPH HEOOXOAUMOCTH, C TIPUBJICUYCHHEM KOHCYJIbTAHTA,
pa3pabaTbIBaeT 3aJjaHNE Ha IOJrOTOBKY BBIITYCKHOMN KBaJIN(UKALMOHHON

paboTHI.

3agaHue BKIIOYAET B ce0sl Ha3BaHUeE, IepeYeHb MOUIekKAIUX Pa3paboTKe BOIIPOCOB,
NepeyeHb UCXOHBIX JaHHbBIX, He0OX0AUMbIX /1715 BhinosiHeHus BKP (HopmaTuBHbIE
IIPaBOBBIE aKThI, HAyYHAas U CHelMalbHas JIUTepaTypa, KOHKpeTHas nepBUYHasi HH(popManus),
KaJICHIapHbIN TIaH-TpaUK BBIIOJIHEHUS OTAENbHBIX pa3zaenoB BKP, cpok

IpEe/CTaBICHUs 3aKOHUEHHON pabOTHI.

BKP BbINOnIHAETCS CTYIE€HTOM CAMOCTOSITENIBHO B COOTBETCTBUU C 33JaHUEM.

KoHTposb 3a X0/J0M BBINOJHEHUS padoT, IPETyCMOTPEHHBIX 3aJaHUEM, OCYIIECTBISETCS
Hay4yHbIM pykoBoauTenaeM. OTcTaBaHue OT KaJEHAapHOTO IJIaHa MOATOTOBKH

BBIITYCKHON KBaTM(PUKALMOHHOM pabOThI TOBOAUTCS HAYUYHBIM PYKOBOJHUTEIIEM JI0 CBEIEHUS
3aBeayIoNIero kadeapoi.

Hanucanne BKP umeer nenpto 3akpensenye, CUCTEMaTU3alMI0 U PaCIIUPEHUE TEOPETUIECKUX
3HAaHUH U yriy0JaEHHOE NCCIIEOBaHUE aKTyalIbHBIX MPO0OJIeM B chepe

"TexHOJI0rMM pa3paboTKH MporpaMMHoro obecrneyenus". B mporecce BeITOTHEHUS

BKP cTyneHT noymkeH nokasarbh TEOPETUUECKUE 3HAHMSI, [TOJIyYE€HHBIE B ITpoliecce 00yyeHus,
IPOSIBUTH HABBIKK CAMOCTOSATENBHOM paboThl, CHOCOOHOCTh pellaTh KOHKPETHbIE TPAKTUYECKHE
3a/1a4Mu..

5.4. O6beM 1eMOHCTPALIMOHHOM YacTH

K 3amuTe K BBITYCKHON KBaTU(HUKAIMOHHON pabOTHI OITYCKAETCsI CTYACHT YCIIEITHO
CI[aBHH/II\/JI FOCYI[apCTBCHHBII\/'I 9K3aMCH, a TaKXXC IIPpH HAJTUINU MMACHEMEHHOMN PEUCH3MU PCUCH3CHTA
¥ OT3bIBA HAYYHOTO PYKOBOJAUTEIIS, TIOCIIE TTOJyYSHUsI Ha TUTYJIBHOM JINCTE BBITYCKHON
KB (UKAIIMOHHOW pabOThI MOIMKUCEH HAYYHOTO PYKOBOIUTEIS U IOMYCKa 3aBEIYIOLIETO
Kaeapoii (MIu 3aMecTUTeNs 3aBeayrolero kageapoi no yueOHoii pabdore)..

5.5. llopsanok BeimosHeHusi BKP

5.6. Ilpouenypa 3amutsl BKP

3amura BKP npoBoautcs B nopsike, yrBepkaeHHOM B [lonoxeHnn o rocynapcTBEHHOU
uToroBou arrectanuu odydaromuxcs B DI'bOY BO «<HUY «MBON».

5.7. Kpurepuu oueHkHu pe3yabTaToB 3amuThl BKP

K THA nomyckaercst oOydaromuiicss mocjae yCIeurHoro MpoXoXKJIeHUsI MPOMEXYTOUHOM
aTTeCTalluM IO BCEM AUCHUIUIMHAM (MOIYyJsM) M IpaKkTUKaM 00pa30BaTEbHOM MPOrpaMMBbI.
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ChopMupOBaHHOCTh ~ KOMIIETEHIIMH,  YCTAaHOBJIIGHHBIX  00pa30BaTENbHOM  MPOTPAMMON,
MOATBEPKIAETCS pe3yabTaTaMUi OOYUEHHS 10 TUCIUTIINHAM (MOAY/ISIM) U TIPAKTUKAM y4eOHOTO
IUIaHA.

Ha 3ammre BKP  ounenuBaercss  cmocoOHOCTh — BBINYCKHHKA  OCYILIECTBIISTH
npodecCHOHATIBHYIO AEATEIBHOCTh HE MEHEE 4eM B 0J1HOM 0bactu (chepe) npodeccnonaabHOR
JESTEIbHOCTH U PellaTh 3aJauu NpodecCHOHATbHON EATEIBHOCTH HE MEHEEe YeM OJJHOTO THIIA,
YCTaHOBJICHHBIE 00pPa30BaTENIbHOM MPOrpaMMON.

[IIxana u KpUTEpUH OLICHUBAHHUS pe3yIbTaTOB 3amuThl BKP

Ne | [Toka3zarTennb HIxkana | Kpurepuii oneHuBaHust Bec
OLIEHKH nokKasareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpeanuii 6am1 no npuioxenuto | 30
00y4eHHUs IO 4 K JUIUIOMY C OKPYTJICHUEM JI0
JAMCHUILTHHAM 3 COTBIX J0JIeH
(Momymnsim) u
IIpaKTUKaM y4eOHOro
TIaHa
2 | doknan 5 - TOKJIaJl 1 15
JEMOHCTPAIIMOHHBIH JIEMOHCTPAIIMOHHBIN MaTepra
Marepuanl OXBAaTHIBAIOT BeCh 00beM BKP,
HUMEIOT JIOTHYECKOE U YETKOEC
MOCTPOCHHE;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHON 4acCTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMUSIM;
- BpeMsi JOKJIaJa HaXOUTCS B
pamMKax, YyCTaHOBJICHHBIX B
[Tonoxenuun o
rOCyJIapCTBEHHOW UTOTOBOM
aTTecTaluy o0y4JaroluXxcs B
®OI'BOY BO «HUY «MDNx;

- 0Oyuaromuiicss yBepeHHO U
npo¢eCcCuoHaNbHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
TIOHSITHO M3JIaraeT CoAepKaHue
U CYTh pabOThI

4 - IOKJaa u
JIEMOHCTPAIIMOHHBINA MaTepua
OXBaThIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATEITLHOCTh
MTOCTPOCHHUS TOKIJIaa
HECYIIECTBEHHO HAPYIICHBI,

- 00beM U opopmIeHne
JIEMOHCTPAILIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMs JOoKIaaa
HECYIIECTBEHHO BBIXOIWT 3a
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paMKH, yCTaHOBJIEHHBIE B
[Tonoxenuu o
roCyJ1apCTBEHHOW UTOTOBOM
aTTecTaluy oOy4aroluXxcs B
®I'BOY BO «HNY «MBWN»;

- 00yJaromIuiics B IEJIOM
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U MOHSITHO M3JIaraeT
coJIep>KaHue U CyTh pabOThI

- TOKJIaJ 1
JIEMOHCTPALIMOHHBINA MaTepua
OXBAaTHIBAIOT OOJIBIIYIO YaCTh
oowema BKP, nornynocts u
MOCJIeI0BATEILHOCTh
MIOCTPOCHHUS TOKIJIaa
HapyIIEHBI;

- 00BeM U oopMieHHE
JIEMOHCTPALIMOHHOMN YacTH B
1[EJIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMSIM;
- BpeMsi JOKJIajia CyIIeCTBEHHO
BBIXOJIUT 32 PAMKH,
ycTraHoBieHHble B [lonoxxeHun
0 rOCYAApCTBEHHOM UTOTOBOM
aTTecTaluu o0y4yaroluXxcs B
®I'BOY BO «HNY «MDNx;

- 00yyJaromuiics u3naraer
CoJIep’KaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JOTTyCKaeT OITUOKHU B
WCIIOIb30BAHUH
npogecCuoHaTbHON
TEPMUHOJIOTUH;

- TOKJIaJl OTIINYAETCs
IIOBEPXHOCTHOMU
apryMeHTaluel OCHOBHBIX
MOJIOKEHHUM;

- JIOTUHYHOCTH U
MOCJIeI0BATEIbHOCTh
MIOCTPOEHHUS JOKJIaa
HapyIIEHBI;

- BpeMsl JIOKJIaJia CyIeCTBEHHO
BBIXOJIUT 33 PAMKH,
ycTaHoBiieHHbIE B [lonoxeHnun
0 rOCyAapCTBEHHOM UTOTOBOU
aTTecTaruu 00yJaronuxcs B
®I'bOY BO «HUY «MDBNx;

- o0yJaromuiics n3naraet
coJiepKaHue U CyTh pabOThI
HEYBEPEHHO M JIOTHYECKH
HETOCJeI0BATENBHO,
TOKA3bIBACT CJIA0bIC 3HAHUS
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NpeaMeTa BbITYCKHOM
KBaJIM(UKAITMOHHON pabOTHI;

Ha OCHOBE OT3bIBa 15
PYKOBOJUTEIIS MO PEIICHUIO
I'DK

3 | OT3bIB pyKOBOIUTEIIS O
pabote

g1l W | O

4 | OTBeThl Ha BOIPOCHI 00yyYaroImuiicsi OTBeYaeT Ha 40
yineHoB ['OK BOIIPOCHI TPAMOTHBIM SI3BIKOM,
SICHO, YETKO U IIOHSITHO;
BOIPOCHI, 33]JaBacMbIe
wieHamu ['OK, He BBI3BIBAIOT y
00y4aroIerocs CylueCTBEHHbIX
3aTpyAHECHU;

4 oOydJaronuiics OTBEYaeT Ha
BOIIPOCHI IPaMOTHBIM SI3BIKOM,
Y4ETKO U MOHSTHO;
0O0JIBIIMHCTBO BOIIPOCOB,
3amaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00YUYAIOMIETOCs
CYIIECTBEHHBIX 3aTPYAHECHUIL;
3 Ha TIOCTaBJICHHBIE BOIPOCHI
oOydJarouuics oTBeYaeT
HEYBEPEHHO, JJOTMYECKH
HEMoCeA0BaTeIbHO,
JIOTTYCKaeT MOrPELIHOCTH,
myTaercs B mpohecCuOHANBHOM
TEPMHUHOJIOTHH;

2 00yJaroImuiics: HeMPaBUIHHO
OTBEYAET HA [TOCTABJICHHBIE
BOIIPOCHI WM 3aTPYIHSAETCS C
OTBETOM

* — cymMMa BecoB ToKazaTenei nowkHa 0eith 100%

Kaxnprit wien 'DK BBICTaBISET OLIEHKH MO KaXJIOMY TOKA3aTeNt0 B COOTBETCTBUU CO
HIKaJION M KPUTEPHUSIMU OLIEeHUBaHUs pe3yiabTaToB 3amuThl BKP. Ouenka pe3ynbTaTtoB 3aliuThl
BKP kaxasim wienom ['OK omnpenensieTcss HHTErpaibHO ¢ YI€TOM Beca KaXA0ro MoKa3aTels.

HtoroBas ouenka 3a 3amuty BKP ompenensercs kak cpenHeapudmernyeckas OLEHOK,
BbICTaBJIeHHBIX wieHamu ['JK ¢ okpyriieHnem 10 11e510ro uncia.

6. YYEBHO-METOANWYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHHUE I'NA
ITpu noaroroske k ['MA cTyIeHT MOXKET BOCIIOIB30BaThHCS

6.1 IleuaTHbIe ¥ JJIEKTPOHHBbIC U31AHUSA:

1. Munzos, A. C. IIpodeccuonanpHas 3Tuka B cdepe HUHPOPMALUOHHON U
IKOHOMHUYECKOH Oe3omacHocTH : [MoHOTpadwus] / A. C. Mun3zos, Ham. uccnen. ya-t "MOU", Un-
T uHpOpMaIl. ¥ SKoOHOMUY. Oe3omacHocTH . — M. : BHUWreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .

2. Ilerpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Ilerpenko . —
M. : MK TIlpecc, 2002 . — 416 c. — (MadopmManmoHHbIe TEXHOJIOTHH JJIs1 MHKeHepoB) . - ISBN
5-940741-83-5 .
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3. babam, A. B. UudopmannonHas 6€30MacHOCTb: Ta0OpaTOPHBIA MPAKTHKYM : y4eOHOe
nocobue / A. B. babam, E. K. bapanoga, FO. H. MenpHUKOB . — 2-¢ u3a., ctepeotun . — M. :
KnoPyc, 2013 . — 136 ¢. + CD . — (bakanaspwuar) . - ISBN 978-5-406-02760-8 .

4. babam, A. B. Kpunrorpadpuueckne meroasl 3amuThl wHGopManuu. T.3 : ydeOHO-
meroaunyeckoe nocobue mo crenuanbHocT 080801 "Ilpukmagnas mHpOpMatuka" M APyrum
MEXIUCIUILTMHAPHBIM crieninanbHOCTIM / A. B. babam . — 2-e u3n . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Bsicmee oopazoBanue . bakanaspuar) . - ISBN 978-5-369-01304-5 .

5. llly6un, B. W. becripoBoHbBIE CETH Nepeaadn TaHHBIX : yueOHOE TT0OCOOue I BY30B 110
Hanpasienuio 210700 "MHpoKOMMYHHUKAlIMOHHBIE TEXHOJIOTUH U cucTteMbl cBs3u" / B. W.
[lIy6un, O. C. KpacunpHukoBa . — 2-¢ u3n . — M. : By3oBckas kuwura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

6. IlpaBoBoe oOecreyeHHe KOHTpPOJIA, YydyeTa, ayAuTa U CyAeOHO-?KOHOMHUYECKOH
OKCHEepPTH3bl : Y4YEOHMK s CTYACHTOB BY30B, OOYYalOMIMXCS TIO IOPUAUYECKHM,
SKOHOMHUYeCKHM HampasieHusM / E. M. Ammvapuna, H. M. Apremos, A. b. beurs, [u ap.] ; pen.
E. M. Ammapuna . — 2-e u3f., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsiciiee
oOpa3zoBanue) . - [Tox obuum pyxosojactsom B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

7. Jao K.X. Unpopmanmonnas 6e3onacHocts B ACY TII : marucrepckas nuccepranus /
Hao K.X., Ham. uccnen. yu-t "MOU", Kadenpa aBTOMAaTU3HpPOBAHHBIX CHUCTEM YIpPaBICHUS
texnosiornueckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - nuccepTamusi TOJIBKO B
3JIEKTPOHHOM BUJE, IS UTEHUS NTEpEHIUTE B 3JIEKTPOHHYI0 Onbanoreky MOU .

8. KubepOe3onacHOCTh UGPPOBON HHIYCTPUU : TEOPHS M MPAKTHKA (YHKIHMOHATHHON
ycroitunBoctu K kubeparakam / JI. I1. 3erkna, E. b. Anekcannposa, M. O. Kanunus, [u gp.] ;
pea. J. II. 3erxna . — Mocksa : ['opsuas Jlunusa-Tenexkom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopore Tur. 1. - ISBN 978-5-9912-0827-7 .

9. l'amatenko, B.A. Crarnaptel nHbOpManmoHHoi O6e3omacHocTr. Kypc neknmii : yaeOHoe
nocoOue sl BY30B IO CIELHUAIBHOCTSAM B 00JacTH MH(POPMALMOHHBIX TexHosoruit / B.A.
['anarenko ; Pen. B. b. berenun . — 2-e u3n . — M. : UaTepHeT-YH-T nHpopM. TexHonorui, 2012
. — 264 c. — (OcHoBbI HH(pOpMAIMOHHBIX TeXHOJOTHH) . - ISBN 978-5-9556-0053-6 .

10. Manerun, B. ®. MHpopmanmonHas 0e300aCHOCTh KOMIBIOTEPHBIX CUCTEM U CETEH :
yuebHoe nocobue sl CpeHero npodeccHoHaIbHOr0 00pa3oBaHMsl 10 IPyMIe CHeHaIbHOCTEeN
"Unpopmaruka u BerurcautenbHas Texuuka" / B. @. Hlanerun . — M. : @opym : UHOPA-M,
2012 . — 416 c. — (IIpodeccuonansHoe obpazoBanue) . - ISBN 978-5-8199-0331-5 .

11. BacunweB, B. 1. HMHTennexryanbHble CHUCTEMBI 3alIUThl MHGOpPMAIMU : ydeOHOE
nocobue Ui BY30B IO chenuanu3anusaMm creuuanbHocTd  "KommiekcHoe oOecrnieueHue
MHPOPMAIMOHHON 0€30IacHOCTH aBTOMAaTH3UpOBaHHBIX cucteM" / B. U. Bacunbes . — 2-e usn.,
uctp . — M. : Mamunnoctpoenue, 2013 . — 172 c. — ([ns By30B) . - ISBN 978-5-94275-667-3 .

12. Capture the Flag [CTF]. UrpoBbie Momenu MOATOTOBKM CHEIUAIHCTOB B cdepe
KOMITbIOTEPHOM 0€30MacHOCTH : [yueOHO-MeToandeckoe nocodue ans npenojasareneit] / A. 1O.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. bapono, MHxeHEpHO-IKOHOMHUY. HH-T
HallMoHanpHOrO wuccnen. yH-ta "MDOU", Kadenpa "besomacHoctn u  WHpopmanmoHHBIX
Texuonoruii" (BUT) . — M. : BHUWreocucrem, 2018 . — 72 ¢. - ISBN 978-5-8481-0232-1 .

13. B. U. ABepuenkos- "AynuT uH(pOpManmoHHOW Oe3omacHocTH", (4-€ W3H., cTep.),
N3narensctBo: "OJIMHTA", Mocksa, 2021 - (269 c.)

14. Tpopumon B. b., Temkun U. O.- "OkcneptHbie cucremsl B ACY TII", M3narenbcTBo:
"Undpa-Unxenepus", Bomoraa, 2020 - (284 c.)

15. "Bompocel 6e3omacHoct B Lotus Notes m Domino 7: kypc", W3nmatenscTBo:
"Unrepuet-Yuausepcutretr Uudopmanmonnsix Texunonoruit (MHTYUT)", Mocksa, 2008 - (305

c.)

6.2 JInueH3noHHOE U CBOGOHO pacHpocTpaHsieMoe MPOrpaMMHoe ofecnevyeHue:
1. CJ10 "Ipomereit"
2. Office / Poccuiickuii makeT opUCHBIX MPOrpaMm
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3. Windows / OniepanrionHas cucrema cemeiictsa Linux
4. Maitna BuneoxondepeHnm
5. Autunnaruar BY3

6.3 UuTepHeT-pecypchl, BKJIOYasA NPogdeccHOHAIbHBIe 0a3bl JaHHBIX U HH(OPMAIIHOHHO-
CIIPpaBOYHbIC CUCTEMBbI:

1. 9BC Jlans - https://e.lanbook.com/

2. 9bC "YHuBepcurerckas 0u0JM0TEeKAa OHJIAMH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 31iekTpoHHas oudamoreka - https://elibrary.ru/

4. DneKTPOHHBIE pecypchbl H3aaTesbeTBa Springer - https://link.springer.com/

5. basza nannbix Web of Science - http://webofscience.com/

6. ba3za nannbix Scopus - http://www.scopus.com

7. HauuoHabHasi JIeKTPOHHAas 0udamoTeka - https://rusneb.ru/

8. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

9. ’Kypmuau Science - https://www.sciencemag.org/

10. DnexTponnas 6udmmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. Uadpopmanmonno-cnpapounasi cucrema «Kogexce/Texakenepr» -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpebITast yHUBepcuTeTcKas nHpopmaunonuas cucrema «POCCHUS» -

https://uisrussia.msu.ru

13. ®enepaabHblii mopran "Poccuiickoe oopazoanue" - http://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

ITpu noaroroBke k 'MA u nposenenus [ A ucnonb3yrorcs yueOHbIe ayIUTOPUHN U IOMEIIEHNE
JUIS CAaMOCTOSITeNIbHON paboThl oOyyaromuxcs. IlpumepHsblii nepeyeHb NOMEIeH! TPUBEICH B

TadmIe.
Tun nomemenns Homep ayauropuu, OcHamenue
HAaMMEHOBaHHE
ITomemenus s HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI TUCbMEHHBIN,
CaMOCTOSTEIIbHOMN KommbrotepHsiit CTYJ, IPUHTEP, KOHAULIMOHED, BEIIaIKa s
paboThI YUTATBHBIA 3451 OJEKIbI, CBETHIILHUK ITOTOJIOYHBIH C

JUOIHBIMU JIAMITIaMU, KOMITBIOTEPHAs CETh C
BBIXOZIOM B IHTEpHET, KOMIIBIOTEP
IIEPCOHAJIbHBIN

TTomemenust misa
KOHCYJIbTUPOBAHUS

M-511, Yuebnas
ayTuTOpUs

CTOJI IIPETNoiaBaTels, napTa, CTyll, KpaH,
MYJIbTUMEAUNHBIN IPOEKTOP, TOCKA
MapKepHas, KOMIBIOTEP NEPCOHATbHBIN

VY4eOHble ayIUTOPUH
JUTSI IPOBENICHUS

M-511, YueOHas
ayTUTOpUS

CTOJI IIPENoAaBarelisd, napra, CTyi, JKpaH,
MYJIbTUMEIUNHBIN IPOEKTOP, TOCKA

IIPOMEXYTOUYHOMN MapKepHas, KOMIBIOTEP NIEPCOHATBHBIN

aTTecTaluu
VYuebnsle aynutopun | XK-120, MammHHbIH cepBep, KOHIAULMOHEP, KOMMYTAaTOp

JUTSA TPOBEJICHUSA 3an MBI

IIPOMEKYTOUHOU
aTTecTaluu

ITomemenus s K-202/2, Cknax | cremiax Uis XpaHEHHUsS MHBEHTapsl, MKad s
XpaHEHUst kadenpst BUT XpaHEHUs1 UHBEHTaps, mKad A JOKYMEHTOB,

obopynoBaHus 1
yueOHOT0 UHBEHTaps

CTOJI, CTYJI, CBCTUJIbBHUK MMOTOJIOYHBIM C
JJIOMUHECHCHTHBIMU JIaMIIaMH, KOMMYTAarop,
TyM6a, QJICKTPHUYCCKUC PO3CTKHU, 3aITACHBIC
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KOMIUIEKTYIOIIHE ISt 000pYAOBaHuS,
nH(pOpMaIMOHHbIE (MHTEPHET) PO3ETKH

TTomerenust misa
CaMOCTOSITCIBHOM
paboThI

K-307, YuebOnas
nabopaTopus
"OTKpBITOEC
MPOrpaMMHOE
obecneuenue"

CTOJI MPEeIo1aBaTesi, CTOJI KOMIBIOTEPHbIH,
CTOJI Y4€OHBIi, CTYJI, KOMIIBIOTED
NEPCOHANIbHBIH, CepBep, JEKTPUUECKHE
PO3ETKH, KOMITBIOTEPHAs CETh C BHIXO/IOM B
Hutepuer, nHbOpMaIIMOHHBIC (MHTEPHET)
PO3ETKH, BEIIaJKa JIJIs OJIeXKAbI, TymOa,
KOHAUIIMOHEDP, KOMMYTATOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTUMEIUMHBINA
IPOEKTOP

Ilomemmenust misa
CaMOCTOSITEIbHON
paboThI

K-302, YucOnas
nabopaTopus
"NudopmannoHHO-
AHAIUTUYECKUE
TEXHOJIOTUH"

CTOJI MIPETIO/IaBaTelIsA, CTOJI KOMITBIOTEPHBIH,
CTYJ1, KOMIIBIOTEp MIEPCOHANILHBIN, CepBep,
AIIEKTPUUYECKUE PO3ETKU, HH(POPMAITMOHHBIE
(MHTEpHET) PO3ETKU, CBETUIILHUK
MOTOJIOYHBIN C TIOMHUHECIIEHTHBIMH JIAMITAMH,
KOMMYTAaTop, J0CKa MapKepHas, YKpaH,
MYJIbTUMEIUMHBIN IPOEKTOP, KOHIUIIMOHED
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