MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh

HaumeHnoBaHune 06pa3oBaTejbHOI NporpaMMel: be3onacHoCTh KOMIIBIOTEPHBIX CHCTeM (IIPOABUHYTHIN
YPOBeHb)

YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajJaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
BE3OINACHOCTB WEB-IIPWJIOXKEHUN

bJaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yacrtb 00pa3oBaTesbHOM
NPOrpamMMblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b4.4.06

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

7 cemecTp - 2;

Yacos (Bcero) no yueoHomy
MJIAHY:

72 gyaca

Jlekuuu

7 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

7 cemecTp - 16 yacos;

JlabopaTopHbie padoThI

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

Kouncynbranuu

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

7 cemecTp - 39,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnasa koHTakTHas padora

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

BKJIIOYAS:
Otuer
JlomaiHee 3a1aHue

IIpomeskyTouHast aTTecTALUS:

3auyer

7 cemectp - 0,3 uaca;
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NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu BapoHoB O.P,
[IpenomaBaTelib NaerTbnratop RO0d76356-BaronovOR-7biaid7e O.P. baponos
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop
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3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)
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MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI

Leab ocBoOeHUs] AUCHUILUIUHBL: (pOpMHUpOBaHUE 3HAHUI O COBPEMEHHBIX MOAXO0/aX O0ecreueHus
0€301aCHOCTH Web-TIPUIOKEHUN MPU HUX MPOCKTUPOBAHHUH, Pa3pabOTKe, BHEAPEHUH, MPOIBIKCHUU H
MPUMEHEHHUS B Pa3IMYHBIX BUAAX AESITEILHOCTH.

33[[3‘11/[ AUCHHUIIIMHBI

- 3HAKOMCTBO C OCHOBHBIMHU BUJIaMH BeO-TIPUIIOKEHUHN U IPUHIIUIIAMH 00eCTIeUeHHs
UH(POPMALIMOHHON 0€30MaCHOCTH UX MMPOSKTUPOBAHHMS;;
- [IOJIy4€HHUsI HaBBIKOB oOecreueHus: THPOPMAIMOHHOMN 0€30MacHOCTH BeO-IPUIIOKEHHH MPU X

CO3aHWH U SKCILTyaTalluH..

dopmupyembie y 00yJaronerocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIeTeHIIUH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIIeTeHIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHUs

[IK-3 Cniocoben
aJIMUHUCTPUPOBATH
CPEJICTBA 3AIIUTHI
uHpopmaiuu B
KOMIIBIOTEPHBIX CHCTEMaX H
CeTsx

[MTK-3.3mx-3 AIMUHHCTPUPYET
CpeICTBA 3alIUTHI
UH()OPMAIMU IPUKITATHOTO U
CHCTEMHOTO TIPOrPAMMHOTO
o0ecrnieueHus

3HATh:
- TpeOOBaHUSI HOPMAaTUBHBIX TOKYMEHTOB
PETYJIATOPOB 1O 00ECIICUYCHHIO 3aIIUTHI
web-npunoxenuii;

- TUTIOBBIE MEXAaHU3MBbI 3aIIUTHI OT
kuOepaTak Ha Web-IIpHII0KEHHUS.

YMETh:

- pa3pabaThIBaTh pEKOMEHAALINUHU IO
MIPUMECHEHHIO Mep 3alIuTh web-
MIPUIIOKEHUH TIPU UX pa3paboTke,
pa3BepTHIBAHUIO U HCIOJIb30BAHUIO;

- aIMUHUCTPUPOBATh MEXaHU3MbI 3aILTUTHI
OT KUOEPYrpo3 B CHCTEMHBIX U
MPUKJIAIHBIX TPOrPAMMHBIX IPOAYKTAX, a
TaKke web-TIprIoxeHusx.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI BO

JucuurummHa OTHOCHUTCS K (paKyJdbTaTUBHBIM JTUCIHMIUIMHAM OCHOBHOW TPO(decCHOHAIBHON
oOpa3oBaTenbHON IporpaMme be3omnacHoCTh KOMITBIOTEPHBIX CUCTEM (IPOJIBUHYTHIA YPOBEHB) (fanee —
OIIOII), nanpasnenus: noaroroBku 10.03.01 Nudopmarnmonnas 6€30macHOCTb, YPOBEHb 0O0pa30BaHUS:
BhIcIee 00pa3oBaHue - OakagaBpuart.

bazupyercs Ha ypoBHE cpeaHero o01ero oopa3oBaHusl.

Pe3ynbraThl 00y4eHus1, MOITy4YeHHbIE P OCBOCHUH JTUCIMITIIMHBI, HEOOXOAUMBI IPU BBIITOJHEHUN
BBIMTYCKHON KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TpyJI0eMKOCTb JUCIUIUIMHBI COCTABIISIET 2 3a4€THBIX €IMHHMIIBI, 72 Jaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnenbl/TeMbl § 5| e ™
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8g|© Jlex | JIab | Ilp ITA CeMECTDE aTTecTaluu
o KITP 'K HKKIT | TK p /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 TpeboBanus k 39.7 7 10 - 8 - - - - - 21.7 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
6e3omacHocTn web- [ToBTOpEeHue MaTepuaa no paszaety
MIPUIIOKEHUH "TpeboBanus k Oe3omnacHocTH web-
11 Tema 1. Benenue B 6 2 - 1 - - - - - 3 - MIPUIOKESHUI"
0€301acHOCTh Ilodz0mogKa K ayoumopHsim 3auamusm:
NIPWIOKECHUH [TpopaboTka JeK1nH, BBIOJIHEHHE U
1.2 Tema 2. XKu3HeHHBIH 6.7 2 - 1 - - - - - 3.7 - MOJrOTOBKA K 3aIIUTE MPAKTUYECKUX 3aJaHUI
LIMKJI 3aIUTEl wWeb- Iloozomosxa oomawnezo 3a0anus:
TPHIIOKECHUS [ToaroroBka KoMaIIHETO 3a1aHUS HAIIPaBICHA
1.3 Tewma 3. [TocTpoeHue 9 2 - 2 - - - - - 5 - Ha OTPabOTKy YMEHUH perieHus
IPOrPaMMEI npodeccnoHaNBHBIX 3a/1a4. JlomalHee 3agaHue
6e3omacHocTn web- BBIJJAETCS CTY/ICHTaM I10 U3y4EHHOMY B pasJielie
TPUIIOKEHUS "TpeboBanus k Oe3onacHocTH web-
1.4 Tema 4. Cepa 9 2 - 2 - - - - - 5 - npuIokeHui" Marepuainy. JlonomHUTEHHO
NeHCTBUS CTYJIEHTY HEOOXOIUMO U3YUUTh JIUTEPATYPY H
0€e30IMacHOCTH pazo0paTh IpUMeEpPHI BHIMIOJTHEHUS MO I00HBIX
TIPUIIOKEHUN 3aganuil. [IpoBepka nomMamHero 3agaHus
15 Tema 5. TpeGoBaxus 9 2 - 2 - - - - - 5 - MIPOBONTCS TIO NPECTaBICHHBIM THCHbMEHHBIM

I'OCT P 56939-2016

paboTtam.

Ilodzomoeka doknada, evicmynienus:
3ajaHue CBSI3aHO C YIIIyOJCHHBIM H3yYeHUEM
pa3fenoB AMCUUILIUHBI U CAMOCTOSATENbHBIM
MOUCKOM MaTEpPUAJIOB JUIS PACKPBITHS TEMBI
JToKJIaga. Matepualbl BEITIOTHEHHOH paboThl
MPEACTABIIAIOTCA B OJICKTPOHHOM BUIC UJIN B
(dhopMe pacrieyaTaHHBIX MTPE3EHTAIIMOHHBIX
craiiioB. B kauecTBe TEM OKIAN0B CTYIEHTAM
MIPeJUIaraloTCsl CISAYIOINE BApHAHTHL: 1.

4




OTnnuus 3aIUThl Web-TIpHIoKeHHH OT 3aInuThI
cereil u X0CTOB; 2. MeponpusThs )KU3HEHHOTO
LMKJIA 3aIIUTHl Web-TIpUIIOXKeHus; 3.
Pexomennanuu 1o pazpaboTke BHYTPEHHETO
web-npunoxenus; 4. [lporecc MeHeKMEHTa
HOPMAaTUBHOM CTPYKTYpBI OpraHu3alui; 5.
Mepsr 1o pa3paboTke 6e301macHOro
MIPOTPAMMHOTO 00eCTICUSHHS;

Ilo020mo6Ka K npaKmuyecKuM 3auAmuaM:
W3zy4yenune marepuana o pasaeny "TpeboBanus
K 0e30MmacHOCTH Web-TPUITOKEHHIA" TOATOTOBKA
K BBIIIOJIHCHHUIO 3aHaHHﬁ Ha MPaKTUICCKUX
3aHATUAX

Camocmoamensnoe uzyuenue
meopemuueckozo mamepuana: Visyaenue
JOTIOJTHATENEHOTO MaTepHalia o pasueiy
"TpeboBanus k Oe30macHoCTH Web-
pUIOKeHUH"

H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[1], 1-150
[2], 1-644

3amuTa Web-
apUIIOKEHUN

32

18

2.1

Tema 6.. Beissienue u
skcrtyartaus SQL-
WHBEKIUN B
MIPHIIOKEHUSX

10

2.2

Tema 7. 3amura BeO-
MIPIIOKEHUH OT aTak
THIa XSS

10

2.3

Tewma 8. IIpumenenune
nojaxonaa DevSecOps B
COBPEMEHHBIX
crcTeMax pa3paboTKH
MIPOrPaMMHOTO
obecrieueHus

12

IlodzomogKa K meKyuiemy KOHmMpOoio:
[ToBTOpeHNe MaTepuana no paszaeny "3amura
Web-napunoxennii"

Ilo0zomogka K ayoumopHvlm 3aHAMUAM:
[IpopaboTka JIEeKINH, BEIOJTHEHUE U
MOJITOTOBKA K 3aIIUTE MPAKTHYSCKIX 3aaHUI
Ioozomoeka domauinezo 3a0anus:
[MoxroToBka AOMAaITHETO 3aJaHUS HAIpaBJICHA
Ha OTPabOTKy YMEHUH pereHus
npogeCCHOHANBHEIX 3a1a4. JloMalniHee 3a1aHue
BBIJIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"3ammra Web-mapuioxxeHuid" Matepuay.
JIOTIOMTHUTETBHO CTYICHTY HEOOX0ANMO
W3YYUTH JTUTEPATypPy U pazodpaTh MpUMeEpHI
BBITIOJTHEHUS TIOJO0HBIX 3aanuid. [IpoBepka
JTIOMAIITHETO 3aaHusl IPOBOIUTCSI 1O
MPEACTABIICHHBIM IMTUCbMCHHBIM pa60TaM.
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Iloozomoska 0oknaoa, 6bICHYRIACHUSA:
3amaHue CBA3aHO C YIIyOJICHHBIM H3YYCHUEM
Pa3aenoB AUCIUILIAHBI M CAMOCTOSTEIbHBIM
TTOVCKOM MaTEepHAJIOB IS PACKPBITHS TEMBI
IoKIaga. Martepualbl BEIIOTHEHHOH paboThl
MIPEICTABILIIOTCS B JICKTPOHHOM BHJE WIH B
(dopme pacrieqaTaHHBIX MPE3EHTAMOHHBIX
cilaiiioB. B xauecTBe TEM AOKIAA0B CTYEHTaM
MIPeUIaratoTCs CIeAYIOINEe BAPHAHTHL: 1.
MeToabl 0OHAPYKESHUS BHEIPEHUS OMACHBIX
komaHa. OWASP; 2. Mepsl peoTBpaIleHus
DOM-based XSS. Ucnoas3zosanue CSP; 3.
CpaBHeHue HeKoTopbix SCA.

IToozomoeKa K npaKmuuecKum 3anamuim:
Wzydenne maTepuana mo pazaeny "3amura
Web-napunoxeHuii" moaroToBka K
BEITIOJTHEHUIO 3aJJaHUH Ha MTPAKTHYECKIX
3aHATHAX

Camocmoamesibnoe usyuenue
meopemuyueckozo mamepuana: VI3yienue
JIOTIONTHUTEIHHOTO MaTepralia o pasaery
"3ammra Web-napunoxeHui"

H3yuenue mamepuanog 1umepamypHslx
UCHOUHUKOB:

[1], 200-560
[3], 1-326
3ayer 0.3 - - - 0.3 -
Bcero 3a cemecTp 72.0 16 - 16 0.3 39.7
Hroro 3a cemecTp 72.0 16 - 16 - - 0.3 39.7

IIpumeuanue: Jlex — nexuuu; JIab — nabopatopHsie pabotsl; [1p — npaktuueckue 3ausatust; KIIP — ayautopHble KOHCYIbTAIMK 110 KYPCOBBIM
npoekTtam/padotam; MKKII — nnauButyanbHble KOHCYIBTALIUH 110 KypCOBBIM IpoekTam/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK O pa3ienaM
muctumuael; CP — camoctosarensHas padorta cryaenta; MKP — nnas konraktHas padota; TK — Texymmiit KoHTposb; [TA — mpomexyTouHas

aTrTeCTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Tpebosanus k bezonactocmu web-npunoscetui

1.1. Tema 1. BBenenue B 6€30macHOCTh MPUIIOKCHUN
[Tpobnema GesomacHoctu web-nipunoxenuii. O6ocHoBanue i OusHeca.. OTIUYUS 3alTUTHI
web-nipusIokeHui OT 3aIMUThI CETEH U XOCTOB.

1.2. Tema 2. )KU3HEHHBIH UK 3aLTUTH WEb-TIPHIOKCHHS
MeponpusaTus KU3HEHHOIO LUKJIA 3aluThl web-npuiioxkeHus. be3onacHas pas3paboTka.
be3onacHoe pa3BepTeiBaHue. be3onacHoe UCIOIb30BaHUE.

1.3. Tema 3. ITocTpoenue mporpammbl 0€30MMaCHOCTH Web-TIPHIIOKEHUS

Pexomenmaruun 1o pa3paboTke MporpaMMbl 0O€30MacHOCTH Web-TIPUIIOKEHUST KPYITHON
Kamranuu. PekoMenganuu no pazpaboTke mporpaMMbl 0€30MacHOCTH Web-TIPHIIOKEeHN KaMIIaHUH
cpeaHero pasmepa B cooTBeTcTBHE TpeboBanusM PCI. Pexomenmaiuu o pa3paboTke BHYTPEHHETO
web-npunoxenus.

1.4. Tema 4. Cepa nelicTBus 6€30IaCHOCTH MPUITOKCHHIMA

TpeboBanusi 6e3omacHoctu npuioxeHuit cormacio 'OCT P UCO/MOBK 27034-1 — 2014.
MenemxkMeHT — Oe3omacHOCTH — mpwiiokeHwid.  [Ipormecc  MeHemKMeHTa  HH()OPMAIMOHHOM
Oe3omacHocTu mpuioxkeHuil.. HopmatuBhas crpykrypa opranuzauuu (ONF).. ONF ochoBa
Oe3omacHocTH opranusanuu. O60mas mHpopmanus. KommoneHTel. bubmmoreka mMep U CpencTB
KOHTpOJISI W ympaBieHus Oe3omacHocThio mpuioxeHus (ASC) opranmszamuu. IIporece
MEHEPKMEHTa HOPMATUBHOUW CTPYKTYpPbI OpraHU3aIIIH.

1.5. Tema 5. Tpe6osanust 'OCT P 56939-2016
PazpaboTka Oe3omacHoro mporpamMmmHOro obOecneuenus. OOmme TtpeboBaHus. Mepbl 10
pa3paboTke 6e30IacHOro MPOrpaMMHOT0 0OecIeueHusl.

2. 3awuma Web-napunosceruti

2.1. Tema 6.. BoisiBnenue u skcrutyataiust SQL-UHBEKIIUI B IPUIIOKEHUSIX

[Tpyunnbl Bo3HUKHOBeHUS SQL-uHbeknuil. TeXHMKH, NpHUMEHSEMble NpPH HKCIUTyaTalluu
SQLunbexkuuit. IIpouecc oOHapyxeHuss u oskcruryataiuu  SQL-unbexknumif. 3ammra  BeO-
MPUJIOKEHUN OT UHBEKIN KOMaHI. XapaKTEPUCTUKA OCHOB BHEAPEHUS OMACHBIX KOMaH. MeTobl
oOHapyxeHus BHenpeHus onacHbix komana. OWASP CheatSheet.

2.2. Tema 7. 3amuTta BeO-NPUIIOKEHUM OT aTak TUMa XSS

O6mee nonarue XSS. Buael XSS. Konrtekerst Beimonuenus. Common Weakness Enumeration..
Meps! npenorspamienus stored u reflected XSS. CSRF. SSRF. Mepsl npenorspaiuenus stored u
reflected XSS. Mepsi npenotepamenuss DOM-based XSS. Mcnons3zoBanue CSP.

2.3. Tema 8. [Ipumenenue noaxona DevSecOps B COBpeMEHHBIX CUCTEMAaX pa3padOTKH
IPOTrpaMMHOT0 oOecrieueHust
[Tonsitue DevSecOps. Opraau3zanus ¢az3uHra ucxoanoro kojaa. CpaBHeHne HEKOTOPHIX SCA.

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. CpaBHeHUE TpeOOBaHUI 110 3aIUTE WEb-TIPUITOKEHHUH C 3aIIUTON CETEH U XOCTOB;
2. TpeboBanus o 6e3omacHoOi pa3paboTke, pa3BepTHIBAHUIO U UCIIOIB30BAHUIO Web-
MIPUIIOKEHUH;



3. XapakTepucTuka peKoOMeHalui 1o pa3paboTke mporpaMMbl 6€301MacHOCTH wWeb-
HPUIIOKEHHUS;

4. TpeboBaHUS HOPMATHBHBIX JOKYMEHTOB I10 JCHCTBUSAM 0€30MaCHOTO MPHIIOKEHHS;
5. IlpenoTBpalieHue atak, CBSI3aHHbIX C MHBEKIMSIMA KOMaH];

6. IIpenorBpalnieHue atak, cBI3aHHbIX ¢ XSS;

7. IlpenoTBpaiiienue atak, cBa3anHbix ¢ CSRF;

8. IIpenorBpamenue Path/Directory Traversal u Open Redirect. [Ipumenenue noaxoaa
DevSecOps B COBpEMEHHBIX cHcTeMax pa3pabOTKH IPOrpaMMHOI0 0OecreueHusl.

3.4. Tembl 1a060paTOPHBIX padoT
HE MPeyCMOTPEHO

3.5 KoncyabTanum

I'pynnoevie koncyromayuu no paszoeaam oucyuniunsl (1°K)

1. OOGcyxnenue MaTepuaioB Mo Kkeiicam pazgena "TpebGoBanust k OezomacHocTH web-
MpUIOKEHUI"
2. OOcyxaeHne MaTepHaloB Mo KelicaM paszzaena "3amura Web-napunoxeHuii”
Texywun konmpoaws (TK)

1. KoHcynpranuu HampapieHbl Ha MOJIyY€HHUE WHAWBUAYAIBHOTO 33a[IaHUS AJIS BBHIIOJHEHUS
KOHTPOJIBHBIX ~ MEpompHusTHA 1o pasgeny "TpeboBanusi k Oe3omacHOCTH —web-
MPUITOKEHUN"

2. KoHcynpranuu HampaBJieHbl HA MOJyYSeHHE WHAWBUIYAIBHOTO 3a/JaHUS ISl BHIIOJTHEHHUS
KOHTPOJBHBIX MEPOTIPUATHI 10 pazaeny "3ammra Web-napunoxenuit”

3.6 TemaTnka KypcoBBIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OPpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3ariaHupOBaHHbIE PE3YJIbTaThl 00YUYEHUS 110

Howmep paznena
JTUCLHUILIUHEI (B

O1eHOYHOE CPEIICTBO
(THI ¥ HAUMEHOBAaHUE)

Konpr
JUCLUIUINHE COOTBETCTBUHM C
WH/INKaTOPOB
(B COOTBETCTBUH C pa3zeiioM 1) n.3.1)
1 | 2
3HaTh:
TUIIOBBIE MEXAHU3MBbI 3aLUTHI OT KUOepaTak Ha K-3.3 + Otuer/AHanu3 TUIIOBBIX MEXaHU3MOB 3alLUTHI OT KMOepaTaKk
web-npunoxenus oTIK-3 Ha Web-TIPUII0KESHHUS
TpeOOBaHUS HOPMATUBHBIX IOKYMEHTOB Otuer/AHanu3 TpeOOBaHUNH HOPMATUBHBIX TOKYMEHTOB
PEryIsSTOPOB IO OOECIIEYCHHIO 3aLTUTHl Web- ITK-3.3nk-3 + PETyISTOPOB IO OOECTICYCHHIO 3aIUTH Web-TTPHIIOKEHUN
MPUIIOKEHUI
Ymern:
aJIMUHUCTPHPOBATH MEXAaHU3MBI 3aIIUTHI OT JlomarHee 3a1aHre/ A IMIHHCTPUPOBAHUE MEXaHU3MOB
KHOEepyrpo3 B CUCTEMHBIX U IPUKJIaHBIX TK-3.3mc.3 + 3alIUTHI OT KUOEPYrpo3 B CUCTEMHBIX U IMPUKJIIAIHBIX
MPOTPaMMHBIX TPOIYKTAX, a TaKkke web- B IPOTPAMMHBIX TPOJIYKTAX, a TAKKE Web-TIPHIIOKEHUSIX
IPUIIOKECHUAX
pa3padarbIBaTh PEKOMEH/IAIUH 110 IPHMEHEHHIO HomarHee 3ananne/PopMupoBaHHe PEKOMEHIAIHH 110
Mep 3alUThl Web-IIPUI0OKEHUH TIPU UX IK-3.3mk-3 + pa3paboTKe MporpaMMsbl O€30MACHOCTH Web-TIPUII0KEHUS
pa3paboTKe, pa3BEPTHIBAHHUIO U MCIIOJIE30BAHHIO KaMITaHUH




4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, TIPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

®dopma peanmsaiuu: BeimoaHeHue 3a1anus
1. AIMUHHCTPUPOBAHUE MEXAaHU3MOB 3aIIUTHl OT KHOEPYTPO3 B CUCTEMHBIX U IPUKIATHBIX
MIPOrpaMMHBIX MPOAYKTAX, a TAKXKe web-npuiiokenusax ([lomarrnee 3axanmue)
2. AHanu3 THIOBBIX MEXaHU3MOB 3aIlUTHI OT Kubeparak Ha web-npuioxenus (OTyer)
3. AHanu3 TpeOOBaHUN HOPMATUBHBIX JOKYMEHTOB PETyJIATOPOB IO 00ECTICUCHUIO 3alTUTHI
web-npunoxenunit (Otuer)
4. dopmMupoBaHUE PEKOMEHIAIMI 1O pa3pabd0TKe MporpaMMbl O€30IacCHOCTH wWeb-
npuioxeHus kamnanuu (Jomamrnee 3aganue)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:xyTOYHAS aTTeCTALUSA 10 JUCHUIJIMHE
3auem (Cemecmp Ne7)

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCLMILIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE U3IAHUSA

1. Kubepbe3omnacHocTh U pOBON HHAYCTPUU : TEOPHSI U MTPAKTHKA (HYHKIIHOHATIHLHOU
yctoitunBocty K kubeparakam / JI. I1. 3erxkna, E. b. Anekcanaposa, M. O. Kanunum, [u np.] ; pen.
M. II. 3erxna . — Mocksa : ['opsuas JIunus-Tenekom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopote Tur. 1. - ISBN 978-5-9912-0827-7 .,

2. benoyc, A. 1. KuGep6e30macHoCTh 00bEKTOB TOINTMBHO-IHEPT€TUUECKOT0 KOMILIEKCA.
Konnenmn, Mmetozsl u cpeacta odecrieuenus / A. U. benoyc . — Mockga; Bosorga : Undpa-
Unxenepusi, 2020 . — 644 c. - ISBN 978-5-9729-0512-6 .;

3. Huorenec 0., O3kaiis 3.- "KubepbezonacHOCTh. cTpaTerus atak u 00oponsl", U3aaTenbCeTBoO:
"IIMK TIlpecc", Mocksa, 2020 - (326 c.)

https://e.lanbook.com/book/131717.

5.2 JIunieH3MOHHOE ¥ CBOOOIHO pacnpocTpaHseMoe NPOrpaMMHoe odecrneyeHue:
1. CAO "IIpomereit";

2. Office;

3. Windows;

4. Maitan Buneokondepenuuu;

5. Windows Server;

6. Kali Linux.

5.3 UuTepHeT-pecypcesl, BKJIIOYas NPodecCHOHAIbHBIE 0a3bI JaHHBIX 1 HH()POPMAILIMOHHO-
CIIPaBOYHBIC CUCTEMBI:
1. 9BC Jlaus - https://e.lanbook.com/
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2. 9BC "YHuBepcurerckas 6u0J11M0TeKA OHIANH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/
4. baza nannbix Web of Science - http://webofscience.com/
5. ba3za gannbix Scopus - http://www.scopus.com
6. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/
7. Kypunaax Science - https://www.sciencemag.org/
8. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php

9. Unpopmanmonno-cnpaBounas cucrema «Koxexc/TexakcnepT» - Http:\\proinfosoft.ru;

http://docs.cntd.ru/

10. HanmoHabHBI MOPTAJ OHJIalH 00yuyenus «OTKpbITOE 06pasoBanue» - https://openedu.ru
11. ®enepaibHblii moprai "Poccuiickoe oopazoanue" - http://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun noMemeHunst Homep ayauropun, OcHamnenue
HauMCHOBaHHue
Y4eOHble ayIuTOpUN M-510, YueGHnas rapTa co CKaMbeid, CTOJI IIpernoaBaTelis,
JUISL IPOBEJICHUS ayAUTOPHUS CTYJI, JOCKa MEJIOoBast
JIEKIIMOHHBIX 3aHATUN U K-601, YuecOnas rapTa co CKaMbel, CTOJI IIPEeno1aBaTelis,
TEKYILEro KOHTPOJIS ayAUTOpHUSs CTyJ, TpUOYHA, TOCKA MEJIOBas,

MYJIbTUMEAUNHBINA TPOEKTOP, IKpaH

VY4eOHble ayuTopun

M-511, Yuebnas

napra, CTOJ nmperoaaBareid, CTyJl, JOCKa

JUTSI IPOBEICHUS ayJIuTopus MeJIoBast
MPaKTUYECKHUX 3aHATHH, M-510, YuebOnas rapTa co CKaMbel, CTOJI IIPErno1aBaTelis,
KP u KII ayJIuTopus CTYJ, TOCKa MeJIoBast
K-120, MammHHBI#M 3a1 cepBep, KOHAUIUOHED
NBI]

VY4eOHble ayuTopun M-510, Yuebnas rapTa co CKaMbe, CTOJI IPEeroiaBarTes,
JUIsl IPOBENIEHUS ayuTopus CTYJI, JOCKa MeJIOBast
IIPOMEKYTOUHON K-120, MamuHHbIH 3a1 cepBep, KOHIUIMOHEP

arTecTaluuu NBI]
ITomemenus nus HTB-303, CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJI
CaMOCTOSITEIIbHOM KommbrorepHbIit MHUCBMEHHBIN, BETTaIKa JIUIS OJIEKIbI,
paboThI YUTAJIBHBIN 3all KOMIIBIOTEpHAsI CETh C BBIXOJIOM B

HHTepHeT, KOMIIBIOTEP NEPCOHAIBHBIN,
IIPUHTEP, KOHIULIUOHED

K-307, YueOnas
nabopatopus "OTKpsITOE
MpOrpaMMHOE
obecneyeHue"

CTOJI IPENOAaBATENs, CTOJI
KOMITbIOTEPHBIH, CTOJ YyU4eOHBIH, CTYI,
BeIIaJIKa JIsl OJIeXKIbI, TymMOa,
KOMIIBIOTEPHAs! CETh C BBIXOAOM B
WNHTepHeT, MyIbTUMEINIHBINA IPOEKTOP,
JKpaH, J0CKa MapKepHas, Cepsep,
KOMITBIOTEP NEPCOHAIBHBIN, KOHIUIIHOHED

K-302, Yuebuas

CTOJI IpCIoAaBaTeid, CTOJI

naboparopus KOMITBIOTEPHBIN, CTYJI, MyJIbTUMEANIHBIN

"NudopmaninoHHO- MIPOEKTOP, DKPaH, T0CKAa MapKepHas,

aHAJNTUYECKHUC cepBep, KOMIBIOTEP NEPCOHATBHBIM,

TeXHOI0THH" KOHIULMOHEP
ITomemenus s M-510, YuebOnas rapTa co CKaMbeid, CTOJ MPEIoIaBaTes,
KOHCYJIbTUPOBAHUS aAyIUTOPUS CTYJI, IOCKa MEJI0Bas

ITomenenus mis K-202/2, Cxnan CTEIUTAX ISl XpaHECHUs HHBEHTAaps, CTOJI,
XpaHeHus: 000pyIOBaHUs kadenpst BUT CTYJ, mKad U1 TOKYMEHTOB, mKad JJIs
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1 yueOHOTO MHBEHTAapPS

XpaHEHUsl HHBEHTaps, TyMO0a, 3aracHbIe
KOMILICKTYIOLTHE JUIsi 000pYJOBAHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

bezonacHocts Web-nipusosxenuit

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2

KM-3

KM-4

AHaJIM3 TUTIOBBIX MEXaHU3MOB 3allIUTHI OT KuOepaTak Ha web-npunoxkenus (OT4er)
dopMHpOBaHUE PEKOMEHAANNHI 10 pa3paboTKe MporpaMMbl 0€30MaCHOCTH Web-TIPHIIOKEHUS
kamnanuu (JlomanrHee 3aganue)

AHanu3 TpeOoBaHMII HOPMATUBHBIX JOKYMEHTOB PETYIIATOPOB MO 00ECIICYSHUIO 3alUThI Web-
npunoxenuit (OTyer)

AMUHUCTPUPOBAHNE MEXAHU3MOB 3aIIUTHI OT KHOEPYTPO3 B CUCTEMHBIX M ITPUKJIAIHBIX
POTPaMMHBIX TPOJIYKTAaX, a Takke web-npuinokenusx (JJomaninee 3ananue)

Buja npomexyTouHOI aTTecTanMu — 3a4erT.

Nunekc KM- | KM- | KM- | KM-
Howep Pa3nen nucuumninHb KM: L 2 3 4
pasjena Al et Henens 4 8 12 15
KM:
1 TpeGoBanwmst K 6€30MACHOCTH Web-TIPIIIOKCHHIA
1.1 Tema 1. BBenenue B 6€301acHOCTh IPHIIOKEHUH +
1.2 Tewma 2. YKu3HeHHBIN UK 3aIIUTH Web-TIPUI0KEHUS +
13 Tema 3. TTocTpoenue nporpamMmsl 6€30MacHOCTH Web- +
' IIPUIIOKEHUS
14 Tema 4. Cepa aelicTBus 0€30MaCHOCTH MPUIIOXKEHUI +
1.5 Tema 5. Tpe6osanust OCT P 56939-2016 +
2 3amura Web-napuiaoxeHui
21 Tewma 6.. BoisaBnenne u skcruryatanus SQL-unbekiuii B +
] IIPUIIOKEHUAX
2.2 Tema 7. 3amura BeO-npuiIokKeHUH OT aTak Thna XSS +
23 Tema 8. [Ipumenenue noaxoaa DevSecOps B COBpeMEHHBIX +

CHUCTEMAxX pa3pa60TI<H IIporpaMMHOTO obecneueHust

Bec KM, %: | 15 35 15 35
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