MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh

HaumeHnoBaHune 06pa3oBaTejbHOI NporpaMMel: be3onacHoCTh KOMIIBIOTEPHBIX CHCTeM (IIPOABUHYTHIN
YPOBeHb)

YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajJaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
OCHOBbI ®OPEH3UKHN

bJaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yacrtb 00pa3oBaTesbHOM
NPOrpamMMblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b4.4.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

3 cemectp - 2;

Yacos (Bcero) no yueoHomy
MJIAHY:

72 gyaca

Jlekuuu

3 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

3 cemecTp - 16 yacos;

JlabopaTopHbie padoThI

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

Kouncynbranuu

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

3 cemectp - 39,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnasa koHTakTHas padora

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

BKJIIOYas:
Cemunap

Pedepar
KontpoabsHas padora

IIpome:kyTouHast aTTecTALUS:

3auyer

3 cemectp - 0,3 yaca;

MocksBa 2022




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu HeBckun A.HO. o
[IpenomaBaTelib NaerTbnratop RADC6557 3-NevskyAY-0b6e493d A.JO. HeBckuit
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. HEJIU U 3AJIAYU OCBOEHUA JUCHHUTIIJINHbI
I_Ie.]'[]) OCBOEHHUSA JUCHMIIJIUHBI: (I)OpMI/IpOBaHI/Ie 3HaHUU U IMPAKTUYCCKUX HABBIKOB 110 OCHOBaM

(bopeH3UKH KaK

HaYyKH,

3aHUMAaroIEeNnCs

OTBICKAaHHUECM

CBHUICTCIILCTB U JOKA3aTCIILCTB IMPH PpaCCICIOBAaHUN KI/I6epHpeCTYHJIeHI/II\/JI 1 KOMIIBIOTCPHBIX THIUJICHTOB

3agaun AMCHMIIINHBI

- c(opMHPOBATh TOTOBHOCTb U CIIOCOOHOCTDH CTYZCHTOB K AaKTUBHOMY YYaCTHIO B IIpOLIECCe

paCCHeI[OBaHHfI KOMIIBIOTCPHBIX HpeCTYHJ'IeHI/Iﬁ U HHIOUJACHTOB;,

- c(OpMHUPOBATH y CTYJACHTOB CUCTEMHBIH MOAX0/] K METOJaM U IpoIieccy cOopa HuppoBbIX
JI0Ka3aTeJIbCTB KOMIIBIOTEPHBIX MPECTYIUICHUH ¥ MHIUACHTOB M UX 3aKPEIUICHHS;;

- BBIpabOTaTh y CTYACHTOB NMPAKTHUECKUE HABBIKH MPABHIBHOTO JOKYMEHTAIBHOTO O(OPMIICHHS
PE3YJIBTATOB PACCIIEAOBaHNS KOMIIBIOTEPHBIX MPECTYIUICHUH Y HHIU/ICHTOB. .

dopmupyembie y 00y4aronierocs KOMNneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTeHIHI !

Koa m HanmMeHoBaHue
KOMIIeTeHIINH

Koa u HamMeHOBaHHe
HHIMKATOPA T0CTHXKEHUS
KOMIIETEeHI{UH

3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus

OIIK-2 criocob6en
PUMCHSITh
nH(pOpMaIMOHHO-
KOMMYHHKAITIOHHBIC
TEXHOJIOTUH, IPOTPAMMHBIC
CPEICTBA CHCTEMHOTO H
NPUKJIAJHOTO HA3HAYCHUS,
B TOM YHCJIC
OTEYECTBEHHOTO
MIPOU3BOJICTBA, JIJIS
pelieHus 3aaaq
npodecCuOHATIbLHON

e TEIbHOCTH

N 1-3omnk-2 [Ipumensier
IpOTpPaMMHBIE CPEACTBA
MPUKIIQJHOTO Ha3HAYCHUS, B
TOM YHCJIE OT€YECTBEHHOTO
MIPOM3BOJICTBA JUISI PEIICHHS
pohecCuoHANBHBIX 3aa4

3HATH:
- TEXHOJIOTHUIO U 3Tallbl HU(PpOBOTO
KPUMUHAITHCTUYCCKOTO MPOIIEeCCa;;

- aKTYaJIbHOCTb, IEPEUYCHb U MEXAHU3M
peali3aiyy TUITOBBIX
KHOEPIPECTYIICHHIA;.

YMETb:
- BBITTOJIHATH TPAKTUIECKUE MEPOTIPUATHUS
0 paccieI0BaHUIO KHOEPIPECTYIUICHUH 1
KOMITBIOTEPHBIX WHITHICHTOB;;

- IPaBUIILHO (PUKCUPOBAThH LIUPPOBBIE
"cnenpl" KHOEPNIPECTYIUIEHUH 1
KOMIIbIOTEPHBIX WHIIHJICHTOB..

2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuunirHa OTHOCUTCS K  (paKyJabTaTUBHBIM JTUCHMIIMHAM OCHOBHOW IpodecCHOHaIbHON
oOpa3oBaTenbHOI nporpamMMe be3omnacHOCTh KOMITBIOTEPHBIX CHCTEM (TPOABUHYTHI YPOBEHB) (fajiee —
OIIOII), nanpasnenus noaroroBku 10.03.01 MupopmanmonHas 6e30macHOCTb, YpOBEHb 00pa30BaHU:
BbICIIIEE OOpa3oBaHue - OaKaaBpuar.

basupyercst Ha ypoBHE cpeiHero oo1ero oopazoBaHus.

Pe3ynbrarhl 00y4ueHus, MOIYYEHHbIE IPU OCBOEHUH HUCHUIUIMHBI, HEOOXOIUMBI IIPU BBITTOJTHEHUN
BBIITYCKHON KBaTM(PUKAIMOHHOMN pabOoTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO1as TpyI0eMKOCTh JUCHUILTMHBI COCTABIISET 2 3a4€THBIX eMHHUIIBL, 72 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnenbl/TeMbl § 5| e ™
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK p /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Beenenue B dopensuky | 10.7 3 2 - 2 - - - - - 6.7 - Ilodzomogka K ayOumopHvlm 3aHAMUAM:
11 Ilonsarue, uens, 4.7 1 - 1 - - - - - 2.7 - IIpopaboTka MaTepHaIoOB JICKIIUH, TOIOTOBKA
METO/IbI, TPEMET, K IPaKTHYECKOMY 3aHITHIO
3a1aun u chepa Camocmoamenvroe usyuenue
MIPUMEHEHHS meopemuueckozo mamepuana: N3ydenne
(opeH3uKH JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
1.2 | Cucrema obecneyeHus 6 1 - 1 - - - - - 4 - "Benenue B GpopeH3uky”
(bopeH3uKH H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:
[3],1-78
[4], 30-40
2 Tunoseie 19 5 - 2 - - - - - 12 - CamocmosamensbHnoe usyuenue
KHOEPIIPeCTYIICHNUSI: meopemuyuecko20 mamepuana: Vzyuenue
oOrmras JIOTIOJTHUTEJIBHOTO MaTepHaa o pasjieny
XapaKkTEepUCTHKA, "TunoBsle KHOEPIIPECTYIICHHS: 001IIas
croco0 peanu3aium, XapaKTEepUCTHKA, CIIOCO0 pean3anny,
MPECTYIHUK U NPECTYIHUK U TIOTEPIIEBILUH, CIIEIbI
MOTEPIEBUINH, CIIEIbI npecTyIuieHus. "
[IPECTYIUICHUSI. Ilodzomoeka pepepama: B pamkax
2.1 Oobmas 10 3 - 1 - - - - - 6 - pedepaTiBHO YacTH CTYJIECHTY HEOOXOIUM
XapaKTEePUCTHKA IIPOBECTH 0030p JINTEPATyPHBIX HCTOYHUKOB I10
THUITOBBIX BBIOpAaHHOW TeMe, KOMIUIEKCHO OCBETHTH
KHOepIpecTyIIeHHI BOIIPOC B COOTBETCTBHH C TEMOM pedepara,
2.2 OOmas 9 2 - 1 - - - - - 6 - [IOATOTOBUTH MPE3EHTALUIO JUISL BHICTYIIIICHHS
XapaKTEepUCTHKA IO pe3yJbTaTaM paboThl HA CEMUHAPCKOM
KPUMHUHAINCTHYECKOTO 3aHsATHH. B KauecTBe TeM pedepaTa CTyneHTY
IpoIiecca 1 aHaJlu3 ero MPe/JIaraloTcsl CICAYIOIUe BApUAHThI: - 001ast
3TaroB. XapaKTepUCTHKa on-line MomeHHNYecTBa:

4




€1oco0, 00CcTaHOBKa, IPECTYITHHK,
MOTEPIEBIINH, CIIE/IBL; - 00IIas XapaKTepUCTHKA
HKCTPEMHUCTCKUX JICHCTBHI B CETH: CIIOCO0,
00CTaHOBKA, IPECTYITHHK, IIOTSPIEBILHH,
ciensl; - o0mas xapakrepuctuka DoS u DDoS
aTaky: crocod, 00CTaHOBKA, TPECTYITHHUK,
HOTEpPIIEBIINH, CIEIbL; - O0IIas XapaKTePHCTHKA
nedeiica: ciocod, 00CTaHOBKA, IIPECTYITHHUK,
HOTEpPIIEBLINH, CIEIbL; - O0LIas XapaKTePHCTHKA
pacrpocTpaHeHus BpeJJOHOCHOTO KOJia: CIoco0,
00CTaHOBKA, NPECTYMHUK, HOTESPIEBIINH,
cresibl; - 00Ias XapaKTepUCTHKA KapAepCcTBa:
€roco0, 00CTaHOBKa, MIPECTYITHHK,
MOTEPIEBIINH, CIIE/IbL; - 00IIas XapaKTepUCTHKA
MOIIICHHUYECTBA ¢ TpadhUKOM: CIoco0,
00CTaHOBKA, IPECTYITHHK, ITOTSPIIEBILIHT,
CllelTbl; - 00IIast XapaKTePUCTHKA HapyLICHHS
aBTOPCKUX IIpaB B oduraiiHe: crmocoo,
NPECTYIHUK, TTIOTEPIEBIINH, CIIeIbl; - 00Imast
XapaKTEePUCTHKA HApyIICHHs aBTOPCKHUX NpaB B
CETH: CII0CO0, MPECTYIHUK, TOTSPIIEBILHT,
cie/ibl; - 00IIas XapakTepUCTHKa (GUIIMHTa:
€1oco0, MPECTYMHUK, TOTEPIEBIINN; - 00IIas
XapaKTePUCTHKA KHOEPCKBOTTUHTA; - 00IIIast
XapaKTepUCTHKA TeppOpU3Ma U KMOEPBOIH:
CIIEHapUH, METOIbI peaU3aliy 1
NPOTHBOJCHCTBHE.

H3yuenue mamepuanos numepamypHoix
UCHOYHUKOG:

[1], 1-72

Opranuzauus
OTepaTUBHO-
PO3BICKHBIX
MEpOINPUATHH
MeToJIaMU ()OPEH3HKH.

42

12

21

3.1

TexHonorus
nccienoBaHus Tpaduka

15

3.2

WndopmMaTuBHOCTS,
3HAaYCHNE, TEXHOJOTHUS

15

Ilod20moeka domauinezo 3adanusn:
IMoxaroToBka goOMalIHETo 3aJjaHHs HalpaBJeHa
Ha OTPabOTKY YMEHUI peleHus
npodeccHoHaNbHBIX 3aa4. JlomanrHee 3a1aHne
BBIIAETCA CTYACHTAM I10 H3YYEHHOMY B pa3Jieie
"Opraau3anus OnepaTHBHO-PO3BICKHBIX
MepONpusATHI MeToaMu (popeH3nkn."
Marepuainy. JlONOJHUTENIBHO CTYACHTY
HEO0X0IMMO U3YyYUTh JUTEPATypy U pa3o0path
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UCCIIEIOBaHMUS
COJIeprKaHusI JIoT-
(¢aiinoB (;10roB)

3.3

OOmas

XapaKTepUCTHKA
CIICICTBEHHBIX
JNEWCTBUN METOJAMU
(dopeH3uKn

12

MIPUMEPHI BHITOJHEHUsI OJOOHBIX 3a1aHHMH.
[TpoBepka goMalIHEro 3aaaHus MPOBOANTCS 110
NPEe/ICTaBICHHBIM MUCbMEHHBIM padotam. Tema
JIOMAIITHET0 3aJaHus: - OPraHU3alns IIepexBaTa
U HCCIieIoBaHNe TpaduKa; - NcCIea0BaHNE
CTATHUCTHKH Tpa(uKa C UCIIOJIb30BAHIEM
CHEHUATBHOTO IPOTPAaMMHOTO 00ECTICUEHHS; -
nccliefoBaHue Jor-gaitnos Bed-cepsepa; -
HCCIIEIOBAHNE CUCTEMHBIX JIOTOB Windows-
CHCTEM; - UCCIIEJOBAaHUE CUCTEMHBIX JIOTOB
Linux-cucrem; - ucciemoBanue Jor-haiios
Meil-cepBepa; - CClieIoBaHue
IIPUHAJUICKHOCTU U pacnionoxkenus [P-anpeca; -
HCCIIeJOBAaHKE TPUHAJIC)KHOCTH JOMEHHOTO
HUMCHHU; - UCCIICTOBAHUC TPUHAIJICIKHOCTHU
azipeca 3IEeKTPOHHOH MOYTEHI; - HCCIICIOBAHUE
MIPUMEHEHNS KEHIOTTEpOB.

I10020mo6Ka K npaKmu4eckum 3auAmuam:
N3zy4yenne marepuana 1o pasaeny
"Opranuzanuus onepaTuBHO-PO3bICKHBIX
MEpONpUATHI MeTonaMu (popeH3nKn."
IIOArOTOBKA K BBINTOJITHCHHUIO 3aI[aHI/II‘/’I Ha
MPAKTUYCCKUX 3aHATHUAX

H3yuenue mamepuanog 1umepamypHbix
UCIMOYHUKOG:

[2], 60-128

3auer

0.3

0.3

Bcero 3a cemecTp

72.0

16

16

0.3

39.7

Hroro 3a cemecTp

72.0

16

16

0.3

39.7

IIpumeuanue: Jlex — nexuuu; JIab — nabopatopHsie pabotsl; [1p — npaktuueckue 3ausatust; KIIP — ayautopHble KOHCYIbTAIMK 110 KYPCOBBIM
npoekTtam/padotam; MKKII — nnauButyanbHble KOHCYIBTALIUH 110 KypCOBBIM IpoekTam/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK O pa3ienaM
muctumuael; CP — camoctosarensHas padorta cryaenta; MKP — nnas konraktHas padota; TK — Texymmiit KoHTposb; [TA — mpomexyTouHas

aTrTeCTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Beedenue 6 ghopensuxy

1.1. ITonsiTue, 1eab, METOMBI, IPEAMET, 33741 U cepa NpUMEeHEeHUs (POPEH3UKU
W3yueHne noHATHS, 1IeJIeH, METO/IOB, IPEIMETA, 331a4 U Chepbl TPUMEHEHHS (POPEH3UKH.

1.2. Cucrema obecnieueHust GOPEH3UKH
W3ydenne HOpEeH3HKH C MO3UIIUU CUCTEMHOTO TIOJIX0/1a.

2. Tunosvle Ku6€l?l’ll?€cm1/l’lﬂ€H1/l}Z.' 061/1461}1 xapakmepucmuka, cnocob peaiuzayuu, npecmynHuxK u
nomepneemuﬁ, cieovl npecmynjieHu:.

2.1. O6m1ast xapakTepruCcTHKa THIIOBBIX KHOSPIIPECTYIICHUI

On-line MONIEHHUYECTBO, IKCTPEMHUCTCKUE aeiicTBus B ceTr, DoS u DDoS araku, "medeiic”
WHTEPHET-CAlTOB, PacpOCTPAHEHHE BPEAOHOCHOTO MTPOrPaMMHOT0 00eCieueHusl, MOILIEHHUYECTBO
¢ uHTepHeT-TpadukoM U ap. OOmas xapaKTepUCTHKa KHOCPIPECTYIUICHUH W KOMITBIOTEPHBIX
WHIUJCHTOB.

2.2. O0uiast XapakTepUCTUKAa KPUMUHAIMCTUYECKOTO MTPOLIECCa U aHAJIU3 €r0 3TAIOB.
XapakTepuCcTUKa MPOLECCOB cOopa, MCCIENA0BAaHUs, aHAIU3a U MPEACTaBICHUS pe3yJIbTaTOB
KPUMHUHAJIMCTUYECKOTO MPOLIECCa. .

3. ODZLZHZ/L’%ILH/[}Z onepamu6HO-pO3blCKHblX Meponpu}lmml Memooamu (;bOD@Hfi’MKM.

3.1. TexHonorus ucciepoBanus Tpaduxa
3Ha4yeHue, TEXHOJIOTUs IlepexBaTa, CTaTUCTUYECKOE UCClIeloBaHUE Tpaduka.

3.2. UndopmMaTHBHOCTH, 3HAYCHUE, TEXHOJIOTUS UCCIICIOBAHUS COJIEPIKAHMS JIOT-(paitioB
(J1oroB)

Conepxkanrie 1 uH(OpMAIIMOHHAS IEHHOCTh CUCTEMHBIX, BeO-, mein, [P-aapecoB, mOMeHHBIX
MMEH U Jp. JIOTOB.

3.3. Obmias xapakTepucTUKa CIEACTBEHHBIX IEUCTBUI MeTOIaMU (DOPEH3UKHU

TexHOJOrHsI OCMOTpPa M M3bATUS KOMIIBIOTEPHOH TEXHUKH, paboTa ¢ "KOPOTKOXXMBYILUMH H
JOJITOKUBYIIUMU" JTaHHBIMH, CO3/IaHUE€ JJIEKTPOHHBIX '"OTHEYaTKoB", opraHuszanus padoThl ¢
NOTEPIEBIINMHY,.

3.3. TeMbl NIPaAKTHYECKUX 3aHATHH
1. ®opeHsuka: NOHATHUE, LIENIU, METOJIBI, IPEAMET, 3a/1a4u, cepa npumeHeHus. CeMuHap;
2. KoMnptoTepHble IPeCTYyMIEHUS: BUbI, CIIOCOOBI COBEpILIEHNUS, "IPECTYTHUKHU",
NOTEPIEBIINE, XapaKTEPUCTUKU caenoB. CeMuHap;
3. Opranu3zanus ornepaTUBHO-PO3BICKHBIX MEPOIIPUATHIL: Hccea0BaHue TpaduKa,
UCCIIEJOBaHME JIOTOB, HccienoBanue IP-anpecos, uccnenoBanne NpUHAIEKHOCTH,
MHTEpHET-NIOUCK. Kpyrisiii cTour;
4. KoMIbIOTEpHO-TEXHUUYECKAs! SKCIIEPTU3a: TOUCK U (PHUKCalUs IIUPPOBBIX JOKA3aTEIbCTB.
CemuHap;
5. IlepexBat u uccnenoBanue tpaduka. [lpaktudeckoe 3aHaTue;
6. UccnenoBanue log-daitnos. [Ipaktuueckoe 3aHsTHE;
7. Uccnenosanue IP-anpecos koMmnbroTepa, cepBepa. [Ipaktuueckoe 3ansarue.



3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPEAYCMOTPEHO

3.5 Koncyabranumn

Ipynnoewie koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. KoncynbTauy HampaBJICHbl HA MOJTYYEHUE WHIMBUIYAIBHOTO 3aJaHUS IS BBITOJIHEHUS
KOHTPOJIBHBIX MEPOIPUATHH 110 pazaeny "Beaenue B hopeH3uky"
Texywuti konmpoas (TK)

1. OO6cyxnaeHue MaTepHualioB 1o KericaM pasnena "Brenenue B hopeH3uKy"

2. Koncynbranuu HampaBlieHbl Ha oOOecleueHUe MPaBUIHLHOTO BHINIOTHEHHS pedepara
(KOHTPOJILHOTO MepOoNpusATUs) 1Mo paszneny "TumoBele KuOepnpecTyIrieHHus: o01as
XapaKTepUCTHKA, CIOCO0  peanu3aluy, TMPECTYINHUK W  TOTEPIHEBIIHUNA,  CIICIbI
npecryrieHus."

3. KoHcynbpramuu HampaBiIeHbl HA TPABUIBHOC BBINOJHCHUE JIOMAIIHErO 3aJaHus 110
pazneny "Opranuzanus OnepaTuBHO-PO3BICKHBIX MEPONIPUATUI MeToAaMu (popeH3uku."

3.6 TemaTuka KypcoBBIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/ieJiOB THCHMILIMHBI H (JOPMHUPYEMBIX B HUX KOMIeTEeHIIU

Howmep paznena OneHoYHOE CPeaICTBO
JTUCLUILIMHEI (B (THI ¥ HAUMEHOBAaHUE)
3amaHupOBaHHBIE PE3yAbTaThl 00YUEHHUS MO TUCIUIUINHE Konpt
COOTBETCTBUH C
(B COOTBETCTBHHM C pazneisiom 1) WHJIUKaTOPOB n3.1)
1] 2| 3
3HaTh:
AKTya/IbHOCTb, NEPEUCHD 1 MEXAHU3M Pealnsalii V/T-30mc + + Pedepar/O0mas XapaKTePHCTHKA THIIOBLIX
TUIIOBBIX KHOEPIIPECTYIIEHU; KHOepnpecTyIIeHUH
TEXHOJIOTHUIO U 3Tallbl HU(HPOBOTO0 KPUMUHATUCTUYECKOTO V/T-30mc + KonTponbnas pabota/Opranuzaius onepaTuBHO-
polLecca; ] PO3BICKHBIX MEPOIIPUSTHI MEeTO1aMU (HOPECH3UKHU
Ymern:
MpaBWIbHO (PUKCHUPOBATh U pOBbIE "crienbl" Cemunap/M3yuenue noHsATuUs, 1ieNieil, METOOB,
KHOepHpecTyIJICHUN U KOMIIBIOTEPHBIX UHIIUJIEHTOB. N-3orik-2 + + npeaMeTa, 3a/1a4 U cepbl IPUMEHEHHS
(hopeH3UKN
BBITIOJIHATH IPAKTUYECKHUE MEPOTIPUSITHS TI0 Cemunap/M3yuenne NOHATHS, LEJIEH, METO/IOB,
paccieoBaHuI0 KubeprpecTymieHuit u komnbioTepubix | M-3ornk-2 + + npenMerTa, 3a1a4 u cheprl IPUMEHEHUS
VHIINJICHTOB; (bopeH3uKun




4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
3 cemecTp

Dopma peanuzanun: BeimonHenue 3aganus
1. OOu1as xapakTepucTHKa TUIIOBBIX kKubepnpectymienuii (Pedepar)

dopma peanuzanuu: Beictynienne (I0KIam)
1. 3y4eHue noHsITHSI, 1IEJIeH, METOI0B, IPEMETa, 3a7a4d U cepbl MPUMEHEHUST (POPEHIUKH
(Cemunap)

Popma peanmzanuu: [TucemenHas pabora
1. Opranu3zanus onepaTUBHO-PO3BICKHBIX MepOIpusATHi MeToaamu (hopensuku (KontponbHas
pabora)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE

3auem (Cemecmp No3)
Ha ocHoBe orneHok "3aueTr" 1o BCeM NPaKTHUUECKHUM 3a/aHUSM U OLIEHKM '"3auyeT" Ha 3ayeTe 1o
IHUCILHIIIHHE.

Ipumeuyanue: ONieHOYHBIC MAaTEPUAITHI TI0 JUCIUILINHE TPUBEICHBI B (DOH/IEC OIICHOYHBIX
marepuasioB OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHBI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. Capture the Flag [CTF]. UrpoBsie MOeNTH IOATOTOBKY CIIEUAIMCTOB B Chepe KOMITBIOTEPHOM
0e301acHOCTH : [yueOHO-MeToandeckoe nocobdue /it npenojanareneii] / A. FO. Eropos, A. C.
Mun3zos, A. 0. Hesckuii, O. P. bBaponos, MHxeHepHO-9KOHOMHWY. UH-T HAIITMOHAJIEHOTO UCCIEI.
yH-Ta "MOU", Kadenpa "beszonacHoctn u Unpopmanmonnsix Texnonoruit" (BUT) . — M. :
BHWUreocucrem, 2018 . — 72 c¢. - ISBN 978-5-8481-0232-1 ;

2. AnamkuHa, H. B. TexHonmoruu u MeTo/ibl MporpaMMHUpPOBaHUS : yueOHOe mocoOue i By30B MO
HanpasseHuto 090900 "Uudopmarmonnas 6e3onacHocTs, cnenuanbHocTsM 090301
"Kommnerotrepnas 6e3omnacHocts", 090303 "UnpopmanroHHast 6€301MacHOCTh aBTOMATU3UPOBAHHBIX
cuctem" / H. B. Anamkuna, H. H. Tleryxosa, B. FO. CMmonbsianHOB . — M. : Akagemus, 2012 . — 384
c. — (Bricmee npodeccuonanproe oOpasoBanue . bakanaspuar) . - ISBN 978-5-7695-8429-9 .;

3. HeBckuid, A. FO. Cuctema oGecrniedeHust nHOOPMAITMOHHOM 0€30MMaCHOCTH X03SHCTBYIOIIETO
cyobekTa : yueOHoe nocodue / A. FO. Hesckuii, O. P. baponos ; Pex. JI. M. KynGytaes ; Mock.
srepr. uH-T (MOU TY) . — M. : Uzmarensckuii mom MOU, 2009 . — 372 c. - ISBN 978-5-383-
00375-6 .
http://elib.mpei.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentl
d=1468;

4. B. C. Ilenemenko, C. B. 'oBopoBa, M. A. Jlannna- "MeHeI)KMEHT UHIIMAECHTOB
UH(POPMALIMOHHOM 0€30MaCHOCTH 3alUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM YIIpaBIeHU",
N3narensctBO: "CeBepo-Kaskazckuit ®enepanpusiii yausepcuteT (CKDVY)", CraBponons, 2017 -
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(86 ¢c.)
https://biblioclub.ru/index.php?page=book&id=467139.

5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe odecredeHue:
1. CAO "IIpomereii";

2. Office;

3. Windows;

4. Maitan Buneoxondepenuuu;

5. Kali Linux;

6. OC Linux;

7. Bootstrap.

5.3 UnTepHeT-pecypchl, BKJIOYasA NPogeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIUOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J1M0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. baza nanasix BUHUTMH online - http://www.viniti.ru/

5. ba3a nanHbIX )KypHaJioB u3nareanscTBa Elsevier - https://www.sciencedirect.com/
6. Di1ekTpoHHbBIE pecypchbl U3AaTebcTBa Springer - https://link.springer.com/

7. ba3za nannbix Web of Science - http://webofscience.com/

8. baza nannbix Scopus - http://www.scopus.com
9. HanmoHabHas JJ1eKTPOHHAas OudmoTeka - https://rusneb.ru/
10. 3BC "KoncyabTant cryaenta' - http://www.studentlibrary.ru/

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep ayauropun, OcHamenue
HauMCHOBaHHue
VY4eOHble aynuTopun M-511, Yuebnas rapra, CTOJ IIPEenoaaBaress, CTyl, J10CKa
JUIS IPOBEJICHUS aAyAUTOPHUS MEJIOBast
JICKITUOHHBIX 3aHATUN U K-601, YucOnas rapTa co CKaMbeW, CTOJI IIPENogaBaTels,
TEKYLLEro KOHTPOJIA ayAUTOpHUS CTyl, TpuOyHa, 10CKa MeJIoBasl,

MYJIbTUMEIUHHBIN IPOEKTOP, IKPaH

VY4eOHble aynuTopun

M-511, Yuebnas

napra, CTOJ npernoaaBareid, CTyJl, IOCKa

JUTS1 IPOBEJICHUS ayIUTOpUS MeJoBast
IIpaKTHYECKUX 3aHATUH, | JK-120, MamuHHbIH 3a1 cepBep, KOHJAUIMOHED
KP u KII NBI|
VY4eOHble aynuTopun M-511, Yuebnas rapra, CTOJ IIPEenoaaBaress, CTyl, J10CKa
JUTS1 IPOBEJICHUS ayIUTOpUS MeJoBast
MPOMEKYTOUHOMN K-120, MammHHBIN 3271 cepBep, KOHAUIUOHED
arTecTraluu NBI]
ITomemmenus g HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITEJIbHOU KomnbrorepHsiii MHUCbMEHHBIN, BEIIATIKa ISl OJEXKIbI,
paboTHI YUTATBHBINA 3T KOMITHIOTEPHAS CETh C BBIXOJOM B

HHTEpHET, KOMIBIOTEDP NEPCOHAIBHBIMN,
MIPUHTEP, KOHIUITUOHED

K-307, Yuebuas
nabopatopust "OTKpBITOE
MPOrpaMMHOE
obOecneyenue"

CTOJI IIPEMNOAaBaTels, CTOJI
KOMITBIOTEPHBIN, CTOJ yU€OHBIN, CTY,
BEIIAJIKA JUTs O/1eXK/Ibl, TyMOa,
KOMITBIOTEPHAS! CETh C BBIXOJOM B
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HNuTepHeT, MyJIbTUMEIUIHBIN TPOEKTOD,
9KpaH, J0CKa MapKepHas, cepBep,
KOMIBIOTEP NEePCOHATIbHBINA, KOHAULIMOHED

K-302, YucOuas

CTOJI MIPEI0IaBaTeNs, CTOJI
KOMIBIOTEPHBIH, CTYJI, MyJTbTUMEAUNHBIN

nabopaTopus

"NUudopmaninoHHO- MIPOEKTOP, DKPaH, I0CKAa MapKepHas,

aHAJIUTUYECKHUE cepBep, KOMIBIOTEP MEPCOHAIbHBIN,

TEXHOJIOTHH" KOHIAULMOHEP
TTomerenust misa M-511, YueOnas napra, CTOJ IIpenojaBaresis, CTyJ, 10CKa
KOHCYJIbTUPOBAHUS ayIUTOPUS MEJI0Bas

TTomerenust misa K-202/2, Cxnan CTeJUIaX MJIg XpaHEHUS] MHBEHTaps, CTOI,
kadeapet BUT CTYJ, IWKa( I JOKYMEHTOB, HIKaQ JUIs

XpaHeHus: 000pyI0BaHUS
¥ y4eOHOTO HHBEHTAPSI

XpaHEeHUs1 UHBEHTapsl, TyMOa, 3allacHbIE
KOMILICKTYIOIIHE [ 000pYJOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

OcHOBBI (pOpEH3UKHU

(Ha3BaHME AUCIMILIMHBI)

3 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONPUATHI TEKYIIIET0 KOHTPOJIS YCIIEBA€MOCTH 10 M CUUILIHHE:
W3ydeHue noHsTHs, LIeel, METOJI0B, IIPeIMETa, 331a4 U cepbl MpUMEHEHHs POPEH3UKU

KM-1

KM-2
KM-3

(Cemunap)
OO0m1as xapakTepucTUKa TUIOBBIX kKubepnpectyrienuit (Pedepar)

Opranuzanus ornepaTuBHO-PO3BICKHBIX MeponpusaTHii MeTogaMu ¢opersuku (KontponbHas

pabora)

Buja npomexyTouHOI aTTecTanMu — 3a4er.

Nunekc KM- | KM- | KM-
Howep Pa3znen nucuumninHb KM: L 2 3
pasjena Henens 5 10 15
KM:
1 BBenenue B hopeH3uKy
11 [TonsiTre, 1enb, METOIBI, IPEIMET, 33/1a4u U chepa MpUMeHEHUs +
' (opeH3UKH
1.2 Cucrema obecnieueHus HOpeH3UKU +
5 TunoBsle KHOEPIPECTYIUIEHUS: 001Ias XapaKTePUCTHKA, CIOCO0
peau3aiy, IPeCTYIHHUK W MMOTEPIIEBIITHNHA, CIICIBI PECTYIUICHHS.
2.1 OO11ast XapakTepUCTHKA TUIIOBBIX KHOEPIPECTYIIEHUI +
29 OO0m1as xapakTepucTUKa KPUMHUHATUCTHIECKOTO TIPOLIecca U aHaIN3 +
' €ro JTaroB.
3 Opranuzanus onepaTUBHO-PO3BICKHBIX MEPOIIPUSATHI METOAaAMH
dbopeH3uku.
3.1 TexHomorus uccneaoBanus Tpapuka +
39 HNHpOopMaTHBHOCTD, 3HAUEHHE, TEXHOJIOTHS NCCIIETOBAHHS 4
' coJiep>kaHus Jor-(aiinos (J0roB)
33 OO0mas XxapaKTepUCTUKa CIICICTBEHHBIX IEUCTBUI METOIaMU +
] bopeH3uKu
Bec KM, %: | 30 30 | 40
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