MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh

HaumeHnoBaHune 06pa3oBaTejbHOI NporpaMMel: be3onacHoCTh KOMIIBIOTEPHBIX CHCTeM (IIPOABUHYTHIN
YPOBeHb)

YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajJaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
TEXHOJIOI'MU OBHAPY)KEHUS YA3BUMOCTEM B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

bJaok:

Baok 1 «/Iucuuniaunsl (MoxyJim)»

Yactb 00pa3oBaTebHOM
NPOrpamMMblI:

Yacrsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b4.4.05

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 2;

Yacos (Bcero) no yueoHomy
IJIAHY:

72 yaca

Jexknun

6 cemecTp - 14 yacos;

HpaKTuquKne 3aHATHA

6 cemecTp - 14 yacos;

JladopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM MJIAHOM

KoncyabTanuu

MPOBOIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

6 cemecTp - 43,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

BKJIIOYasi:
KontpoabsHas padora

IIpome:kyTouHast aTTecTALUS:

3auyer

6 cemectp - 0,3 yaca;

MockBa 2023




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu ApaTesk A.B.
[IpenomaBaTelib Waenmugmarop | R1a0ecc29-DratviakAV-b9b11303 A.B. JlparBsik
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Ilesb ocBOCHMS IMCHUILVIMHBI. TIOJY4YE€HNE 3HAHUN U HAaBBIKOB B 00JaCTH BBIOOPA M NPUMEHEHUS
TEXHOJIOTUI 0OHAPYKEHUS YA3BHUMOCTEH B aBTOMATU3HPOBAHHBIX CUCTEMAaX XO3SHCTBYIOIIEr0 CyObeKTa

3agaun AMCHMIIINHBI

- chopMHpOBATh MPEACTABICHUE O CYNIECTBYIOIINX MOAX0AaX K OOHAPYKCHHIO YSI3BUMOCTEH B
OTIEpPAIIMOHHBIX CUCTEMAaX U MPUKIIATHBIX MPOTPAMMHBIX MPOJIYKTaX, yCTAHOBJICHHBIX B
ABTOMATU3UPOBAHHBIX CHUCTEMAX;

- OIPEIENIUTh KPUTEPUU BHIOOPA TEXHOIOTHH OOHAPYKEHUS YA3BUMOCTEH I TUTIOBBIX

ABTOMATHU3UPOBAHHBIX CUCTCM.

dopmupyembie y 00yJaronierocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTAaThl 00yYeHHs TI0
JUCIUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIeTeHIIUH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIIeTeHIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHUs

OIIK-2 criocoben
IPUMEHSTh
UH(POPMAIMOHHO-
KOMMYHUKAIIHOHHBIE
TEXHOJIOTUH, IPOTPaMMHBIC
CpE/CTBa CUCTEMHOTO U
NPUKJIAJHOTO HA3HAYCHUS,
B TOM YHCJIE
OTEYECTBEHHOTO
IPOU3BO/ICTBA, IS
peleHus 3a1a4
npodeccruoHaNbHON
JeSITeTbHOCTH

N-20mk-2 [lpumenser
IpOrpaMMHO-aNIapaTHHIE
CpPE/ICTBA U CPEJICTBA
CHCTEMHOT'0 Ha3HA4YEHUS,
MHCTPYMEHTAJILHBIE CPEJICTBA,
B TOM YHCJI€ OTEUYECTBEHHOTO
MIPOM3BOJICTBA [T PEILICHHS
npodeccHoHaNbHBIX 33124

3HATH:
- TUIOBBIE YSI3BUMOCTH OIlEpallMOHHBIX
CUCTEM U IIPUKJIAIHBIX IPOTPaMMHBIX
IIPOJIYKTOB;

- KpUTEPUH BBIOOpA U MOPSAA0K
IIPUMEHEHUN TEXHOJIOTUI OOHAPYXKEHUS
YSI3BUMOCTEM B aBTOMaTU3UPOBAHHBIX
CUCTEMAX.

2. MECTO JUCIHMUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuumnirHa OTHOCHUTCS K  (paKyJabTaTUBHBIM JUCHMIIMHAM OCHOBHOW IpodeccCHOHaIbHON
oOpa3oBaTenbHOI nporpamMmMe be3onacHOCTh KOMIBIOTEPHBIX CHCTEM (TPOJABUHYTHIA YpOBEHB) (Hajiee —
OIIOII), nanpasienus noaroroBku 10.03.01 MupopmanmonHas 6e30macHOCTb, YpOBEHb 00pa30BaHU:
BbICILIeE 0OOpa3oBaHUe - OaKkaaBpuar.

basupyercst Ha ypoBHE cpeiHero oo1ero oopazoBaHus.

PesynbTarsl 00yueHus, Noxy4eHHbIE IPU OCBOCHUH AUCLIUILIIMHBI, HEOOXOAUMBI MPU BHIMOJIHEHUN
BBIITYCKHON KBaTM(PUKALIMOHHOMN paboThI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO1as TpyI0eMKOCTh JUCHUILTMHBI COCTABIISET 2 3a4€THBIX eMHHUIIBL, 72 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK p /KOHTPOITH
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 [ToaroToBUTENbHBII 34 6 7 - 7 - - - - - 20 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
3Tal UCCIIeIOBaHUS IToBTOpeHne MaTepuaa 1o pasaeiny
aBTOMAaTHU3UPOBAHHOU "IToAroTOBUTENBHBINA 3TAIl UCCIIENOBAHUS
CUCTEMBbI Ha HAJTUYUE aBTOMATH3MPOBAHHOW CHCTEMBI Ha HAJIHYHE
ySI3BUMOCTEH ysS3BUMOCTeN MH(POPMAIIMOHHOMH Oe30macHoCTH"
nHpopMaMOHHOH Iloozomogka doknada, gblcmynieHuA:
6e30macHOCTH 3agaHue CBS3aHO C YIIyOJCHHBIM N3yYeHUEM
11 Iopsinok coopa 4 1 - 1 - - - - - 2 - pa3fenoB AMCUUILIUHBI U CAMOCTOSATENLHBIM
JaHHBIX 00 MIONCKOM MaTEpHAJIOB ISl PACKPBITHS TEMBI
YSI3BEMOCTSIX JIOKJIa1a. MaTepuaibl BIIOJTHEHHOW paboThI
ABTOMATH3MPOBAHHBIX TIPE/ICTABIIFOTCS B SJICKTPOHHOM BHZE WIIH B
CHCTEM U CO3/IaHHs (opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
TpUAK-KONUU ciaiiioB. B kauecTBe TEM JOKIAA0B CTyIEHTaM
1.2 AHanu3 aprehakToB 4 1 - 1 - - - - - 2 - NIPEUIararoTCs CIENYIOIUE BAPUAHTBI:
KYPHAJIOB COOBITHIA, Iloozomogka kK npaKmuuecKum 3aHAMUAM:
peectpa u (aitaoBoit N3yueHnue marepuana no pasaeny
CHCTEMBI "IToArOTOBUTENBHBII 3Tl HCCIIETOBAHUS
1.3 IToaxoae! k aHANTU3Y 4 1 - 1 - - - - - 2 - aBTOMAaTU3UPOBAHHOM CHCTEMBI HA HAIMYUE
BPEIOHOCHOTO KOJa B yS3BAUMOCTEH WHPOPMAIIMOHHOH Oe30macHoCTH"
mporiecce 00paTHOI TIOZITOTOBKA K BBITIOJIHEHUIO 3a/JaHnil Ha
pa3paboTku MPAaKTHYECKNX 3aHATHIX
14 JunaMmuueckuii u 4 1 - 1 - - - - - 2 - Camocmoamenbroe uzyueHue

CTaTHYECKHUH aHAIIN3
BPEIOHOCHOTO KOJa,
UCTIONIB3YEMBII
CHELHUaIICTaMU T10
nH}popMannoHHOH
0e30macHOCTH

meopemuuecko20 mamepuana: zyuenue
JIOTIOJTHUTEIFHOTO MaTepuana 1o pa3aeny
"TToAroTOBUTENBHBIN 3TAIl UCCIIEAOBAHUS
aBTOMATH3UPOBAHHOW CHCTEMBI HA HATMINE
yA3BUMOCTEN MHPOPMAITMOHHOM Oe30macHOCTH"
H3yuenue mamepuanog 1umepamypHslx

4




1.5 | OcobeHnoctu aHamm3a 6 4 UCIOYHUKOB:
U TOJIKOBAaHHS [1], 33-62
uHdopmanuu u3 [2], 249-529
OTKPBITBIX HCTOYHUKOB
C LIETBI0
(hopMmyIHEpOBaHUS
THIIOTE3 U BBISBICHU
JeATeIbHOCTh
37I0YMBIIICHHHKOB
1.6 [opsimox 6 4
UACHTU(DHUKAIINN
cnenos uHIMeHTOB b
B )KypHaJax COOBITHI
Windows.
1.7 | O630p cpeacTB 3aIUThI 6 4
sapa Linux
2 [Mopsinok ooHapyxenust | 37.7 23.7 Ilo0z0mogKa K meKyuiemy KOHmMpoiio:
YSI3BUMOCTEH B [ToBTOpenune marepuaina no pasaeny "[lopsmox
ABTOMaTU3MPOBAHHBIX OOHApyXKEHHs YSI3BUMOCTEH B
CHCTEMaX U MOAXOJBI K ABTOMATU3MPOBAHHBIX CUCTEMAX M ITOJXOABI K
HX YCTPaHEHHUIO HX YCTpaHEHHUIo"
2.1 OreHKa ypOBHS 4 2 Ilodzomogka doKada, evblcmMynieHus:
3aIIUIIEHHOCTH 3agaHue CBS3aHO C YriyOJIeHHBIM H3yYEeHHEM
Haubomee pas3/iesioB AUCIMIUIMHBI U CAMOCTOSITEIbHBIM
pPacpoCTpaHEHHBIX IIOMCKOM MAaTE€pHUaJIOB I PACKPBITUSA TEMBI
OIIEPAIMOHHBIX CHCTEM JI0KJIaaa. MaTepuasbl BhIOJHEHHOH pabOoThI
2.2 Ob6mas 4 2 MIPEICTaBISIOTCS B DJIGKTPOHHOM BHUJIE WU B
XapaKTepUCTHKA (dbopmMe pacriedaTaHHbIX PE3EHTAHOHHBIX
ySI3BUMOCTEM craiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
CHUCTEMHOT'O MIPE/IaraloTCsl CIEAYIONIE BAPHAHTHI:
POrpaMMHOTO Ilodzomoeka k KonmponvHoU pabome:
obecrieueHus W3y4yenune marepunaios 1o paszzeny Ilopsaok
OTIEPAIIMOHHBIX CHCTEM oOHapyXeHHs ySI3BUMOCTEH B
2.3 IIporpammusie 5 3 aBTOMAaTU3UPOBAHHBIX CUCTEMAX U MOAXObI K
petenus uis UX YCTPaHEHHIO U MOJrOTOBKA K KOHTPOJIBHON
0oOHapyXeHUs pabore
ySI3BUMOCTEH B ITodzomoeka k npakmuyecKum 3aHaAmuam:
ONeparMoOHHbIX Nzydenne matepuana no pazaeny "Tlopsaok
crcTeMax 00OHapyKeHHs yI3BUMOCTEH B




2.4 Ilepeuens HaubonCE 6 1 - 1 - 4 aBTOMATH3UPOBAHHBIX CUCTEMAX U MOAXOMIbI K
OIACHBIX CJIa0bIX MECT UX YCTPAHCHUIO" TOJrOTOBKA K BBHIMOJHCHUIO
MIPOTPaMMHOTO 3aJJaHUi Ha MPAKTUYCCKUX 3aHATHUSIX
obecreyeHus 1Mo Camocmoamenbhoe uzyuenue
nanaeiM CWE meopemuueckozo mamepuana: zyuenue
25 N3ydenune momxona K 6 1 - 1 - 4 JIOTIOJTHUTEABHOTO MaTeEpUaa o pa3iery
SKCIUTyaTalui "Tlopsimok 0OHApyKEHUS YSI3BUMOCTEH B
ys3BuMocTei Stack AaBTOMATH3UPOBAHHBIX CHCTEMAaX W MOJXOBI K
Buffer Overflow u UX yCTpaHeHHIO"
UAF. H3yuenue mamepuanos aumepamypHslx
2.6 MeTomp! 1 aITOPUTMBI 6 1 - 1 - 4 UCMOYUHUKOG:
yIpaBJIeHUs 3a1a4aMHu, [1], 15-31
MPOIIECCaMHU, TTAMSTHIO
1 BHEIIHUMU
yCTpOWCTBaMU
2.7 KoMIaekcHbIi 11oaxon 6.7 1 - 1 - 4.7
K BBIOOPY TEXHOJIOTHH
oOHapyKeHUs
YS3BUMOCTEH B
ABTOMATH3MPOBAHHBIX
crucTeMax
3auer 0.3 - - - 0.3 -
Bcero 3a cemecTp 72.0 14 - 14 0.3 43.7
Hroro 3a cemecTp 72.0 14 - 14 - - 0.3 43.7

IIpumeuanue: Jlex — nexunu; JIab — naboparopHsie padboTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoekram/padoram; MKKII — nnanBuyanbHble KOHCYIbTAMU M0 KYpPCOBBIM MpoekTam/padoram; I'K- rpymnnoBsie KOHCYIbTAlUH 110 pa3aeaam
mucuuruinHel; CP — camocrostenbHas padorta crynenTa; UKP — unas konraktHas padota; TK — Texymmii KoHTposb; [TA — npomexxyrouHas
aTTecTanus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. IToocomogumenvHblll 5man uccied08anus agmMoMamu3upO8aHHON CUCHeMbl Ha Haludue
yA3Z8UMOCHel UHPOPMAYUOHHOU Oe30NACHOCU

1.1. ITopsimok c6opa JaHHBIX 00 YSI3BUMOCTSIX aBTOMATU3HPOBAHHBIX CHCTEM M CO3JIaHUS
TPUAK-KOTTUH

[Tonsitue Tpuaxk-kormu. Kraccudukamus 3tamoB  cOopa JaHHBIX 00  yS3BHMOCTSX.
[IporpaMMHbIe MPOAYKTHI AJIi aBTOMATH3allMU YacTH IMPOILIECCOB cOOpa MCXOIHBIX JAHHBIX JIJIS
aHaJn3a ysI3BUMOCTEH.

1.2. Ananu3 apTedakToB KypHAJIOB COOBITHH, peecTpa U (HalIOBON CHCTEMBI

[Topsimok BBIOOPKH MaHHBIX M3 PA3TMYHBIX HCTOYHHKOB C HCIIOJIb30BAHHEM BCTPOCHHBIX B
OTIEPAI[MOHHYIO CHUCTEMY HHCTPYMEHTOB. IlnaTHble M camoIucCHbIE MpPOTpaMMHbIE PEIICHUS s
aHaJIM3a UCXOJHBIX JIAaHHBIX 00 ySA3BUMOCTH.

1.3. IToaxoap! K aHaNM3y BPEJOHOCHOTO KOJA B IIpoliecce 00paTHOM pa3paboTKu
[Tonsstue "oOpartHoit pa3paborku". [IpuHUMIBI peBepCc HHKUHUPUHIA [POrPaMMHOIO
o0ecreyeHusl.

1.4. lunamMuueckuil U CTaTUUECKUN aHAJIU3 BPEJOHOCHOTO KOJIa, UCII0JIb3yEMBIi
crielManucTaMu 1o nH(GOpMaMOHHOH 0€30MacHOCTH

OTnuuus JUHAMHYECKOIO U CTAaTUCTMYECKOTo aHaiu3a Koja. IlporpaMMHbIE NpPOAYKTHI,
UCIIOJIb3yeMble JIIsl TMHAMUYECKOT0 M CTAaTUCTUYECKOT0 aHaIN3a KO/a.

1.5. OcobeHHOCTH aHaM3a U TOJIKOBaHUS MH(POPMALIMU U3 OTKPHITHIX HCTOYHUKOB C LENBIO
(bopMynHpOBaHUS TUIIOTE3 U BBIABICHUS AEATEIBHOCTD 3JI0YMBIIUIEHHUKOB

[Tonsitue "rumotessl" B cdepe MpoBeneHUs paccieoOBaHUS HHIMJEHTa HWH(OpPMAaLMOHHOU
0€30I1aCHOCTH U OOHAPYKEHUS YSI3BUMOCTEH B aBTOMAaTHU3UPOBAHHBIX CHCTEMAX.

1.6. Ilopsinok uaentuduxanuu ciaenoB uHIMAeHTOB 1B B xxypHanax coobituit Windows.
Pabota c¢ BctpoeHHbiMH B OC Windows HMHCTpyMEHTaMH MJIs aHaluM3a YsA3BUMOCTEH B
ABTOMATHU3UPOBAHHBIX CHCTEMAX.

1.7. O630p cpencTs 3amuThl sapa Linux
Pabora c¢ BcrpoenHsiMu B OC Linux HHCTpyMEHTaMHM JJsi aHauM3a YsA3BUMOCTEH B
aBTOMATH3UPOBAHHBIX CHCTEMAX.

2. HOD}ZOOK 06HaDV9fC€Huﬂ VA368UMOCIEN 8 A8IMOMAMUSUPOBAHHBIX CUCINEMAX U 1n00X00bl K UX
yCmpanenur

2.1. OueHKa ypoBHS 3alIUIIEHHOCTH HanboJiee pacpOCTPaHEHHBIX ONEPAIMOHHBIX CUCTEM
AHaIM3 CTAaTHMCTUYECKUX JIaHHBIX 110 YSA3BUMOCTSAM, OOHApy>KEHHBIM B OIEPALMOHHBIX
cucremax, B 6azax manasix CWE u CVE.

2.2. O0mas xapakTepUCTHKA YA3BUMOCTEH CHCTEMHOTO MPOTPaMMHOT0 00ECTICUCHUS
OHepaHI/IOHHI)IX CUCTEM

Pasznmuune cTpyKTYpbl U OCOOCHHOCTEH HANMCaHWs CUCTEMHBIX M MPUKJIATHBIX MPOTPAMMHBIX
npoaykroB. Kiaccupukanus THMOBBIX YSA3BUMOCTEH JUIsl KaXKIOrO M3 BHJOB IMPOrPAaMMHOIO
obecreyeHus.



2.3. [IporpamMMHBI€ peLIeHHs Uil OOHAPYKEHHS YSI3BUMOCTEH B ONEPAllMOHHBIX CHCTEMax
Kpartkasi xapakTepucTHKa MJIaTHBIX, OECIUIATHBIX U CAaMONMCHBIX MPOIPaMMHBIX PELICHUN AJIs
OoOHapyXeHMsl YA3BUMOCTEH B aBTOMAaTU3UPOBAHHbBIX CHUCTEMAX.

2.4. Ilepedenp HanboOJIEE OMACHBIX CIIA0BIX MECT IporpaMMHOTo obecrieuenus mo gaHHeIM CWE

Crpykrypa 6a3bl qanabpix CWE. AHanu3 ysa3BUMBIX KOMIIOHEHTOB ITPOTPaMMHOTO O0ECTICUeHUS
Ha ocHOBe rooBeIx oTuéToB CWE.

2.5. N3yuenue nonaxoza K skcruryaranun yszsumocteit Stack Buffer Overflow u UAF.
Paz6op nopsinka aHanmza ysa3BUMOCTEH B TporpaMMHOM TipoykTe Ha nmpumepe UAF.

2.6. MeTo1bl ¥ QJITOPUTMBI YIIPABIECHHUS 3aa4aMH, MIPOLIECCAMHU, MTAMSITHIO U BHEIIIHUMH
yCTpOMCTBaMU

B3aumMocBs3b ys3BUMOCTEH B MPOrpaMMHOM KOJI€ MPUKIAJHBIX MPOrPAMMHBIX MPOAYKTOB U
CUCTEMHOI'0 IPOrPaMMHOT0 00ecTIeueHHs HIKHUX YPOBHEH OMEpalMOHHON CUCTEMBI.

2.7. KommiekCHBIN TOAXO0/] K BBIOOPY TEXHOJIOTHI 00OHAPYKEHHSI YSI3BUMOCTEH B
ABTOMATU3UPOBAHHBIX CUCTEMAaxX

CTpyKTypHpOBaHHE MTPOTPAMMHBIX PEIICHUN, TPUMEHIEMBIX Ui OOHAPYKEHUS ySI3BUMOCTEH B
aBTOMAaTH3UPOBAHHBIX CHCTEMAX, 110 BHJly ONEPallMOHHON CUCTEMbI U KpUTEPHIO () (HEKTUBHOCTH.

3.3. TeMbl NIpaKTHYECKUX 3aHATHH
1. [Ipunuuns! ucnonb3oBanus [oC s coznanus Y ARA-npaBui B paMKax MEpOINPUATUHN 110
pearupoBaHuio Ha MHUUIEHTBI Ub;
2. PexoHCTpyKIUS 1eHCTBUI aTaKyIOLIEro ¥ HA00p MHIUKATOPOB KOMIIPOMETALIUN JJIs
THUIIOBOM aBTOMAaTU3UPOBAHHON CHUCTEMBI;
3. ba3oBoe npejcTaBieHue O s3bIKe acceMOiep U MOPsA0K UTEHHs HCIIOIHIEMOTro KOJIa;
4. Pabota ¢ necoyHuIiaMu 1 6a3zoBasi I€TOHAIMSI BPEJOHOCHOIO KOJIa B BUPTYaJIbHBIX
MallliHaX. HHCTPYMEHTBI, UCIIOJIb3YeMbIe JUIsl CTATHYECKOT0 aHallu3a U 00paTHOM
pa3pabotku, B yactHoctH IDA Pro;
5. TectupoBanue runote3 B paMkax threat hunting ¢ ucnons3oBanuem matpuisl MITRE
ATT&CK;
6. O630p LOLBAS u Sysmon 7151 opranu3anuu npouecca xXypHaJIupoBaHHs B poliecce
OXOTBHI 32 YIPO3aMu;
7. Iloctpoenue Linux Kernel Defence Map st cuctemaruzanun yszsumocteit OC;
8. Pacu€t BepOosATHOCTH IMOSIBIICHUS OTKA30B M COOEB B paboTe ONEepaiMOHHON CUCTEMBI;
9. Vcrionb30BaHMe CKaHEPOB 0€30MaCHOCTH /7Sl OOHApYKEHUs YA3BUMOCTEH B
OTIEpPAI[MOHHBIX CUCTEMAX;
10. TTogxoxas! k ucnonszoBanuto NGFW, SIEM, NTA, EDR, NDR, Threat Intelligence u
Threat hunting st oOHapyxenus yszsumocteit OC;
11. [Ipo6nemsbl 6e30nacHOi pazpabOTKU MPOrpaMMHOT0 00ECTIeUeHHsI Ha Pa3IMUHBIX SI3BbIKAX
IPOrpaMMHUPOBAHUA. ;
12. OcoGennoctu ys3BumoctH Tuna UAF u nmoHsTHE YyA3BUMOTO MPUIIOKEHUS;
13. be3omacHOCTh OnepalMoHHON cucTeMbl Ha mpumepe Astra Linux Special Edition;
14. XapakTeprcTuKa HarpaBJIEHUH pa3BUTHs CIIEIMAINCTA B 00JIACTH aHANIU3a YA3BHOCTEN
OTIEpPAI[UOHHBIX CUCTEM.

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPelyCMOTPEHO



3.5 Koncyabranumn

Ipynnoewle koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. OOGcyxneHne mMaTepuanoB Mo keiicam pasnerna "lloAroTOBUTENBHBIA ATl UCCIICTOBAHS
aBTOMATHU3MPOBAHHOW  CHCTEMBl Ha  HalW4yhe  yA3BUMOCTEH  HMH(OPMAIMOHHOM
6e3onacuoctu”

2. OOcyxneHue MarepuanoB mo keicam pasnena "llopsmok oOHapyXeHHS YSI3BUMOCTEH B
ABTOMATU3UPOBAHHBIX CUCTEMAaX U MOJXO/bI K UX YCTPAaHEHHIO"

Texywuii konmpons (TK)

1. KoHcynpranuu HamnpasieHbl Ha [OJIyY€HUE MHAUBUAYAIBHOIO 3aJaHUS AJI BBIIOJHEHUS
KOHTPOJIBHBIX MeEpOonpuaTuii 1o pazaeny "IloAroToBUTENbHBIM ATall HCCIIEI0BaHUA
aBTOMATH3MPOBAHHOM  CHUCTEMbl Ha  HAJIWYME  YSI3BUMOCTeH  HMH(OpMAIMOHHON
6e3omacHocTH"

2. Koncynbranuu HampapieHbl HA MOJyYCHHE WHAWBUIYAIBHOTO 3a/laHUs ISl BHIIIOJHEHHUS
KOHTPOJBHBIX MeporpusaTuii mo pasngeny "[lopsmoxk oOHapykeHHs YsI3BUMOCTEH B
aBTOMATHU3HPOBAHHBIX CUCTEMAX U MOJXOJIbI K UX YCTpaHEHUI0"

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena
JTUCIUIUTUHBEI (B

OueHo4HOE CPesCTBO
(TUII ¥ HAUMEHOBAHUE)

3amaHupOBaHHbIE PE3YIbTaThl 00YUYEHHUS MO TUCIUIUINHE Komst
COOTBETCTBUHU C
(B cOOTBETCTBUHU C pazjesioM 1) HWHJIUKAaTOPOB
3HaTh:
KpUTEpUU BBIOOPA U MOPSAIOK MPUMEHEHHU I TeXHOJIOT Ui KonTponbnas pabora/KonTponbHoe
OoOHapyKCHHsI YI3BUMOCTEH B aBTOMAaTU3UPOBAHHBIX CHCTEMAX meponpustae Ne 1
N-20mk-2
KontponbHas padota/KoHTpoasHOE
meponpusitue Ne 2
TUIIOBBIC YSI3BUMOCTH ONEPAIMOHHBIX CUCTEM U MPUKIATHBIX e KonTponbnas pabora/KonTponbHoe
-20I1K-2

IIPOrPaMMHBIX ITPOJYKTOB

meponpusitue Ne 3
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota
1. KonTtponbaoe meponpusarue Ne 1 (KonrposnbHas padota)
2. KontponpHoe meponpusitue Ne 2 (KonTponsHas padoTa)
3. Kourponbraoe meponpusitue Ne 3 (KonrponbsHas padora)
4. KontpoasHoe mepornpusitue Ne 3 (KontponbsHas pabora)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 IIpoMe:xyTOUYHasI aTTECTALUSA 110 AUCHMUILJIMHE

3auem (Cemecmp Neb)
Onenka npocTaBisieTcs MO pe3yjibTaTaM OTBETa Ha BOHpoc Ouiera. Pe3ynbTaThl KOHTPOJIBHBIX
meponpustuil Ne 1, 2, 3, 4 yuurteiBaroTcs.

B numnnoM BeICTaBIsETCS OICHKA 3a 6 CEMCCTD.

Ipumeuanue: ONieHOYHBIC MAaTEPUATHI TI0 JUCIUILIMHE TPUBEICHBI B (DOH/IEC OIICHOYHBIX
marepuasioB OITOII.

5. YYEBHO-METOANYECKOE OBECIHEYHEHUE JUCHUIIJINHBI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. YopaBnenue coObITUIMU HHPOPMALIMOHHOM Oe30macHoCTH : yueOHoe mocobue / A. C. MuH30B,
O. P. baponos, C. A. Mun3os, I1. A. Ocunos, Hau. uccrnen. yu-r "MOU" (HUY"MBU"),
WNnxeHepHO-7KOHOMUY. MH-T HAIIMOHATILHOTO uccien. yH-ta "MOU" ; pexa. A. 1O. Hescknii . —
Mocksa : BHUUreocucrem, 2020 . — 110 c. - 1 ctyneHToB O6akanaBpuaTa, MarucTpaTypsl,
aCIIMPAHTOB | IMPETIOIaBaTeNeH, 3aHUMAIOIINXCS BOIIPOCAMH CO3TaHUs dPPEKTHBHBIX CUCTEM
ynpasieHus kubepoezonacHoctsio . - ISBN 978-5-8481-0244-4 ;

2. quorenec 0., O3kaits 3.- "KubepOe3onacHOCTh. cTparerus atak u 00opoHsl", M3naTenscTBo:
"IIMK TIlpecc", Mocksa, 2020 - (326 c.)

https://e.lanbook.com/book/131717.

5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe obecreyeHue:
1. CIO "TIpomerteit";

2. Office / Poccuiickuii maket o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cuctema cemeiictpa Linux;

4. Maitan Buneokondepenuuuy;

5. Windows Server / CepBepHas oniepalliOHHas cUcTeMa ceMmeicTra Linux;

6. Kali Linux.

5.3 NHTepHeT-pecypcsl, BKIYaAs NpodeccuoHaNbHbIe 0a3bl JAHHBIX M HHPOPMALIMOHHO-
CIIPaBOYHBIC CUCTEMBI:
1. 9BC Jlaus - https://e.lanbook.com/
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2. 9BC "YHuBepcurerckas 6u0J11M0TeKA OHIANH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. DJIeKTPOHHBIE pecypchl H3aTeabcTBa Springer - https:/link.springer.com/
5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za maunbix Scopus - http://www.scopus.com
7. HaunoHasibHasi 3JIEKTPOHHAs1 oubmoTeKa - https://rusneb.ru/
8. OBC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/
9. XKypnaax Science - https://www.sciencemag.org/
10. DsekrponHas oudmoreka MIOU (b MOMU) - http://elib.mpei.ru/login.php

11. ba3a oTKPBITBHIX JaHHBIX MUHHCTEPCTBA TPYAA U COLUAIBHOM 3amUThI PO -
https://rosmintrud.ru/opendata
12. Ba3a OTKPBITHIX JaHHBIX NPO(eCcCHOHATBHBIX CTAHAAPTOB MUHHCTEPCTBA TPYAA H
connajbHoi 3amuThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-

blok/natsionalnyy-reestr-professionalnykh-standartov/

13. ba3a oTKpPBITHIX JaHHBIX MUHHCTEPCTBA IKOHOMHUYECKOT0 pa3BuTus PP -
http://www.economy.gov.ru
14, HanmoHaIbHBI MOPTAJ OHJIAlH 00yuenus «OTKpbITOE 06pa3oBanue» - https://openedu.ru
15. OTkpbITas yHuBepcuTerckas nnpopmaunonnas cucrema «POCCHUS» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep ayauropun, OcHamenue
HauMCHOBaHHue
VY4eOHble ayuTopun M-511, Yuebnas rapTa, CTOJ] IpernogaBares, CTyl, 10CKa
JUTS1 IPOBEJICHUS ayIUTOpUs MeJoBast
JIEKIMOHHBIX 3aHITUHN U K-601, YuecOnas rapTa co CKaMbel, CTOJI IIPEeno1aBarelis,
TEKYILEro KOHTPOJIS ayJuTopus CTyJ1, TpUOYHa, T0CKa MeJIoBas,

MYJIbTUMEAUMHBIN IPOEKTOP, IKPaH

VY4eOHble aynuTopun

M-511, Yuebnas

napra, CTOJ nmperoaaBareid, CTyJl, I0OCKa

JUTSI TIPOBEICHUS ayJIuTOpus MeJoBast
IIpaKTHYECKUX 3aHATUH, | JK-120, MamumHHbIH 3a1 cepBep, KOHAUIUOHED
KP u KII NBI]

VY4eOHble aynuTopun M-511, Yuebnas rapra, CTOJ IIPEenoAaBaress, CTyl, J0CKa
JUTSI TIPOBEICHUS ayJIuTOpus MeJoBast
MIPOMEXKYTOUHON M-510, Yuebnas rmapTa co CKaMbel, CTOJI IIPErno1aBaTes,

aTTecTaluu ayIUTOpUS CTYJ, TOCKa MeJoBast
K-120, MammHHBIHM 3a1 cepBep, KOHIAUIMOHED
NBI
ITomemenus ais HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJ, CTOJ
CaMOCTOSITENILHOM KommbsrotepHsiii MMMCHEMEHHBIN, BEIIaKa IS OB,
paboTHI YUTATBHBIN 3aJT KOMITBIOTEPHAS CETh C BBIXOJIOM B

WHTEpHET, KOMIBIOTEP IEPCOHAIBHBIMN,
MIPUHTEP, KOHIUITUOHEP

K-307, Yuebuas
nabopatopus "OTKpsITOE
MpOrpaMMHOE
obecnieyenue"

CTOJI IPENOaBATENs, CTOJ
KOMITbIOTEPHBIH, CTOJ YU4eOHBIH, CTYI,
BEIIAJIKA JUIs O1€XKIbl, TyMOa,
KOMIIBIOTEPHAs! CETh C BBIXOAOM B
WNHTepHeT, MyIbpTUMEINIHBINA IPOEKTOP,
JKpaH, J0CKa MapKepHasi, Cepsep,
KOMIIBIOTEP NEPCOHAIBHBIN, KOHIUIIHOHED

K-302, Yuebuas

CTOJI IpCOAaBaTCIid, CTOJI
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KOMIBIOTEPHBIN, CTYJI, MyJIbTUMEAUNHBIN

nabopaTopus
"UudopmannonHo- IIPOEKTOP, DKpaH, JO0CKa MApKEpHas,
aHAJTUTUYECKHUE cepBep, KOMIBIOTEP MEPCOHAIbHBIM,
TEXHOJIOTHH" KOHAULMOHEP
TTomerenust misa M-511, YueOnas napra, CTOJ] IIpenojaBaresis, CTyJ, 10CKa
KOHCYJIbTUPOBAHUS ayIUTOPUS MEJI0Bas
TTomerenust misa K-202/2, Cxnan CTeJUIaX JJIg XpaHEHUS! MHBEHTaps, CTOI,
XpaHeHus: 000pyIOBaHUS kadeapet BUT CTYJ, IWKa( I JOKYMEHTOB, HIKaQ JIs

U y4eOHOTO MHBEHTaps

XpaHEeHUsl UHBEHTapsl, TyMOa, 3a11acHbIe
KOMILICKTYIOIHE JUIsi 000pYJOBAHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonorumn O6Hapy}KeHI/IH YSISBI/IMOCTCﬁ B ABTOMATHU3UPOBAHHBIX CUCTCMAX

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

IlepeyeHb KOHTPOJIbHBIX MEPONPUATHII TEKYIIIEr0 KOHTPOJS YCIIeBAeMOCTH 10 JTHCIUILIMHE:
KM-1 Kontpoasnoe meponpusitue Ne 1 (KonTponsHas pabora)
KM-2 Konrpoasaoe mepompusrue Ne 2 (KontponsHas padota)
KM-3 Kontpoasnoe meponpusitue Ne 3 (KontpoasHas pabora)
KM-4  KontposbHoe meponpusitue Ne 3 (KontposbHas padoTa)

Buj npome:xyTo4HOI aTTecTanmu — 3a4er.

WNnpexe KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
pasnena Henens 4 8 12 14
KM:
IToAroTOBUTENBHBIN TAIl UCCIIEAOBAHUS
1 ABTOMATU3UPOBAHHOW CUCTEMBI HA HAJIMYUE YSI3BUMOCTEN
UH(POPMAIIMOHHON O€301TaCHOCTH
11 [Topsimok cOopa 1aHHBIX 00 YA3BUMOCTSIX § + +
ABTOMATHU3UPOBAHHBIX CCTEM U CO3/IaHUS TPUAK-KONUI
12 Amnanu3 apreakToB KypHAJIOB COOBITUH, peecTpa U + +
' (baiI0BOM CUCTEMBI
13 [Tonxopl K aHAIM3y BPEJOHOCHOTO KOJIa B IIpOIIECcCe + +
00paTHO pa3paboTKu
JIlnHAMUYEeCKUI U CTaTHYECKUI aHAJIN3 BPEIOHOCHOTO KO,
14 UCTIOJIb3yeMbIH ClIeNUaIMCTaMU IO HHPOPMALIMOHHOM + +
0€30MacHOCTH
Oco0eHHOCTH aHaIM3a U TOJIKOBAHUS MHPOPMALIUH U3
1.5 OTKPBITBIX HCTOYHUKOB C LEJIbIO (POPMYIUPOBAHUS TUIIOTE3 U |  + +
BBISIBIICHUSI JESTEIILHOCTD 3JI0YMBIIIIJIEHHUKOB
16 [Topsimok I/II[GHTI/I(l)I/IKaI‘II/II/I cinenoB nanuaeuToB b B + +
' KypHaiax coobITii Windows.
1.7 00630p cpeacTs 3amuThI sapa Linux + +
[Topsimok oOHapyXeHHUs ySI3BUMOCTEH B
2 ABTOMATU3UPOBAHHBIX CUCTEMAX M MOAXO/bI K UX
YCTPaHEHUIO
21 Onenka YPOBHS 3aILHIIEHHOCTH Haunbosee + +
pacnpocTpaHEHHBIX ONEPAIIMOHHBIX CHCTEM
29 OO61as xapakTepuCTHKA YSI3BUMOCTEN CCTEMHOTO + +
IPOTPaMMHOT0 00ecrieueH s ONepAlIMOHHBIX CUCTEM
23 [IporpaMMHBbIe pelieHus it 0OHapyKEeHUs yI3BUMOCTEN B + +
OIEpAlIMOHHBIX CUCTEMAX
24 [Tepeuens HarOoiee OMACHBIX CIA0BIX MECT MPOTPAMMHOIO + +

obecneuenus o nanueiM CWE
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N3yuenune moaxoaa K IKCITyaTaluy ysa3BUMocTel Stack

2.5 Buffer Overflow u UAF. * *
26 MeToabl 1 aITOPUTMBI YHPABIICHHS 33/124aMH, POLIECCAMH, 4 +
NaMSIThIO U BHEITHUMH YCTPONHCTBAMU
57 KOMnneKCHrin“d I0JIX0/1 K BEIOOPY TEXHOJIOTHI 0OHAPYKEHHUS N +
ySI3BUMOCTEH B aBTOMAaTH3WPOBAHHBIX CUCTEMaX
Bec KM, %: | 25 25 25 25
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