MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh

HaumeHnoBaHune 06pa3oBaTejbHOI NporpaMMel: be3onacHoCTh KOMIIBIOTEPHBIX CHCTeM (IIPOABUHYTHIN
YPOBeHb)

YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajJaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
TEXHOJIOI'MA TIPOAKTUBHOMU 3AIIIUTBI HHO®OPMALIMOHHBIX

BJaok: Baok 1 «/Iucuuniaunsl (MoxyJim)»
Yactb 00pa3oBaTebHOI N
Yacrtsb, popMupyeMasi y4acTHUKAMH 00pa30BaTeIbHbBIX OTHOLIEHUH
MPOrPaMMBblL:
Ne quCHMIUIMHBI 10 Yy4eOHOM
Ament y y B1.U.11
TJIaHy:
TpynoeMKocTh B 3a4eTHBIX
py. 6 cemecTp - 5;
eTMHMIIAX:
Yacos (Bcero) no yueoHom
( ) noy y 180 yacos

TJIaHy:
Jlekuuu 6 cemectp - 28 yaca;
IIpakTHyeckue 3aHATHSA 6 cemecTp - 42 yaca;
JladopaTopHbie padoThI He NMPeyCMOTPEHO YUeOHbIM MJIAHOM
Koncyabranun MPOBOJAUTCS B PAMKAaX YacOB ay/IMTOPHBIX 3aHATHI
CamocTrosiTesibHasi padoTa 6 cemectp - 109,7 yacos;

B ToM ynciae Ha KII/KP He MPeyCMOTPeHO Y4eOHbIM MJIaHOM
HWHas koHTaKTHasi padoTa MPOBOJAUTCS B PAMKAaX 4acoB ay/IMHTOPHBIX 3aHATHI

BKJIIOYasi:
Otuer
KontpoabsHnas padora
Keiic (penieHne KOHKPETHBIX MPONU3BOACTBEHHBIX CHTYAIIMI1)
JlabopaTopnasi pa6ora
IIpome:kyTouHasI aTTeCTAINS:

3aueT ¢ oleHKOI 6 cemectp - 0,3 yaca;

Mocksa 2023



NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Monak P.W.
[IpenomaBaTelib NaerTbnratop Rbc0e923e-PoliakRI-10208dd2 P.U. ITonsax
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. IEJIX 1 3AJTAYU OCBOEHUA TN CHUITJIMHBI
Henp ocBoeHMs NUCHHUIVIMHBI. HM3YyYEHUE TEXHOJIOTMM IPOAKTHBHOM 3allUTBl U METONOB

IPEOTBPALICHUS BO3ACUCTBUI HAa HH()OPMAITMOHHYIO CHCTEMY

33[{3‘11/1 AUCHHUITIMHbI

- IOJIy9E€HUE 3HAHUH TI0 YyCTPOUCTBY M MPUHIUITY PAOOTHI COBPEMEHHBIX MPOTPAMMHBIX H
IPOTPaMMHO-aNapaTHBIX CPEICTB 3alIUThl HH(OPMAIIMH, UCIIOJIL3YIOIINX MPOAKTUBHBIC TEXHOJIOTHH;

- (hopmupoBaHUE MpeACTaBICHUS O TEHACHIUIX PAa3BUTHS MPOAKTUBHBIX TEXHOJIOTUH 3aIIUTHI U
croco0o0B X MpUMeHEeHHs B chepe HHDOPMAITMOHHOM 0€3011aCHOCTH;

- TIOJIyYC€HHE HABBIKOB 110 IPOSKTUPOBAHUIO, HACTPOIKE U CO3/IaHUIO0 KOHTCHTA CUCTEM 3allUTHI,
UCTIOJIB3YIONINX TPOAKTUBHBIC TEXHOJIOTHH.

dopmupyembie y 00y4aronierocs KOMneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHI !

Koa m HauMeHOBaHHue
KOMIIeTeHIINH

Kox 1 HamMeHOBaHHe
HHIMKATOPA T0CTHKEHHS
KOMIIETEeHI{UH

3anaHupoBaHHbIE Pe3yJbTATHI 00yYeHH s

[1K-2 I'0TOB K BHEIPEHUIO
CHCTEM 3aIlMThI
uHpopmanuu
ABTOMATU3UPOBAHHBIX
CHCTEM

ITK-2.3nk-2 Bueapsier
OpTraHU3AI[MOHHBIC MEPHI 110
3anuTe HHPOpPMAaIMH B
ABTOMATHU3UPOBAHHBIX
CHCTEMAX

3HATh:
- OCHOBHBIC TTOHATHS U Ha3HAYCHUE
TEXHOJIOTHI TPOAKTUBHOM 3aILUTHI, B T.4.
HCIIOJIb3YIOUIUE TIEPCIIEKTUBHbBIE
TEXHOJIOTHH MPOAKTUBHOU 3aIlIUTHI;

- OCHOBHBIE BHU/Ibl, HA3HAYEHUE U MPUHITUIT
paboTHI COBPEMEHHBIX CPEJICTB 3aIUThHI
nH(OpPMaIIUU, UCTIOIB3YIOIINX
MIPOAKTUBHBIC TEXHOJIOTUU U TEXHOJIOTUH
peanu3anuu MojeNei 6e301MacHOCTH
KOMITBIOTEPHBIX CUCTEM;

- TEXHOJIOTHIO CO3/IaHus ITpaBu,
JIETEKTUPYIONIUX YIPO3bl 0€30MACHOCTH
COBPEMEHHBIX KOMITbIOTEPHBIX CUCTEM.

YMETh:
- BBIOMpATh U IPUMEHSTH CPEACTBA
3alUThl HH(OPMAIIMH, UCTIONIB3YIOIINX
IMPOAKTUBHBIC TCXHOJIOTUHU, OJIA
HelTpanu3anum yrpo3 6€301macHOCTH
COBPECMECHHBIX KOMITBIOTCPHBIX CUCTEM,
- QHAJIM3UPOBATh NPUYMHBI HAPYIIEHUS
(GYHKIIMOHUPOBAHUSI CPEJICTB 3ALIUTHI
UH(pOpMaIINH, UCTIOTb3YIOIIUX
IMPOAKTUBHBIC TCXHOJIOTUH;

- BHEIPATH OPraHU3allMOHHbIE MEPHI
IMOJIUTHK OOHOBJIEHUS CUCTEMHOIO U
npukiagHoro 110, pezepBHOTro
KOITMPOBAHUA 1 YIIPABJICHUA
YSI3BUMOCTSIMH;

- IPUMCHATH HABBIKW MHTCIPpallu CPpCACTB
3alUThI HH(OPMAIIMHU, UCTIONB3YIOIINUX
IMPOAKTUBHBIC TCXHOJIOTUH U
aBTOMATHU3allUU UX HACTPOEK MPHU
BBISIBJICHUH YTPO3 0€30MacHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM;
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Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

- IPUMEHSATH HAaBBIKU aJMHUHUCTPHPOBAHHS
CPEZCTB 3alIUThl HH(OPMAIIHH,
UCTIOJIB3YIOLIMX ITPOAKTHBHBIC
TEXHOJIOTUH;

- IPUMEHSATh HHCTPYMEHTHI CO3IaHuUS
NPaBUI, JETEKTUPYIOIINUX YTPO3bI
0€30MMacHOCTH.

2. MECTO JJUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JucuumnimHa OTHOCUTCS K OCHOBHOW mpodeccHOHaIbHOW 00pa3oBaTeNbHOM MporpaMme
be3onacHOCTh KOMIIBIOTEPHBIX cHCTEM (IpOABUHYTHIM ypoBeHb) (nanee — OIIOII), nanpaBneHus
noaroroBku 10.03.01 Uudopmannonnas 6e30macHoCTb, YpoBeHb 00pa3oBaHusl: BbICIIee 00pa3oBaHUE -

OaxanaBpuar.

baszupyercs Ha ypoBHE cpeiHETO 0011ero 00pa3oBaHMUsL.

PesynbTarel 00yueHus, MOTYYCHHBIE TIPU OCBOSHUU JTUCIUTUIHHBI, HEOOXOIUMBI IPU BBIMTOJTHCHUN
BBIMTYCKHOM KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Baenenue 10 6 2 - 4 - - - - - 4 - H3yuenue mamepuanog 1umepamypHsix
11 Tema 1. Benenue B 10 2 - 4 - - - - - 4 - UCHIOUHUKOB:
OPOAKTHBHYIO 3aIUTY [2], 8-15
2 [IpoakTuBHas 3amura 52 8 - 14 - - - - - 30 - Ilo0z0mogKa K meKyuiemy KOHmMpoiio:
KOHEYHBIX YCTPOWCTB [ToBTOpEHe MaTepuaa no pasziaety
(endpoint protection) "IIpoakTHBHAs 3alIUTA KOHEYHBIX YCTPOHCTB
2.1 Tema 2. Opranusanust 10 2 - 2 - - - - - 6 - (endpoint protection)"
MPOAKTHBHOM 3aIUTHI Ilodzomoska pacuemuo-zpaguueckozo
Ha 0a3e 3aIIUTHBIX 3adanua: B pamkax pacdeTHO-TpadHIECKOTO
MEXaHH3MOB, 3a[aHUsI BBITIOJHACTCS YEPTEK KOHCTPYKIIHH.
BcTpoeHHbIX B OC J71s1 BBITIOJTHEHUS YePTEKEN BBIMOIHIIOTCS
(Windows, Linux). IpeBapUTEIbHBIE PACUeThl OCHOBHBIX
2.2 Tema 3. TexHonoruu 16 2 - 4 - - - - - 10 - MoKa3aresel, KOTOpble YKa3bIBAalOTCS Ha
BUPTYJIN3AIHN B yepTexke. 3ajaHue BBIIOIHAETCS
3a71a4ax MpOAKTUBHOM WHIIMBH/YaJIbHO 110 BapuaHTaM. B kauectse Tem
3aIIMTHI. 3aJIaHusI IPUMEHSIIOTCS CIIeYIOLINE:
2.3 Tema 4. Texaonoruu 20 2 - 6 - - - - - 12 - Ilo020mogKa K ayoumopHsM 3aHAMUAM:
IBPUCTUYECKOTO [TpopaboTka JeKnH, BBIOJIHEHHE U
JETeKTHPOBAHUS U MOJICOTOBKA K 3amute jab. paboTh
MOBE/IEHYECKOTO Ilodzomogka domauinezo 3adanusn:
AHATN3a [ToaroroBka jgoMaIHero 3a1aHKs HAIIpaBIeHa
2.4 Tema 5. Pemenns 6 2 - 2 - - - - - 2 - Ha 0TPabOTKY YMCHUH pelICHH s

kiacca endpoint
protection.

npodeccnoHABHBIX 3a/1a4. JlomalHee 3aaHue
BBIIA€TCA CTYAECHTaM 110 U3YYEHHOMY B pasnene
"IIpoakTHBHAs 3aIIMTa KOHEYHBIX YCTPOUCTB
(endpoint protection)" marepuainy.
JIOTIOTHUTETBHO CTYICHTY HEOOXOANMO
W3YYUTH JIUTEPATYpPy U pa3odpaTh NpUMepHI
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BBITIOJTHEHHS IOA00HBIX 3aaHuil. [IpoBepka
JIOMAIIIHETO 33/1aHusl IPOBOAUTCS O
NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
Ilodzomoeka doknada, evicmynienus:
3amaHue CBSA3aHO C YTIyOICHHBIM H3YICHUEM
pa3/iesioB AUCIMIUINHBI U CAMOCTOSTEIbHBIM
MIOMCKOM MaTEPHAJIOB ISl PACKPBITHS TEMBI
IToKIIaga. MaTtepuralbl BEITIOTHEHHOH paboThl
MIPEICTABILIIOTCS B SJICKTPOHHOM BHAE WIIH B
(opMe pacriedyaTaHHbIX PE3EHTAHOHHBIX
claiiioB. B kadecTBe T€M NOKIAA0B CTyIEHTaM
MIpeIaraloTCs CIeyIoIue BApHAHTHI:
Ilo020mo6Ka K KOHMPOILHOU padome:
W3yueHne maTepuaoB Mo pas3zaeiny
IIpoaxkTHBHAs 3allUTa KOHEUHBIX YCTPOUCTB
(endpoint protection) i MOATOTOBKA K
KOHTPOJILHOH paboTte

I10020mo6Ka K npaKmu4eckum 3auAmuam:
W3ydyenune marepuana 1o paszieiny
"IIpoakTHBHAs 3allUTa KOHEUHBIX YCTPOUCTB
(endpoint protection)" moaroToBKa K
BBITTOJIHEHHIO 33aJJaHUH Ha TPAKTHYECKUX
3aHATHIX

Camocmoamenvroe usyuenue
meopemuyuecko20 mamepuana: Mzyuenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"IIpoakTHBHAs 3allUTa KOHEYHBIX YCTPOUCTB
(endpoint protection)”

H3yuenue mamepuanog 1umepamypnbix
UCIOYHUKOB:

[3], 1-70
[4], 47-68
[5], 10-88
[6], 1-112
[7], 1-55
[8], 1-48

IIpoakTuBHas 3amura
CETEBOI0 IIEPUMETPA
(network protection)

82

14

20

48

Iloozomoexa kK meKkyuiemy KOHmMpOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"[IpoakTHUBHAs 3alIUTa CETEBOTO MEPUMETPa
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3.1

Tema 6. TexHomoruu
MOHHUTOPHHTA U
0OHapy)KEHUsI COOBITHI
B CETH.

30

18

3.2

Tema 7. BBenenue B
threat hunting.

16

10

3.3

Tema 8. Texnonorus
Threat Intelligence.

3.4

Tema 9. OcHOBBI
MOCTPOEHUS
3AIMUIIEHHBIX
KOMIIBIOTEPHBIX CETEH.

20

12

3.5

Tema 10. Pemrenns mst
3aI[UTEI
KOMIIBIOTEPHBIX CETEH

(network protection)"

Ilodzomoeka K nadopamopnoit padome: Jlns
BBITIOJTHEHHS 33/1aHUH 110 JTabopaTopHOW padore
HEOOXOANMO TPEIBAPUTEIBEHO U3YIHTh TEMY 1
3a[auH BBITIOJTHEHUS Tab0paTOpHOI paboTEHI, a
TaK K€ U3y4UTh BOIPOCHI BAPHAHTOB
00pabOTKH pe3yNIBTAaTOB 110 H3YICHHOMY B
pasznene "IIpoakTHBHAs 3aIIUTa CETEBOTO
nepumetpa (network protection)" maTepuany.
Ilodz0mogKa K ayoumopHsim 3auamusam:
[IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amuTe jJab. padoTh
Iloozomogka domauinezo 3adanua:
[MoaroroBka joMalHero 3aiaHus HaIllpaBiIeHa
Ha OTPabOTKY YMEHUI peleH s
npodeccrnoHaNBHBIX 3a/1a4. JlomanHee 3agaHue
BBIJAETCS CTYACHTAM I10 U3yICHHOMY B pa3Jielie
"IIpoakTHBHAs 3aIlUTa CETEBOIO MEPUMETPA
(network protection)" marepuay.
JIOTIONTHUTENBHO CTYICHTY HEOOX0ANMO
U3Y4IHUTh JIUTEPATYPy U pa3oOpaTh MpUMeEpHI
BBITIOJTHEH U TTOJI00HBIX 3aganuid. [IpoBepka
JIOMAIITHEro 3aJIaHus! IPOBOJIUTCSI MO
MMpEACTABIICHHBIM IMTUCbMCHHBIM pa60TaM.
Iloozomogka doknada, gblcmynieHuA:
3ajjaHue CBSI3aHO C YIIyOJCHHBIM U3y4EHUEM
Ppa3/esioB AUCIMIUINHBI U CAMOCTOSTETIbHBIM
MIONCKOM MaTEPHaJIOB JUISl PACKPBITHS TEMBI
JI0KJIa1a. MaTepuaibl BRIIOJTHEHHOW paboThI
TIPE/ICTABIIFOTCS B SJICKTPOHHOM BHZE WIIH B
(opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
craiio. B kayecTBe TEM JI0KIJIAIOB CTY/IEHTAM
MPE/JIaraloTCst CIEAYIOIIIe BAPUAHTDI:
ITodzomoeka Kk npakmuyecKum 3aHamuam:
M3yuenne marepuana o pasaeny
"IIpoakTHBHASI 3aIIUTa CETEBOTO MEPUMETPa
(network protection)" moaroToBKa K
BBIIIOJIHCHUIO Sa}IaHI/Iﬁ Ha IMMPAKTUICCKUX
3aHATHAX

Camocmoamenproe usyyenue




meopemuuecKo2o mamepuajia. I/I3yquHe
JONOJIHUTCIIBHOTO MaT€puasia 1o pasaciy
"IIpoakTHBHAsI 3aIIUTa CETEBOTO MEPUMETPA
(network protection)"

H3vuenue mamepuaios jiumepamypHoblxX
UCMOUYHUKOGB:

[1], 50-134
[2], 56-210

CoBepIIIeHCTBOBaHHUE
MIPOAKTUBHOM 3aIUTHI B
nucC

18

10

4.1

Tema 11.
[IepcriekTuBHBIE
TEXHOJIOTHH
TIPOAKTUBHOU 3allIUTBHI.

4.2

Tema 12.
OpraHuzanoHHbIE
Mepbl IPOAKTUBHOI

3aILUTBL.

10

Iloozomoeka K meKyuiemy KOHmMPOJII0:
[ToBTOpeHNe MaTepHaa 1mo pasaeny
"CoBepIIeHCTBOBAHNE TPOAKTUBHOMN 3aIIUTHI B
I/IC"

Ilodz0mogKa K ayoumopHnsim 3auamusm:
[IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amure jJab. padoTh
Iloozomogka doknada, gblcmynieHuA:
3amaHue CBA3aHO C YIIyOJICHHBIM H3YICHUEM
pa3nenoB AUCIUILTHHEI H CAMOCTOSATEIEHBIM
MTOWCKOM MAaTEepHAIIOB IS PACKPBITHS TEMBI
IokIaga. Matepuralbl BEITIOTHEHHOH paboTh
MIPEJCTaBILIIOTCS B JICKTPOHHOM BHJE WIH B
(dbopme pacreyaTaHHbBIX MPE3CHTAIUOHHBIX
ciaiiioB. B kauecTBe TEM JOKIAA0B CTyIEHTaM
MPEIaratoTCsl CICAYIOIINES BAPUAHTHI:
Ilo020mo8Ka K npaKkmu4eckum 3auamusm:
N3yueHnue marepuana no pasaeny
"CoBepIIeHCTBOBAHNE MPOAKTUBHOMN 3aIIUTHI B
HMC" noaroroBka K BBIIOJHEHUIO 3aJaHUN Ha
MPAKTUIECKHUX 3aHATUIX

CamocmosamensbHnoe usyuenue
meopemuyieckozo mamepuana: VI3yienue
JIOTIOTHUTEIBHOTO MaTepralia o pasaery
"CoBepIICHCTBOBAHUE NMPOAKTUBHOMN 3aIIUTHI B
HC"

Iloozomoexa pacuemusix 3adanuii: 3anaHus
OpPHEHTHUPOBAHBI HA PEIICHUS MHUHU3a1a4 110
pazneny "CoBepIIeHCTBOBaHUE TIPOAKTUBHOM
3amuTel B UC". CTyneHTsl He00X0AnMO
MTOBTOPUTH TEOPETHUCCKHI MaTePHAJ,
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pa3o0parh NpUMephI PEIICHNsT aHATOTHYHBIX
3aja4. MPOBECTH PACUETHI [10 BAPHAHTY 3aJaHUS
U cJieNaTh BBIBOJBL. B kauecTse 3amaHus
HCTIONB3YIOTCS CIIEAYIONINE YIPaKHEHUS:
H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:

[1], 213-302
3adeT ¢ OLIEHKOH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 180.0 28 - 42 0.3 92 17.7
Hroro 3a cemecTp 180.0 28 - 42 - - 0.3 109.7

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ansatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHTyanpHble KOHCYIBTAIIUH 110 KypCOBBIM IIpoekTam/padoram; ['K- rpynmoBsie KOHCYIbTallMK TIO pa3ienaM
mucuuiuiniel; CP — camocrostenbHas padora crynenta; UKP — unas konraktHas padora; TK — Texymumii kKoHTposb; [TA — npomexxyrounas

arrecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Bgeoenue

1.1. Tema 1. BBeneHnue B MpoOakTUBHYIO 3aLIUTY

3amaun kypca. PeakTuBHBIE W TPOAKTUBHBIE TEXHOJOTMU 3amuThl. WcTtopusi pa3BUTHS
MPOAKTUBHBIX TEXHOJIOTUW 3alIMThl. YTPO3bl O€30MaCHOCTH COBPEMEHHBIX KOMIIBIOTEPHBIX
CHUCTEM...

2. Ilpoakmuenas 3auuma KOHEeYHblX YCMPOUCmE (endpoint protection)

2.1. Tema 2. Opranuzanus MPOAKTUBHOMN 3alIUTHI HA 0a3e 3alUTHBIX MEXaHU3MOB, BCTPOCHHBIX
B OC (Windows, Linux).

OcnoBuple 3ammutHble MexaHm3mMbl OC Windows. Waentudukamnus, ayTeHTUQHUKALUS |
aBropu3anus. Pasrpanmuenue noctyma k oobektaM OC. Apxurektypa OC Windows. Kosbia
3anmtel. Kommonentsr Oe3zomacHoctn Windows (Security Reference Monitor (SRM). Local
Security Authority Subsystem Service (LSASS). Credential Providers. Windows Access Control.
Malicious Credential Providers. Access Token. Impersonation. Privileges. Discretionary Access
Control. Mandatory Integrity Control. User Account Control). OcCHOBHBbIE 3aLIIUTHBIE MEXaHU3MbI
OC Linux (ITomp3oBarenu u ux mnpasa. besonacHoe ymnpasieHue mporeccamu. Pabora ¢ o0bekTamu
daitnoBoii cucreMsl. bezomacnocts Qaitnoeix cucreM EXT*FS. POSIX ACL. Sudo. Chroot. PAM.
SELinux. AppArmor. PolicyKit)..

2.2. Tema 3. TexHOJIOTMH BUPTYAIM3aLUU B 337a4aX MPOAKTUBHOMN 3aIIUTHI.

OcHOBHBIE MOHATHSI TEXHOJOTHHM BUpTyalu3anuu. Bupryanuzauus cepBepoB. Bupryanuzanus
Ha YpOBHE ONEpalMOHHBIX cuUcTeM. Bupryanuzauusa ceru. Bupryanuzauus nOpuiioxxeHHi.
Bupryanuzauus npeacraBieHud. Bupryanusanms xpaHwmml.  ['unepBusop. BupTyanbHble
MamuHbl. SandboX, 0cOOEHHOCTH peanu3alu U GYHKIIMOHUPOBAHHUS, IPUMEPHI. DMYISIIHS KOJa.
Cnoco6s1 smymsitiuu. [IpuMepbl UCIONb30BaHUSI TEXHOJIOTUU IS IE€TEKTUPOBAHMS BPEJOHOCHOTO
I10..

2.3. Tema 4. TexHONOrMH IBPUCTUYECKOTO I€TEKTUPOBAHMSI U NTOBEJIEHYECKOT0 aHaJIN3a

Oppuctudeckuil ananus. Ctpykrypa wucnonHsembix ¢aitnos (PE, ELF). lerektupoBaHue
ucnonusemelx ¢aino (PE, ELF) ¢ nomouipio 3BpUCTUYECKUX aIrOpUTMOB. TexHomoruu
peanu3alMM  3BPUCTUYECKMX alropuTMoB. Yara. MalScan. IloBeneHueckuii aHanmusz u
neTeKkTupoBanue. JIoxkHble cpabaTbiBaHUSl, 0COOEHHOCTH BBISIBICHUS U 00PaOOTKH..

2.4. Tema 5. Pemenus kiacca endpoint protection.
O630p BenaopoB u pemeHuid. CpaBHHUTENnbHas XapakTepuctuka pemeHuid. Ilpumepst Use
case’0B..

3. Ilpoakmusnas 3auuma cemeso2o nepumempa (network protection)

3.1. Tema 6. TexHOIOrMH MOHUTOPHUHTA U OOHAPYKEHUS COOBITUI B CETH.

SIEM cucrembl. Apxutektypa SIEM. Mcrounuku nanubeix. Koppensuus coObiTuil. AHanus
CTaHJAPTHBIX JKypHAJIOB COOBITMH Ui BBISBIEHUS Yrpo3bl. TexHoioruu cOopa coObITHI
(winlogbeat, auditbeat, auditd). Pacimupennsrit aynut cobpiTuii B cucreme (Sysmon). TexHonoruu
xpaneHus u a”amuza coObiTuil (ELK stack). Cucremsl honeypot, Ha3HaueHHe, pa3HOBUIHOCTH,
cueHapuu ucnonb3oBanud. IDS/IPS cucrtembl, OCHOBHBIE pelIaeMble 3agaud. |eXHOJOTHUU
JIeTeKTUPOBaHUs mojo3putensHoro Tpaduka. IDS Suricata. IDS Suricata B IPS pexume.
Texnomorun Hamumcanus mpaBun ais IDS Suricata. Network Security Monitor (NSM) Zeek.
[Tpuniun pabotsl. OCOGEHHOCTH BHEAPEHHS B KOPIIOPATUBHYIO HHPPACTPYKTYPY..

10



3.2. Tema 7. Benenue B threat hunting.

O030p TEXHOJOTMM TPOAKTUBHOTO TIOMCKAa M OOHapykeHus yrpo3. Mojenb 3penoctu
ucnionb3oBanust Threat Hunting B wunpopmanmonnoit cucreme. Texuuku Threat Hunting.
Hcrounnku nHpopManuu u runore3 B Threat Hunting. IIpomecc nmpoBepku rumnore3. Co3mpaHue
uHdpacTpyktypsl 1uist Threat Hunting..

3.3. Tema 8. Texnonorus Threat Intelligence.

0O030p TtexHomoruu. COOp W akKymyssanus JaHHBIX. OOoramieHue MONyYEHHBIX JaHHBIX.
Amnanus. BHepeHne pe3ylbTaToB B HHPOPMAIMOHHYIO CUCTEMY..

3.4. Tema 9. OCHOBBI NOCTPOEHUS 3ALUIIEHHBIX KOMIIBIOTEPHBIX CETEH.

Pa3HOBMIHOCTH apXUTEKTyp 3alllMILEHHBIX KOMIIbIOTEpHbIX ceTeil. [Ipokcu cepsepa.
Qunprpanus cereBoro Tpadguka. NGFW. IP penyramus. [lomennas pemyrtauus. OcoOeHHOCTH
HOCTPOCHMS PENYTALMOHHBIX CIIUCKOB..

3.5. Tema 10. Pemenus as 3aiuThl KOMIBIOTEPHBIX CETEH

O0630p BeHmOpoB W pemieHuil. CpaBHUTEIbHAs XapakTepucTuka pemieHui. [lpumepbr Use
case’OB..

4. Cosepuwencmeosarue npoakmugnou zauumul ¢ IC

4.1. Tema 11. [lepcieKTUBHBIE TEXHOJIOTHH MPOAKTUBHOM 3aIIHUTHI.
Data science B 3amauax Vb. Beenenne B MammnHoe oOydenue. OOydeHue € ydyuTeIeM.
OO6yuenue 6e3 yuntens. Meron baiieca. Knacrepuzauus. ['myounHoe oOyueHue..

4.2. Tema 12. Opranu3aiiioHHbIE MEPBI TPOAKTUBHOMN 3aIUTHI.

Ouenka »SddexkTuBHOCTH 3amUTHI  TepuMeTpa ceTd. [loBbIIIEHHE OCBEIOMIEHHOCTH
corpynuukoB B obnactu Ub. Tlonutuka o6HoBNeHus: cuctemuoro u npuknagdoro [10. [Tomutuka
pPEe3epBHOTO KOMUPOBAHUS. YTIPABICHUE YI3BUMOCTSIMU. .

3.3. TeMbl IpaAKTHYECKUX 3aHATHI
1. Ocobennoctu BHeApeHus TexHoIoruu threat hunting B madopmMaImoHHyto cucremy.;
2. Unrerpamus IDS/IPS B KOMIIBIOTEPHYIO CETh.;
3. [loakmrouenue ncrounnkoB kK SIEM cucteme u co3ganue KOppeasiiuOHHBIX MPaBUIL.;
4. Yrpo3bl COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEM.;
5. Coznanue 3BpUCTHUECKHUX AJITOPUTMOB € TOMOIIbIO Yara;
6. Kitacrepuzanus nanssix B 3anayax Ub.;
7. OcoOEHHOCTH MPAKTHUECKOM pearn3ainy MOJIeIe 0€301MacHOCTH KOMIThIOTEPHBIX
CUCTEM.;
8. Unrerpauust SIEM B uHQOpPMAIIMOHHYIO CUCTEMY.;
9. Coznanue niuaHa ocBeJOMIIEHHOCTHU 110 Bonipocam Ub;
10. IP perryrarus. lomennas pemyraiius. OcOOEHHOCTH MOCTPOCHUS PEIyTaIlMOHHBIX
CIIUCKOB.;
11. TexHOIOTMA HACTPOMKH 3AIIUIIEHHON BUPTYaJIbHON MAIIVHBL.;
12. CpaBHHTENbHAS XapaKTEPUCTUKA PELICHUH IS 3aIIUThl KOMITbIOTEPHBIX..

3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPEAYCMOTPEHO
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3.5 Koncyabranumn

Ipynnoewle koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. OO6cyxnenue MaTepuasioB 1o Keiicam pasgena "[IpoakTuBHas 3amIUTa KOHEYHBIX
ycTpoticTB (endpoint protection)"
2. OOcyxaeHne MaTepralioB 1o KeiicaM pazzaena "[IpoakTuBHAs 3alIUTa CETEBOTO MEPUMETPA
(network protection)”
3. OOcyxnenue marepualioB Mo keicam paszgena "CoOBEpIICHCTBOBAHUE IMPOAKTHBHOU
3amutel B UC"
Texywuti konmpoas (TK)

1. KoxcynpTanuu HamnpaBieHbl Ha NOJYYEHUE MHIMBUAYAJIBHOTO 3aJaHUsl Ul BBIIOJIHEHUS
KOHTPOJIbHBIX MepomnpusaTuil no paszzaeny "lIpoakTuBHas 3aliuTa KOHEYHBIX YCTPOMCTB
(endpoint protection)”

2. Koncynbranuu HampapieHbl HA MOJyYCHHE WHAWBUIYAIBHOTO 3a/laHUs ISl BHIIIOJHEHHUS
KOHTPOJIbHBIX MEPONpUATHH 1O pasfeny "lIpoakTuBHas 3amura CETEBOro IEpUMETpa
(network protection)”

3. KoHcynpranuy HampapieHbl Ha MOJIy4€HHE WHIUBHYaIbHOIO 3aJaHUs JJIS BBIITOJIHEHHS
KOHTPOJIbHBIX MEpONpUITUi 1o paszzaeny "CoBeplIeHCTBOBaHUE NMPOAKTUBHOW 3aIMTHI B
nc"

3.6 TemaTnka KypcoBBIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arIaHMpOBaHHBIC PE3YAbTAThl 00YUYEHUS 110

Howmep paznena
JUCHUTLIUHEI (B

O1eHOYHOE CPECTBO
(THI ¥ HAUMEHOBAHUE)

Kongsl
JUCLUIUINHE COOTBETCTBUM C
HHUKAaTOPOB
(B cOOTBETCTBUHU C pazjesioM 1) n.3.1)
1]2[3]4
3HaTh:
TEXHOJIOTUIO CO3JIaHMsI IIPABUJI, JE€TEKTUPYIOIIUX YTPO3bI Otuer/AHanu3 yrpo3 6e301macHOCTH ¢
0€30MaCHOCTH COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM TK-2.31mc.0 + |4 UCIIOJIb30BaHUEM TEXHOJIOTUN IPOAKTUBHOI'O MIOUCKA,
U oOHapyKeHHs COOBITUI B ceTU U cOopa COOBITHI ¢

KOHEYHBIX ycTpoiicTB Ha ocHoBe OC Windows.
OCHOBHBIE BH/Ibl, HA3HAYCHHUE U MPUHLIUI pabOTHI KonTtposnbHas padora/Pa3paboTka apXUTEKTypbl
COBPEMEHHBIX CPE/ICTB 3aIIUTHI HHPOPMALIUH, CUCTEMBbI IIPOAKTUBHOM 3aIUTHl B OPraHu3aluu
MCHOJIb3YIOUIMX MPOAKTUBHBIE TeXHOJIOTHH U TexHonoruu | I1K-2.3nk-2 +
peannzanuu Mojesneil 0e30acHOCTH KOMIIbIOTEPHBIX
CHCTEM
OCHOBHBIE [TOHATHS U Ha3HAYCHUE TEXHOJIOTUI Otuer/V3yyeHne TEXHOJIOTHIA AIBPUCTHYECKOTO
IIPOAKTUBHOM 3alIUTHI, B T.4. HCIONb3yollHe TTK-2. 3110 + JIETEKTHPOBAHH 1 MOBEJCHIECKOro aHaIN3a B
MEPCTIEKTUBHBIE TEXHOJIOTUU ITPOAKTUBHOM 3aIIUThI KOHTPOJIMPYEMOMN M30JIMPOBAHHON Cpejie Ha OCHOBE

OC Windows
Ymersb:
MIPUMEHSITh HHCTPYMEHTBI CO3/1aHUS MTPaBUIL, TTK-2. 3112 + |+ JlaboparopHas pabota/Pa3zpaboTka 3BpUCTUUYECKUX
JETEKTUPYIOIIUX YTPO3bl 0€30MaCHOCTH JITOPUTMOB C TOMOIIBIO Yara
MIPUMEHATH HABBIKU aJIMUHUCTPUPOBAHHUSI CPEICTB JlaboparopHas padota/llpakTka mpuMEHEHUS
3alUThl HH(POPMALIUHU, UCTIONB3YIOIUX TPOAKTUBHBIE ITK-2.3nk-2 + TE€XHOJIOTMY HaCTPOMKHU 3aLUIIECHHON BUPTYaJIbHOMN
TEXHOJIOTUHU MAaIIAHBI
MPUMEHSATh HaBBIKM UHTETPALMU CPEJICTB 3AILUTHI JlaGopartopHas pabota/llpakTika HHTErpanuu
nH(pOpMaLIHU, UCTIONB3YIOIIUX MPOAKTUBHBIE TEXHOIOTHH TTK-2. 3112 + IDS/IPS B KOMIBIOTEPHYIO CETh
Y aBTOMATU3alMH UX HACTPOEK IIPH BBIABIECHUU YIPO3
0€30MaCHOCTH COBPEMEHHBIX KOMIBIOTEPHBIX CUCTEM
BHE/IPSATH OPraHU3allMOHHBIE MEPBI MOJTUTHK OOHOBIICHUS TTK-2. 3112 + Otuet/Pa3paboTka miaHa 0CBeIOMJIEHHOCTH I10
cucteMHoro u npukiagroro [10, pezepBHOTO T Bonpocam Mb
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KOIIMPOBAHUA U YIIPaBJICHUA YA3BUMOCTIAMU

AHAJIM3UPOBATh IPUYHUHBI HAPYLICHUS

Keiic (pemenne KOHKPETHBIX IPOU3BOACTBEHHBIX

(G YHKIIMOHUPOBAHUS CPEACTB 3alTUTHI HHPOPMAIIHH, ITK-2.3mk-2 cutyarnuii)/Pa3zpaboTka Moaenu 6€30MacHOCTH
MCIOJIL3YIONINX MMPOAKTUBHBIE TEXHOJIOTUN KOMITBIOTEPHOM CHCTEMBI

BBIOMpATh U IPUMEHSTH CPEACTBA 3alUThI HH(DOPMALIUH, Otuet/Pa3paboTka KOPPENSUOHHBIX [TPABUII IIPU
HUCTIOJIB3YIOIINX ITPOAKTUBHBIE TEXHOJIOTUHN, JISI TTK-2.311c.2 ucnons3zoBanun SIEM cucrem

HEHTpaIu3anuu yrpo3 6e30MacHOCTH COBPEMEHHBIX
KOMITBIOTEPHBIX CUCTEM
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

®opma peanuzaiuu: BeinonHeHue 3ajaHus
1. Ananu3 yrpo3 0€30macHOCTH C UCIOJIb30BAHNEM TEXHOJIOTUH MPOAKTUBHOTO MTOMUCKA,
0OHapy>XeHHS COOBITHI B CETH U cOOpa COOBITHI C KOHEYHBIX YCTPOUCTB Ha ocHOBe OC
Windows. (Otuer)
2. V3y4yeHne TeXHOIOTHI SBPUCTHUECKOT0 IETEKTUPOBAHUS U MOBEACHYECKOr0 aHAIM3Aa B
KOHTpPOJIMPYEeMO# n3onupoBanHo# cpeae Ha ocHoBe OC Windows (Otuer)
3. Pa3paboTka apXUTEKTypbl CUCTEMBI IPOAKTUBHOMN 3a1IUTHI B opranu3anuu (KonrponbHas
pabora)

4. PazpaboTtka Mojenu 6e30MacHOCTH KOMITbIoTepHOU cuctembl (Keiic (pemienne KOHKPEeTHBIX

IIPOU3BOJICTBEHHBIX CUTYaIHi1))
5. Pa3zpabortka mana ocBegomieHHOCTH 1o Bonpocam Ub (Otuer)

Popma peanmnzanun: KomnerorepHoe 3a1anue
1. [TpakTuka unterpauuu IDS/IPS B komnbroTepHyto ceTh (Jlaboparopnas padota)
2. IlpakTika npUMEHEHUsI TEXHOJIOIMH HACTPOIKHU 3alUIIEHHON BUPTYaabHON MalllMHBbI
(JTaboparopnas pabota)
3. Pa3paboTka 3BpUCTHUYECKUX AJITOPUTMOB ¢ TIoMoIIbIo Yara (Jlaboparopnas pabora)

®Popma peanuszauuu: ITucbmenHas padora
1. Pa3paboTka KOppeIsMOHHBIX IPpaBuil Ipu ucnoib3oBanuu SIEM cuctem (Otuer)

bannpHO-pedTHHrOBast CTPYKTYpa AUCLUIUIMHBI ABISETCA NIPUIOKEHHEM A.

4.2 IIpoMe:KyTOYHasI ATTECTALUSA 110 M CIHILIMHE
3auem c ouyenxoti (Cemecmp Neb)

B numnioMm BBICTaBIsE€TCA OILIEHKA 3a 6 CECMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO JUCHUILIMHE MPUBEIEHBI B (DOH/IE OLICHOYHBIX
matepuanos OITOII.

5. YYHEBHO-METOANYECKOE OBECIHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U YJIEKTPOHHbIE H3IAHNUS

1. [Hanberun, B. ®. MudopmanionHas 6e30mMacHOCTb KOMITBIOTEPHBIX CUCTEM U CEeTel : yueOHoe
noco6ue st CIITY mo rpynne cnenuansHocTel 2200 "MHpopMaTKa 1 BHIYUCIUTENbHAS
texuuka" / B. ®@. llanbrun . — M. : ®opym : UHOPA-M, 2011 . — 416 c. — (Ilpodheccrnonansuoe
oOpa3oBanue) . - ISBN 978-5-8199-0331-5 .;

2. llanprun B. @.- "Unpopmannonnas 6ezonacHocts", U3narenscrso: "JIMK Ilpecc", Mocksa,
2014 - (702 c.)

http://e.lanbook.com/books/element.php?pll_id=50578;
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3. Tanenbaym, D. CoBpeMeHHBIE OllepalioHHbIe CUCTeMBbl = Modern operating systems : mep. ¢
anri. / O. Tanen6aym, X. boc . — 4-e u3n . — Cankr-IlerepOypr : I[Tutep, 2021 . — 1120 ¢. —
(Kimaccuka computer science) . - Tut. 1. mapaenss. anri. - ISBN 978-5-4461-1155-8

4. Tanenbaym, D. CoBpeMeHHBIC OTIEpallMOHHBIE CUCTEMBI = Modern operating systems : mep. ¢
anry. / D. Tanenbaym, X. boc . — 4-e w3z . — CII0. : TTutep, 2018 . — 1120 c. — (Kimaccuka computer
science) . - Tur. 1. napamiensH. auri. - ISBN 978-5-496-01395-6 .;

5. KorenbuukoB E. B.- "BBenenue Bo BHyTpeHHee ycTpoiictBo Windows", (2-e u3m.),
WznarensctBo: "MHTYUT", Mockga, 2016 - (260 c.)

https://e.lanbook.com/book/100722;

6. Botito, H. M. OcHoBsI paboTsl ¢ Linux : yue6nsiii kypc / H. M. Boiitos . — M. : /IMK, 2016 . —
216 c. - ISBN 978-5-94074-380-2 .,

7. BotitoB H. M.- "OcHoBbI paboThl ¢ Linux. YueOnsiii kypc", U3narensctBo: "JIMK Ilpecc",
Mocksa, 2010 - (216 ¢.)

http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1198;

8. BoiitoB H. M.- "Anmunucrpupoanne OC Red Hat Enterprise Linux. Y4eGuslit Kypc",
MznarensctBo: "JIMK Ilpecc", Mocksa, 2011 - (192 c.)
http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1081.

5.2 JIulleH3M0HHOE ¥ CBOOOHO pacnpocTpaHsieMoe NPOrpaMMHoe o0ecnieyeHne:
. CHO "IIpomereit";

. Office / Poccuiickuit makeT 0()MCHBIX IPOTpamm;

. Windows / Oniepaniionnast cucrema cemeiicta Linux;

. Maiinn Buneokondepenuuu;

Dr.Web;

. Kali Linux;

Python;

. OC Linux.

0N U AW~

5.3 UaTepHeT-pecypcesl, BKJIIOYas NPodecCHOHAIbHBIC 0a3bI JaHHBIX 1 HH(POPMALIHOHHO-
CIIPaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcuTeTcKkas 6u0JM0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHas oubauoreka - https://elibrary.ru/

4. JeKTpPOHHBIE pecypchbl U3iaTeabcTBa Springer - https:/link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. Ba3za nannbix Scopus - http://www.scopus.com

7. HanmoHabHas 3J1eKTPpOHHAas Oudmoreka - https://rusneb.ru/

8. 9BC "Koncyabrant cryaenta' - http://www.studentlibrary.ru/

9. XKypnaa Science - https://www.sciencemag.org/

10. DnexrponHas 6ubmoreka MIOU (b MOMU) - http://elib.mpei.ru/login.php

11. Uudopmanmnonno-cnpapouynas cucrema «Kongexc/Texakenmepr» - Hitp:\\proinfosoft.ru;
http://docs.cntd.ru/

12. OrkpbITasi ynuBepcuTerckas nnpopmanunonnas cucrema «POCCHUSA» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep ayauropun, OcHamenue
HAMMEHOBAHHUE
VY4eOHble ayAUuTOpUn JIs H-204, YueOnas rapTa co CKaMbeH, CTOJI IPENO1aBaATEeNs,
MIPOBEACHUS JIEKIMOHHBIX ayJIuTOpHUSL CTYJ, TpUOYHa, JOCKa MeJIOBasi, KOJIOHKH
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3aHATHI U TEKYIIETO
KOHTPOJIA

3BYKOBBIE, MYJbTUMEIUUHBIA MPOEKTOP,
SKpaH

K-601, Yuebnas
ayIUTOpUs

napTa co CKaMbei, CTOJI Mperno/iaBares,
CTyJ1, TpuOyHa, 10CKa MeJIOBasl,
MYJIbTUMEIUIHBIN TPOCKTOP, SKpaH

VY4eOHble ayAUuTOpUHN IS
IIPOBEICHUS
MPAKTUYECKUX 3aHITUH,

KP u KII

M-503, Yuebnas
nabopaTopus
"[IporpamMmHoO-
amnmnaparHasi CpeJiCTBa
3amuThl HHGpopManuu'

napTa, CTOJI IIperoiaBares, CTyJ, mKag
JUIsl XpPAaHEHUs] NHBEHTAps, KOMIIBIOTEPHAS
CeThb C BBIXOAOM B MHTEpHET, OCKa
MapKepHasi, CEpBep, KOMIIBIOTED
IIEPCOHAJIBHBIN, KOHIAUIMOHED

Y4eOHble ayAUTOpUU IS
MIPOBE/ICHUS
MIPOMEKYTOUYHOM
aTTecTaluu

M-503, YueOnas
naboparopus
"IIporpammHo-
arnrapaTHasi Cpe/icTBa
3amuThl HHGopMaruu'

napra, CTOJ NpenoaBaTess, CTyJ, mkad
JUIsl XpaHEHUs] HUHBEHTAaps, KOMIIBIOTEPHAS
ceTh ¢ BbIX0ZioM B MIHTEpHET, 10CKa
MapKepHas, CEpBep, KOMIIbIOTED
MEePCOHAIBbHBIN, KOHTUITMOHED

K-120, MamuHHEIH 3a71

cepBep, KOHIUITUOHED

MBI
ITomemenus s HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJI
CaMOCTOSITEJILHOM KommbrotepHblit [MHUCHbMEHHBIN, BEIIAIKA JUIS OJEXKIbI,
paboThI YUATAIBHBIA 3411 KOMIIBIOTEPHASI CETh C BBIXOJIOM B

HNHTepHeT, KOMIIBIOTEDP MEPCOHAIBHBIN,
MIPUHTEP, KOHIULIUOHED

Ilomentenus st
KOHCYJIbTUPOBAHUS

A-300, YueOnas
aynutopus "A"

Kpeciio padouee, mapra, CTeJUIax, CTOJ
npernoaBaTess, CToJ y4eOHbIH, CTYI,
TpuOyHa, MUKPO(POH, MYITbTUMEAUNHBIN
IPOEKTOP, IKPaH, T0CKa MapKepHas,
KOJIOHKH, TEXHUYECKas armaparypa,
KOHJIUITOHED, TEICBU30D

TTomemenust misa
XpaHeHHUs 000pyJOBaHUS
¥ y4eOHOTO UHBEHTaps

K-202/2, Cxinang
kadeapel BUT

CTeJIJIaX JJIs XpaHEHUsl HBEHTaps, CTO,
CTYI, WKad JUId JOKYMEHTOB, IKad 171
XpaHEHUsl UHBEHTaps, TyM0a, 3ariacHbIe

KOMILIEKTYIOUIHE 1J1s1 000PYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonoruu HpO&KTHBHOﬁ 3aIIUThI I/IH(bOpMaHI/IOHHI)IX CHCTCM

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1

KM-1

KM-2
KM-2

KM-3

KM-3

KM-3

KM-4
KM-4

[TpakTiKa mpUMEHEHUs TEXHOJIOTMH HACTPOIKHU 3alUIIEHHON BUPTYaIbHOU MalIMHbI
(JTaboparopuas padoTta)

Pa3paboTtka Mmozenu O6e3onacHocTH KoMnbloTepHO# cucteMsbl (Keiic (pemieHne KOHKpETHBIX
MIPOU3BOJICTBEHHBIX CUTYyaIUi))

Pa3paboTka 3BpHUCTHYECKHUX aITOPUTMOB C MMoMoIIbIo Yara (JJaboparopHas padota)
W3y4eHne TeXHOIOTHA SBPUCTHYECKOTO JICTSKTUPOBAHUS U TTOBEJICHYECKOTO aHAIN3a B
KOHTpPOJIMpYeMOil n3onupoBanHoi cpeae Ha ocHoBe OC Windows (Otuer)

Pa3zpaboTka apXUTEKTYphl CHCTEMBI IIPOAKTUBHOM 3aIUThI B opranu3anuu (KoHTponsHas
pabora)

AHanu3 yrpo3 0€30MacHOCTH € UCTIOJIH30BAHUEM TEXHOJIOTHI MPOAKTUBHOTO MOUCKA,
oOHapyX eHHs COOBITUI B CETU U cOOpa COOBITHI ¢ KOHEUHBIX YCTpoiicTB Ha ocHOBe OC
Windows. (Otuer)

PazpaboTka KoppesImoHHBIX PaBWII Mpu ucnoyibzoBanuu SIEM cuctem (Otuer)
Pa3pabotka miana ocBegoMieHHOCTH 1o Bonpocam Ub (Otuer)

[TpakTuka uaterpamuu IDS/IPS B kommnbioTepHyto ceTh (Jlaboparopras padota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

Howmep
pasnena

Hnanexc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Pasgen KM: 1 1 2 2 3 3 3 4 4

mucuuiuiiabel | Hemens 4 4 8 8 12 12 12 15 15
KM:

Bseneunue

11

Tema 1. Beenenue B
MIPOAKTUBHYIO 3AIUTY

HpoaKTI/IBHaH 3amuTa
KOHEUYHBIX YCTPOMCTB
(endpoint protection)

2.1

Tewma 2. Opranuzanus
MPOAKTUBHOM 3aIUTHI HA
0a3e 3amMTHBIX + +
MEXaHHU3MOB, BCTPOCHHBIX
B OC (Windows, Linux).

2.2

Tema 3. Texnomoruu
BHUPTYyaJIM3aIliM B 3a1a4ax + + +
MIPOAKTUBHOM 3aILUTHI.

2.3

Tema 4. TexHonOrUN
ABPUCTUYECKOTO
JETeKTUPOBAHUS U
MOBEJICHYECKOr0 aHAIN3a
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2.4

Tema 5. Pemenus kiracca
endpoint protection.

HpoaKTI/IBHaH 3almuTa
CETEBOI0 IIEpUMETPa
(network protection)

3.1

Tema 6. Texnonoruu
MOHHUTOPHHTA U
oOHapyXeHHsI COOBITUH B
CETH.

3.2

Tema 7. Beenenue B threat
hunting.

3.3

Tema 8. Texnomnorust
Threat Intelligence.

3.4

Tema 9. OcHOBBI
HOCTPOCHUS 3aLUIIEHHBIX
KOMITBIOTEPHBIX CETEH.

3.5

Tema 10. Pemtenns qisa
3aIUTHl KOMITBIOTEPHBIX
cereit

CoBeplIeHCTBOBAaHUE
MIPOAKTUBHOM 3aIlIUThI B
NC

4.1

Tema 11. [lepcriekTuBHBIE
TEXHOJIOTUH ITPOAKTUBHOMN
3aLUTHL.

4.2

Tema 12.
OpranuzanvoHHbIE MEPbI
POAKTHUBHOM 3allIUTHI.

Bec KM, %:

10

10

15

10

10

10

10

10

15
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