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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TK-3 CiocoOGeH aAMUHUCTPUPOBATH CPECTBA 3aIIUTH HHGOPMAIIMH B KOMITBIOTEPHBIX
CHUCTEMax U CETSIX
[1K-3.3 AIMHHUCTpHUPYET CPEACTBA 3aIIUTH HH(OPMAITUU TPUKIATHOTO U CHCTEMHOT'O
MPOrPaMMHOTO O0eCTICUeHUs

N BKJIFOYACT:

AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

®dopma peanmszanuu: Y cTHas popma

1. 3amuTa wHGOpMaIK B MOOMIBHBIX cucTeMax (KomtokBmym)

2. Undopmannonnas 6e3onacHocTs MOOMIBHBIX cucTeM (KommokBuym)

3. OGecnieuenns 6€30MaCHOCTH KOH(MUACHIINATEHONW HHPOPMAIIUU B MOOMITBHBIX
ycrpoiictBax (KomnokBuym)

4. IIpoGnembl obecnieueHus 6€301aCHOCTH MOOMIIBHBIX YCTPOUCTB U IIPUIIOKEHUIN
(KonmnokBuym)

BPC nucuuminHbl

8 cemecTp

IlepeyeHb KOHTPOJBHBIX MEPONPUATHH TEKYIIEro KOHTPOJS YCHEBAEMOCTH IO
AUCHUILINHE:

KM-1
KM-2
KM-3

KM-4

HNudopmannonHas 6e3o0nacHOCTs MOOMIBHBIX cucTeM (KommokBuym)

[TpoGuembl obecrieueHust 6€30MacHOCTH MOOUIIBHBIX YCTPONCTB U npuioxeHuit (KomnokBuym)
Obecneuenus 6e30MacHOCTH KOH(PUICHINATBHON HH(OpMAMK B MOOMIIBHBIX YCTPOHCTBAaX
(Konmnoksuym)

3ammrta nHGopManuu B MOOMIbHBIX cucteMax (KosmokBuym)

By npome:xyTo4HOI aTTecTannu — 3a4er.

Beca KOHTpOIbHBIX MepONIpuUsATHl, %o
Nunexc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpok KM: 4 8 12 15

Pazgen nucumimHe

[Tpobnems! obecrieueHust 6€30MacHOCTH MOOMIIBHBIX YCTPOUCTB U
IPUIIOKEHU N

Tema 1. MobunbHbIe mIaTGopmbl. 3anura HHPOPMALUU +

Tema 2. Mobunsasle OC Windows Mobile/ Windows Phone u OC
Android. O630p akTyaJIbHBIX YTPO3 U CPE/ICTB 3AIIUTHI




uHpopmaruu

Tewma 3. Kimaccudukanus yrpos 6e3omacHocTd nHGOpMaIuu u
METOIbI OIICHKH 0€301MacHOCTH MOOUIIBHBIX CUCTEM M YCTPOHCTB

Obecneuenue 6e30macHOCTH HH(POPMAITMK MOOMIIBHBIX YCTPOMCTB
Y IPWIOKEHUHN

Tema 4. 3ammra MOOHIBHBIX YCTpOHCTB. [IpuHIIMTIBI OOecTIeYeH s
0€30MacHOCTH MOOMIIBHBIX CUCTEM.

Tema 5. Perienre TUNIOBBIX MpoOIeM 3aIUTHI MOOMIIBHBIX
YCTPOMCTB U MPHIIOKECHUI

Tema 6. 3ammra ot nepexsara Tpaduka B MOOMIBHBIX CUCTEMAaX

Tema 7. MobOunbHBIe BeO-Opay3epsl. Ys3BuMmoctu. CpeacTa
3aIIUTHI

Bec KM:

20

20

30

30




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE

I1K-3 I1K-3.3nk-3 3HaTh: KM-1 NUudopmannonnas 6e30nacHOCTb MOOMIIBHBIX cucTeM (KoimokBrym)
AIMUHUCTpUpPYET cpeactBa | ocHOBBI (pyHKIMoHUpoBaHus | KM-2 [Ipobnemsl obecriedenust 0€30macHOCTH MOOUIIBHBIX YCTPOMCTB U
3aIUTHI UH(POPMALIUU | MOOMIIBHBIX CHUCTEM, npuioxenuit (Kosnoksuym)
MPUKIIATHOTO U CUCTEMHOTO | BOBMOXHBIE YTPO3bI KM-3 ObGecneuenus 6e30macHOCTH KOH(PHIEHIIUAIBHON HHPOPMAIIH B
MIPOTPAMMHOI0 MH()OPMATMOHHON MOOWIBHBIX ycTpoiicTBax (KoymokBuym)
obecrnieueHus 6e3omacHocTH U ys3BuMoctu | KM-4 3amura napopmanuu B MOOMIbHBIX cuctemax (KommokBuym)

CIEIHAILHOTO H
MIPUKJIATHOTO
MPOrpaMMHOTO 00ecTIeUeHUs
MIPH UX DKCIUTyaTaluu
3JI0YMBINIJICHHUKAMH
YMeTs:

hopmynupoBaTh MOJUTUKY
MH(pOPMAaIMOHHOM
0€30MacHOCTH IS
MOOUITBHBIX CHCTEM
aJIMHHHCTPHPOBATH
CUCTEMHOE M MPOTPaMMHOE
obecrieueHre MOOMITBHBIX
CUCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. UndopmannonHas 06e30aCHOCTbL MOOMJIBHBIX CHCTEM

@opmbl peaqu3anuu: YcTHas popma
Tun KOHTPOIbHOT0 MeponpusiTus: Komoksuym
Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeneHusi KOHTPOJILHOr0 MeponpusitTusi: CaMocTosTenbHas pa3paboTka OTBETOB

Ha BOIIPOCHI KOJUIOKBHYMA.

KpaTlcoe CoA€cpiKaHuE 3alaHUA:

HO,HFOTOBI/ITB OTBCTBI Ha BOIMIPOCHI KOJUIOKBUYMA U pa3pa60TaTb MMpE3CHTAUIO TOKJIaaa

Bonpocs! komokBryma:

1. MecTo u posib MOOHIIBHBIX YCTPONUCTB U MPUJIOKEHUH B YIIPaBlIeHUU OU3HEC-TPOIIecCCaMu

2. ApxHTeKTypa MOOUIIBHBIX YCTPOICTB

3. [Ipuuunbl o6ocTpeHus mpoodIeMbl oOecrieueHuss HHPOpMaIMOHHOM 0€30IMacHOCTH

MOOUJIBHBIX CUCTEM

4. UuctpymenTsl 6e3onmacHocTH. CpeacTBa CHHXPOHU3ALUU. Y I3BUMOCTH. BUJbI 1 iprMepsI

BpenoHocHoro 110.

5. AHTI/IBI/IPYCHBIG CcpeacTBa. Bo3moxxnocTtu I_HI/I(I)pOBaHI/IH JaHHbIX. IlonuTuku 0€e30IacHOCTH

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aHHaHI/IpOBaHHHC PE3YJIbTATHI 06yquH$[ IO AMCHUIIIIMHE

Bonpocel/3aganust 1j1st IpoBepKH

3HaTh: OCHOBBI (PYHKIMOHHPOBAHUS MOOWMIIBHBIX CHCTEM,
BO3MOXHBIE yIpo3bl MH(POPMALMOHHOM Oe30macHOCTH U
YSA3BUMOCTH CHELUAIBHOTO M IPHUKJIAJAHOTO IMPOTPAMMHOIO
o0ecrieyeHns MPU UX HKCIUTyaTal[UH 3JI0YMBIIIJICHHUKaMU

1. Mecto 1 poib MOOMIIBHBIX
YCTPOMCTB B yIpaBJI€HUU
Ou3Hec-TIpoIeccaMmu

2. MecTo ¥ poJib MPUIIOKEHU I
MOOWMJIBHBIX YCTPOWCTB B
yTipaBJIeHUH OU3HEC-
rpoleccaMu

3. ApxuTeKTypa MOOUIIBHBIX
YCTPOMCTB

4. ITpobnembl obecriedeHus
nH(}OPMaLIOHHON
6€301acCHOCTH MOOMIIBHBIX
CHCTEM

Onucanue MIKAJbI OLlEHUBAHUS

Ol/{eHKa.' BauYTCHO»

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI.[CHKa "3a4TeHO" BBICTABJISCTCS €CIIH 3aJaHucC
BBIITOJIHCHO ITPABUJIBHO WJINM C HE3HAYUTCIbHBIMHA HEA0OUYETaAMU

OueHKa.‘ «HEC 3a4YTCHO»

Onucanue xapakmepucmuku evtnoanenus 3uanus. OUeHKa "He 3a4TeHO0" BBICTABISETCS €CIIN
3a/IaHKM€ HE BBINOJIHEHO B OTBEJICHHBIN CPOK HIIA PE3YJIHTAT HE COOTBETCTBYET 3aJJaHUIO

KM-2. IIpo6sembl o0ecniedennss 0e30MaCHOCTH MOOMJIBbHBIX YCTPOHCTB M MPHJIOKEHUH

®opmbl peanuzanuu: YcrHas Gpopma
Tun KoHTpPOILHOr0 MeponpusaTHs: KomiokBuym




Bec koHTpOobHOrO0 Meponpustusi B BPC: 20
IIpouenypa npoBeaeHnsi KOHTPOJILHOT0 MeponpusaTusi: CaMocTosTeNIbHAS pa3paboTKa OTBETOB
Ha BOIPOCHI KOJUIOKBUYMA.

KpaTkoe cogep:kanune 3a1aHus:
[ToAroToBUTH OTBETHI HAa BOIIPOCHI KOJJIOKBUYMA U pa3paboTaTh MPE3CHTALMIO JOKIAa
Bompocs! koimokBuyma:
1.CyObeKThl ”HPOPMALMOHHBIX OTHOUICHUH U UX 0€30MacHOCTh
2. Yrpo3bl 6e301acHOCTH MOOMIIBHBIX YCTPOHCTB U MPHIIOKEHUH
3. Mopenu yrpo3 6e30macHOCTH HH(POpMAIUU
4. YA3BUMOCTH OCHOBHBIX CTPYKTYPHO-(YHKIIHOHAJIBHBIX 3JIEMEHTOB MOOMIIBHBIX YCTPOUCTB U
IIPUIIOKEHU N

KoHTposibHbIe BONPOCHI/3aJaHUA:

3amnaHupoBaHHbIE pe3yibTaThl o0OydeHus | Bompocbl/3aganus ais npoBepKu
10 TUCIUIUINHE

VYMeTb: dopmyarpoBaTh HOJIUTHKY 1.ITopsaoK BBISBJICHUS aKTyalbHBIX YTPO3
MH(pOpPMaLMOHHOM  0€30MacHOCTH  JUId 0e30MmacHOCTH UH(OpMALIUU B MOOUIIBHBIX
MOOHJIBHBIX CHCTEM YCTPOWCTBAaX M MPUIIOKEHHSIX

2.ITopsinoK MOHUTOPUHTA YTPO3 O€301MaCHOCTH
uH(pOpMaIlMu B MOOMIJIBHBIX YCTPOMCTBAX U
IPUIIOKEHUSX

Onucanne MKAJbI OIICHUBAHUS:

Ouyenka. «3a4TECHO»
Onucanue xapakmepucmuku blnonenus 3nanus; OUeHKa "3a4TeHO" BBICTABISETCS €CJIM 3a/laHue
BBITIOJIHEHO MPABUIILHO WM C HE3HAUNUTEILHBIMHU HEI0YETaMHU

Ouyenka: «He 3a4TCHO»
Onucanue xapaxmepucmuxu evlnoaneHus 3uanus: OUeHKa "He 3a4TeHO" BBICTABIIAECTCS €CIIU
3a/laHue He BBIIIOJIHEHO B OTBEJACHHBIN CPOK WM PE3yJIbTaT HE COOTBETCTBYET 3a/IaHUIO

KM-3. O6ecnneuenus 0e30n1acHOCTH KOH(PHUIEHINAIBHON HH(POPMAIMU B MOOHIBbHBIX
YCTPOMCTBAX

®opmbl peanu3anuu: YcrHas Gpopma

Tun koHTpOILHOTrO MeponpusTus: Koymoksuym

Bec konTpoabHoro meponpusitusi B BPC: 30

IIpoueaypa npoBeaeHUsi KOHTPOJILHOrO Meponpusitusa: CaMocTosTenbHas pa3paboTKa OTBETOB
Ha BOIIPOCHI KOJZIOKBUYMA.

Kparkoe conepxxanue 3agaHus:
[ToAroToBUTH OTBETHI HA BOIPOCH! KOJUTOKBUYMa U pa3paboTaTh MPEe3eHTAINIO JOKIaaa
Bompocs! komiokBuyma:
1.Bunbl Mep npoTHBOIEHCTBUS yIrpo3aM O€30MacHOCTH
2. IIpuHIMIIBI TOCTPOEHHS CUCTEMBI 0OecrieueHus 0€30MacHOCTH HH(POpMAIK B MOOMIIBHBIX
cucTemMax
3. JlocTOMHCTBA M HEJJOCTATKH Pa3IMYHBIX BUJOB MEp 3aIUTHI
4. Ctparerus obecriedeHusi 0e30macHOCTH KOHGUACHINAIbHOW HH(OPMauU B MOOMIIbHBIX
ycTpoiicTBax Ha ocHOBe BHeapeHus cucreM MDM (Mobile Device Management)
5. 3ammTa MOOMIIBHBIX YCTPONCTB B KOPITOPATHBHOM cpefie ¢ ucrnoiib3oBanueM Trend Micro
Mobile Security




KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3ariaHupoBaHHBIE  Pe3yNbTaThl | Bompockl/3aganus st IpOBEPKU
00y4YeHHMsI 10 JUCLUIUIMHE

YmeTb: aJIMUHUCTPHPOBATH 1. AnmMunHuCTpHpOBaHuE obecrieueHne 0e30macHOCTH
CUCTEMHOE U IPOrpaMMHOE KOH(pHIeHIIMATbHON UH(OPMAIIMKY B MOOMIIBHBIX
o0ecrieyeHre MOOMIIBHBIX CUCTEM YCTPOMCTBAaX HAa OCHOBE BHeApeHUs cucteM MDM

(Mobile Device Management)

2.AaMUHUCTpUpOBaHKE o0ecrieyeHrne 6e30MacHOCTH
KOH(pHAeHIHMAIbHON HH(DOPMAITUU B MOOMIIBHBIX
YCTPOMCTBAaxX Ha OCHOBE BHeApeHus cucteM Trend Micro
Mobile Security

Onucanue MKAJbI OICHUBaAHUSA:

Oyenka: «3a4T€HO»
Onucanue xapakmepucmuxu evinoinerus 3Hanus: OleHKa "3a4TeH0" BBICTABISETCS €CIIN 3aJjaHue
BBIIIOJTHEHO MTPABMIIBHO MJIM C HE3HAYNTEIbHBIMU HEJIOUeTaMHU

Oyenka: «He 3a4TEHO»
Onucanue xapaxmepucmuxu 8blnoanenus 3uanus: OUeHKa "He 3a4TeHO" BBICTABIIAETCS €CIIU
3a/IaHKE HE BBIMOJIHEHO B OTBEJICHHBIN CPOK HIIA PE3YJIHTAT HE COOTBETCTBYET 3aJaHUIO

KM-4. 3amura nngopmanun B MOOMJIBHBIX CHCTEMAX

®opmbl peanu3anuu: YcrHas Gpopma

Tun koHTpPOILHOTrO MeponpusTus: Koynoksuym

Bec konTposbHoro meponpustusi B BPC: 30

IIpoueaypa npoBeleHHsi KOHTPOJLHOr0 Meponpusitusa: CaMocTosTenbHas pa3paboTKa OTBETOB
Ha BOIIPOCHI KOJZIOKBUYMA.

Kpartkoe cogepixanue 3a1aHusi:
[ToArOTOBUTE OTBETHI HA BOMPOCH KOJUTOKBUYMA H pa3paboTaTh MPEe3eHTAINIO JOKIIaaa
Bonpocs! konnokBuyma:
1. MeTonpl 3aIUTHI CETEBOTO Tpaduka
2. 3amuTa BHYTPEHHETO TpaduKa B JIOKaJIbHOU CETH
3. Ilpotokoner SSL/TLS
4. VPN coenunenue
5. MobuibHbIe BeO-Opay3epbl. CpaBHUTEIBHBIN 0030p. Ysa3BuMocTu. CpecTBa 3alUThI.
6. Pa3sHOBHIHOCTH aTak Ha BeO-TIpUIIOKEHUs. BhIsIBIeHE TATTEpHOB

KoHTpoJibHbIe BONIpOChI/3aJaHUA:

3amaHupoBaHHBIE  pe3yibTaThl  00ydyeHus  1no | Bompocel/3ananus Uit MpOBEpKH
JUCITUIUINHE

YMeTb: aAIMUHUCTPUPOBATH CUCTEMHOE U MPOrPaMMHOE 1. TTopsinok mpuMeHeHHs
obecrnieueHre MOOUIIBHBIX CHCTEM nporokosioB SSL/TLS
2.I1opsi 10K BBISIBIIEHUS TATTEPHOB

Onucanue MKaJbl OLICHUBAHUA:

Ouyenka: «3a4TCHOY
Onucanue xapakmepucmuku vtnoanenus 3nanus; OUeHKa "3a4TeH0" BBICTABISETCS €CIIH 3a/JaHNe
BBIMIOJIHEHO MPABUJIILHO WM C HE3HAUNUTEIbHBIMU HE10YETaMHU

OueHKa: «HEC 3a4YTCHO»




Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "He 3a4TCHO" BBICTABIISICTCS CCIU
3aJaHHUEC HE BBIITOJITHEHO B OTBGI[CHHBIﬁ CPOK HJIM pE3YJIbTAaT HC COOTBECTCTBYCT 3aJaHHUIO



COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@DopMa NPOMEKYTOUYHON aTTecTallum: 3a4eT

L Ilepeuenv Komnemenyuil/uHOUKAMOpPO8 U KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHAN 08
0CBOCHUA OUCUUNTUHDI

1. Komnerenmusi/ Muaukarop: [1K-3.3nk-3 AIMUHUCTPUPYET CpeICTBA 3aIMTHI HHDOpMaIuu
MPHUKJIATHOTO U CUCTEMHOTO TPOrPaMMHOTO 00eCTICUeHUs

Bomnpocel, 3axanus
1.MecTo 1 poib MOOMIJIBHBIX YCTPOWCTB M IPUIIOKEHUI B YIIPABJIEHUN OU3HEC-TIPOLIECCAMU
2.ApxuTeKTypa MOOUJIBLHBIX YCTPOHCTB

3.IIpuuunbl o60cTpeHust mpoodIeMbl obecrieueHust HHPOPMaIMOHHOM 6€301MacHOCTH
MOOUJIBHBIX CHCTEM

4. Mob6unbuabie OC Windows Mobile/ Windows Phone u OC Android
5.MHcTpyMEHTBI 6€301MacCHOCTH MOOMIIBHBIX YCTPONCTB

6.AHTUBHPYCHBIE CPEJICTBA MOOUIILHBIX YCTPOIMCTB

7.3aKpBITBIC U OTKPBITHIE APXUTCKTYPBI, CPEICTBA B3aUMOICHCTBUS

8. BozaMoxkHOCTH mIM(POBaHUS JaHHBIX B MOOMJIBHBIX YCTPOUCTBAX M MPUIIOKESHHSIX
9.YTpo3bI 0€301MacHOCTH MOOUIIBHBIX YCTPOICTB U TPUIIOKEHUH.

10.Mopnenu yrpo3 6e30nacHOCTA HHPOPMALIUU

11.Y43BUMOCTb OCHOBHBIX CTPYKTYPHO-(YHKIIHOHAIBHBIX JJIEMEHTOB MOOMIIbHBIX YCTPOMCTB
Y IIPWIOKEHU N

12. Buzas! Mep npoTUBOIEHCTBHS yrpo3aM 0€301acHOCTH

13.IIpuHLIKIIBI TOCTPOEHUS CUCTEMBI 0OecrieueHus 0e30MmacHoCTH HH(OPMauU B MOOMIIbHBIX
cucreMax

14.JlocTronHCTBA M HEIOCTATKH PA3IUYHBIX BHIOB MEP 3aIUTHI

15.Ctpaterus obecnedenus: 6e30MacHOCTH KOH(PUIEHINANBHON HH(OpMalUK B MOOMITBHBIX
yCTpOiicTBax Ha 0CHOBe BHeApeHus cucteM MDM (Mobile Device Management)

16.3amuTa MOOMIBHBIX YCTPOICTB B KOPIIOPATUBHOM cpelie ¢ ucnoib3zoBanueM Trend Micro
Mobile Security

17.MeTo/1bI 3aIIUTHI CETEBOTO Tpaduka

18.3amuTa BHyTpeHHEr0 Tpaduka B JIOKaIbHON CETH

19.Vs13BUMOCTH MOOMIIBHBIX BeO-Opay3epoB

20.CpencrBa 3an1uThl MOOMIIBHBIX BEO-Opay3epoB

21.Pa3HOBUIHOCTbH aTakK Ha BeO-TIPHIIOKEHHs. BhIsBIIeHNE TaTTEpHOB

Matepuanbl 1J1sl IPOBEPKH OCTATOYHBIX 3HAHU
1.MooOunsaas OC Windows Mobile
OTBETHI:

Bepnpriii orBer: Windows Mobile — cemeiictBo OC 117151 MOOMIIBHBIX YCTPOUCTB (PUPMBI
Microsoft. Ono otHocutcs k cemeiictBsy Windows CE (Consumer and Embedded) —
Windows nmst BerpoerHsix cucteM. Sapo OC Windows Mobile ocrnoBano na OC
Windows CE. Texymas Bepcus Windows Mobile (2010) — Windows Phone Classic 6.5. B
CIIA Windows Mobile - Tpetbs o nonyasipaoctu OC a1 MOOUIIBHBIX YCTPONCTB
(mocne Blackberry OS u iPhone OS). Windows Mobile noanepxuBaer cieayromnie BUIbl
MOOMITBHBIX ycTpoicTB: PocketPC, cmapTdhonbl, koMmmyHHKATOPHI (Hampumep, Qtek).
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[MepBast Bepcust Windows Mobile Obuta Beiymiena B 1996 r. Windows Mobile:
Bo3mokHocTH U [10. OC Windows Mobile mpenocraisier pazHooOpa3Hbiii HAOOp
BO3MOKHOCTEH 1 nporpamMmmHuoro obecrieuenus: Office Mobile — ananor Microsoft Office
JUTsI MOOUJTBHBIX YCTPONCTB; IMOJTHAs COBMECTUMOCTH 110 popmaram; Windows Media
Player — MmynbTHMeAMIAHBII TPOUTPBIBATEIIb, AHAJIOT IPOUTPHIBATENIS JUIS HACTOIBHOM
Bepcun Windows; Internet Explorer Mobile — Web-6paysep, ananor Internet Explorer s
HactonpHOM Bepcuu Windows; [Iporpammuoe obecrieuenue uist moaaepkku Bluetooth u
Wi-Fi — coBpeMeHHBIX BUA0B KOMMyHHKanuu; [Iporpammuoe obecnieuerne Microsoft
ActiveSync 111 CHHXPOHH3ALIMHU ITaHHBIX ¢ HACTOJIBHBIMHU KOoMITbIoTepaMu. Windows
Mobile nomnepkxuBaeT MOIB30BATEIbCKUN HHTEPPEHC C MOOUIIBHBIM YCTPONCTBOM C
MOMOIIBIO KacaHHsI SKpaHa CTalIyCOM U MajbIlaMH, B TOM YHCIe (B COBPEMEHHBIX
Bepcusx) — multi-touch.

2.Y1po3bl 6€301aCHOCTH MOOMIIBHBIX YCTPOHCTB U MPUIIOKESHUH.
OTtBeTsI:

Bepusiii orBeT: CymiecTByeT nsTh OCHOBHBIX clieHapueB aTaku. Cpeau Hux: Ouznyeckuii
noctyn. Eciu Tenedon Obu1 yKpasieH WK TOTEPsH, BIAIEIEI OTJAJl €r0 B CEPBUC MU
MOAKJIIOYMI K IOJIEIbHOMY 3apsIHOMY ycTpoicTBY 1o USB — Bce 3T0 OTKpbIBaeT
BO3MOJKHOCTB JUIsI aTaku. BpenoHOCHOE npuitokeHue Ha ycrporcrse. MIHoraa takue
MIPUJIOXKEHUS MOTYT MOMACTh Ha yCTPOUCTBO Ja)ke U3 OPUIIMATbHBIX HCTOYHUKOB, Google
Play u App Store (i Android, aiist 10S). Arakyromuii B KaHaje cBsi3u. [10KITI0OYNBIIHICEH
K HenoBepeHHOMY Wi-Fi, mpokcu-cepsepy wiu VPN, Mbl CTAaHOBUMCS YSI3BUMBIMH JIJIS
aTak B KaHajle CBS3U. Y JAJICHHbIE aTaku. ATaKyIOUIUIl MOXKET JeHCTBOBATh IIPH 3TOM
yllaJ€HHO, MOJb3YsCh CEpBEPaMH MOOMIIbHBIX TPUIOKEHUH WM UHBIMU CITY>KOaMu JJist
JIOCTAaBKH JKCILIONTA. ATaku Ha cepBEpHYIO 4acTb. OTAEIBbHO OT BCETO MOXKHO
PaccMOTpPETh aTak Ha CEPBEPHYIO YACTh MOOMIIBHBIX MPHIIOKEHUN, TOCKOJIBKY B 3TOM
CiIy4ae JIOCTYH K YCTPONCTBY 3JI0YMBIINICHHUKY HE TPEOyeTCs.

3.Bpenonocusie nmporpammsl 1151 OC Android
OTBeTHI:

Bepnpriii otBet: Bpenonocusie mporpammel 1uist OC Android: 1. Tpostnst Android.Gongfu,
Android.Wukong, Android.DreamExploid, Android.Geinimi, Android.Spy. Takue
BPEIOHOCHBIE MPOTrpaMMbl BBIMOJIHSIOT cOOp KOH(pUAEHIIMaTbHON HHpOpMaLuu,
MOJTy4YeHHE U BBITIOJIHEHNE KOMaH/1 OT 3JI0YMBIIIJIEHHUKOB, YCTAHOBKA IPOTpaMM. 2.
PexiiaMHble MOYyNIH, UCTIONIB3YEMBIE B TPUIIOKEHUSAX JUIS 3apab0TKa, OHAKO PEKIaAMHbIE
MOJTyJIM MOTYT OBITh HE BHYTPU MIPUJIOKEHHUS, a B CTATYCHOI CTPOKE, TEM CaMbIM
3JI0YMBIIIJIEHHUKY 3TUM MOJIB3YIOTCS ¥ MUIYT YTO-TO TUMa «TpedyeTcst o0OHOBIEHUE
cucteMbl» [2]. C BpeAOHOCHBIMU MPOrpaMMaMH HEMHOT'O pa300paliuch, HO TaKXkKe
CYIIIECTBYET MHOXKECTBO ysi3BUMocTel maTdopmbl Android, Takue kak: 1. OgHa U3 caMmbIx
IJIaBHBIX ys3BUMocTeil Android siBisieTcst monyuenue root npas. ECTb MHOXeCTBO
MPOrpaMM U CKPHUINTOB IS OJyYEHUs 100t MpaB, HO KaK MPaBUJIO JFOAN OCO3HAHO AEJal0
root TOCTYII AJIsl TOJTy4eHuUs: O0JIbIIEro KOHTPOJIS Hajl ycTpoiicTBoM. Ho ecnu k BaMm Ha
YCTPOMCTBO MOMAaIaeT BPEJOHOCHAS MporpaMma KOTopast OJIy4UT root J0CTYI, TO OHA
OecrpersATCTBEHHO U 0€3 Ballero BeJJoMa MOXKET YCTaHABINBATh MPOTPaMMBbI (Kak 3TO
nenarot paznuunbie Moaudukanuu Android.Gongfu u Android.DreamExploid). 2. Emie
YIPO3bI MOKET MPECTABIATh HEO(UIHMATbHBIE I CTOPOHHUE NMPpOoIIMBKH. [ToBOOB 115t
OecroKoICTBa 371eCh HECKOJIbKO. Bo-TiepBbIX, B TakKe MPOLIMBKY N3HAYAJILHO MOTYT OBITh
BCTPOEHBI BPEIOHOCHBIE TPOrpaMMBbl. Bo- BTOpBIX, Koraa nudpoBoii moanuceio oopasza
CUCTEMBI MOJIUCHIBAETCS KaKoe-T100 MPUIIOKEHHE, OHO TIOJYyYaeT Te e Mpasa, uyTo U
cama cucrema, B KOTopoit oHo pabotaeT. B pamkax Android Open Source Project (AOSP)
MOAMNKCH AJi1 00pa30B SBJISIFOTCS MPUBATHBIMU, TO3TOMY TaKOM ClieHapHil BO3MOXKEH,
HarpumMmep, B ciaydae Kpaku COOTBETCTBYIomIer noanuck. I1ogo6HbI criocod 3apaskeHust
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MPUMEHSUICS, B YaCTHOCTH, BpeAoHOCHOU nporpammoit Android. SmsHider, koTopas morna
HE3aMETHO JUIs [T0JIb30BaTENeH, NCTIONb3YIOIIUX OIPEIEIEHHbIE CTOPOHHHE MPOIIUBKHY,
YCTAHOBUTH COZAEPIKAIIMICS B HeW TPOsSHCKHM apk. 3. Ommubka ooHapyxkena B MMS
MoyJie. 3TOYMBIIIUICHHHUK co3aeT MMS, kK KOTOpOMY KPEnUTCst MYJIbTUMEAUIHHBINA (paii
C BPEIOHOCHBIM KOJIOM, B PE3YJIbTaTe YEero XaKep MOIy4aeT JOCTYN K MUKPO(doHy,
KaMepe, BHELTHEMY HAKOIIUTEIO IaHHbIX, @ B 3aBUCUMOCTH OT MOJENIN cMapT(hoHa Jaxe
Root-noctyn. Ho caMbiM HENPUSATHBIM SIBIISIETCS TO, YTO BPEAOHOCHBIN KOJI MOXKET OBITH
BHE/IPEH U aKTUBHPOBAH Jake 0€3 akTUBHBIX JCHCTBUI CO CTOPOHBI M0JIb30BATEIIS.
MOoXHO CKa3aTh, YTO MOJIb30BATENN ONEpaluoHHoN cucteMbl Android moaBepKeHbl
OoJIbLIIEH OMACHOCTH MOJIyYEHHs Ha CBOU YCTPOMCTBA BPEJOHOCHOTO IPOrPaMMHOI0
obecrieyeHus1, ClIOCOOHOTO Mepe1aBaTh 3JI0YMBIIIICHHUKAM [IEPCOHATIBHBIC TAaHHBIE U
JICHBI'W TI0JIb30BaTeIICH, YeM BiIaIebIIbl TaKkeToB Apple. Oxnako monb3oBatenn OC i0S
TaKKe MOJIBEPXKEHBI YIpo3aM. 3aKphITasi ONEepalliOHHas CUCTeMa SBJIsieTCs: Ooiee
3alMIIEHHOM TaK KaK 000 KOHTEHT 3arpykaeMblil Ha Hee IpoBepseTCs pa3padOTUUKOM,
OJIHAaKO CYIIECTBYET pAJl yA3BUMOCTEN AaHHOM cucTeMbl: 1. OMH U3 NEpBBIX CIy4acB
yOJINYHO MPOJIEMOHCTPUPOBAHHBIX yA3BUMOCTeN Ha 10S nmen Mecto Ha KOH(pepeHInu
Black Hat B 2009 roay. CrienuajicTs 110 BOIIpocaM KOMIBIOTEPHOH Oe3omacHocTr Yapium
Mwnep u Kommua MysuinHep oOpaTuiy BHUMaHue pa3pab0oTYMKOB MOOMIIBHBIX
1atopM Ha TO, YTO OHM HE YACISIOT BHUMaHUs 3ammre SMS-kommonenToB. B xoze
CBOET'O BBICTYIUICHHUS XaKephl MIOKA3aJIH, YTO ONpeAeIeHHbIe KOMaH bl 10 SMS N03BOJISIIOT
3arpyarb MOOWJIbHBIN npoueccop Ha Bce 100% nian nmonyvarsb MoJIHbINA KOHTPOJIb HaJl
yctpoiictBoM. 2. B anpene 2013 HeKOTOpBIE MOIB30BATENN YCTPOICTB MO/ YIPABICHUEM
Apple i0S 6 navanu xanoBarbcs Ha HeKoe mogooue DDoS-aTak, KOTOpbIe IPOU3BOIHIUCH
yepes IpYroi cTaHAapTHBIN KOMIOHEHT MIaT(opMbl — (GUPMEHHBIN KIMEHT COOOIEHUH
iMessage. [Ipu momomm Mukponpuioxenuit AppleScript HeM3BECTHBIE 37I0YMBIIIIICHHUKA
OTIIPABJISUIA OJTHUM U TEM K€ I0JIb30BaTeNsIM JaBUHbI cooO1eHuil. Harpyska Ha
yCTpOICTBa Bo3pacTaiia J0 TOr0, YTO HUKAKUE JPyTrUe alIuleThl HA HUX IPOCTO HE
3amyckaiuch. 3. B onepannonnoii cucreme i0OS oOHapyxeHa cepbe3Hast ysI3BUMOCTb,
MO3BOJISIIONIAS XaKepaM MOJAMEHATh B cMapT(oHaxX MOMyJIspHbIE MPUIIOKEHUS Ha
BpelloHOCHbIe aHanoru. O MeToie aTaky, MoJyyuBIIeM Ha3BaHue ~’Macka" (Masque),
pacckazain TexHudeckuil pykoBoautenb komnanuu FireEye Caiimon Mamuc. 1o ero
CJIOBaM, O HAJINYUU B CBOeM rajpkere onacHoro I1O Bnaznenen MOXeT He JoraibIBaThCs
noinroe Bpemsi. Ha ceroansmiHmil 1eHh M3BECTHO O mojaenbHbx Twitter, Facebook,
WhatsApp, Viber u Skype, npu "ycraHoBke HOBOI Bepcuu'" OHM 3aMEHSIOT HAaCTOSAIINE

II. Onucanue wkKanvl ouenueanus

OyeHka. «3a4TEHO»
OnucaHnue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMOIHEHA BEPHO HIIU C
HECYIIECTBEHHBIMU HEAOCTaTKaMu

OueHKCl.' «HEC 3a4YTCHO»
Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. Pabora He BbINOJIHEHA WJIN BEITIOJIHCHA
MNPpEMMYIICCTBEHHO HEIIPABUIIBHO

1I1. IIpaguna évicmaesnenusn umo2o680i OYeHKU no Kypcy
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