MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb

HaumeHnoBanune o6pa3zoBaTejbHOI mporpaMMel: be3onacHoCTh KOMNIBLIOTEPHBIX CHCTeM (IIPOABHHYThII
YPOBeHb)

YpoBeHnb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: Ounas

Pabouast nporpaMma QM CHUILIHHBI
BE3OIIACHOCTDB BECITPOBO/IHBIX CETEU IIEPEJAYHA

HHOOPMALIUU

bJaok:

Baok 1 «/Iucuuniaunsl (MoxyJim)»

Yactb 00pa3oBaTebHOM
NPOrpamMMblI:

Yacrsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uit

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.09

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

8 cemectp - 4;

Yacos (Bcero) no yueoHomy
IJIAHY:

144 yaca

Jexknun

8 cemectp - 28 yaca;

HpaKTuquKne 3aHATHA

8 cemecTp - 42 yaca;

JladopaTopHbie padoThI

8 cemecTp - 28 yaca;

KoncyabTanuu

MPOBOIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

8 cemecTp - 45,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

BKJIIOYasi:
KontpoabsHas padora

IIpome:kyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

8 cemectp - 0,3 yaca;
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HpeHOI[aBaTeJ]B WaeHTudHKaTop Rcd40341d-AgureevlA-4f5elbfd I/I.A. ArypeeB
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6pa3OBaTeJ'[LHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi

MM

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»

Ceefenua o Bragensue L3N M3aKn

Bnageney,

Heeckui A.1O.
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R4bc65573-NevskyAY-0b6e493d

A 1O. HeBckuit




1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Heasb ocBoenusi aucuumiannbl: ChopMupoBaTh y OyaylMX CHELUAIUCTOB CHUCTEMY IMOHATHH,

3HaHUH, YMEHMI M HaBBIKOB B OOJIACTH JEATEIILHOCTH, CBSI3aHHOM C TOA00pOM, SKCIUTyaTalnued u

o0city>)kxuBaHreM 000py10BaHUs HUPPOBBIX OECIPOBOAHBIX INPOKOMOJIOCHBIX CETEH CBS3U. .

33[[3‘11/[ AUCHHUIIIMHBI

- U3y4yeHue (PU3NUYeCKUX OCHOB Iepeaur JaHHbBIX 110 paJuoKaHaly U 6a30BbIMU MPUHIIUIIAMU
OpraHu3aIyi 0ECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH;;
- 3y4yeHuie 0CHOB HaCTPOMKHU U IKCILUTyaTallMy HU(POBBIX OECIIPOBOAHBIX KOMITBIOTEPHBIX

ceTeit;;

- [TonydeHne HaBBIKOB BBISBIICHUS YTPO3 U YSI3BUMOCTEH B OECIIPOBOIHBIX KOMITBIOTEPHBIX CETSIX
Y TIPUMEHEHUSI METOJIOB M CITIOCOOOB 3aIUTHI HH()OPMAILIUY B HUX;
- @opMupyeMble y 00y4aIOLIerocsi KOMIETSHIIUU U 3aIUIAHUPOBAHHBIE PE3yJIbTaThl 00YUEeHHUS 110

NUCLUIIINHE: .

dopmupyembie y 00yJaronerocs KOMNeTeHIMH U 3alJIaHUPOBAaHHBIC Pe3yJbTaThl 00yUeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHIIUIi

Koa n HanmMeHoBaHue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINHI

3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus

ITK-1 I'oroB obOecrieunBaTh
3aUTy HHGOPMAITHH B
ABTOMATHU3MPOBAHHBIX
CHUCTEMaX B IPOIECCE UX
IKCIUTyaTaI|H

N-1nk-1 AIMUHUCTPUPYET
CHCTEMBI 3aIUTHI
uH(popManuu
aBTOMAaTH3UPOBAHHBIX CHCTEM

3HATh:
- (pusmyeckre oCHOBBI PabOTHI
TEJIEKOMMYHUKAI[HOHHBIX CUCTEM U
BO3MOXKHBIE YTPO3bI HHPOPMAIIOHHOM
0€30IaCHOCTH;,.

YMETB!
- IPAKTUYECKHU PUMEHSATH TEOPETUYECKUE
3HAHUS [IPU PEIIECHUN 3a]a4 3alUThI

nH(popMaluu B 6€CIPOBOIHBIX CHCTEMAX;.

[TIK-2 I'oTOB K BHEAPEHHIO
CHCTEM 3alllUThI
uH(bopMauu
aBTOMATHU3MPOBAaHHBIX
CUCTEM

[MK-2.1nk-2 YcTanaBnmBaet U
HacTpaMBaeT CPe/ICTBA 3AIIUTHI
uH(popMaluu B
aBTOMAaTH3UPOBAHHbIX
cucTemax

3HATh.
- CYHICCTBYIOIIUE CTAHAAPTHI JIOKAJIIbHBIX
6CCHpOBOI[HLIX KOMITBIOTCPHBIX CeTeH.

YMETh:
- HaBbIKaMU HaCTpOI\/'IKI/I CE€TCBbIX
uHTepdeiicoB 6ecpOBOIHBIX
KOMITBIOTCPHBIX CeTefI, METOdJaMU
MOBBILIEHUS 3AIIUIEHHOCTH
nepegaBaeMoi uepes3 HUX HHGopMaIuu;.

IIK-3 Cnocoben
aJIMUHUCTPUPOBATH
CpeCTBa 3aIIHUTHI
uHpopManuu B
KOMITHIOTEPHBIX CUCTEMaX U
CeTsx

[1K-3.2nk-3 AIMHHACTPUPYET
IpOrpaMMHO-arnapaTHbIE
Cpe/ICTBA 3aIINUTHI
uHpopMaluu B
KOMITHIOTEPHBIX CETSIX

3HATh:
- IPUHIINATIB TTOCTPOEHUST OECTIPOBOTHBIX
KOMIIBIOTEPHBIX CETEMN C PA3TUYHON
peanu3anuen pu3nyecKoro KaHaia, a
TaK)Ke METOJIbI U CPEJICTBA OOECTIeUeHUs
MH(OPMaLMOHHON O€30MaCHOCTH;.

2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuuniamHa OTHOCHUTCS

K OCHOBHOM mpodeccCHOHaIbHON 00pa30oBaTeIbHON MpOrpaMMe

Be3onacHOCTh KOMIMBIOTEPHBIX CHCTEM (IIPOABMHYTHIM ypoBeHb) (manmee — OIIOII), nampaBieHus




noaroroBku 10.03.01 MudopmanmonHas 6e30macHOCTh, YpOBEHb 00pa3oBaHus: BhICIIee 0Opa3oBaHUE -
OakanaBpuar.

bazupyercs Ha ypoBHe cpesiHero o01ero oopa3oBaHus.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOIHEHUH
BBIITYCKHON KBaTH(PHUKAIMOHHON pabOTHI.



3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 4 3a4eTHBIX eMuHUIIbI, 144 yaca.

Pacnipenenenue Tpy10eMKOCTH pa3zena (B 4acax) Mo BUJIaM y4eOHOI paboTh

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Moaenb ceTeBoit 63 8 14 14 | 21 - - - - - 14 - Iloozomogka K 1adopamoproii pavome: Jns
6e3omacHoCTH BBITIOJTHEHUS 33/1aHUH 110 JJaOOpaTopHOi padoTte
KOMMYTHPYEMBIX HEOOXOAUMO TPEBAPUTEIEHO U3YUHTh TEMY U
0ecrpoBOTHBIX 3aJ1a4M BBITIOJHEHHMS JTAOOpaTOpHOIl paboThl, a
JIOKaJbHBIX CETEH. TaK K€ M3y4YUTh BOIPOCHI BApUAHTOB
ATaku Ha CeTeBYIO 00paboTKH pe3ysIbTaToOB 10 U3YYEHHOMY B
HHPOPMAMOHHYIO paszene "Mogens ceTeBoit 0€30IacHOCTH
uH(pacTpyKTypy KOMMYTHPYEMBIX OECTIPOBOTHBIX JIOKATBHBIX
6ecrnpoBOTHOM cereil. ATaku Ha ceTeBYIO HHPOPMAIMOHHYIO
KOMITBIOTEPHOM CEeTH nHppacTpyKkTypy O6ecrpoBOIHOI
1.1 ATaxu Ha CeTEeBYIO 63 14 14 | 21 - - - - - 14 - KOMIBIOTEPHOH ceTH" MaTepHaity.

nH(pOpMaMOHHYIO
HHQPACTPYKTYPY
0ecrpoBOTHON
KOMIIBIOTEPHOU CETH

1lo020mo6Ka K ayoumopHnovim 3aHAmMuAM:
[IpopaboTka JIEeKIIH, BEITOTHEHUE U
MOJICOTOBKA K 3amure jab. paboTh
Iloozomogka domauinezo 3adanua:
[ToaroroBka qOMaITHETO 3aJaHUSI HAIIPABJICHA
Ha OTpabOTKy yMEHUIl peneHus
npogeccCHOHANBHBIX 3a1a4. JloManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"Mozenb ceTeBOM 0€30I1acHOCTH
KOMMYTHPYEMBIX OECIPOBOIHBIX JIOKATEHBIX
ceTell. ATakd Ha CETEBYIO HH(POPMAITHOHHYIO
nHppacTpykTypy 6€CripoBOIHOM
KOMITLIOTEPHOM CETH" MaTepHany.
JIOTIOMTHUTETBHO CTYICHTY HEOOX0ANMO
U3YYUTh JTUTEPATYPY U Pa300paTh MPUMEPHI
BBITIOJTHEHUS TIOJ00HBIX 3aaanuid. [IpoBepka
JIOMAIITHETO 3aJ]aHusI TIPOBOJIUTCS TI0
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NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
Ilo020mogKa K npaKmu4ecKum 3aHAMUAM:
W3y4yenue marepuana o paszaeny "Mopens
ceTeBOl 0€30MaCHOCTH KOMMYTHPYEMBIX
0ecrpoBOIHBIX JIOKAJIBHBIX CeTel. ATaKy Ha
CeTeBYIO MH(POPMAIMOHHYIO HHPPACTPYKTYpPY
OecrpoBOIHOW KOMITBIOTEPHOH ceTH"
MOATOTOBKA K BBITIOJIHCHUIO 3aJaHNH Ha
MPaKTHIECKNX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuueckoz0 mamepuana: N3yuenue
JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
"Mopgenb ceTeBoil 0e3011acHOCTH
KOMMYTHPYEMBbIX OCCIPOBOIHBIX JIOKAIBHBIX
cereil. ATaku Ha CeTeBYIO HHPOPMAIMOHHYIO
HHPPACTPYKTYpPY OECIpOBOAHOIM
KOMITBIOTEPHOU ceTH"

H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOB:

[2], 32-45
[3], 3-20

MexaHu3Mbl 1
cpencTBa obecrieueHus
0€30IacHOCTH CETEBOM

nHpopMaMOHHOH
nHppacTpyKTyphl
0ecrpoBOTHON
KOMITBIOTEPHOM CeTH

63

14

14

21

14

2.1

MexaHu3MBbI U
cpezncTBa odOecIieueHus
0€3011acCHOCTH CETEBOH

nH}popMannoHHOH
nH}ppacTpyKTypHI
6ecrpoBOTHOM
KOMITIBIOTEPHOU CETH

63

14

14

21

14

Ilooz0mogka domauinezo 3adanun:
IToxroToBka OMAaINIHETO 3aJaHNUS HalpaBiIeHa
Ha OTpabOTKy yMEHUIl peneHus
npodeccuoHaNbHbIX 3aaa4. JlomaliHee 3a1aHne
BBIIAETCA CTYICHTAM I10 U3Y4YEHHOMY B pasjiene
"MexaHH3MBI B CPEICTBA 00CCIIeYCHUS
6e3omacHoCTH ceTeBOi HH(POPMAMOHHON
HHPPACTPYKTYPHI OSCIIPOBOTHOM
KOMITBIOTEPHOM ceTH" MaTepuay.
JIOTIOHUTENBHO CTYICHTY HEOOX0AMMO
N3Y4YUTH JIUTEPATYpPy U pa3odparh NpUMeEpsI
BBITIOJTHEHHS IOK00HBIX 3aanuil. [IpoBepka
JIOMAIITHETO 3a/IaHUs IPOBOIUTCS IO
NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
ITodzomoeka Kk npakmuyecKum 3aHAMUAM:
Wzyuenne maTepuana 1o paszaeny "MexaHu3MBbI
U CpeacTBa obecrieueHus: 6€30MacHOCTH
ceTeBoil HH(POPMATMOHHON HHPPACTPYKTYPHI
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0ecrpoBOTHOM KOMITBIOTEPHOH ceTn"
MOJIrOTOBKA K BBIMIOJIHEHUIO 3aJaHUi Ha
MPaKTHYECKUX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuyueckoz0 mamepuana: Vzyaeane
JIOTIOTHUTEIBHOTO MaTepHaia Mo pa3zieily
"MexaHU3MBI B CPEICTBa 00CCIICUCHNUS
0e30I1aCHOCTH CeTeBOI HH(POPMATMOHHON
HHPPACTPYKTYPHI OECIIPOBOAHOM
KOMIBIOTEpHOI! ceTH”

H3yuenue mamepuanoe 1umepamypHbix
UCHOYHUKOG:

[1], 225-245
[4], 5-15
[5], 33-40
3a4er ¢ OLEHKOI 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 144.0 28 28 42 0.3 28 17.7
Hroro 3a cemecTp 144.0 28 28 42 - - 0.3 45.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoekTtam/padotam; MKKII — nnauBHTyanbHbIe KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK O pa3jienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texkymmii koHTposb; [TA — npomexyTrouHas

aTTeCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Modenv cemesoti 6e30nachocmu KOMMymupyembvlx 0ecnpos8oOHbIX JOKAIbHbIX cemetl. Amaku
Ha cemesyo UHDOPMAYUOHHYVIO UHPPACMPYKIYDY Oecnpo80OHOU KOMNbIOMEPHOU cemu

1.1. Ataku Ha ceTeByI0 HH()OPMAIIMOHHYIO HHPPACTPYKTYPY OECIIPOBOAHON KOMITBIOTEPHON
ceTH

JlokanbHbIE O€CIPOBOHBIE KOMITBIOTEPHBIC CeTH. JIoKanpbHBIE OECIIPOBOIHBIC KOMITBIOTEPHBIC
ceru crangaproB IEEE 802.11, 802.15. ®usuyeckuil, KaHaJbHBII M CETEBOM YPOBHHU.
Kondurypanust OeCpOBOMHBIX JIOKATbHBIX KOMITBIOTEPHBIX ceTeld. KoMmbroTepHbIE CceTh
crangapra [EEE  802.11: TtexHumueckas peanusanuss u  KoHpurypupoBanue. CereBas
uHpOpMaLMOHHAs HHPPACTPYKTYpa OECIIPOBOAHON U KOMIIBIOTEpHOU ceTr. CriocoObl coeTMHEHHI.
Apxurektypa u o0OopynoBaHHe OeCIpOBOJHBIX ceTeil. becrnpoBogHbBIE NMEPCOHAIBHBIE CETU U
texHonoruu. Knaccudukanus 6ecnpoBoaHbIx ceTeil. CeTeBble TEXHOJIOTHU CEKTOpa OeCIIpOBOIHBIX
JOoKaIbHBIX HMHTepdeiicoB. TexHomornn wHbpakpacHo cBsizu. CereBas TexHosorus Bluetooth.
Texnonoruu ceHcopHbix ceteit ZigBee. Texnomnorus Wireless USB. 6.2 BecipoBoiHbIEC TIOKAIbHBIE
cetu u texHosnoruu. TexHonorun WiFi u cranmaptel 802.11. OO6OOImIEHHBIN ClieHapUii aTak Ha
CETeBYI0  HMH(OPMAIIMOHHYIO  MHPPACTPYKTYpPY  OCCIPOBOMHON  KOMITBIOTEPHOH  CETH.
Knaccudukanus arak Ha ceTeByl0 HMHQOPMAIMOHHYIO HUHQOPACTPYKTYpy OECHpOoBOAHOMN
KOMITBIOTEPHOM CETH.

2. Mexanuszmol u cpedcmea obecneuerus 6€30nacHoCmuy cemesol UHDoOpMayuoHHOU
undpacmpykmypol 6ecnpo8oOHOU KOMNLIOMEPHOU cemu

2.1. MexaHu3MBbl U cpesicTBa obecrieueHus: 0€30IacCHOCTH CeTeBON MH(POPMALIMOHHON
UH(PacTpyKTYpbl OECIIPOBOIHON KOMITBIOTEPHON CETH

Kpunrorpadgus u cucremsl muppoBaHuss. OCHOBbI 0€30MAaCHOCTH M 3alllUThl JAHHBIX B
OecripoBoHBIX ceTsax. Kommbiorepubie cetu crapmapra IEEE 802.11: ocHoBbl 0Ge3omacHOCTH,
CHOCOOBl 3alUTHl JAaHHBIX M anropuTmbl ImudpoBanus. Ctpykrypa mmudposanus Deiicrens.
AnropuT™bl  cTaHaaptHoro mudpoBanusa. Pacnpenenenwe kmoued.  OOmme MeEXaHU3MBI
oOecrieyeHHuss 0€30MAaCHOCTH JIOKAJIbHBIX ceTed. OrpaHudyeHue KOJIMYECTBAa YIPaBIIEMBIX
koMrbioTepoB. DunbsTparuss MAC anapecoB. Ponu ycrpoiictB. MeToasl KOHTpOJISI TOCTyIa B
OecIpOBOJIHBIX CeTAX Tnepepaun HH(opManuu. MexaHu3Mbl MEKCeTeBOH 0e30MacHOCTH.
Cocrosinue moptoB kommyraropa. Ceru Ha 06a3e mopToB. MexceTeBble 3KpaHbl CHCTEMBI
oOHapyxeHHil atak W BropxkeHuil. Kiaccudukarms mexaHu3moB OesomacHoctr cetd Wi-Fi.
Crneunduxanuss WPA. Cucremsl TyHenupoBanus. Buptyanbhbsle yacTHble cetd. O030p nmpoTokaia
PPPoE. O630p npotokana PPP. Private Network, VPN). bezonacHocTs yJaneHHOro ynpaBjieHUs.
Aynut 6e3onacnoctu nporokosna SNMP. O630p npoTtokosna SSH..

3.3. TeMbl IpaAKTHYECKUX 3aHATHI
1. 7.Aynut 6€30macHOCTH MPOTOKOJIA CBs3ytomiero aepesa STP;
. 6.MexaHu3MsbI obecriedeHus: 0€30MaCHOCTH KOMMYTHPYEMBIX JIOKAIbHBIX CETeH;
. 2.00HapyxeHue aTak B 0€CIIPOBOIHON CETH;
. 4.Kpunrorpadus u cucreMsl muppoBaHUS;
. 1.06HapyxeHue 6ecpOBOIHON CETH U MOAKIIOUEHNE K HEH,
. 11.MexcereBble 3KpaHbl;
. 5. Kpunrorpadus u ayreHTHDUKAINS COOOMEHN Ha OCHOBE OOIIETO KITI0Ya;
. 3.Mopenb ceTeBoi 0€30I1aCHOCTH;
. 9.00mue MexaHu3Mbl 00eceueHrsI 0€30MMaCHOCTH JIOKAILHBIX CETEN;
10. 10.MexaHU3MBI MEKCETEBOM 0€30ITaCHOCTH;
11. 8.Mexanuzmsl obecrnieueHusi 6€30macHOCTH OECITPOBOIHBIX JIOKATBHBIX CETEH.
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3.4. TeMbl 1a00paTOPHBIX padoT
1. 1.Be3omacHocTh ceTet Ethernet;
2. 2.00HapyKXeHrEe HECAHKIIMOHUPOBAHHON TOUKH JJOCTYMA. AYTeHTUDUKAIHS
OecrpOBOIHBIX KJIMEHTOB HA OCHOBE YUETHBIX 3alKcel MOJIb30BaTeNe U anmnapaTHbIX
aJIpecoB KOMIIbIOTEPOB;
3. 3.1lIucdpoBanue kaHayIa ¢ UCIOJIB30BaHUEM MPOoTOKosIa WPA;
4. 6.Bupryansusie nokansubie cetu IEEE 802.1q;
5. 7.Aynut 6e3onacHOCTH npoTokosa SNMP;
6. 4.ba3oBbIe MEXaHU3MBbI 0€30IaCHOCTH KOMMYTATOPOB;
7. 5.be3zonacHocth Ha ocHOBE npoTokoia [EEE 802.1x.

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

1. OOGcyxnenue wmarepualioB IO KeiicaM pasaena "Mojenb ceTeBod 0e30macHOCTH
KOMMYTHUPYEMBIX  OECHpOBOJHBIX  JIOKAJbHBIX  CeTel. ATakKM Ha  CETEBYIO

nH(OPMALIMOHHYIO HHDPACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. OOcyxIeHHe MaTepwalioB MO Kedcam pasfena "MexaHU3Mbl U CPEICTBA OOCCIICUeHUs
0e30macHOCTH  ceTeBOW  HMHGOPMAIMOHHOH  WHQPPACTPYKTypbl  OECHpOBOIHOU

KOMIIBIOTEPHOMU ceTn"
Texywui koumpoas (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE MHAMBUAYAIBHOIO 33aJaHUS AJI BBIIOJHEHUS
KOHTPOJBHBIX ~ Mepompusituii 1o  pazzgeny "Mogjenb  ceTeBoil  0€30MacHOCTH
KOMMYTUPYEMbIX  O€CHpPOBOJHBIX  JIOKAJIBHBIX  ceTel. ATakM Ha  CETEBYIO

nH(OPMALIMOHHYIO HH(PACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. KOHCYJH)TEIIII/II/I HaIpaBJICHBI Ha IMOJYYCHHUEC MHAUBUAYAJIbHOI'O 3adaHWA JJIS BBIIIOJIHCHUA
KOHTPOJIbHBIX MEpONpHUATUH 1o pazzaeny "MexaHu3Mbl U cpelcTBa oOecreyeHUs
O0e3omacHOCTH  ceTeBOW  MHGOPMAIMOHHONM  HMHQPAcCTpyKTypel  OecrpoBOJHOM

KOMITBIOTEPHOU ceTH"

3.6 TemaTnka KypcoOBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena
JACIUILINHBI (B

OueHo4HOE CPesCTBO
(TUII ¥ HAUMEHOBAHUE)

3annaHupOBaHHBIEC PE3yabTaThl 00yUEHUs IO JUCIUIUINHE Kompt
COOTBETCTBUH C
(B COOTBETCTBHHM C pazneiiom 1) WHJIUKAaTOPOB n3.1)
1 | 2
3HaTh:
¢du3nyecKkre 0CHOBBI pabOThI TEIEKOMMYHUKAIIMOHHBIX CUCTEM U KonTponbnas pabora/KonTponbHas
BO3MOXKHBIE YIPO3bl HH(POPMAIIMOHHOW 0€30TIaCHOCTH; NA-1nka + pabota Ne 1; JTaboparopnast pabota Ne
1;
CYIIECTBYIOIIUE CTAaHAAPTHI JOKATBHBIX OECIIPOBOIHBIX KOMITBIOTEPHBIX KonTtponsHast padora/KonTrponsHast
ceTel pabota Ne 1; JlaGoparopnas pabota Ne
1;
IIK-2.1nk-2 +
Kontponbnas padota/JlaboparopHas
pabota Ne 2; JlTaboparopnast padota Ne
3.
MIPUHIIHAITBI TIOCTPOSHUS OECITPOBOAHBIX KOMITBIOTEPHBIX CETEH C KonTtpomnsHast padora/KonTponsHast
pa3nuYHON peanuzaiyei pu3ndeckoro KaHaia, a TaKKe METOMbI U pabota Ne 1; Jlaboparopnas pabota Ne
cpencTBa obecniedeHus1 HOOPMAITMOHHOM 0€3011aCHOCTH; 1,
I1K-3.2mk-3 +
KonTtponbHas padora/JlaGopaTtopHas
pabota Ne 2; JITaGoparopHast pabota Ne
3.
Ymersb:
MPAaKTUYECKH TPUMEHSITh TEOPETUICCKHIE 3HAHUS MPH PEIICHUH 3a]1a4 KonTtpomnsHast padora/KoHTponbsHast
3alUThl HH(pOpPMAIMK B OECIIPOBOIHBIX CUCTEMAX; W/I-1nka + pabota Ne 4; JlaGopatopHast pabota Ne
95,
HABBIKAMU HACTPOMKU CETEBBIX HHTEP(ECOB OECTIPOBOIHBIX KonTponpHas pabora/JlabopaTopHas
KOMITHIOTEPHBIX CETEH, METO/IaMHU TTOBBIIICHUS 3alTUIIICHHOCTH MK-2.1nk-2 + paborta Ne 6; JITaGopatopHast pabota Ne

nepeaaBaeMoil yepe3 HUX MH(popmaium,

7
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JJIA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

dopma peanmuzanuu: [TuceMeHnHas padbota
1. KonTponbaas pabota Ne 1; Jlaboparopuas pabota Ne 1; (KonTposnbHas paboTa)
2. KontponbHas padota Ne 4; JlabopatopHas pabora Ne 5; (KonTposibHas pabota)
3. JTabopatopHas pabdota Ne 2; JTabopatopHas padora Ne 3. (KonTtponbHas padboTa)
4. JJaboparopnas padota Ne 6; JlabopatopHas padora Ne 7 (KoHTposibHast pabota)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 TIIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHHUIJINHE
3auem ¢ oyenkou (Cemecmp No§)

B numiom BeICTaBIsIETCS OLICHKA 32 8§ CEMECTP.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCHUITIMHE IPUBECHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYUEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H IJIEKTPOHHBIE H3IAHNS

1. bpoarr, P. be3onacHocTs cetel : moHOE pyKOBOJCTBO : mep. ¢ aHri. / P. bparr, M. Ponc-Oycnu,
K. Crpaccoepr . — M. : DKOM : BUHOM. Jlaboparopwus 3nanwmii, 2006 . — 912 c. - ISBN 5-7163-
0132-0 .;

2. Baramantok, A. U. bectipoBoanas cets cBoumu pykamu / A. M. Baramantok . — CIIO. : TTutep,
2006 . — 192 c. - ISBN 5-469-01384-7 .;

3. HoBukos, 0. B. Annaparypa nokanbHbIx ceteil: @yHkunu,Bp100p,pazpadotka / FO. B. HoBukos,
. T'. Kapnienko . — M. : OKOM, 1998 . — 288 c. : 21.60 ;

4. llly6un, B. . becnpoBoaHble ceTu nepesauyn JaHHbIX : ydeOHoe 1mocoOue sl By30B 110
HanpasieHuto 210700 "MHpokoMMyHHKaIIMOHHbBIE TEXHOJIOTUH U cucTeMsl cBsizu" / B. U. llyOun,
O. C. KpacunpaukoBa . — 2-¢ u3z . — M. : By3oBckas kaura, 2013 . — 104 c. - ISBN 978-5-9502-
0725-9 ,;

5. A. B. [Iponerapckuii, U. B. backakos, /[. H. Uupkos, P. A. ®enotos, A. B. bookos, B. A.
[Tnaronos- "becnpoBoansie cetn Wi-Fi", 3garenscTBo: "UHTepHET-YHUBEPCUTET
Hudopmanmonnsix Texuonoruit (MHTYUT)|bunom. Jlaboparopus 3uanuii", Mocksa, 2007 - (216
c.)

https://biblioclub.ru/index.php?page=book&id=233207.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe odecrneyeHue:
1. CAO "IIpomereit";

2. Office / Poccuiickuii maket o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cuctema cemeiictpa Linux;

4. Buneokondepenuuu (Maitna, Coepmxas, BK u np);

5. Windows Server / CepBepHas oniepalliOHHas CUCTeMa ceMmeicTBa Linux;
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6. Kali Linux.

5.3 UuTepHeT-pecypcsl, BKJIIOYast NpodeccHOHAIbHBIE 0a3bI JaHHBIX U HH(POPMAIIHOHHO-
CIIPAaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 3BC "YHuBepcuTeTcKasi 0M0JMOTEKA OHJIAlH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. Hayunas s;1ekTpoHHas 0udamoreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl H3aaTesbeTBa Springer - https://link.springer.com/
5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com
7. HanpoHanbHas 3JIeKTPOHHAs 0ndamoTeKa - https://rusneb.ru/

8. OBC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

9. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php
10. OTkpbITas yHuBepcuTerckas nudpopmannonnas cucrema «POCCHSD» -

https://uisrussia.msu.ru

11. ®enepanbHblii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUITJIMHBI

Tun nomeneHust Homep ayauropun, OcHaeHue
HaHMeHOBaHHe
Y4eOHble ayAUTOpUU IS H-204, YueOnas rapTa co CKaMbeu, CTOJ IIPENOAaBaTels,
[IPOBEICHUS ayJIUTOpHUS CTyJ, TpUOyHa, T0CKa MeJIOBasi, KOJIOHKU

JICKIIMOHHBIX 3aHATUN U
TCKYIICTO KOHTPOJIA

3BYKOBBI€, MYJIbTHMEINNHHBII ITPOEKTOP,
IKpaH

K-601, YucOuas
ayJIUTOpHUs

1apTa CO CKaMbEH, CTOJI IPENOAaBaTeNs,
CTYyJ1, TpuOyHa, JOCKa MEJoBas,
MYJIbTUMEANMHBIN POEKTOP, IKPaH

VY4ebHble ayIUTOPUH IS

M-508, YueOHas

CTYJI, CTOJ HHCLMGHHBIﬁ,

MPOBEICHUS nabopatopus "CereBas u MYJIbTUMEAUNHBINA TPOEKTOP, IKPaH,
MPaKTUYECKHUX 3aHITHH, KpunTorpaduueckas KOMITBIOTEP MEPCOHATBHBIM,
KP u KII 3ammra" KOHJIUIIUOHED, CTeH]T 1a00paTOPHBIi
Y4eOHble ayAUTOpUU IS M-508, YueOHas CTYJI, CTOJI IUCbMEHHBIN,
MPOBEICHUS nabopatopus "CereBas u MYJIbTUMEAUNHBINA TPOEKTOP, IKPaH,

71a00paTOPHBIX 3aHATHH

KpunTorpaduueckas
3ammra"

KOMIIBIOTEP MEPCOHABHBIN,
KOHJUIIMOHED, CTEH T 1a00paTOPHBIH

VY4ebHble ayTUTOPUH IS

M-508, YueOHas

CTYJI, CTOJ HHCLMGHHBIﬁ,

IIPOBEICHUS naboparopus "CereBas u MYJIbTUMEAUNHBIN IPOEKTOP, IKPaH,
MIPOMEKYTOUHON KpunTorpaduueckas KOMITBIOTEP MEPCOHATBHBIM,
aTTecTauuu 3amuTa" KOHJUIIMOHED, CTeH T 1a00paTOPHBIH
2K-120, MammHHBIM 3a1 cepBep, KOHIULMOHED
MBI
Ilomemenus mis HTB-303, JlekumoHHast CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENTbHOM ayuTopus MMUCHMEHHBIN, BEIIATKa JTSI OJICHKIBI,
paboThI KOMITbIOTEPHAs CETh C BBIXOJOM B

HHTepHeT, KOMIIBIOTEP NMEPCOHAIBHBIN,
IIPUHTEDP, KOHJAULIMOHED

ITomemenus s
KOHCYJIbTUPOBAHUS

A-300, YuebOnas
aynutopus "A"

Kpeciio pabouee, napra, CTeJIax, CTOJ
IpernoJiaBaTess, CToa y4eOHbIH, CTYI,
TpuOyHa, MUKPO(QOH, MyJTbTUMEAUNHBII
IIPOEKTOP, PKPaH, JOCKa MapKepHasl,
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KOJIOHKH, TEXHUYECKas anmnaparypa,
KOHJIULIUOHED, TEIEBU30D

TTomerenust misa
XpaHeHHus 000py0BaHUS
U y4eOHOIr0 MHBEHTapsI

K-202/2, Ckmnan kadeapb
BUT

CTeJUIaX Ui XpaHEHHs MHBEHTAps, CTOJI,
CTYI, Kad JUIg JOKYMEHTOB, IKad I
XpaHeHUs] HHBEHTaps1, TyM0a, 3aIacHbIe

KOMIUIEKTYIOIHE Uit 000pyI0BAHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

be3onacHocTh OecripoBOIHBIX ceTel nepenadn nHhopMauu

(Ha3BaHME AUCIMILIMHBI)
8 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KontpoasHas paborta Ne 1; JlabopaTopnas padora Ne 1; (KorrponbHas paboTa)

KM-2 JlaGopatopHas pabora Ne 2; JlabopatopHas padora Ne 3. (KonTtponbHas padboTa)

KM-3 KontpoasHnas paborta Ne 4; JlabopaTopnas padora Ne 5; (KortponbHas padoTa)

KM-4 JlaGopatopHas padora Ne 6; Jlabopatopnas padora Ne 7 (KonTponpHas pabota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

HNunexc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:

Mogenb ceTeBoi 6€301MacHOCTH KOMMYTHPYEMBIX
0ecIIpOBOIHBIX JIOKAJIBHBIX CeTe. ATaKH Ha CETEBYIO

! UH(POPMALMOHHYIO HHOPACTPYKTYPY OECIIPOBOTHOM
KOMIIbIOTEPHOM CETH
11 ATaku Ha ceTeByI0 HH(POPMAITMOHHYIO HHPPACTPYKTYPY + +

OECIIPOBOTHON KOMIIBIOTEPHOM CETH

MexaHu3MBI U CpeICTBa oOecIieueHus: 6€301acHOCTH
2 ceTeBoil nH(pOpMaIIMOHHON HH(PACTPYKTYphl OECTIPOBOIHOM
KOMITBIOTEPHOU CETH

MexaHU3MBI U cpesIcTBa obecrieueHus: 0€30MacHOCTH
2.1 ceTeBol MH(OPMALIMOHHON UHPPACTPYKTYPbI OECTIPOBOTHOM + +
KOMIIBIOTEPHOM CETH

Bec KM, %: | 25 25 25 | 25
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