MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb

HaumeHnoBanune o6pa3zoBaTejbHOI mporpaMMel: be3onacHoCTh KOMNIBLIOTEPHBIX CHCTeM (IIPOABHHYThII
YPOBeHb)

YpoBeHnb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: Ounas

Pabouast nporpaMma QM CHUILIHHBI
BE3OINACHOCTHb MOBWJIBHBIX YCTPOUCTB U ITIPUIOKEHUN

bJaok:

Baok 4 «PakyJabTaTUBBI»

Yacrtb 00pa3oBaTesbHOM
NPOrpamMMblI:

Yacrsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uit

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b4.4.07

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

8 cemectp - 2;

Yacos (Bcero) no yueoHomy
MJIAHY:

72 gyaca

Jlekuuu

8 cemecTp - 14 yacos;

HpaKTuquKne 3aHATHA

8 cemecTp - 14 yacos;

JlabopaTopHbie padoThI

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

KoncyabTanuu

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

8 cemecTp - 43,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnasa koHTakTHas padora

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

BKJIIOYas:
KoJss1okBHYM

IIpome:kyTouHast aTTecTALUS:

3auyer

8 cemectp - 0,3 yaca;

MocksBa 2021




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu BapoHoB O.P,
[IpenomaBaTelib NaerTbnratop RO0d76356-BaronovOR-7biaid7e O.P. baponos
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6paSOBaTeJ'ILHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

Soocasadid Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi




1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI

Heanb ocBoOeHHsI IMCUMILUIHHBI. (HOPMUPOBAHUE CUCTEMBI TTOHSATHM, 3HAHWN, YMEHUA U HABBIKOB B
001acTH JeSTEeNbHOCTH, CBS3aHHOM C 3alUTOil WMHGOpPMALWU IMPH AKCIUTyaTallMd ¥ OOCITyKHBaHUH
MOOUJIBHBIX CHCTEM U MPUIOKEHHH.

33[[3‘11/[ AUCHHUIIIMHBI

- U3YUCHUC AKTYaJIbHBIX YI'PO3 U y5I3BI/IMOCTCI>'I MOOMJIBHBIX CHCTEM U CIIOCOOO0B 3allIUThI JaHHBIX

B HUX;

- aIMUHUCTPUPOBAHUE CUCTEM U CPEICTB o0ecreueHns nH(HOpMalnOHHON 6€301MacHOCTH

MOOWIBHBIX CUCTEM.

dopmupyembie y 00yJaronierocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIeTeHIIUH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIIeTeHIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHUs

[IK-3 Cniocoben
aJIMUHUCTPUPOBATH
CPEJICTBA 3AIIUTHI
uHpopmaiuu B
KOMIIBIOTEPHBIX CHCTEMaX H
CeTsx

[MTK-3.3mx-3 AIMUHHCTPUPYET
CpeICTBA 3alIUTHI
UH()OPMAIMU IPUKITATHOTO U
CHCTEMHOTO TIPOrPAMMHOTO
o0ecrnieueHus

3HATh:
- OCHOBBI ()YHKITHOHUPOBAHUS MOOHIILHBIX
CHCTEM, BO3MOKHBIE YTPO3bI
nH(OPMAMOHHOK 0€30MaCHOCTH U
YSI3BUMOCTH CIICIHATBHOTO U
IIPUKIJIATHOTO MPOrPaMMHOI0 00ecreYeHUs
IPU MX SKCIUTyaTaluu
3JI0YMBIIIIJICHHUKAMHU.

YMETh:

- (hopMyTHPOBATh MOTUTHKY
WH(OPMAMOHHON OE30MAaCHOCTH IS
MOOUITBHBIX CHCTEM;

- aIMUHUCTPUPOBATH CUCTEMHOE U
porpaMMHOe obecriedeHue MOOMIIbHBIX
CHCTEM.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI BO

JluctumuinHa  OTHOCUTCS K (DaKyJIbTAaTHBHBIM JIUCIUIUIMHAM OCHOBHOW TPOQ)eCCHOHATHHON
o0Opa3oBaTenbHOI nporpamMmMe be3onacHOCTh KOMITBIOTEPHBIX cHCTEM (TMPOJBUHYTHI YPOBEHb) (Hanee —
OIIOII), nanpasnenus: noaroroBku 10.03.01 Nudopmarnmonnas 6€30macHOCTb, YPOBEHb 0Opa30BaHUS:
BhICIIIEE OOpa3oBaHUe - OaKkanaBpuar.

bazupyercs Ha ypoBHE cpeaHero o01ero oopa3oBaHusl.

Pe3ynbraThl 00y4eHus1, MOTydYeHHbIE P OCBOCHUH TUCIMITIMHBI, HEOOXOIUMBI IPU BBITOJTHEHUN
BBIMTYCKHON KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO1as TpyI0eMKOCTh JUCHUILTMHBI COCTABIISET 2 3a4€THBIX eMHHUIIBL, 72 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/o IPOMEKYTOYHOU o &| 3 Koncyunpranus UKP PaGora s | LOATOTOBKA K METOMYECKUE YKA3AHMS
aTTeCTAINH 8g|© Jlex | JIab | Ilp — - VKK | TK ITA CeMECTDE aTTecTaluu
/M P /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 [TpoGnembr 27.7 8 6 - 6 - - - - - 15.7 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
obecrieueHust IToBTOpEeHNE MaTepuana o pasiery
0e3omacHoCTH "IIpoGiemsbl obecniedeHust 6€301acCHOCTH
MOOHJIBHBIX YCTPOWCTB MOOHJIBHBIX YCTPOMCTB U MPHI0KEHHN"
U IIPUJIOKEHUI Ilodzomogka K ayoumopHlm 3aHAMUAM:
11 Tema 1. MoOuibHBIE 8.7 2 - 2 - - - - - 4.7 - [TpopaboTka JeK1nH, BBIOJIHEHHE U
wiaThopMbl. 3aIuTa MOJITOTOBKA K 3amuTe 1ab. paboTHI
nHpOpPMALUH Ilodzomoexa domawinezo 3adanus:
1.2 Tema 2. MoOumsHBIE 9 2 - 2 - - - - - 5 - IMoxaroToBka goOMaIIHETO 3aJaHHs HaNpaBJICHA
OC Windows Mobile/ Ha OTPabOTKY YMEHHUI pereHus
Windows Phone n OC npogeccCHOHANBHBIX 3a1a4. /loManrHee 3a1aHue
Android. O630p BBIIAETCA CTYIECHTaM 10 U3YYEHHOMY B pasjene
aKTyalbHEIX YTPO3 H "IIpo6nems! obecrieueHust 6e30MacHOCTH
CPEJCTB 3aLUThI MOOWIIBHBIX YCTPONCTB U MPUIIOKEHUI"
nHpopmanuu Marepuaiy. JIONoJIHUTENBHO CTYIEHTY
1.3 Tema 3. 10 2 - 2 - - - - - 6 - HE00X0IMMO U3YYHTh JTUTEPATypy U pa3oOparthb
Krnaccudukanus yrpos MPUMEPHI BBIMOJHEHUsI TOJJOOHBIX 3aaHU.
Oe3omacHoOCTH ITpoBepka goMamIHero 3aAaHus MPOBOANTCS 110

HHPOPMALIUU ¥ METOBI
OIIEHKHU 06€30MacHOCTH
MOOWJIBHBIX CHCTEM U

YCTPOUCTB

MIpeCTaBICHHBIM MTUCHEMEHHBIM pa0oTaM.
Ilo0zomoeKka K npaKmuuecKum 3aHAMUAM:
N3yyenune marepunaina no pazaeny "IIpoGiemsr
obecrieuennst 6€30MacCHOCTH MOOHMIIBHBIX
YCTPOMUCTB U MPUIIOKEHUH" TTOArOTOBKA K
BBITTOJTHEHHIO 3aJaHIHA Ha MPAKTHYECKUX
3aHATHIX

Camocmoamensroe usyuenue
meopemuueckozo mamepuana: VI3ydaenue
JIOTIOJTHUTEIHHOTO MaTepraia 1o pasaerry

4




"ITpoGnembl obecrieueHus: 6€30MacHOCTH
MOOMITBHBIX YCTPOMCTB U MPUIOKEHU "
H3yuenue mamepuanos numepamypHuix
UCHOYHUKOG:

[3], 123-176
[4], 1-46
[5], 1-50

Oo0ecrnieueHne
6e3omacHoCTH
nHpOpMAUH
MOOHJIBHBIX YCTPOWCTB
U IIPUJIOKEHUI

44

28

Ilooz0mogKa K meKyuiemy KOHmMpoio:
IToBTOpEHNE MaTepuana Mo pasaety
"ObecrieueHne 6e30MacHOCTH HHPOPMALITH
MOOHJIBHBIX YCTPOMCTB U MPHII0KEHHN"
Ilo020mogKa K ayoumopHsM 3aHAMUAM:

2.1

Tema 4. 3amura
MOOHJIBHBIX YCTPOWCTB.
[IpuHUIMNBI
obecrnieueHus
0€e30MacHOCTH
MOOWJIBHBIX CHUCTEM.

10

2.2

Tema 5. Pemenue
THUIIOBBIX TIPOOJIEM
3aIIUTHl MOOMIIBHBIX
YCTPOKICTB U
MIPUJIOKEHUH

14

10

2.3

Tewma 6. 3ammura ot
nepexsara Tpaduka B
MOOHMIBHBIX CHCTEMAX

10

2.4

Tema 7. MoOunbHbIE
BeO-Opay3ephl.
VYa3zumoctu. Cpencrsa
3alIUThI

10

[IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amure jJab. padoTh
Ilooz0mogka domauinezo 3adanus:
[MoaroroBka goMalHero 3aiaHus HaIllpaBiIeHa
Ha OTPabOTKY YMEHUH pelIeHus
npodeccrnoHaNBHBIX 3a/1a4. JlomanHee 3ajaHue
BBIJAETCS CTYACHTAM I10 U3yICHHOMY B pasJielie
"ObecriedeHne 6e30MacCHOCTH HHPOPMALTUH
MOOWITEHBIX YCTPOUCTB M MPHIOKEHUH"
Marepuainy. JlOIOJHUTENIBHO CTYACHTY
HEO0XOIMMO U3YyYUTh JUTEPATYpPy U pa3o0parTh
IIPUMEPHI BBITIOIHEHHS TOT00HBIX 3aJaHHUH.
[TpoBepka JoMalIHEro 3a1aHusl MPOBOANUTCS 110
MMpEACTABIICHHBIM IMTUCbMCHHBIM pa60TaM.
Iloo20mogka 0oknada, evicmynienus:
3ajaHue CBS3aHO C YIIyOJEHHBIM N3ydeHUEM
pa3/esioB AUCIMIUINHBI U CAMOCTOSTETIbHBIM
MIONCKOM MaTEpHAJIOB JUISl PACKPBITHS TEMBI
JIoKJIa1a. MaTepuaibl BRIIOJTHEHHOH paboThI
TIPE/ICTABIIFOTCS B SJIEKTPOHHOM BHZIE WIIH B
(opmMe pacriedaTaHHbIX IPE3EHTALHOHHBIX
craiiioB. B kauecTBe TEM JOKIAA0B CTyIEHTaM
MPE/IJIaraloTCst CIEAYIOIIe BAPUAHTHI:
ITodzomoeka Kk npakmuyecKum 3aHAMUAM:
M3yuenne marepuana o pasaeny
"Obecriedyenne 6e30MacCHOCTH HHPOPMALIUU
MOOWIIBHBIX YCTPONCTB M MPHUIIOKEHUH"

5




MOJIrOTOBKA K BBIIOJIHEHUIO 3aJaHUi Ha
MPaKTHYECKUX 3aHATHIX
Camocmoamensnoe uzyuenue
Hmeopemuueckozo mamepuana: Vzyuenue
JOIIOJTHATEIEHOTO MaTepHalia 1o paseiy
"ObecrieueHne 6e30MacHOCTH HHPOPMALTUU
MOOMITBHBIX YCTPOUCTB M MPHIOKEHUH"
H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[1], 1-200
[2], 234-267
3ayer 0.3 - - - 0.3 -
Bcero 3a cemecTp 72.0 14 - 14 0.3 43.7
Hroro 3a cemecTp 72.0 14 - 14 - - 0.3 43.7

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ansatust; KIIP — aynuTtopHble KOHCYIbTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHTyanpHbIe KOHCYIBTAIIMH 110 KypCOBBIM IIpoekTam/padotam; ['K- rpynmoBsie KOHCYIbTallMK IO pa3ienaM
mucuuiuinHel; CP — camocrostenbHas padora crynenTa; UKP — unas konraktHas padora; TK — Texymmii KoHTposb; [TA — npomexxyrounas

arrecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. IIpobnemvl obecneuenus 6e30nacHOCU MOOUTLHBIX YCMPOUCIE U NPUTOHCEHUU

1.1. Tema 1. MoOGunbHbIe TUIaTGOPMBIL. 3aruTa HHPOPMAITHH

Mecto U posib MOOWJIBHBIX YCTPOMCTB M TNPHJIOKEHHWHA B YIPABICHUU OW3HEC-TPOLIECCAMH.
ApxuTekTypa MOOWIBHBIX ycTpoicTB. IlpuumHbl o0ocTpeHus mnpoOieMbl oOecredeHus
UH(POPMALIMOHHOM 6€30MaCHOCTH MOOMIIBHBIX CHCTEM.

1.2. Tema 2. Mobunsnabie OC Windows Mobile/ Windows Phone u OC Android. O630p
AKTyaJIbHBIX YTPO3 U CPEJICTB 3aITUTHI HHPOPMAITUN

Moobwuibsabpie OC Windows Mobile/ Windows Phone u OC Android: Bo3mosxHOCTH. 3aKphIThIC
U OTKPBITBIE aPXUTEKTYPHI, CpelICTBa B3auMmoeiicTus. Marepdeiic.. UHCTpyMeHTHI 6€30MaCHOCTH.
CpencrBa CUHXpOHU3AIUU. Y s3BUMOCTH. Buabsl u npumepsl BpeaoHocHoro I10O.. AHTUBHpYCHBIE
cpeactBa. Bosmoxxnoctu mmdpoBanus nanubix. [loauTuku 6€30MacHOCTH.

1.3. Tema 3. Knaccuduxkarus yrpo3 6€30macHOCTH HHPOPMAIIMH U METOJIbI OL[CHKH
0€30MacHOCTH MOOWMIILHBIX CUCTEM U YCTPOUCTB

AKTyanbHOCTh Mpo0JeMbl oOecreueHus: 0€30MacHOCTH MOOMIIBHBIX YCTPONUCTB M MIPUIIOKEHUH.
Cy0ObekThl HH)OPMAIIMOHHBIX OTHOIICHUN U X 0€30MaCHOCTh. YTPO3bl 0€30IaCHOCTH MOOUITLHBIX
YCTPOMCTB U MpuiiokeHuil. Monenu yrpo3 6e3omacHoctd MHpOpMauu. YS3BUMOCTb OCHOBHBIX
CTPYKTYPHO-(PYHKIIMOHATBHBIX HJIEMEHTOB MOOUJILHBIX YCTPONCTB U MPUIIOKEHUH.

2. Obecneyernue bezonacrocmu uH(,bODMClUZ/ll/l MOOUNILHBIX VCI’I/IDOZZCI’I’IS u l’lDquOcheHl/llZ

2.1. Tema 4. 3amuTta MOOWIBHBIX ycTpolcTB. [IpuHunmbl obecrieueHus: 6€30nacHOCTU
MOOWJIBHBIX CUCTEM.

Bugsr mMep mpoTHBOACHCTBUS yrpo3aM 0€30macHOCTH.. [IpUHIMITBI TIOCTPOCHHS CHCTEMBI
oOecrieyeHus Oe3omacHOCTH HMHGOPMAIMK B MOOWJIBHBIX cUcTeMaX. /IOCTOMHCTBA M HEOCTAaTKU
Pa3IUYHbBIX BUJIOB MEp 3aIUTHI.

2.2. Tema 5. Pemienue TUIOBBIX MPOOJIeM 3aLIUThl MOOMIIBHBIX YCTPOMCTB U MPUIIOKEHU I

Crpateruss obecriedeHusi 0€30MaCHOCTH KOH(MUIACHIMAIBbHOM HMH(QOpPMAlMM B MOOMJIBHBIX
ycTpoiicTBax Ha ocHoBe BHenpeHus cucteM MDM (Mobile Device Management). 3amura
MOOUJIBHBIX YCTPOICTB B KOPIIOPAaTUBHOM cpeze ¢ ucnoipzoBanueM Trend Micro Mobile Security.

2.3. Tema 6. 3amura oT niepexsara Tpaduka B MOOMIIBHBIX CHCTEMax
MeTtonpl 3amuThl ceTeBOro Tpaduka. 3amMra BHYTPEHHEro Tpaduka B JIOKAJbHOM CETH.
[Tpotokonel SSL/TLS. VPN coenunenue.

2.4. Tema 7. MobunbHbIe BeO-Opay3ephl. ¥Ys3BuMmoctu. CpeicTBa 3aluThl
MobunwsHble BeO-Opaysepsl. CpaBHUTENBHBI 0030p. Ys3Bumoctu. CpencrBa 3allUThL..
PaSHOBI/IJIHOCTI) aTakK Ha Be6-HpI/IJ'IO)KeHI/I$[. Brigasienne MaTTCPHOB.

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. 1. Apxurektypa u GyHKIIHOHAT MOOMIBHBIX YCTPOUCTB;
2. 2. Mo6unsaast OC Windows Mobile/ Windows Phone. Ys3Bumoctu. Bunbl u npumepsl
BpenoHocHoro [10;
3. 3. OueHka BEpOSTHOCTH YTPO3 OT MOOMIIBHBIX YCTPOUCTB 1O OTAEIBHBIM KaTerOpHsIM:
NoTeps WIIH Kpaska MOOMIIBHOTO YCTPOMCTBA; TIEPEXBAT TaHHBIX, KOTOPBIE MEPEIA0TCS 1O
ceram Wi-Fi mnu 3G; 3axBar gaHHBIX uepe3 coequHenus Bluetooth; MmoOunbHBIE BUpYCHI



(BKJIrOYast BUPYCHI JIEKTPOHHOM MOYTHI).;

4. 4. TTomutuky 6€30MaCHOTO MCTIOJIb30BaHUSI MOOMIIBHBIX YCTPOUCTB B Pa3IMYHBIX 001aCTsIX;
5. 5. 3amuTa MOOUIIBHBIX YCTPOICTB B CiTydae KPaXKu, YTEUKH TaHHBIX MOOMIIBHBIX
YCTPOMCTB, OT BPEIOHOCHBIX IIPOrpamMMm, OT (PUIIMHIA U TeIe()OHHOIO Crama..

3.4. Tembl 1a060paTOPHBIX padoT
HE MPeyCMOTPEHO

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

1. OO6cyxneHue marepuanioB mo kedcam pasnena "lIpoGnembl oOecriedeHus 0€30MaCHOCTH
MOOMUJIBHBIX YCTPONCTB U MPUIOKEHUHN"
2. OOcyxaeHrue MaTepualoB 1o Keicam pasnena "ObecneueHne 6e30nacHOCTH HH(popManuu
MOOUJIBHBIX YCTPOMCTB U MPUIIOKEHUN"
Texywuti konmpoas (TK)

1. KoHcynpranuu HampapieHbl Ha MOJIyY€HUE MHAMBUAYAIBHOIO 33JaHUS AJI BBIIOJHEHUS
KOHTPOJBHBIX Meponpusituii mo paszzaeny "[IpoGnembr obecriedeHus 0€30MacHOCTH
MOOUJIBHBIX YCTPOMCTB U MPUIIOKEHUH"

2. KoncynbTanuu HampaBlieHbl HA MOJYYEHUE WHIUBUAYAIBHOTO 3a/1aHUs UIS BBHITOJIHEHHS
KOHTPOJBHBIX Meponpustuii mo pasgeny "OoOecriedeHne O0€30MacHOCTH HH(POpPMAIUH
MOOUITBHBIX YCTPONCTB U MPUITOKECHHHA"

3.6 TemaTnka KypcoBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/ieJiOB THCHMILIMHBI H (JOPMHUPYEMBIX B HUX KOMIeTEHIU

Howmep paznena
JTUCIUIUTUHBI (B

OueHoYHOE CPEeICTBO
(TUII 1 HAUMEHOBAHUE)

3amaHupOBaHHBIE PE3yAbTaThl 00YUYEHHUS MO TUCIUIUINHE Konpt
COOTBETCTBUHU C
(B cOOTBETCTBUHU C pazjesioM 1) WHJIUKaTOPOB 1.3.1)
1 | 2
3HaTh:
OCHOBBI (DYHKIIMOHUPOBAaHUSI MOOUJILHBIX CUCTEM, BO3MOXKHBIE Komnoxksuym/MupopmarninonHas 6e30macHOCTb
yTrpo3bl HH(HOPMAMOHHON OE30IMACHOCTH U YSI3BUMOCTH TK-3 3113 + MOOMIIBHBIX CHCTEM
CHEIHAILHOTO U MPUKJIAHOTO MPOrPaMMHOI0 00ecreueHus T
IIPY UX SKCIUTYaTAllUU 3JI0YMBINUICHHUKAMU
Ymern:
aJIMHHHCTPUPOBATH CHCTEMHOE M ITPOTrPAMMHOE O0eCTIcueHUE Komnoksuym/3amura nadopmaum B
MOOUIIBHBIX CHCTEM MOOUJIBHBIX CHCTEMaxX
TTK-3.3mk-3 + KomtoxkBuym/ObecrieueHus: 6€30MacHOCTH
KOH(pHICHIIMATIbHON HH(OpMAIUU B
MOOMITBHBIX YCTPONCTBAX
(bopMynHupoBaTh MOJUTUKY HHGOPMAITMOHHON 06€30MacHOCTH KomnokBuym/ITpobieMsr obecrieueHust
JUISI MOOMJIBHBIX CUCTEM I1K-3.3n1k-3 + + 0€30MacHOCTH MOOMIIBHBIX YCTPONCTB U
IIPUIOKEHUN




4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

®dopma peanmszanuu: Y cTHas Gpopma
1. Bamura nadopmanuu B MoOHIBHBIX cucTeMax (KomokBuym)
2. Uadopmanronnas 6e301macHOCTs MOOMIIBHBIX cucTeM (KomokBuym)
3. OGecneuenns 6e30MacHOCTH KOH(UACHINATFHOW HHPOPMALIMU B MOOMIIBHBIX YCTPOMCTBAX
(KommokBuym)
4. ITpobnembl obecriedeHns: 6€30MaCHOCTH MOOMIIBHBIX YCTPOUCTB M MPHIIOKCHUN
(KonmnokBuym)

bamibHO-pedTUHIOBasA CTPYKTYpa AUCLUILINHBI SABIISETCS NPUIOKEHUEM A.

4.2 TIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHUIJINHE
3auem (Cemecmp No8)

B numiom BeICTaBIsIETCS OLICHKA 3a 8§ CEMECTP.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCLMITIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE H3IAHNS

1. Hlanbrun, B. ®. Uadopmanmonnas 6€300acHOCTh KOMIBIOTEPHBIX CUCTEM M ceTel : yueOHoe
nocobue 1 cpeiHero npodeccrnoHalbHOro oopasoBanus 1o rpymme cnenuansHocrei 09.00.00
"Undopmaruka u BerunciaurenbHas Texauka" / B. @. [llanerun. — M. : ®opym : UHOPA-M, 2018.
— 415 c¢. — (Cpennee npodeccuonansHoe odbpaszoBanue). — ISBN 978-5-8199-0754-2.;

2. Hlanbrun, B. ®. KomnnekcHas 3amnura "HGOPMALUU B KOPIIOPATUBHBIX CUCTEMAX : yueOHOe
noco6ue 11t By30B 1o HarpasieHuto 09.03.01 "Mudopmatrika 1 BeIYMCIuTENbHAsA TeXHUKa" / B.
@. [llanbrun. — Mocksa : @opym : UHOPA-M, 2020. — 592 c. — (Briciiee oOpa3oBaHue.
bakanaspuar). — ISBN 978-5-8199-0730-6.;

3. Onmudep, B. I'. OcHOBBI KOMIIBIOTEPHBIX ceTell : yueOHoe ocobue / B. I'. Onudep, H. A.
Omudep. — CIIO. : [Turep, 2014. — 352 ¢. — (Yuebnoe nocodue). — ISBN 978-5-496-00924-9.;

4. Onmudep B. I'., Omudep H. A.- "OcHoBbI ceTelt nepenaun gaHHbIX", (2-e u3n.), U3narenscTBo:
"MHTYUT", Mocksa, 2016 - (219 c.)

https://e.lanbook.com/book/100346;

5. dessiaud I1. H.- "Mozaenu 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y IPAaBJIEHUE TOCTYIIOM U
uH(OPMAIIMOHHBIMU TIOTOKaMu'", (2-€ u3., ucop. u aom.), UznatensctBo: "['opsyas auHuMs-
Tenexom", Mocksa, 2017 - (338 c.)

https://e.lanbook.com/book/111049.

5.2 JIunieH3M0HHOe ¥ CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHOe odecrneyeHHe:
1. CHO "IIpomereit";

2. Office / Poccuiickuii makeT OpUCHBIX IPOTPaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;
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4. Buneoxondepenuuu (Maitan, Coepmxas, BK u mp).

5.3 UnTepHeT-pecypchl, BKIKYasA NpodeccuoHaIbHble 6a3bl JAHHBIX U HH()OPMAIMOHHO-
CIIPAaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 3BC "YHuBepcuTeTcKasi 0M0JMOTEKAa OHJIAlNH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas s;1ekTpoHHas 0udamoreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl H3aaTesbeTBa Springer - https://link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com

7. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

8. XKypuaax Science - https://www.sciencemag.org/

9. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php

10. IMopTaa oTKpHITHIX JaHHBIX Poccuiickoii denepanuu - https://data.gov.ru

11. ba3a oTKpbBITHIX JaHHBIX MHUHUCTEPCTBA TPY/IA U COUUANbHOM 3aUTHI PD -
https://rosmintrud.ru/opendata

12. Uudopmanmonno-cnpaBoynas cucrema «Komgexc/Texakenepr» - Hitp:\\proinfosoft.ru;
http://docs.cntd.ru/

13. OTkpbITas ynuBepcuterckas nngpopmaunontas cucrema «POCCHUSD -
https://uisrussia.msu.ru

14. ®enepaiabHblii mopran "Poccuiickoe oopazoanue" - http://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUITJIMHBI

Tun nomemeHus Homep ayauropun, OcHamenue
HauMCHOBaHue
VYuebHbie ayauTopun M-511, Yuebnas napra, CTOJI IpenoaaBaTes, CTyII,
JUTSl IPOBEJICHUS ayIUTOpUs MYJIbTUMEIUNHBIA TPOEKTOP, IKPaH,
JIEKIMOHHBIX 3aHATHH JI0CKa MapKepHasi, KOMIIbIOTEp
U TEKYILLEro KOHTPOJIS MEPCOHANIbHBIN
K-601, YuebHas ayquropusi | mapra co ckambei, CTOJ IpenoaBaress,
CTyJ, TpUOyHa, T0CKa MeJloBas,
MYJIbTUMEANIHBIN IPOEKTOP, IKPaH
VYuebHbIe ayaAUTOpUN M-511, YueOnas rapTa, CTOJ MpenoaaBaresis, CTy,
JUTSl IPOBEJICHUS ayIUTOpUs MYJIbTUMEIUMHBIA TPOEKTOP, IKPaH,
MPAKTUYECKUX JI0CKa MapKepHasi, KOMIIbIOTEp
3anatui, KP n KII IIEPCOHAJIBHBIN
M-510, Yuebnas CTYJI, CTOJI TUCbMEHHBIH,
naboparopus MYJIbTUMEIUMHBIA TPOEKTOP, IKPaH,
MH(}OPMALIMOHHO- JI0CKa MapKepHasi, KOMIIbIOTEp
QHATUTUYECKUI NIEPCOHAJIbHBIN, KOHTUIIUOHED
TEXHOJIOTHH -
KOMITbIOTEPHBIN KJ1acc
K-120, MammHHBIN 321 cepBep, KOHAUIUOHED
NBI]|
VYuebHbIC ayaAuTOpUN M-510, YueOnas CTYJI, CTOJI TUCbMEHHBIN,
JUTSl IPOBEJICHUS naboparopus MYJIbTUMEAUNHBIN POEKTOP, IKPaH,
MIPOMEXYTOUHOMN nH(}OPMAaLIMOHHO- JI0CKa MapKepHasi, KOMIIbIOTep
aTTeCTalluu QHATUTUYECKUI MEePCOHANIbHBIN, KOHAUIIMOHED
TEXHOJIOTHH -
KOMITbIOTEPHBIN KJIacc
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IMomemenus misa
CaMOCTOSITSIILHOU
paboThl

HTB-303, JleknimonHas
ayIuTOpUsL

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJ
MACbMEHHBIN, BEIIAIKA JUIsl OJEHKIBL,
KOMIIBIOTEpHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTED NIEPCOHANIBHBIN,
IPUHTEP, KOHJUIMOHED

K-307, YueOnas
nabopatopust "OTKpbITOE
MIpOrpaMMHOE
obecneuenue"

CTOJI IIPEI0IaBaTENs], CTOJ
KOMITBFOTEPHBIN, CTOJI YU€OHBIH, CTYII,
BEIIAJIKA JUTs O/IeXK/IbI, TyMOa,
KOMIIBIOTEPHAs CETh C BBIXOJOM B
HHTepHeT, MyJIbTUMEIUUHBIN IIPOEKTOP,
JKpaH, JOCKa MapKepHas, cepep,
KOMIIBIOTEP NEPCOHAIbHBINA, KOHAULIUOHED

K-302, Yuebnas

CTOJI Ip€nogaBaTeis, CTOJI

naboparopus KOMIIBIOTEPHBIN, CTYJI, MyJIbTUMEIUIMHBINA
"UudopmannoHHo- IIPOEKTOP, PKpaH, JOCKa MapKepHasl,
AQHAIUTUYECKUE cepBep, KOMIbIOTEP NEPCOHAIbHBIH,
TexHomaoruun" KOHIUITMOHEP
ITomemenus s K-202/2, Cknax kadenpsr | cremiax Uist XpaHEHHsI HHBEHTAps, CTOJ,
XpaHEHUs BUT CTyJ, Kad 1Ist TOKYyMEHTOB, IKad ams

00opy0oBaHUA U
y4eOHOT0 MHBEHTAps

XpaHEHUs1 UHBEHTaps, TyM0a, 3ariacHble
KOMILIEKTYIOLIHE 1)1l 000pYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

be3onacHOCTh MOOMIJIBHBIX YCTPOMCTB M MPUIIOKEHUN

(Ha3BaHME AUCIMILIMHBI)

8 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3

KM-4

Nudopmanmonnas 6e3onacHocTh MOOUIILHBIX cucteM (KosmokBruym)

[Tpobnemsl obecrieueHus: 6€30MacHOCTH MOOMIIBHBIX YCTPOUCTB U npuiioxenuit (Komioksuym)
Obecneuenus 6€30MacCHOCTH KOH(PUICHIIMAIBHOW HH(POPMAIIUK B MOOMITBHBIX YCTPOHCTBAX
(KomnmoxkBuym)

3amura nHpopManuu B MOOMIBHBIX cucTteMax (KosmokBuym)

Buja npomexyTouHOI aTTecTanMu — 3a4er.

Nunexc KM- | KM- | KM- | KM-
Howep Pa3znen nucuumninHb RM: L 2 3 4
pasjena Henens 4 8 12 15
KM:
1 [TpoGnembl obecniedeHus1 6€30MaCHOCTH MOOUIBHBIX
YCTPOMCTB U MPHIIOKECHHI
11 Tema 1. MobunbHbIe maaTgopmsl. 3amuTa HHPOPMALHH +
Tema 2. Mobunsusie OC Windows Mobile/ Windows Phone
1.2 1 OC Android. O630p aKTyaJIbHBIX YTPO3 U CPEACTB 3aLIUTHI +
uHpopMaLuu
Tewma 3. Knmaccudukarnus yrpos 6e3omacHocTd nHGOpMaIuu
1.3 ¥ METOJIbl OIIEHKH 0€30MacHOCTH MOOMIIBHBIX CUCTEM H +
YCTPOICTB
2 Obecnieuenne 6e30nacHOCTH UHPOPMAITUU MOOMIIbHBIX
YCTPOMCTB U NPUIIOKEHUN
21 Tema 4. 3amura MOOUIIBHBIX YCTpOICTB. [IpuHIUIIBI +
' o0ecnieyeHns 6€30MaCHOCTH MOOMIIBHBIX CHCTEM.
29 Tema 5. PenreHue TUIOBBIX MPOOJIEM 3aIUTHl MOOUIIBHBIX + +
YCTPOMCTB U NPUIIOKEHUN
23 Tema 6. 3amura oT nepexsara Tpaduka B MOOMIBHBIX 4 +
CHUCTeMax
24 Tema 7. MoOwibHBIE BeO-Opay3ephl. Ys3pumoctr. CpencTa + +
3aIUTHI
Bec KM, %: | 20 20 30 30
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