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YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajJaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
TEXHOJIOI'YMM 3AHIUTHBI UTHOOPMAILIMOHHBLIX CUCTEM OT

KHUBEPATAK

bJaok:

Baok 1 «/Iucuuniaunsl (MoxyJim)»

Yactb 00pa3oBaTebHOM
NPOrpamMMblI:

Yacrsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.10

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 6;

Yacos (Bcero) no yueoHomy
IJIAHY:

216 yacoB

Jexknun

6 cemectp - 28 yaca;

HpaKTuquKne 3aHATHA

6 cemecTp - 28 yaca;

JladopaTopHbie padoThI

6 cemecTp - 28 yaca;

KoncyabTanuu

6 cemecTp - 16 yacos;

CamocTrosiTesibHasi padoTa

6 cemecTp - 111,2 yacoB;

B ToM unciae Ha KII/KP

6 cemectp - 10 yacos;

HNnas koHTaKkTHas padoTa

6 cemecTp - 4 yaca;

BKJIIOYasi:
KontpoabsHas padora

IIpome:kyTouHast aTTecTALUS:

3amuTa KypcoBoii padoThI
JK3aMeH

6 cemectp - 0,4 yaca;
6 cemectp - 0,4 yaca;
Bcero - (0,8 yaca

Mocksa 2021




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu ApaTesk A.B.
[IpenomaBaTelib NaerTbnratop RlalOecc29-DratviakAv-bob11303 A.B. JlpatBsk
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6paSOBaTeJ'ILHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi

Sk

MBI ¢

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»

Ceefenua o Bragensue L3N M3aKn

Bnageney,

Heeckui A.1O.

WaeHtTndukaTop

R4bc65573-NevskyAY-0b6e493d

A 1O. HeBckuit




1. IEJIX U 3AJTIAYN OCBOEHU A JUCHUITJIUHBI
Les» ocBOeHHNS AMCHUILUINHBI. OCBOCHHE KOMIIETCHIINN, CBSI3aHHBIX C H3YYCHHUEM COBPEMEHHOTO
COCTOSTHUSI U aKTyaJIbHOCTH TpobiieM kubOepOezomacHoctd B Poccum m mupe. V3yueHue OCHOBHBIX
HAIpaBJICHUH NEATEILHOCTH MO 00ECIICUCHHIO 0€30MMaCHOCTH CUCTEMHBIX M MPHUKIIAJIHBIX MPOTPAMMHBIX
IPOAYKTOB, a TaKXKe Web-IIpHIoKeHH U pecypcoB cetu "MHTepHeT" oT knbepyrpos
3agaun TUCHHIIHHBI
- OCHOBaHHE NPUHIIUIIOB a[IMUHUCTPHUPOBAHKS TPOTPAMMHO-AIIIAPATHBIX CPEACTB 3aIUTHI
UH(POPMAIIUU B KOMITBIOTEPHBIX CETSAX IS 3alIUThI OT KHOepaTak Ha MHPOPMAIMOHHBIC CHCTEMBI;
- 00yueHue pa3padoTke TPeOOBAHUIN K CUCTEME 3aIIUTH ABTOMATU3UPOBAHHBIX CUCTEM H
UH(POPMAIMOHHBIX PECYPCOB KOMITAHUH OT KHOepaTax;
- IpUOOPETEHUE HABBIKOB M0 HACTPOWKE U a]MUHHCTPUPOBAHUIO CPEIICTB 3aIIUTHI OT KHOepaTak
Ha MH()OPMAIIMOHHBIE PECYPCHI XO3SIMCTBYIOMIETO CYOBEKTA.

dopmupyembie y 00ydaronierocsi KOMNneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTeHIHIi !

KOI[ U HAMMEHOBaHUC KOI{ U HAMUMECHOBAaHUC 3aHJIaHI/Ip0BaHHI)Ie pe3yJabTaThl oﬁyqemm
KOMIIETEeHL MU HHAUKATOPA JOCTUKEHUSI
KOMIICTCHIIUU
[TK-3 Criocoben [1K-3.2nk-3 AnmuaucTpupyer | 3HaTh:
aMUHUCTPUPOBATH IIPOrpaMMHO-aNIapaTHbIE - KIaCCH(UKAIHIO KHOepyrpo3
Cpe/ICTBA 3alIUThI Cpe/CTBA 3alUThI MH()OPMAIMOHHON G€30MaCHOCTH B
HHpOpPMAIIH B uH(OPMALIY B COOTBETCTBUU HOPMATHUBHBIMU
KOMIIBIOTEPHBIX CUCTEMAX U | KOMIIBIOTEPHBIX CETIX AOKYMEHTAMHU PETYIIATOPOB,
CeTSIX - TUTIOBBIE AITOPUTMBI aTaKU U

MEXaHM3MBI 3alUThI OT KHOepaTak Ha
MH(POPMALIMOHHbIE CUCTEMBI;

- IPOrPaMMHBIE U IIPOrPAMMHO-
anmnapaTrHble CPEeICTBa 3alUTHI
KOMITBIOTEPHBIX CHCTEM OT KHOepaTak.

YMETh:
- IPOBOJIUTH aHAJINU3 YIPo3 OE30MMacCHOCTH

MH(OPMALIMOHHBIX CUCTEM B
COOTBETCTBUU C MEKIYHAPOJHBIMU U
OTEYECTBEHHBIMHU 0a3aMH JTaHHBIX
YA3BUMOCTEM;

- IPUMEHSATh KOMIIEKCHBIE TPOTPAMMHBIE
peleHns 1Ji1 TECTUPOBaHus,
OoOHapyXeHHs U JTUKBUJIALUU KHOEpyrpo3
B UH(OPMALIMOHHBIX CUCTEMAX;

- pa3pabaThIBaTh PEKOMEHIAIUH TI0
PUMEHEHMIO TPOrPaMMHBIX U
IIPOrpaMMHO-aINapaTHBIX PEIIeHUH s
3alIUThl CUCTEMHBIX M MPUKJIATHBIX
MIPOrPaMMHBIX MTPOJYKTOB, a TaK)Ke web-
IIPWJIOKEHUH U pecypcos cetu "MHreprer”
OT KHOEpyrpos.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuumnimHa OTHOCUTCS K OCHOBHOM mpo¢)ecCHOHaIbHOW 00pa3oBaTeNbHOM IMporpaMme
Bbe3onacHOCTh KOMIBIOTEPHBIX CHCTEM (IIPOABMHYTHIM ypoBeHb) (nasee — OIIOII), nampaBieHus
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noaroroBku 10.03.01 Mudopmanmonnas 6e30macHOCTh, YpOBEHb 00pa30BaHUs: BBICIIEe 0Opa3oBaHUE -
OakanaBpuar.

bazupyetcst Ha ypoBHE cpesiHero o01ero oopa3oBaHus.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOIHEHUH
BBIITYCKHON KBaTH(PHUKAIMOHHON pabOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TPyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 6 3a4€THBIX eIUHMIL, 216 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBBI 3aIIUTHI 22 6 4 4 4 - - - - - 10 - Ilooz0mogka 0oknada, evicmynienus:
HH(POPMAIIUOHHBIX 3amaHue CBA3aHO C YIiyOJICHHBIM H3YYCHUEM
CHCTEM OT KI/I6epaTaK pa3aciioB AMCUHUIIIMHBI U CAMOCTOATCIIbHBIM
1.1 | BseneHue B 3alUTY OT 11 2 2 2 - - - - - 5 - MTOUCKOM MaTepHaJIOB IS PACKPBITHS TEMBI
kubepartak Joxiazia. MaTepuassl BHIIOJHEHHON paboOThI
1.2 Monens yrpo3 u 11 2 2 2 - - - - - 5 - MIPEJCTABILIIOTCA B JICKTPOHHOM BHJIE WM B

MO/JIEJTb HAPYITUTEIIS
nHpopMaMOHHOH
0E30IMaCHOCTH B
THITOBBIX
nH(pOpPMAHOHHBIX
CHUCTEMAX

(opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
ciaiinoB. B kauecTBe TEM OKJIAIOB CTYACHTAM
MPE/AIaraloTCsl CIEAYIONIIE BAPHAHTHI:
Ilodzomoeka Kypcosoit padomui: Kypcopas
paborta npezacTaBiIeHa B BUAE KPYIHOH 3a1aqu
o yueOHOMY Keiicy, OXBaThIBAIOMICH
HECKOJIBKO PACYETHBIX BOIIPOCOB U BEIOOD
BapHaHTa IIPOEKTHOTo pereHus. [Tpumep
3a7aHus:

I10020mogKa K npaKmu4ecKkum 3aHAMUAM:
Wzyuenne maTepuana mo paszaeny "OCHOBBI
3aMUTHl HHPOPMAIIMOHHBIX CHCTEM OT
knbepartak" MOATOTOBKA K BHIITOJIHEHHIO
3a7aHUH Ha IPAKTHYECKUX 3aHATHIX
Camocmoamensvroe usyuenue
meopemuueckozo mamepuana: VIsydenue
JIOTIOJIHUTENBHOTO MaTepuaa o pasjaeiny
"OCHOBBI 3aITUTHl HH(POPMAIIMOHHBIX CHCTEM
ot kubeparak”

H3yuenue mamepuanos 1umepanmypHsix
UCIOYHUKOG:

[3], 21-51




[4], 5-89

2 CrpyKkTypa kubeparaku 65 12 12 | 12 29 Ilodzomoska doknada, evicmynienusn:

Ha HHPOPMAIMOHHYIO 3ajaHue CBS3aHO C YIIyOJCHHBIM N3y4EHUEM
cucreMy o0beKTa pa3/iesioB AUCIMIUIMHBI X CAMOCTOSITEIbHBIM
nHpopmaTuzanmuu MIOMCKOM MaTEPHAJIOB ISl PACKPBITHS TEMBI

2.1 ArTaku Ha 15 4 2 4 5 JIOKJIaga. MaTepuasl BEIOTHEHHOW paboThI
KOpHOpPaTHBHBIC MIPECTABILIIOTCS B SJICKTPOHHOM BHAE WIIH B
nH()OpPMALMOHHbIE (opmMe pacriedaTaHHbIX MPE3EHTAMOHHBIX
CHUCTEMBI KOMITAHUI cnaifoB. B kauecTBe TeM JOKIIANOB CTyIE€HTaM
(KHNC) MPEJIaraloTCsl CIEAYIOIUE BAPUAHTBI:
2.2 ATaku Ha 12 2 2 2 6 Ilodzomoska Kypcosoit padomul: Kypcopas
TIPOMBIIIJICHHBIE pabora npejacTaBieHa B BUAE KPYITHOMW 331241
npennpusatug (ACY 1o y4eOHOMY KelCy, OXBaThIBaIOIICH
TIT) HECKOJIBKO PAaCUETHBIX BOIIPOCOB M BBIOOD
2.3 OOHapykeHHUE aTaK Ha 12 2 2 2 6 BapHaHTa MPOSKTHOro perieHus. [Tpumep
HC 3aJaHus:
2.4 Ataxu na UIC. 12 2 2 2 6 I1o02z0mogKa K npaKmuyeckum 3aHAMUAM:
DoS/DDoS W3yuenne Matepuana no pasaeny "Ctpykrypa
25 Ataku aa UC. 14 2 4 2 6 KnbepaTaky Ha HHQOPMAMOHHYIO CHCTEMY
ConuanbHas o0bekTa nHpopMaTH3ayu" MOATOTOBKA K
MHKCHEpHUS BBITIOJTHEHHIO 33/IaHUH Ha MPaKTHIECKUX
3aHATUAX
Camocmoamenvroe usyuenue
meopemuuecko2o mamepuana: VIsyaenue
JIOTIOJTHUTEJIBHOTO MaTepHaa o pasjieny
"CrpykTypa knoepataku Ha HHGpOpMAIMOHHYIO
cucreMy o0BbeKTa nHpOpMaTu3auu'”
H3yuenue mamepuanog 1umepamypnbix
UCIOYHUKOB:
[1], 33-94
[2], 489-513
[4], 117-184
3 Crpykrypa kubeparaku | 64.7 12 12 | 12 28.7 Ilod2omogka doknada, gblcmynieHus:
Ha BeO-TIPUIIOKEHUS U 3ajaHue CBSI3aHO C YIIIyOJICHHBIM H3yYeHUEM
PECYPCHI CETU pa3aciioB AMCHUIIIIMHBI U CAMOCTOATCIIbHBIM
"UnTepuer” [IOMCKOM MaTepHUaJIOB JUJIsl PACKPBITHS TEMBI
31 BriaBnenue n 15 4 2 4 5 JIoKJIaga. MaTtepualbl BEITOTHEHHOH paboThl

akcrryartaus SQL-
WHBEKINN B

MPEACTABIISIOTCS B 3JIEKTPOHHOM BHJIE UJIU B
(dhopMe pacrieyaTaHHBIX MIPE3EHTAIIMOHHBIX
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TIPUIIOKEHHUSX cnaiinoB. B kauecTBe TeM JI0KJIAIOB CTyACHTAM
3.2 3amuTa BeO- 11 2 2 2 - - 5 - MIpeJIaraloTcs CIeyIOIUe BApUAHTBI:
MPWIOKEHUHN OT Ilodzomoeka Kypcosoit padomui: Kypcopas
MHBEKIIMH KOMaH] paboTa npeAcTaBiIeHa B BUAE KPYITHOHN 3a1a91
3.3 3amuTa BeO- 12 2 2 2 - - 6 - 10 y4eOHOMY KEHCy, OXBaThIBAIOIICH
MPUIIOKEHUH OT aTak HECKOJIBKO PACUYETHBIX BOIIPOCOB M BBIOOD
tima XSS BapHaHTa IIPOEKTHOro perrenus. [Tpumep
3.4 Mepsr 12 2 2 2 - - 6 - 3a[laHHs:
MIPEAOTBPALICHUS I10020mogKa K npaKmu4yecKum 3aHAMUAM:
stored u reflected XSS. Wzyuenne matepuana no pasgeny "Crpykrypa
CSRF. SSRF. KnOepaTaky Ha BeO-TIPHIIOKEHUS U PECYPChI
35 IpuMeHenre oaXoaa 14.7 2 4 2 - - 6.7 - cetu "UHTepHeT"" MOATOTOBKA K BBHITIOJHEHUIO
DeVSecOps B 3a/1aHUH Ha TIPAKTUYCCKUX 3aHATUAX
COBPEMEHHBIX CamocmoamensHoe usyuenue
crcTeMax pa3pabdoTKu meopemuueckozo mamepuana: N3ydenne
HpOrpaMMHOTO JIOTIOTHUTENBHOTO MaTepHala Mo pa3aeiny
obecrneueHus "CtpykTypa KuOepaTak Ha BEO-TIPHUIIOKEHUS H
pecypcsl cetu "UnTepuer”
H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOB:
[4], 241-375
Ok3ameH 35.9 - - - - 0.4 - 335
Kypcosas pab6ota (KP) 28.4 - - - 14 0.4 10 -
Bcero 3a cemectp 216.0 28 28 28 14 0.8 7.7 335
Hroro 3a cemecTp 216.0 28 28 28 16 4 0.8 111.2

IIpumeuanue: Jlex — nexuuu; JIab — nabopatopusie pabotsl; [1p — npaktuueckue 3ausatust; KIIP — ayautopHble KOHCYIbTAIMK 110 KYPCOBBIM
npoekTtam/padotam; MKKII — nnauBHtyanbHbIe KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK O pa3jienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texymumii koHTposb; [TA — npomexyTrouHas
aTTecranus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHo8bl 3auumsl UHGOPMAYUOHHBIX CUCHIEM Om KUubepamax

1.1. BBenenue B 3auTy OT KuOepaTak

[TonsTHe aTtaku Ha KOMIIBIOTEpHBbIE cucTeMbl. Kiaccudukauus ys3BUMOCTe M KuOepaTak.
[Ipumepsl atak Ha kommbroTepHble cuctembl. baza mganneix CVE u CWE. PerpocnektuBa
kubOepuHIUaeHTOB B Poccuum u wmupe.  Onucanuwe pealbHBIX pealn3anuii Kubeparak 3a
npenuiecTByomuil rog. BBoanas undopmanus mo Temam npeacrosimux gokianos: WannaCry,
Stuxnet, NonPetya, Mirai, BEC, Zeus, Lazarus (ataku rpynmnupoBku), Industroyer, Cobalt, Dark
Hotel, Turla (ataku rpynmupoBku), DarkVishnya, KoffeyMaker u apyras tema nokmnana Ha BeIOOD
CTyJieHTa (110 COTJIACOBAHUIO C MIPEMNO/IaBaTeNIeM).

1.2. Mozens yrpo3 1 MoJiesib HapyLuTesss MHGOpMaIMOHHON 0€3011aCHOCTU B THIIOBBIX
UH(POPMALIMOHHBIX CUCTEMAX

Mogens yrpoz ®CTOKa Poccun. Llenn 3noymplnienHuka. Kpanudukanys 3710yMbIIUIEHHUKA.
OCHOBHOW HHCTpYMEHTapUHl. BBognas wH(OpManus Mo TeMaM MPEICTOSAMIMX JIOKJIAIOB:
CO3JaHME MOJENM HapyIIUTENss Ha KOHKPETHBIX IPUMEPE THUIIOBOM  KOPIOPAaTHBHOMN

UH(QPaCTPYKTYPBHL..

2. CmpVKWZVDCl Ku6epama1<u HAa MHd)ODMauMOHHVIO cucmemy obvexma qu)opMamu3auuu

2.1. Ataku Ha KoprnopaTuBHble HHPOpMamoHHble cucteMbl koMmnanuit (KHUC)

Tunosas crpykrypa KUC ¢ Ttouku 3penus 6e3omacnoctu. [Ipumepst atak nHa KHUC. Tumnossie
3amuTHele Mepel oT kubeparak Ha KHMC. BBognas uHpopmanusg mo Temam HpPeACTOSLIMX
JIOKJIQJIOB: € Y4ETOM CO3JaHHOM MOJAENIM HapyLIMTEds MOoA00paTh HEepeueHb 3alllMTHBIX MEp U
000CHOBATH €rO..

2.2. Ataxu Ha npombliieHHsle npeanpusatust (ACY TII)

Tunosast crpykrypa ACY TII ¢ touku 3penust 6ezonacHoctu. [Ipumepst arak Ha ACY TIIL
TumnoBele 3amMTHBIE Mepbl.  BBomHas wuH(OpMamus MO TeMaM MPEACTOSIIUX JOKJIaIO0B:
Pazpaborka 3ammtHbIx Mep qns npeanpustus ACY TII Ha OCHOBE CO3MaHHOW MOICIH
Hapymurens. Pazmuuus ACY TII u kopnopatusnoit HC..

2.3. O6napyxenue atak Ha UC

Texnonorust ananusa atak Ha MC. Meronapl oOHapyXeHusi aTak (IIPU3HAKM KOMIPOMETAIUH
cucrem). CpenctBa oOOHapyKeHHs aTak (CUCTEeMbl OOHapy)XeHUs BTOpxeHHil).  BBogHas
uHpOpMalLKs O TEMaM MPEACTOSIUX 10KIaaoB: IloapoOHbIil pa3dop TEXHOIOTUM aHANIK3a aTak
(aTamel, HeoOXxoaMUMas HHPOpMaIHs, CPEICTBA U T.11.).

2.4. Araxu va UC. DoS/DDoS

[Tousitue DoS/DDoS ataku, ux oco6eHHocTh. TexHosorus obHapykeHus aTtaku. MeToasl u
cpeactBa 3ammTel oT DDoS. Bpoanas uH(opmamus mo TemMaM NPEACTOSIIUX JOKJIAI0B:
JletanbHbIi pa36op METOA0B U cpelicTB oOHapyx eHus u 3amuThl oT DoS/DDoS araxk.

2.5. Araku Ha MC. ConnanibHast HHXEHEpUs

[TonsiTve couuanbHON WHXKEHEPUHU, NpUMephl. TexHonorus oOHapyXeHHs aTaku. MeToabl u
CpeZCTBa 3aIUTHI OT COIMAJIBHON WMH)XXEeHepuu. BBojaHas mHpopMalnMs MO TeMaM IMPeICTOSAIINX
noknanoB: IlogpobHoe M3yueHue METOJO0B COIHAIbHON HHKEeHepUH ((UIIMHT, MPETEKCTUHT U

T.J.).



3. Cmpyxkmypa kubepamaxu Ha eeb-npunodcenus u pecypewl cemu "HUumepnem "

3.1. BeisiBinenue u sxcrutyatanusi SQL-UHBEKIUN B MPUITOKEHHUSIX
[TpuunHbl BOo3HUKHOBeHUs SQL-uHbeKuui. TeXHMKH, NPUMEHSEMblE IpPHU AKCIUTyaTallUU
SQLunwexuwmii. [Iponecc oOHapykenus u dkcruryatanuu SQL-UHBEKIUH.

3.2. 3amuTa BeO-pUI0KEHUH OT UHBEKIINI KOMaH/]
XapakTepHuCTHKa OCHOB BHEJAPCHHUS OINACHBIX KOMaHA. MeToJbl OOHApy)XECHHsS BHEIPCHHS
omacHeix komana. OWASP CheatSheet.

3.3. 3amuTa BeO-npHIIOKeHUH OT aTtak Thma XSS
Oomee moustue XSS. Buast XSS. Kontekctsl Boimonaenus. Common Weakness Enumeration.

3.4. Meps! npenotBpanieHus stored u reflected XSS. CSRF. SSRF.
Mepsl npenorparienust stored u reflected XSS. Mepsl npenorspamienuss DOM-based XSS.
Hcnonb3zoBanue CSP..

3.5. [Ipumenenue noaxona DevSecOps B COBPEMEHHBIX CUCTEMAX Pa3padOTKU MPOrpaMMHOIO
obecrnieueHus
[Torsitme DevSecOps. Opranuzanus $as33unra ucxogHoro koga. CpaBHeHHnEe HEKOTOPBIX SCA.

3.3. Tembl NpaKTHYECKUX 3AaHATHI
1. 1 Beenenue B 3alIMTY OT KHOEpaTak;
2. 2 Mopenb yrpo3 U MoJiellb HapyLHTesst UHGOpMaIIMOHHON 0€30aCHOCTH B TUITOBBIX
UH(POPMALMOHHBIX CHCTEMAX;
3. 3 Ataku Ha KopropaTuBHble HHPopMaIoHHbIe cuctemMbl kKomnanuii (K1C);
4. 4 Araxu Ha npombinuieHHble npeanpustus (ACY TII);
5. 5 Obnapyxenue arak Ha UC;
6. 6 Ataxu Ha IC. DoS/DDoS;
7.7 Araku Ha C. ConnanbHasl HHXKEHEPUS;
8. 8 BreiaBienue u skcruryatanus SQL-HbeKINH B TPUIIOKEHUSX;
9. 9 3amuTa BeO-IPUIIOKEHHUH OT UHBEKIIUNA KOMaHI,
10. 10 3amura BeO-nipuiioxKeHH OT atak Tumna XSS;
11. 11 Meps! npenotsparuenus stored u reflected XSS. CSRF. SSRF.;
12. 12 Ilpumenenue noaxona DevSecOps B COBpEMEHHBIX CUCTEMaX pa3pabOTKU
IPOTPaMMHOT0 00eCTIeUeHHS.

3.4. TeMbl 1a00paTOPHBIX padoT
1. 1. MccnenoBanne cepBUCOB ySI3BUMOM BUPTYalbHOM MalMHbI ¢ npumeHeHueM CVE;
2. 2. O3HaKOMJICHHE C OCHOBHBIM HHCTPYMEHTAapHEM 3JI0yMBIIIIEHHUKA Ha ipumMepe Kali
Linux;
3. 3. N3y4eHue Bo3MoxxHOCTEH npuMeHeHus nHcTpyMenTa Responder B OC Kali Linux s
BBITMIOJTHEHUSI aTaKH YEJIOBEK-II0CepEAMHE B OTHOLIEHUH METO/I0B ayTeHTU(HUKALIUY B
Windows;
4. 4. Ycranoska u Hactpoiika IDS/IPS-cuctems Suricata u ELK;
5. 5. Anmunuctpuposanue IDS/IPS-cuctems! Snort B 1iensix mpoTHBOACHCTBUS KnbepaTakam
Ha aBTOMaTU3UPOBAHHYIO CUCTEMY;
6. 6. 3HAKOMCTBO C MHCTPYMEHTaMH COLMaIbHON MHXeHepuH Ha npumepe SET;
7. 7. llpenoTBpaiieHue aTtak, CBI3aHHBIX ¢ SQL-uHBeKIMIMY;
8. 8. IIpenoTBpalieHue aTak, CBI3aHHbBIX C UHBEKIUSIMU KOMAH]T;



9. 9. IlpenoTBpailieHue atak, cBsizaHHbIx ¢ XSS. Yacts 1;

10. 10. IIpenoTBpaiienue atak, cBa3aHHbIx ¢ XSS. Yacts 1;

11. 11. [IpenoTBpaiienue arak, cesazanubix ¢ CSRF;

12. 12. IIpenotBpamienue Path/Directory Traversal u Open Redirect;

13. 13. [IpenoTBpaiieHue BCTpanuBaHus BeO-MPUIIOKeHH B iframe Ha caiftax
37T0YMBIIIJICHHHKA.

3.5 KoncyabTanum

Hnousuoyanvnvie koncyrbmauuu no kypcosomy npoemy /pabome (MKKII)

1. Koncynpramuu npoBoasatTcs mo pasneny "OCHOBBI 3aUuThl HHPOPMAIMOHHBIX CHCTEM OT
kuOeparak"
2. Koncynpramuu mpoBomstcs mo pasaeny "Crpykrypa kuOeparaku Ha WH()OPMAIMOHHYIO
cucreMy o0beKkTa nHpopMaTu3anuu"
3. Koncynpramuu npooasaTcs 1o pasaeny "CTpykTypa KHOepaTakd Ha BeO-IPUIIOKEHUS U
pecypcesl cetn "Untepuer""
Texywuii koumpons (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE MHAMBUAYAIBHOIO 33aJaHUS JJIsl BBIIOJHEHUS
KOHTPOJIbHBIX MEPONPUATUIA 10 pa3zaeny "OCHOBBI 3aLIUThl HHPOPMALIMOHHBIX CUCTEM OT
kuOeparak"

2. KoHcynbTanuu HampapjeHbl HA MOJyYEeHUE WHAMBUIYAIBbHOTO 3a/laHUs ISl BBIIOJHEHUS
KOHTPOJIBHBIX Mepornpuatuii mo pasgeny "Ctpykrypa kubepaTaku Ha HH()OPMAIIOHHYIO
cucreMy o0beKkTa nHpopmMaTu3auuu"

3. Koncynpranuu HampaBieHbl Ha MMOJyYe€HHE WHIUBHYaTbHOTO 3aaHUS JJISI BHITOJHEHHS
KOHTPOJIbHBIX MeponpusaTHil 1o pasaeny "CTpykTypa kubGepaTaky Ha BEO-IPUIIOKEHUS U
pecypcesl cet "Untepuer""

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT

6 Cemectp
Kypcosas pabora (KP)
Temsbl:
- 10cobeHHOCTH peanu3anuy 3alUTHBIX Mep oT kubdeparak 1t ACY TII va o6bpextax KN
2Ananu3 MeToI0B OOHAPYKEHUS U TIPEIOTBpaIIeHUs MexcaiToBoi noanenku 3amnpoca (CSRF) u
MOJIJIENIKH 3ampoca Ha ctopore cepBepa (SSRF) 3Ananus ocodennocreit ucnonapzoBanuss WAF s
oOHapyXeHHs U OJIOKMPOBAHMSI CETEBBIX aTaK Ha BEO-NPUIIOKEeHHs 4 AHaAIN3 OCIEI0BATEIbHOCTH
paboT o oOHapy>KEHHUIO U MPEJOTBPALLICHUIO KMOepaTaK ¢ UCIOIb30BAHUEM MEXaHU3Ma
"BeImosiHeHHE" (execution) SAHaNU3 MOCAEA0BATEILHOCTH PaboT 10 OOHAPYKEHUIO U
MPEeIOTBpAICHUIO KnOepaTak ¢ UCIOIb30BaHUEM MexaHu3Ma "Bo3neiicTBue" (impact) 6 Ananus
MOCJIEIOBATEILHOCTH padOT MO OOHAPYKEHHIO U TIPEIOTBPAIICHUIO KHOEepaTak ¢ UCTIOIb30BaHIUEM
MexaHu3Ma "HadanpHOTro noctymna (initial access) 7AHanu3 MOCIeI0BATEILHOCTH pabOT MO
0OHapYXEHHIO U TIPEIOTBPAIICHUIO KHOEepaTak ¢ UCIIOIb30BaHNEM MeXaHu3Ma ""00X0/1 3aiuThl"
(defense evasion) 8AHanM3 MOCIEAOBATENLHOCTH PabOT 0 0OHAPYKEHHUIO U MTPEIOTBPALLICHHUIO
KrbOepaTak ¢ UCIOIb30BaHUEM MEXaHu3Ma '"TiepeMenienus BHyTpu nepumetpa” (lateral movement)
9AHain3 Mocae10BaTeabHOCTH PadOT O OOHAPYKEHUIO U TPEAOTBPAILCHUIO KubepaTak ¢
HCIIOJIb30BaHNEM MeXaHu3Ma "moBbleHne npusmieruit” (privilege escalation) 10Ananus
MOCJIEI0BATEIBHOCTH PA0OT MO OOHAPYKEHUIO U TPEAOTBPALLIEHUIO KUOEpaTaK ¢ UCIOIb30BAHUEM
MexaHHu3Ma "mosryueHus ydeTHbIX TaHHBIX" (credential access) 11AHanu3 nociaen0BaTeNbHOCTH
paboT o oOHapy>KEHHUIO U MPEJOTBPALLICHUIO KHOepaTaK ¢ UCIOIb30BAHUEM MEXaHU3Ma
"pa3Benku" (discovery) 12 AHanu3 mocaea0BaTEIbLHOCTH PAOOT TT0 OOHAPYKEHHUIO U
MPeIOTBPAICHUIO KHOepaTak ¢ UCTOIb30BaHUEM MexaHu3Ma "'cOopa maHHbIX" (collection)
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13 AHanu3 nocnea0BaTeNIbHOCTH paboT 10 0OHAPYKEHUIO U MPEIOTBPAILEHHIO KHOepaTak ¢
HCITOJIh30BaHWEM MeXaHu3Ma "yrpasieHue u KoHTposb" (command and control) 14 Ananm3
MIOCJIEI0BATEIBHOCTH PA0OT MO OOHAPYKEHUIO U TIPEAOTBPAIICHUIO KHOEpaTak ¢ UCIIOIb30BaHUEM
MexaHu3Ma "IxkcuinbTpanus naHHbIX" (exfiltration) 15AHamu3 mociaea0BaTeIbHOCTH PaboT 1O
00HapyXEHHIO U NPEAOTBPAILEHUIO KMOepaTak ¢ HCII0JIb30BAHUEM MeXaHHU3Ma '"3akperienue”
(persistence) 16AHanu3 mocie10BaTeILHOCTH padOT MO MPEAOTBPAIICHUIO KHOEpaTaK ¢
UCIIOJIb30BaHMEM MexaHu3Ma "pukcanuu ceccun” (session fixation) 17 AHanu3 npeuMyInecTB
HCITOJIH30BaHUS MEKCETEBBIX IKpaHOB HOBoro mokojieHus (NGFW, next-generation firewall) mo
CPAaBHEHMIO C MEXCETEBBIMU IKpPaHAMM MPEABIAYIINX OKOJIEHUM 18 AHann3 cOOTHOLIEHUS
TpeOOBaHUI MO 3alIUIIEHHOCTH TPOrPAMMHOT0 oOecreueHus: 0T Kudeparak K YpOBHIO I0BEpHUS
19V cnionb30BaHNe CKaHEPOB YSA3BUMOCTEH JUIst 3aIUTHI OT Kubeparak 20V crionb30Banue
texnosioruu SD-WAN security 11s mpetoTBpalieHus: kubepatak Ha MpuMepe BUPTYaTbHOTO
mapmipytuzaropa Cisco CSR1000v 21Metop1 00Hapy>KEHHS U IPEAOTBPAILICHUS MEKCANTOBOM
noanenku 3anpoca (CSRF) u moanenku 3anpoca Ha ctopoHe cepepa (SSRF) 220pranuzanms
mporecca co3anus 6€30MmacHo cpebl yaaleHHOW paboThl coTpynHuKoB 23TlocneoBaTeIbHOCTh
co3aanus pabounx mporeccoB B pamkax Merononorun DevSecOps 241Ipumenenne Mmerona
OYHUCTKH U SKPaHUPOBAHUS MOJIB30BATEIBCKHIX JaHHBIX MIPH PEATH3AINHN 3AIMUTHBIX MEpP OT
kubepatak 251 Ipumenenue metona nporuBoaeicTBust APT (Advanced Persistent Threats) mpu
OpraHu3alliy 3alUTHl OT KHOepaTak Ha HHPOPMAIMOHHYIO cucTeMy npeanpustus 26l lpumeHenne
MeTo1a GUIBTPAIIUN U SKPAaHUPOBAHUS MOJIH30BATEIbCKUX JAHHBIX MIPH peaIU3aliH 3allUTHBIX
Mep OT Kubeparak Tuna BHeApeHus 27Pa3paboTka anroputma 3auiuThl HHOOPMAITMOHHON CHCTEMBI
OPEIpHUATHS OT KHOepaTak ¢ UCIOIb30BAaHUEM CPEICTB OOHAPYKEHUS U MPEAOTBPAILICHUS
Brop>kenuit (IDS/IPS) 28Pa3paboTka 1 BHEPEHUE TPOrPaMM MOBBIIICHUST OCBEIOMIEHHOCTH
nepconana (SAP), HarpaBlIeHHBIX HA TPOTHUBOICHCTBUE METOAAM COIIMAIbHON HH)KEHEPUH
29Pa3paboTka 1 BHEAPEHHUE MPOTPAMMHOI0 MPOAYKTA, IPEAHA3HAYECHHOTO JJIs TIOBBIIIICHUS
OCBEJIOMJICHHOCTH IIepCOHaia OT yrpo3 couuaibHoi nHxenepuu 30Pa3zpaboTka miana
pearupoBanms Ha kuOeparaku 3 1Pa3zpaboTka pekoMeHIamii yist 3airThl HHHOPMAITMOHHBIX
CHCTEM OT aTak ¢ MPUMEHEHUEM METOI0B COllMaIbHOM nHxkeHepuu 32Pa3paboTka pekoMeH1aIuii
10 HaCTpOMKe cucTeMbl OOHapyx eHUs BTop>keHui i 3amuThl ceteit ACY TII 33Pa3paborka
pEeKOMeH1alui 110 MOPAIKY BHEAPEHHS U HACTPOMKHU CPeACTB OOHAPYKEHHS U TIPEAOTBPAILCHUs
BTOPKEHUH JIJ1s 3aIIUThI OT KubepaTtak 34Pa3paboTka pekoMeH1aluii 10 YCTPAaHEHHUIO YSA3BUMOCTH
¢dopmbl aBTOpU3aLKU B BeO-puiiokeHu 35CoBpeMeHHbIE TEXHOJIOTMH U METOIbI
ayTeHTU(UKaluU B BeO-npuiiokeHusX 36 CpaBHUTENbHBIN aHAJIN3 CKAHEPOB YSI3BUMOCTEH JI1s
3aiuThl OT kuOepartak 37CpaBHUTENBHBIN aHATIN3 CPEJICTB OOHAPYKEHUS U NPEIOTBPALLCHUS
BTOPKEHHM JIJIs1 3a1IUTHI OT KubepaTtak 38DopMupoBaHue peKOMEHIAIHI IO 00€CTICUSHUIO
3alUTHI OT TAPreTUPOBAHHON aTaKM HAa MH(POPMAITMOHHYIO CUCTEMY KOMMEPYECKOT 0 MPEANPHUSITHUS.
39®opmupoBaHue TpeOOBAHNUN K KOMIUIEKCHOW CUCTEME 3alllUThl HH(pOpMALIUK OT KHOepaTak c
UCIIOJIb30BAaHUEM CUCTEM OOHApY>KEHHsI U IpeAOoTBpalleHus BTopskeHuit 40PopmupoBanue
TpeOOBaHUH 110 MCITOJIF30BAHHUIO CKAHEPOB YSA3BUMOCTEH JIJIS 3aIIUTHl Web-TIpHIIOKeHUH OT
KubepaTak

I'padguk BbINOJHEHHS KYPCOBOIO IIPOEKTA

Henena 1-4 5-8 9-12 | 13-15 | 3aueTHas

Pasgen 1,2 3,4 4.5 6,7 3ammra
KypCOBOT'O KypCOBOTO
IPOCKTa IPOCKTA

O0beM 25 25 25 25 -
paznena, %

Brimonuennslii | 25 50 75 100 -
00BeM
HaApaCTAIOIUM
uTorom, %
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Howmep paznena

Paznen kypcoBoro npoekra

TUTYJIBHBIN JTUCT

Coneprkanue

Bsenenue

IlepBblii pazaen

Bropoii pasaen

3aKIr0YeHne

~NOoO|O AR WINIEF

Cnucok UCnoIb30BaHHOM JTUTEPATyphl
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arutaHMPOBaHHbBIE PE3YIBTATHl O0YYEHHS M0 AUCIHUILTHHE
(B COOTBETCTBUH C pa3aeiioM 1)

Konapr
WHUKATOPOB

Howmep paznena

JTUCIUIUTUHBI (B

COOTBETCTBUH C
n.3.1)

1|1 2] 3

O1eHOYHOE CPEICTBO
(TN ¥ HAUMEHOBAaHUE)

3HATh:

IIPOrpaMMHBIE U IPOTrPaMMHO-ANIAPaTHbIE CPEACTBA 3aLUThl KOMIBIOTEPHBIX
CUCTEM OT KubepaTax

I1K-3.21k-3

KonTtponbHas
pabora/KonTponsHoe
MeponpusTre Ne 2

Kontponbnas
pabora/KoHTponbsHOE
meponpusitue Ne 3

KonTponbnas
pabora/KonTponsHoe
MeponpusTre Ne 6

KontponbHas
pabota/KoHTpoabHOe
MeponpusTre Ne 7

TUIIOBBIE AJITOPUTMBI ATAaKU M MEXAHU3MBI 3allIUTHI OT KMOepaTak Ha
MH(OPMALIMOHHBIE CUCTEMBbI

ITK-3.2nk-3

KoHnTponbHas
paborta/KoHTponbHOe
meponpusitue Ne 4

Kontponbnas
pabota/KoHTpoabHOe
Meponpustue Ne 8

KJaccu(ukanuio Kubepyrpo3 HHGpopMamoHHONH 6€30MaCHOCTH B COOTBETCTBUH
HOPMAaTUBHBIMH JIOKYMEHTAMHU PETYISATOPOB

TTK-3.20k-3

KoHnTponbHas
paborta/KonTponbHOe
meponpustue Ne 1

Kontponbnas
pabota/KonTposbHoe
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Mepornpusatre Ne 5

YMmerh:

pa3pabaThIBaTh pEKOMEHAAINHU MO0 IPUMEHEHHIO POTPAMMHBIX U TPOrPaMMHO-
anmnapaTHBIX PEIICHUM JIIS 3alUThl CHCTEMHBIX U MPUKJIAJIHBIX MPOrPAMMHBIX
MPOJIYKTOB, a TAKXKE Web-TIpHIIOKeHUH 1 pecypcoB cetu "MuTepHeT" oT
kubepyrpo3

IK-3.2nk-3

KonTtponbHas
pabora/KonTponsHoe
Meponpusitue Ne 4

Konrtposnbnas
pabota/KoHTposbHOE
meponpusitue Ne 8

IIPUMEHATHh KOMIUIEKCHBIE IIPOTPaMMHBIE PELICHUS U1 TECTUPOBAHMS,
OOHapyKEHHS U JIMKBUIAIMHA KHOEpyrpo3 B HH(POPMAITMOHHBIX CHUCTEMAX

I1K-3.2nk-3

KonTponbnas
pabota/KonTponsHoe
Meponpusarue Ne |

Kontponbnas
pabora/KoHTponbHOE
MeponpusaTre Ne 5

MPOBOJIUTH aHAIN3 YTPo3 0€30MaCHOCTH HHPOPMALIMOHHBIX CHCTEM B
COOTBETCTBUH C MEXIYHAPOIHBIMU U OTE€UECTBEHHBIMU 0a3aMU JaHHBIX
YSA3BUMOCTEMN

I1K-3.20k-3

Kontponbnas
pabora/KoHTponbHOE
meponpusitue Ne 2

Kontponbhas
pabota/KoHTpoabHOe
meponpusitae Ne 3

KoHnTponbHas
paborta/KonTponbHOe
meponpusitue Ne 6

Kontponbhas
pabota/KonTtponbHoe
Meponpusitre Ne 7
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota

1. KonTtponbaoe meponpusarue Ne 1 (KonrposnbHas padota)
. KorrponpHoe meponpusitie Ne 2 (KonTtponsHas paboTa)
. Kontponsaoe meponpusarue Ne 3 (KontposnbHas padbota)
. KorrponpHoe meponpusitie Ne 4 (KontponpHas padoTa)
. Kontponsaoe meponpusarue Ne 5 (KonrposnbHas pabora)
. KorrponpHoe Mmeponpusitie Ne 6 (KonTponpHas paboTa)
. Koutponbaoe meponpusitue Ne 7 (KontponsHas pabota)
. KorrponpHoe meponpusitue Ne 8 (KontponpHas pabota)

0 31 O\ L KW

banmibHO-pedTUHTOBasA CTPYKTYpa AUCLUILINHBI SABIISETCS NPUIOKEHUEM A.
banmibHO-pedTHHTOBas CTPYKTYpa KypCcOBOil pabOTHI ABIISETCS pUoKeHueEM b.

4.2 Ilpome:KyTOYHAS aTTECTALMS 110 JUCHUIIMHE
Ixzamen (Cemecmp No6)

Kypcosas paboma (KP) (Cemecmp Ne6)
Pesynbrar paboThl B CEMECTpe OLIEHHWBAETCS C YYETOM BBIIOJHEHHUS CPOKOB IO3TAIHOM chauu
pa3zienoB KypcoBoil paboThl, MOCEIIEHUs] KOHCYIbTALMH, a TaKKe MPAaBUIBHOCTH H3JI0)KEHHBIX B
KypCOBO# paboTe TEOPETUYECKOTO U MPAKTUUECKOTO aCEKTOB TEMbI pabOThI

B numnioMm BBICTaBIsE€TCA OILIEHKA 3a 6 CEMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHbI

5.1 IleyaTHbIe U YJIEKTPOHHbIE H3IAHNS

1. KuGepOe3zonacHocTh IUGPOBOI MHIYCTPUH : TEOPUS U MPAKTHKA (PYHKIIMOHATBHON
ycroifunBoctH Kk kubeparakam / [1. I1. 3erxnaa, E. b. Anexcanaposa, M. O. Kanunum, [u ap.] ; pea.
J. II. 3erxna . — Mocksa : I'opsiuas JIunus-Tenekom, 2020 . — 560 c. - ABTOpbI yKa3aHbl Ha
obopore TuT. 1. - ISBN 978-5-9912-0827-7 .;

2. benoyc, A. U. Kubep6e3zonacHOCTh 00BEKTOB TOIUIMBHO-PHEPIe€TUUECKOTO KOMILIEKCA.
Konuenmuu, metozas! u cpeacrsa odecneuenus / A. U. benoyc . — Mocksa; Bosnorna : Mndpa-
Wmxenepus, 2020 . — 644 c. - ISBN 978-5-9729-0512-6 .;

3. YnopaBneHue coObITUIMU HHPOPMAITMOHHOM Oe30macHoCTH : yuyebHoe mocobue / A. C. MUH30B,
O. P. baponos, C. A. Mun308, I1. A. Ocunos, Ham. uccrnen. yu-tr "MOU" (HUY"MBHN"),
NHXeHepHO-9KOHOMMY. MH-T HallMOHAIbHOIO uccien. yH-ta "MOU" ; pen. A. 1O. Hesckuit . —
Mocksa : BHUUreocucrem, 2020 . — 110 c. - {5 cTryaeHToB 6akanaBpuaTa, MarucTpaTyphl,
aCMMpPaHTOB M MperoiaBaTeNei, 3aHMMAarOIIUXCs BOMPOCaMH CO3aHUs dPPEKTUBHBIX CUCTEM
yrpaBJieHUs knoepoe3onacHocThio . - ISBN 978-5-8481-0244-4 ;
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4. Nuorenec 0., O3kaiis 3.- "KubepOe3omnacHocTh. cTparerus atak 1 000oponsl", M31aTenscTBo:
"IIMK IIpecc", Mockaa, 2020 - (326 c.)
https://e.lanbook.com/book/131717.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Buneoxondepennuu (Maitna, Coepmxas, BK u ap);

5. Windows Server / CepBepHas onepaliluoHHasi cuctemMa cemerictsa Linux;

6. Kali Linux.

5.3 UnTepHeT-pecypchl, BKJIOYasA NPogeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIUOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcuTeTckas 6u0JM0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHas oubauoreka - https://elibrary.ru/

4. ba3za nannbix Web of Science - http://webofscience.com/

5. ba3za nannbix Scopus - http://www.scopus.com

6. HanpoHanbHast 3JIeKTPOHHAs 0mdamoTeKa - https://rusneb.ru/

7. 93BC "KoncyasTant crygenta' - http://www.studentlibrary.ru/

8. ’Kypmuaua Science - https://www.sciencemag.org/

9. Dnexrponnas 6udmoreka MOU (36 MOMH) - http://elib.mpei.ru/login.php

10. ba3a oTKpbBITHIX JaHHBIX MUHUCTEPCTBA TPY/AA U COUUANbHOM 3alUTHI PD -
https://rosmintrud.ru/opendata

11. ba3a oTKPBITHIX JaHHBIX NPO(ecCHOHAIBHBIX CTAHAAPTOB MUHHMCTEPCTBA TPYAA H
conuaabHoi 3aumthl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

12. Ba3a OTKPBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMHYECKOro pa3Butus P® -
http://www.economy.gov.ru

13. Ba3a oTKpbITHIX 1aHHBIX PocduamonuTopunra - http://www.fedsfm.ru/opendata

14. UudopmannonHo-cnipaBouHas cucrema «Kongexc/Texakenepr» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

15. HaumoHaIbHBII NOPTAJ OHJIAITH 00yueHns1 «OTKpbITOE 06pa3oBanue» - https://openedu.ru
16. OTkpbITas yHuBepcuterckas nnpopmannonnas cucrema «POCCHSD -
https://uisrussia.msu.ru

17. ®enepanbHblii moptan "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun nomemenust Homep aynutopun, OcHamenne
HAaMMCHOBAaHUE
Y4eOHble ayAUTOpUH IS H-204, Yuebnas rapTa co CKaMbe, CTOJI MPENOaBaTeNs, CTYJI,
MIPOBEJICHUS JIEKIIMOHHBIX ayAuTOpHUs TpuOyHa, JOCKa MEJIOBasi, KOJIOHKH 3BYKOBEIE,
3aHATUHN U TEKYLLETO MYJIBTUMEIUNHBIN TPOEKTOP, YKPaH
KOHTPOJIA K-601, Yuebnas MapTa co CKaMbe, CTOJI MPEenoaBaTes, CTyJI,
ayAUTOpHUS TpuOyHa, JOCKAa MEJOBast, MyJIbTUMEIUITHBIN
MPOEKTOP, IKpaH
YueOHbIC ayAUTOPUH IS M-511, YuebOnas rmapTa, CTOJ IPEnoaaBares, CTyl,
MIPOBEICHUS ayAUTOpHUS MYJIbTUMEIUNHBIN TPOEKTOP, IKPaH, JOCKA
MPAKTUYECKUX 3aHITUH, MapKepHas, KOMIbIOTEP NEPCOHATBHBIN




KP u KII

M-511, Yuebnas

VY4eOHble ayIUTOPUH IS
ayAuTOpHS

IIPOBCACHUA

napTa, CTOJ NPENoIaBaTes, CTyl,
MYJBTUMEAUMHBIN MPOEKTOP, KPaH, J0CKa
MapKepHas, KOMIBIOTEP IEPCOHATBbHBIN

1a00PaTOPHBIX 3aHITHIA

YyeOHbIC ayAUTOPUH IS M-511, YueOnas

napra, CTOJ IPEnoIaBaTes, CTyJl,
MYJIbTUMEAUMHBINA IIPOEKTOP, IKPaH, AOCKa
MapKepHasl, KOMIBIOTEP IEPCOHAIbHBIN

cepBep, KOHIUIUOHED

MIPOBEACHUS ayIUTOpUs
MIPOMEKYTOUYHOM
aTTecTaluu K-120, MamuHHBIH
3a1 MBI
ITomerienus mst HTB-201,
KomnbrorepHblit

CaMOCTOSTEIIbHON PaboThI
YUTaIbHBIN 3aJ1

CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJI
MMMCHbMEHHBIM, BEIIAJIKA IS OJICHKIbI,
KOMIIBIOTEPHAs CETh C BBIXOJIOM B MIHTEpHET,
KOMIIBIOTEP NEPCOHAIBHBIN, IPUHTED,
KOHAULMOHEP

A-300, YueOnas

ITomentenus mis
aynutopus "A"

KOHCYJIbTUPOBAHUA

Kpeciio padouee, mapra, CTeJIIax, CTOJ
MIpEenoiaBaTeis, CToJ Y4eOHbIN, CTY, TpuOyHa,
MUKPO(DOH, MYIIBTUMEUAHBINA TIPOCKTOD,
DKpaH, 10CKa MapKepHasi, KOJIOHKH,
TEXHUYECKasl amraparypa, KOHJUIIHOHED,
TEJIEBU30D

K-202/2, Cxnan

[TomemeHus Ui XpaHEHHS
kadeaper BUT

o0opynoBaHus U y4eOHOTO
UHBEHTAps

CTEJUIaX Ui XPAaHEHUsS UHBEHTaps, CTOII,
CTYyI, WKad I JOKYMEHTOB, KA JUIs
XpaHeHUs1 UHBEHTapsl, TyMOa, 3an1acHble

KOMIUIEKTYIOLHUE /1711 000pyIOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonoruun 3al1IUThI I/IH(i)OpMaHI/IOHHBIX CHCTCM OT KI/I6epaTaK

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

IlepeyeHb KOHTPOJIbHBIX MEPONPUATHII TEKYIIIEr0 KOHTPOJS YCIIeBAeMOCTH 10 JTHCIUILIMHE:
Kontponbnoe meponpusrue Ne 1 (KontposbHast pabota)
KonTponsaoe meponpusarue Ne 2 (KonTposbHas padota)
Kontponbraoe meponpusarue Ne 3 (KontposbHas pabota)
KonTponsaoe meponpusarue Ne 4 (KontposabHas padota)
Kontponbraoe meponpusarue Ne 5 (KoHTposbHast padota)
KonTponsaoe meponpusrue Ne 6 (KontposabHas padbota)
Kontponbaoe meponpusrue Ne 7 (KontpoiabHas pabota)
KonTponsaoe meponpusrue Ne 8 (KonTposibHas padbota)

KM-1
KM-2
KM-3
KM-4
KM-5
KM-6
KM-7
KM-8

Bujx npome:xyTo4HOI aTTecTalmu — JK3aMeH.

Wunekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Howmep N KM: 1 2 3 4 5 6 7 8
paszena Henens 4 6 8 10 12 14 15
KM:
OCHOBBI 3aLIUTHI
1 WH()OPMAIMOHHBIX CUCTEM OT
kubeparak
11 BBenenue B 3amury ot + +
KrOepaTak
Mozens yrpo3 u MoJieNb
19 HapymuTesns HHOOPMaIMOHHOK + N
' 0€30I1aCHOCTH B THITOBBIX
WH(POPMAIMOHHBIX CHCTEMAX
CrpykTypa kubeparaku Ha
2 MH(OPMALIMOHHYIO CUCTEMY
00beKTa HH(pOpMaTU3ALUU
ATaku Ha KOpIOpaTUBHbIE
2.1 MH(OPMaLIMOHHBIE CUCTEMBI + + + +
kommanuii (KHC)
ATaku Ha IPOMBIIIICHHBIE
22 npennpustust (ACY TII) ¥ ¥ " i
2.3 Ob6Hapyxenue arak Ha IC + +
24 Ataxu Ha C. DoS/DDoS + +
25 Artaku Ha UC. ConmnanpHas + +
UH)KEHEepus
CrtpykTtypa kubepaTtaku Ha BeO-
3 NPUIIOKEHUS U PECYPCHI CETH

"NuTepuer”
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Brissienue u OKCILTyaTauus

3.1 SQL-uHBEKIHIA B TPUIIOKESHUSIX * *
32 3amura Bue6-l'[pI/IJ'IO}KeHI/II71 oT + + + +
AHBEKIIMA KOMaH/T
33 3amura BeO-TIPUIIOKEHUN OT + + + +
artak tuna XSS
34 Mepsl nnpegoTBpaiieHus stored u + +
' reflected XSS. CSRF. SSRF.
[Ipumenenue moaxona
35 DevSecOps B cOBpeMEHHBIX + +
cucreMax pa3paboTKu
IPOrPaMMHOTO O0eCTICUeHUS
Bec KM, %: | 125 | 125|125 | 125|125 | 125|125 | 12,5
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BAJLJIbHO-PEUTUHIOBASI CTPYKTYPA

IIpuioxenue b

KYPCOBOI'O ITPOEKTA/PABOTHI 1O IUCIUAIIVIMHE

TexHonoruun 3alIUThI I/IH(l)OpMaHI/IOHHBIX CHCTCM OT KI/I6epaTaK

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

Hepeqenb KOHTPOJ/IbHBIX MEPOHPHﬂTI/Iﬁ TEKYIIEIr0 KOHTPOJAHA YCIIEBA€eMOCTH 110 KprOBOﬁ

padore:

KM-1  VtBepxkaeHue TeMbl U COAEPKaHUS

KM-2 OdopmiieHne BBeACHHUS U TIEPBOTO paszeiia
KM-3 Odopmienne mepBoro u BTOPOTo pasieioB
KM-4 Odopmienne 3aKII04eHUs U CIIHCKA TUTEPATYPHI

Buja npomexyTouHoii arrectanmu — 3amura KP.

Nunekc KM- | KM- | KM- | KM-
Howmep Paznen kypcoBoro npoekra/KypcoBoi KM: 1 2 3 4
pasnena paboThl Henens 4 8 12 15
KM:
1 TUTynbHBIN JHUCT +
2 Coneprkanue +
3 BBenenue +
4 ITepBslit pa3nen + +
5 Bropoii paznen +
6 3aKiIro4eHne +
7 Cnucok uCnoab30BaHHON JTUTEPATypPhl +
Bec KM, %: | 25 25 25 25
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