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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CnocoGeH aAMUHUCTPUPOBATH CPECTBA 3aIIUTH HHGOPMAIIMH B KOMITBIOTEPHBIX
CHUCTEMax U CETSIX
[1K-3.3 AIMHHUCTpHUPYET CPECTBA 3AIIUTH HHMOPMAITUU TPUKIATHOTO U CHCTEMHOT'O
MPOrPaMMHOTO O0eCTICUeHUs

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

®dopma peanmsaiu: BeinmoaHenue 3a1anus
1. AIMUHHCTPUPOBAHUE MEXAaHU3MOB 3aIIUTHl OT KHOEPYTPO3 B CUCTEMHBIX U TIPHUKJIATHBIX
POrpaMMHBIX MPOAYKTAaX, a Takke web-npunoxkenusix ([JomarHee 3aianue)
2. AHanu3 THIOBBIX MEXaHU3MOB 3aIllUTHI OT KuOeparak Ha web-npuinoxenus (OT4er)
3. Ananu3 TpeboBaHUN HOPMATHBHBIX TOKYMEHTOB PETYIATOPOB MO 00ECIICYSHHIO 3AIIUTHI
web-npunoxenuit (Otyer)
4. ®opmMupoBaHUE PEKOMEH AN 1O pa3pab0TKe MporpaMMbl O€301acCHOCTH wWeb-
npuwioxeHus kamnanuu (Jomaminee 3aganue)

BPC aucuuniavHbl

7 cemecTp
Beca KOHTpOIBHBIX MeponpusITHii, %o
Hanekc KM- | KM- | KM- | KM-
Pazgen nucuuIuimHb KM: 1 5 3 4

Cpok KM: 4 8 12 15

TpeboBanus k 6€30MacCHOCTH Web-TIPHII0KEHUH

Tema 1. Beaenue B 6€301aCHOCTh MPUIOKEHUI +

Tema 2. )Ku3HeHHBIN UK 3aIIUTH Web-TIPUIIOKEHUS +

Tema 3. ITocTpoeHne nporpaMMsl 6€30MaCHOCTH Web-
MPUTTOKCHUSA

Tema 4. Cdepa neiicTBust 6€30MacHOCTH MPUITIOKEHUN +

Tema 5. TpeboBanus OCT P 56939-2016 +

3ammra Web-napuiaoxeHui

Tewma 6.. Boisanenne u skcruryatanus SQL-unbekiuii B
MPUIIOKEHUSX




Tewma 7. 3ammTa BeO-NPUIIOKEHHUM OT aTak TUIa XSS +
Tema 8. [Ipumenenue noaxoaa DevSecOps B COBpeMEHHBIX +
CUCTEMax Pa3pabOTKH MPOTPAMMHOT0 00ECTICUCHHUS

Bec KM: | 15 35 15 35




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE

I1K-2 I1K-3.3nk-2 3HaTh: AHanm3 TUIOBBIX MEXaHU3MOB 3aIIUTHI OT KHOepaTak Ha Web-TIpHIIOKEHUS
AJIMUHUCTPUPYET CpeAcTBa | TpeOOBaHUS HOPMATHUBHBIX (Otuer)
3aIUTHI UH(POPMALIMH | TOKYMEHTOB PETYJISTOPOB 10 | POpMHUpPOBaHUE PEKOMEHAANNH 110 pa3paboTKe MporpaMMbl 0€301TaCHOCTH
NPUKIIAHOTO M CHCTEMHOTO | 00eCreveH o 3auuThl web- | Web-npunoxenus: kamnanuu (Jlomarinee 3a1anue)
IPOTPaMMHOTO MPUIIOKESHAN Amnanu3z TpeOoBaHUI HOPMATHBHBIX JOKYMEHTOB PETYJSTOPOB IO
obecrieueHus TUIIOBBIE MEXaHU3MBbI o0ecrnedeHuto 3amuTel web-npunoxenuit (OTder)

3alIUTHI OT KHOepaTak Ha
web-nipunoxeHus

Ymers:

pa3pabaTbIBaTh
PEKOMEHIAINH TI0
MIPUMEHEHHIO MEP 3aIUThI
web-npunoxenuit mpu ux
pa3paboTke, pa3BepTHIBAHHIO
1 MCTIOJTb30BaHHIO
aIMUHHUCTPUPOBATH
MEXaHHM3MBbI 3aIIUTHI OT
KHOEepyrpo3 B CUCTEMHBIX U
MPUKJIAJHBIX POrPAMMHBIX
NPOJIyKTaX, a TaKkKe web-
TPUITOKEHUSX

AJMUHUCTPUPOBAHNE MEXAHNU3MOB 3alllUThl OT KUOEPYIpO3 B CUCTEMHBIX U
MPUKJIAHBIX TIPOTPAMMHBIX MPOJIYKTaX, & TAKIKE Web-TIPHIIOKEHHUSIX
(domamruee 3aanue)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. AHaiu3 THIIOBBLIX MEXaHU3MOB 3allMTBI OT RnﬁepaTaR Ha web-npu.ﬂomem/m

®opmbl peaau3anmnu: BoloaHeHne 3a1anus

Tun KOHTPOJILHOT0 MeponpusTusi: OT4yeT

Bec konTpoabHoro meponpusitusi B bPC: 15

IIpouenypa mnpoBeleHHs] KOHTPOJbHOr0o MeponpusaTus: (CaMOCTOSTEIBHOE BBINIOJIHEHHE
MIPaAKTUYECKOTO 3aHSATHS

Kpartkoe conep:xanue 3aganus:
Hcnonw3ys nnpopmanuio teM 1 u 2, a Takke o0LIeTOCTYITHBIX HHTEPHET - PECYPCOB MTPOBECTU
aHaJIM3 THIOBBIX MEXaHU3MOB 3aIlUThI OT KHOepaTak Ha Web-pritoskeHus

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh:  TUIOBBIE  MEXAHU3MBI 1.ITIpo6nema Ge30macHOCTH Web-TTPHIIOKEHUN

3alUThl OT KubOepaTak Ha web- 2.01nuuust 3aIUTH Web-TIPUIIOKEHHH OT 3aIUThI CeTei
TPUIIOKCHUS 1 XOCTOB

3.MeponpusTtust 6e30nacHoi pa3padboTku web-
MIPUIIOKEHUN

4 MeponpusiTus 0€301acHOTO Pa3BepThIBAaHUS Web-
MIPUIIOKEHUN

5.Meponpusitusi 6630MaCHOT0 UCIIONB30BaHUsI Web-
NIPUIIOKEHUN

Onucanue MIKAJbI OLEeHUBAHUS

Ouyenka: 3a9TEHO
Onucanue xapaxmepucmuxu ebinonneHus snanus: OLueHKa "3a4TeHo0" BBICTABIISECTCS €CIIN 3aJaHUE
BBITIOJTHEHO MTPABHJIBHO WJIM C HE3HAUUTENbHBIMU HEJI0UeTaMHU

Oyenka: HE 3a4TEHO
Onucanue xapaxmepucmuxu evlnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIAECTCS €CIIU
3a/laHue He BBIMTOJIHEHO B OTBEJACHHBIN CPOK WM PEe3yJIbTaT HE COOTBETCTBYET 3a/IaHUIO

KM-2. ®opmupoBanyne pekoMeHIaluii 110 pa3padoTke NpPOorpaMmMbl 0€30IaCHOCTH
web-npunoxenns kKaMmnaHuu

®opmbl peanu3anuu: BeinonHenue 3aganus

Tun KOHTpPOJIBLHOT0 Meponpusitus: JloManiHee 3a1anue

Bec koHTpOIbHOrO Meponpusitusi B BPC: 35

IIpoueaypa mnpoBeaeHHsi KOHTPOJHLHOro MeponpusTusi: CaMOCTOSTEIbHOE BBITOJIHEHHE
PaKTUYECKOT 0 3aHATHUSA

KpaTlcoe CoA€cpKaHME 3alaHUA:
I/ICHOJ'IBSySI MaTepuraibl JICKIUHU 110 TCMC 3u HUHTCPHCT - C(I)OpMI/IpOBaTB pCKOMCH,Z[aLII/Iﬁ 1o

pa3paboTKe MPOrpaMMbl 0€30MTaCHOCTH WEb-TIPUIIOKEHHS B MHTEPECcaX TUIIOBON OpraHU3aIuu

KoHTpoJibHBbIC BONIPOCHI/3aJaHHSA:

YmeTs: paszpabaThIBaTh 1.ITopsiAoK MCTIOMB30BAHUS CTATUYECKUX U
PEKOMEHJAUU 10 NPUMEHEHUIO JUHAMUYECKUX UHCTPYMEHTOB ISl IEPBOHAYAIIBHOU




Mep 3aluThl  Web-IIPUIIOKEHUN IIPOBEPKHU KOJa

npu ux pas3paboTke, 2.0OCHOBBI CKAHHPOBAHUS Web-TIPHIIOKEHHN 1151 OLEHKU
pa3BEPTHIBAHUIO U UCIIOJIB30BAHUIO YPOBHS 3alIUILEHHOCTH, IPOBEPKU YCTAaHOBKHU
OOHOBJICHHI ¥ HEJJOCTATKOB B KOH(PHUTypaluu

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka. 3a4TEHO
Onucanue xapakmepucmuku blnonenus 3Hanus; OUeHKa "3a4TeHO" BBICTABISETCS €CJIM 3a/laHue
BBITIOJIHEHO MPABUJILHO WM C HE3HAUUTEIbHBIMU HEI0YETaMHU

Ouyenka: HE 3aYTCHO
Onucanue xapaxmepucmuxu 8blnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIACTCS €CIIU
3aJJaHUE HE BBITIOJHEHO B OTBEJICHHBIN CPOK MIIM Pe3yJIbTaT HE COOTBETCTBYET 3aJIaHHUIO

KM-3. Ana;iu3 Tpe00OBaHNii HOPMATUBHBIX JOKYMEHTOB PeryJsiropoB 1o
o0ecnevyeHUI0 321U THI Web-npuJioxeHuit

®opmbl peaau3annu: BelonHeHne 3a1anns

Tun koHTpPOBHOTrO MeponpusaTHs: OTueT

Bec xouTposabHoro meponpusitust B bPC: 15

IIpouenypa mnpoBeaeHHsi KOHTPOJBHOIO MeponpuaTHa: CaMOCTOATENbHOE BBIIIOJIHEHHE
IIPAKTUYECKOI0 3aHATUSA

Kpatkoe conepxanue 3agaHus:
Hcnonp3ys napopmanuio TeM 4 1 5, a Takxke 00LIeIOCTYITHBIX HHTEPHET - PECYPCOB MTPOBECTH
aHayu3 TpeOOBaHUM HOPMATHUBHBIX JTOKYMEHTOB PETYIISTOPOB 10 00ECIIEUEHUIO 3aLIUTHI Web-
IIPUIIOKEHU N

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: TpeOOBaHUS HOPMATHUBHBIX 1.Ilepeuncaute cheprl neiicTBUs O€30MaCHOCTH
JOKYMEHTOB  PEryjsTOpOB IO MIPWJIOKEHU I

o0ecrieyeHH0  3amMThl  web- 2.Yro siBnsieTcsl MCTOYHUKOM TpeOoBaHMI Oe30nmacHOCTH
MIPUIIOKEHUN TIPUIIOKEHUN

Onucanue MIKAJbI OLEHUBAHUS

Ouyenka: 3a4TEHO
Onucanue xapaxmepucmuxu ebinonneHus snanus: OLeHKa "3a4TeHo0" BBICTABIISETCS €CIIN 3aJaHUE
BBITIOJTHEHO MPAaBWJIBHO WJIM C HE3HAUNTEIbHBIMU HEJI0UE€TaMU

Oyenka: HE 3a4TEHO
Onucanue xapaxmepucmuxu evlnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIAECTCS €CIIU
3a/laHue He BBIITOJIHEHO B OTBEJACHHBIN CPOK WM PE3yJIbTaT HE COOTBETCTBYET 3a/IaHUIO

KM-4. AxMUHHCTPHPOBAHME MEXaHNU3MOB 3alMTHI OT KHOEPYrpo3 B CHCTEMHBIX H
NPHUKJIAIHBIX IPOrPAMMHBIX NPOAYKTAX, a TaKKe web-npuiioKeHnusix

®opmbl peaau3anum: BeinoiHeHne 3a1aHus

THun KOHTPOILHOI0 MeponpuATHA: JlOMallHee 3a1aHue

Bec konTposbHoro meponpusitusi B BPC: 35

IIpouenypa mnpoBeaeHUs] KOHTPOJBHOrO MeponpusaTHa: CaMOCTOATENBHOE BBIOJIHEHHUE
MIPaKTHYECKOTO 3aHATHUSA

Kpatkoe cogep:kanue 3a1aHusi:




Hcnonp3yst MaTepuansl JIEKIUU 110 TeMaM 6, 7, 8 1 UHTEPHET - PELUTh 3aJaHUE 110
MPEIOTBPAIEHUIO aTak Ha Web-TIpuiiokeHne, CBI3aHHbIX ¢ MHBEKIMAMU KoMaH/, ¢ XSS ¢
CSREF, Path/Directory Traversal u Open Redirect

KoHTposbHbIe BONPOCHI/3a1aHUA:

YMeTs: aIMUHUCTPUPOBATH 1.Kakue ObIBaroT TeXHUKH aTak mpu SQL-MHBEKINIX
MEXaHU3MBbI 3allUThI oT 2.Ilonstue DevSecOps

KuOepyrpo3 B  CHUCTEMHBIX U

MPUKIIATHBIX MPOrpaMMHBIX

OpoAyKTax, a  Takke  web-

MIPUIOKEHUSIX

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka: 3a4TE€HO
Onucanue xapakmepucmuku blnonenus 3nanus; OUeHKa "3a4TeHO" BhICTABISETCS €CIIM 3a/laHue
BBITIOJIHEHO MPABUIILHO WK C HE3HAUNUTEILHBIMHU HEI0YETaMHU

Ouyenka: HE 3a4TCHO
Onucanue xapaxmepucmuxu evlnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIACTCS €CIIU
3aJJaHUE HE BHITIOJHEHO B OTBEICHHBII CPOK WM Pe3yJIbTaT HE COOTBETCTBYET 3aJaHUIO




COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
7 cemecTp

@DopMa NPOMEKYTOUYHON aTTecTallum: 3a4eT

IIpouenypa npoBenenust

VYeTHbII onpoc

L. Ilepeuens Komnemenyuit/uHOUKAMOpPoO8 u KOHMPOIAbHBIX 60RPOCOB NPOBEPKU PE3YIbHIAN 06
0CBOCHUA OUCUUNTUHDL

1. Komnerenmusi/Uuaukarop: [1K-3.3nk-2 AIMUHUCTPUPYET CpeICTBA 3aIUTHI HHDOpMaIuu
MPUKJIIATHOTO U CUCTEMHOT'O MPOTPAMMHOI0 00€CTICUCHH S

Bonpocel, 3a1anns
1.IIpo6sieMbl 6€30MaCHOCTH MPUITOKEHHIA
2.Yem 3amuTa web-npuaokKeHui OTIIMYaeTCsl OT 3alUThI CETel U XOCTOB
3.1{ukna pa3paboTKH U UCTIOJIB30BAHUS WEb-TIPUIIOKCHHUS
4.0OcHOBBI O€30IMacHOM pa3pabOTKH Web-TPpUI0KeHUA
5.lHCTpYMEHTBI CTaTHYECKOTO aHAJIN3 UCXOIHOTO KOa Web-TipriokeHus
6.MIHCTpYMEHTBI IMHAMUYECKOTO aHATN3 WeD-npuioxenus
7.0OCHOBBI O€30MTACHOTO Pa3BEPTHIBAaHUS Web-TIpriioKeHr i
8. MIHCTpYMEHTbI OCHOBAaHHbBIE Ha OTKPBITOM KOJI€ JJIS1 OLEHKH YSI3BUMOCTH Web-TIpHII0KEHUH ¢
MIUPOKUM ()YHKIIMOHATIOM
9.01eHKa ys13BUMOCTEHM Ha OCHOBE TECTUPOBAHMSI HA IPOHUKHOBEHHE
10.1HTerpanmst oueHKy ysa3BUMOCTU U TECTUPOBAHUS HAa IPOHUKHOBEHHUE B O€3011acCHOE
pa3BepThIBaHUE
11.0cHOBBI 06€3011aCHOT0 UCTIOIb30BaHUS Web-TIPUII0KEHUI
12.3anaun Web Application Firewall kak cpencrsa MoHuTOpuHra 0e3onacHocTu web-
TIPUIIOKECHUS
13.PekomMenaImu mno pa3paboTke MporpaMmbl 6€30MacHOCTH Web-NpUIoKeH s KPYyTHO#
KaMIIaHUA
14.PexoMenianiuu 1o pa3zpaboTke IporpaMMbl 6€301MacCHOCTH Web-TIPHIIOKEHHs KaMITaHUH
cpenHero pasmepa B cooTBercTBue TpedoBanusim PCI
15.PexoMennanuu 1o pa3paboTKe BHYTPEHHEr0 Web-TIpuiioskeHust
16.Cdepa nerictBusi 6€30MaCHOCTH MPUIIOKEHUM
17.TpeboBanus 6e3onacHoctu npuioxenuit cornmacio ['OCT P MCO/M3K 27034-1 — 2014.
MeHemxMeHT 0€3011acHOCTH MPUIIOKEHUN
18.IIporiecc MeHeKMEHTa HHPOPMALIMOHHONW O€30MaCHOCTH MPUIOKEHUH
19.HopmatuBHas crpyktypa opranuszanuu (ONF)
20.ONF ocHoBa 6e3omacHoctu opranuzanuu. Oomas napopmanns. KoMnoHeHTHI.
bubnuoreka Mep 1 CpeICTB KOHTPOJIS U yripaBieHus 0ezonacHocThio npuitoxkenus (ASC)
OpraHu3aIuy.
21.Ilponiecc MeHEKMEHTAa HOPMAaTUBHON CTPYKTYPBI OPraHU3aluN
22. Tpe6osanust OCT P 56939-2016
23.Pa3paboTka 6e3omacHoro nmporpaMMHoro obecrnedenus. Oomue TpedoBaHms
24 Mepsl o pazpaboTke 6€30MacHOr0 IPOrpaMMHOT0 00eceueHHs
25.BoiaBnenne u akcruryatanns SQL-MHBbEKINN B TPUIOKEHHUSX.
26.I1pnunnbl Bo3HUKHOBEHUS SQL-uHBEKINNA
27. TexHuKH, TpUMEHseMbIe NpH dKcIuryaTauuu SQLunbekuit
28.11poruecc oOHapyxeHus U dKcIutyataun SQL-unbexuuit



29.3amuTa BeO-IPUIIOKEHUH OT UHBEKITUI KOMaH]T
30.XapakTeprucTHKa OCHOB BHEJPEHHUS OMACHBIX KOMaH/I
31.Meroapl 0OHAPYKEHUS BHEIPSHUS ONTACHBIX KOMaH]]
32.0WASP CheatSheet

33.3amura BeO-IpUIIOKEHUN OT aTak Tuna XSS

34.00mee noaarue XSS. Bunsr XSS. KOHTEKCTHI BBIITOIHEHNSA
35.Mepsi ipenoTBpamenus stored u reflected XSS

36.Mepsl npenotBpanienus stored u reflected XSS

37.Meps! npenotBpainenust DOM-based XSS.

38. Ilpumenenue noaxoaa DevSecOps B cOBpeMEHHBIX cucTEMaX pazpabOTKU MPOrpaMMHOIO
obecrieueHus

39.ITonstue DevSecOps. Opranu3zanust Ga3z3uHra HCXOIHOTO KOJ1a

Matepuanbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUM
1.IIpoGiiema Ge30mmacHOCTH Web-TIPHITOKEHUI
OTBeTHI:

Bepuslii oTBet: JIMib HEKOTOPBIE MPHIIOKEHHSI pa3padOTaHbl C yUeTOM TPEOOBAHHIMA
6e3onacHocTu. * [IpunoxeHue 3aBUCUT OT UCTIOIb3yeMoro web-Opaysepa, KOTOpbIi He
ABIISICTCS HU 0€30TacHOM, HU TOBEPEHHOM cpeoi. * Web-puiioskeHus: pa3BUBAINCH C
LeJIbI0 00eCIeUeHHsI JOCTYIA K CaMbIM YyBCTBUTEIBHBIM CHCTEMaM 03K-eHJ1a U3
myOIMYHOM ceTr 0e3 JIOJDKHOTO YpOoBHS Oe3omacHOCTH. * Web He ObuT pa3paboTaH Kak
6e3onacHas iaTdopma U, COOTBETCTBEHHO HE COOTBETCTBYET TPUBHAIBHBIM IIpaBUIaM
0€30MacCHOCTH — KOH(UACHITUATEHOCTD, IETIOCTHOCTD, JIOCTYITHOCTb. * JIuis HeGobIIoe
KOJINYECTBO HapylleHUIl 0€30MacHOCTH OOHAPYKUBAIOTCS U MIO3BOJISIOT
[IPOaHAIM3UPOBATh OTEPH KOMITAHUHU U, COOTBETCTBEHHO, IPUBECTH K YCUJICHUIO
BHUMaHMS K IIPOOJIEMe CO CTOPOHBI PYKOBOJICTBA. * Y HAc €CTh OIPOMHBIM 00BEM CTaporo
KOJIa, KOTOPBIH MOCTOSIHHO UCTIPABIISIETCS, HO, B TOKE BPEMSI, IOCTOSIHHO JIOIMCHIBAETCS
BCE HOBBIM U HOBBIN KO/. * Web-IIpuiiokeHHne — 3T0 KOMILIEKC MIaT(opM, HHCTPYMEHTOB
U CEpBHUCOB OT MHOKECTBA IIPOBaNIEPOB, KAX/IbIil CO CBOMMHU BbI30BaMH 0€30M1aCHOCTHU. *
MHorue web-npunoxxeHust IMEIOT KpUTHYECKOe 3HaYeHHe, HO pa3paboTaHbl 6e3 yueTra
storo ¢akra. * Ecniu Web-npunosxkenne pa3paboTaHO BHYTPH KOMIIAHUH, TO HMEHHO
BHYTPH KOMIAHHUHU JOJKHBI OTCIIEKHUBATHCS YA3BUMOCTH U BBITYCKATHCS HCIIPABICHUS —
HUKTO JIpyroi 3Ty paOoTy He cienaer. * TpeOoBaHus 6€30MMaCHOCTH 3a4acTylO BCTYHAOT
B KOH(JIUKT C TpeOOBAHUSAMHU, BbIIBUTAEMBIMUA OM3HECOM, B YACTHOCTH, €CJIU 3TO KacaeTcs
MIPOCTOTHI UCMOIb30BAHUS U CKOPOCTH paboThl. * Hu oauH HHCTpYMEHT 0€3011acHOCTH
web-nputoxeHuii He ooecrnenuT 3P HEKTHBHYIO 3aLIUTY B OTHHOUKY

2.01anuus 3a1uThl Web-IIPUIIOKEHUH OT 3alllUThl CETEN U XOCTOB
OTBeTsI:

Bepusliit otBet: cymectBennsle omnuns: 1. Ul 6paysepa: B OonbIMHCTBE NPHIIOKEHHUHA
MBI CO3J1aeM I0JIb30BaTeNbCKU nHTEpPeiic. Ho B cimyuae ¢ web-npusokeHusiMu, Mbl
rojlaraeMcsi Ha CTOpOHHUN MPOCMOTPIIUK (Opay3ep), KOTOPBI HE MOXKEM TMOJTHOCTHIO
KOHTPOJINPOBATh U KOTOPBIN MOKET KOHTAKTUPOBATh U C APYTUMU IPHIOKEHUSIMH B OJIUH
MOMEHT BpeMeHH. 2. COOCTBEHHBIN KO/ OPOXKAaeT COOCTBEHHbIE YsI3BUMOCTH: B ciyuae
B Web-TIPHII0KEHUSIMU Bbl OOBIYHO CaMOCTOSTEIBHO MUIINTE KO (MCIOJIB3YsI PU ITOM
IUTaruHbI U GPerMBOPKH). DTO 3HAUUT, YTO OOJIbINIAS YACTh YI3BUMOCTEH B BallleM
MIPWIOXKEHNHU OyAeT yHuKaiabHas. Eciu Bl He Oyzere KOHTPOJIUPOBATh CBOE MPUIIOKEHHE,
TO HUKTO HE COOOIIUT BaM O KaKUX-JIMOO UMEIOIIUXCS YA3BUMOCTAX M HUKTO HE
MIPEJIOKUT MaTy, MO3BOJISIONINM UX 3aKphITh. 3. Bel pazpabotunk: Korga nosBurcs
yA3BUMOCTb, Y Bac He OyJeT pa3paboTurKa, KOTOPhIA MOATOTOBUT NaTy (BbI JOJKHBL,
KOHEYHO, YCTAaHOBMTD MaT4H JUIsl BCeX UHPPACTPYKTYPHBIX KOMIIOHEHTOB, ()pEMBOPKOB U
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CKPHUIITOB, KOTOpPbIE BBl HCIIONb3yeTe). Eciu BBl 00CTy)KUBaeTe KIMEHTOB, TO BaM
HEO0OXOMMO MPUIEPKUBATHCS MTYHKTA JOTOBOPa 00 YPOBHE CepBHUCa M 00ECIIeYNBaTh
HEO0XO0AUMYIO JIOCTYITHOCTh cepBuca. 4. MexxceTeBble SKpaHbl B OJUHOYKY HE MOTYT
3amuTUTH Web-npusoxenue: Korga Mbl oOHapyKUBaeM ysI3BUMOCTH B HAIllEeM
KopriopaTiuBHOM 1O, onepanuoHHbBIX CUCTEMAaX, MPUIIOKEHUAX, 0a3aX JAHHBIX U T.JI., MBI
UCIOJIb3YEM HHCTPYMEHTHI BPOJI€ MEXKCETEBBIX 3KpaHoB i IPS ans 6nokupoBanus
BO3MOXKHOCTEH JIJIs1 NOTEHIIMAJIbHOM aTaky Ha BPeMsI 0KH/IaHUs BbIIYCKa MaT4a JyIs
YSI3BUMOTO IIPOrpaMMHOTO obecrieueHus. Takas “OJOKMpOBKa J10 aT4a’” UMEET JIUIIh
orpanudeHHyIo 3ppextuBHOCTE. A Web Application Firewall (WAF) ne cmoxer
3alUTUTH Bac OT Jjornyeckux omuook. Xors WAF MoxxeT moMo4b ¢ HEKOTOPBIMU
KJIaCCaMU aTak, HO ‘U3 KOPOOKW™ OHH HE 3HAIOT WJIHM HE IOHMUMAIOT BBIIIE MPHIIOKEHHE, a
ITOTOMY HE CMOXKET “TIPUKPBITH” TTOJIb30BaTEIbCKUE YI3BUMOCTH. WAF 6e3ycioBHO
SBIISICTCS BYKHOM YaCThIO 3alIUTHl Web-TIPHIIOKEHH, HO JIUIIb B TOM CITydae, €Clid OH
SIBJIIETCS YaCThIO KOMILJIEKCHOM MPOTrpaMMBbl, O KOTOPOW MbI IOTOBOpUM Mo3:xke. 5. Beunas
6era-Bepcust: [Ipu pazpaboTke TPaAULMOHHOTO MPUIIOKEHUS IPOBOIUTCS MOTHBIN LUK
MIPOBEPKU: KOHTPOJIb Ha CTaIUU Pa3pabOTKH, BHYTPEHHEE TECTUPOBAHHE, a TAKXKe,
3a4acTylo, AOIMOJIHUTEIbHOE TECTUPOBAHUE C IIPUBJICYEHUEM CTOPOHHUX M0JIb30BaTENIECH —
6era-TectepoB. U Bce 3TO 0 TOro, Kak MPUIIOKEHHE MEepPeiieT B IKCIUTyaTaluo. boiio 06l
3JI0POBO, €CITH OBl 1 Web-TIPUIIOKESHHS TIPOXOIMIIN ATOT MOCIIET0BATEIBHBIN UK, HO, KaK
yKe ObLJIO CKa3aHo, Tak ObIBAeT KpaiiHe penko. bonbiias yacte web-npuiioxkeHui, aaxe
paccMaTpuBaeMbIX pa3pabOTUYMKaMU KaK HEOKOHYATENIbHasl, B ICHCTBUTEIBHOCTH yKE
3aIylleHa B HKCIUTYaTaIUIo U Ia)Ke CTAU KIIOYEBBIMU PEUICHUSIMH KPUTUYECKU BaKHBIMU
s OuszHeca. [lpyrue npuiioskeHusl 1 BOBCE HAXOAATCS B PEKHUME IIOCTOSTHHOTO U3MEHEHUS
1 UX pa3paboTUMKH Jaxke He IPUIEPKUBaIOTCS (POPMATBLHOTO IUKIIA Pa3pabOTKH.
[TocTosiHHO MEHSIOIIKECS TPUIIOKEHUS — 3TO HEMIPOCTas 3ajayua JJis CyIEeCTBYIOIIMNX
CPEICTB KOHTpOIIsA Oe30macHoCTH, Takux kKak WAF. 6. Omnopa Ha
¢bpetimBopku/mnatdopmer: Web-TIpHIIOKEHHS PEIKO CTPOSTCS ¢ HYJIIS, paxys
“BpUTH3aHHBIM KoJIoM Ha C. Yarie Bcero 3To cMech pa3Ho00Opa3HbIX (PpeiiMBOPKOB U
CpeNCTB pa3pabOTKH U TIaTdopM, KOTOPHIE HE BCeraa pa3padoTaHbl JjIsl COBMECTHOM
paboThl. 3a1aua pa3pabOTUNKOB 00ECIIEUUTh B3aUMO/ICHCTBHE BCEX ITUX YacTeH, a TaKkxKe
coOCTBEHHOT0 KoJa. Takoi MOIX0/], 3a4acTyl0, CO3JaeT CEPbE3HBIE MPOOIEMbI
0€30IaCHOCTH U3-3a HEMIPaBUIILHOI'O UCIIOJIb30BaHHSI KOMIOHEHTOB, UX B3aUMOACHCTBUS
MeX1y COOOM, a TaKkke ¢ COOCTBEHHBIM KOJIOM. 7. YHacnenoBaHHbIN kof: Jlaxe eciu
HOBBIH KOJ] MUIIETCS C YUCTOTO JIMCTA M JEHCTBUTENILHO Oe30I1aceH, TO He CTOUT 3a0bIBaTh,
YTO B OOJIBIIMHCTBE CIIY4aeB €CTh €I11€ OTPOMHBIN MacCUB CTapOro Koja, KOTOPBIA TakkKe
HMEET OIPOMHOE YHCIIO YSI3BUMOCTEH, a TOTOMY MOAJIEKUT aHAIU3Y U UCIIPABIICHUIO.
Ecnu ctapplil ko1 HaXOAUTCS B aKTUBHOM UCIOJIb30BaHUH, TO OH JOJKEH OBITh CTOJb K€
0e3omaceH, Kak 1 HOBBIH. 3a4acTyl0, MMEHHO yCTapeBIINH KO/ CTAHOBUTCSI BAUHOBHUKOM
aTak Ha web-nipuioxenue. 8. JluHamuueckuil KOHTEHT: bombiias yacts web-npusoxeHui
MMeeT Ype3BbIuaiiHO AMHAMHUYHBINA XapakTep, co3aBas OOIbIIYIO YacTh KOHTEHTA “Ha
JeTy”, HEpEJKO C UCIOJIb30BAHUEM JaHHBIX (B TOM YHCIIE KO/a), MPEJOCTaBICHHBIX
nojip3oBareseM. A Opaysep mbiTaeTcs Bce 3To 00paboTaTh, CO3/1aBasi, TEM CaMbIM, HOBbIE
KJ1acchel mpoosiem Oe3omacHocTu. 9. HoBblie kiacce! ys3BuMocTel: Kak u B cimydae ¢
KJIACCUYECKUMM MPHIIOKEHUSAMH, UCCIIEOBATEIHN U 3JI0yMBIIIJIEHHUKN IIOCTOSIHHO
OTKPBIBAIOT HOBBIE KJIACChI YA3BUMOCTU Web-TIpHiIokeHU. Takux mpumMepoB MHOXKECTBO.
A 1IOTOMY HY>KHO TIOMHHUTb, YTO J1aX€E UJICAIbHBIN C TOUKH 3PEHUS CETOJHSAIIHETO JHS KO/
BOBCE HE rapaHTHUPYET TO, YTO OH Bcerja Oyzer 6e3omaceH.

3.Mepornpusitus 6e30macHoi pa3paboTku web-npuioxeHni
OTtBeTHI:

BepHnrriit otBeT: * bezonacHas paspabotka: BHenpenue nmpaktuk 6e30macHoi pa3paboTKy B
mporecce coznanue web-npunoxxkenusi. ¢ Crarndeckuii ananu3: MHCTpyMEeHT U1t
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CKaHWPOBAHUS MCXOJHOTO KOJa MPUIOKEHUS Ha OMMOKHU O6e3omacHocTu. Taxxke 3Th
WHCTPYMEHTHI Ha3bIBAIOT “white box™. ¢ Jlunamuueckuii ananus: THCTpyMeHTHI
UCCIIEAYIOIINE HE UCXOAHBIM KO, a CaMO 3aIyleHHOEe MPUIIOKEHUE MTPH MOTBITKAX aTaKH.
DT UHCTPYMEHTHI YacTo Ha3bIBaroT “black box”.

4. MeponpusiTs 6€301MacHOT0 Pa3BepTHIBAHUS Web-TTPHIOKEHUN
OTtBeTsI:

BepHnbiii otBeT: ¢ OLieHKa ysI3BUMOCTH: YAaJIeHHOE CKaHUPOBaHHE Web-TIPUIIOKEHUS, KaK C
YUYETHOM 3aMuChio, Tak U 0e3. OleHKa YI3BUMOCTH Web-TIpHIoKeHUs KOHIIEHTPUPYETCS Ha
caMOM IPUJIOKEHUH, B TO BpeMsl KaK CTaH/IapTHAsI OLICHKa ySA3BUMOCTHU
COCPEOTauMBACTCs HA MCCIEAOBAaHNN XOCT-TUIaThopMbl. * TectupoBaHue Ha
MpOHUKHOBeHHUE: TecTupoBaHue HA MPOHUKHOBEHHE SBJIAETCS (PAKTUYECKHU MOTMBITKOM
B3JIOMa, KOTOpask TO3BOJISIECT BBISIBUTH YSI3BUMOCTH B CUCTEME OE30MAaCHOCTH M T€ PUCKH,
KOTOpbI€ OHU HeCyT. TecTUpoBaHUE HAa IPOHUKHOBEHUE MIO3BOJISET OLIEHUTh HETOCTATKU
MIPUIIOKEHUS, KIACCH(PUIIMPOBATH UX U MPABUIHLHO PACCTABUTH TPHOPHUTETHI.
5.Meponpusitusi 6€30MaCHOT0 UCIOJIB30BaHUs Web-TIPHII0KEHUN
OTBeTHI:

BepHnblii oTBeT: * MOHUTOPHUHT aKTUBHOCTH IIPUJIOKEHUS U 0a3bl JaHHBIX: UHCTpyMeEHT,
KOTOPBIN KOHTPOJIUPYET aKTUBHOCTh MPUIIOKEHUS U 0a3bl JAHHBIX (C TOMOILIbIO
Pa3IMYHBIX METOJIOB) JUISl ay/IUTA U T€HEPALUU MTPEeYIPEkKACHUN O€30acHOCTH,
OCHOBAHHBIX Ha HAPYLIEHUH 3aaHHBIX [TPABUIL
6.0OCHOBHOE CO/IepKaHUE PEKOMEHIAIMHI 10 pa3padOTKe MporpaMMbl 0€30MacHOCTH Web-
IIPWJIOKEHUS KPYITHON KaMIIaHUHU
OTBeTHI:

Bepusriii otBet: O0yuenue u otaanka nporeccoB. O01acTb, KOTOpast AACT MAKCUMAJTbHBIH
3¢ eKT B BHJIE MOBBILICHNUS YPOBHS O€30MIaCHOCTH — 3TO yJIy4llleHUe 3HAHUH 1 HAaBBIKOB
KOMaH/JIbI pa3paboTYNKOB. be3ornacHbIi UKI pa3paboTKu MpuiIoKeHu. JJokeH ctaTh
OJTHUM U3 MIPUOPUTETHBIX TpeOOBaHUN NIpU pa3paboTKe MPUIIOKEHUS, BKIIIOUas B ce0s
orpeziesieHHbIe TpeOOBaHMsI K KOy, IPOBEPKE U TECTUPOBAHMIO HA PA3HBIX 3TANax
pa3paboTku web-npunoxxenus. B mpoTUBHOM ciiydae JOOUTHCS AOJKHOTO YPOBHS OyzaeT
HEBO3MOXKHO, TaK KaK BCe CHJIbI OyIyT OpOIIeHbl Ha I0padOTKY BO3MOKHOCTEH U
¢yHkunoHana. bezonacHOCTh AOIKHBI OBITh YaCThIO CHENU(UKALIUH TPOYKTA U
TpeOoBaHUM K HEMY, a Kaxaas ¢aza pa3padOTKU JOKHBI 3aBEPIIATHCS MPOBEPKON Ha
co0utoIeHne ATUX TpeOOBaHUI M COOTBETCTBUE crienudukanuu. Hacnemyemslii kon
npuioxkeHus. Ectb pemenne npo6ieMsl Hacaenyemoro koja. OIHOM U3 cepbe3HbIX
po0JIeM — 3TO HAClIeAyeMbIH KO/, KOTOPBIH, BIIOJIHE BEPOSITHO, UMEET IPOOIIEMBI C
0e30macHOCThI0. ECTh HECKOJIBKO BapHAHTOB PELIEHUS 3TOM MpoOIeMbl, HO OCHOBHBIMU
1raramy B 1o0oMm citydae Oyayt: 1) BeisBrieHre He1OCTaTKOB M POOJIeM B KOJIe
(ckaHMpOBaHUE KOJ1a, OLIEHKA YSI3BUMOCTH U TECTUPOBAaHUE Ha IPOHUKHOBEHUE); 2)
PaccTanoBka nprOpUTETOB 110 UCIIPABIEHUIO BBISIBICHHBIX HEAOCTAaTKOB; 3)
[TnanupoBaHue IO YCTPAHEHUIO KaXKI0M HalAeHHOU ys3BUMOCTH. OOIIre MeToIbl
UCTpaBJIeHus ysa3BUMOcTel BKiItovaroT: 1) [lepenuceiBanne cerMEeHTOB KOfia; 2) METOJIbI
MHKarcynauuu (Hanpumep, uatepdeiic); 3) JlonomHeHue cymmecTByOIEro Kojia myreM
CO3JIaHMsI MTPOLIEYP MPOBEPKHU MTyTeH/METOI0B BO BpEeMS HCIIONIHEHUS; 4) BpeMEHHOE
3amuTa npu nomoinu Hactpoiiku nonutuk WAF; 5) [lepememenue SQL-nporieccoB u
IIPOBEPOK B 0a3zy NaHHBIX; 6) MpEeKpalieHne UCTIOIb30BaHMs HeOe30MacCHbIX (DYHKIIUH.
[leproanyeckue BHETHUE TPOBEPKH — OLIEHKA YSI3BUMOCTH, TECTUPOBAaHUE Ha
IIPOHUKHOBEHHUE U NPOBEPKA UCXOJHOTO KOJIA —HACTOSITEILHO PEKOMEHNYIOTCS. OTBITHBIE
HEMNpeB3SAThIE CIEIHATUCThI, UMEIOIIHNE OMBIT B aHAJIN3€ YTPO3, MOTYT BBISIBUTH T€
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HEJ0CTaTKU, KOTOPbIE OBUIH MPOIYIIIEHBI BO BPeMsl BHYTPCHHUX CKaHUPOBAHUH, a TAKKE
MOT'YT TIOMOYb B 00y4E€HUH Pa3pabOTUNKOB HHBIM BEKTOPaM aTak
7.0OCHOBHOE COJICpKaHUE PEKOMEH A 110 Pa3paboTKe MporpaMMbl Oe30macHOCTH Web-
MIPUIIOXKEHUS CPETHEH KaMITaHUH
OTBETHI:

Bepusiii otBet: Tpenunru, odpazoBanue u yaydiieHue npouecco. Onsars xe,
MaKCHUMaJIbHBIN yIIOp MBI JieJlaeM Ha 00pa3oBaHUE U TPEHUHTH JJIsl [IEpCOHAla, B TOM
quclie I MEHeKMeHTa npoekTta. HecMoTps Ha To, 4TO 3TO TpeOyeT JOCTaTOUHO
COJIUAHBIX BPEMEHHBIX 3aTpaT, OH MO3BOJIET OLYTUMO MOBBICUTH YPOBEHb O€30MacHOCTH
u siBisgercs 3 (HEKTUBHBIM C 5KOHOMUYECKON TOUKH 3peHHs (3a CUET YIIyUIICHUs KauecTBa
KOJIa, YTO CHM)KAET 3aTpaThl Ha JOpaOOTKY B MEepPCIEeKTUBE). BHEMmHsAS moMolb.
[Toxpyxutech ¢ ayAuTOPOM MIIM HAWUMHUTE €r0 B KAYECTBE KOHCYJIbTaHTA, KOTOPBIN
MOMOYKET MOJATOTOBUTH U MPOBECTH MPOoBEPKY Ha cooTBeTcTBUE PCI-DSS. Aynutop He
MIPOCTO JACT crienuuuecKkrue peKOMEHIAINH 110 OTACIbHBIM TpeboBanusim PCI, on
MPEAOCTABUT SKCIEPTHYIO OLIEHKY, TOMOKET B TOJIKOBAHUHU HEKOTOPBIX HEOJHO3HAYHBIX
MOMEHTOB, OKa)XET COJICHCTBUE B pa3pabOTKe CTPATErMH U YOEepeKeT OT HEOOIyMAaHHbIX U
HeadextuBHbIX Tpat. Pazmen 11.3.2. 11.3 TectupoBanue Ha MPOHMKHOBEHUE CETH U Web-
MPWIOKEHUS. B JaHHOM CclieHapuu Mbl PEKOMEHIyeM BHEIIHEE TECTUPOBAHUE Ha
MIPOHUKHOBEHHUE — HE TOJIBKO MOTOMY, YTO 3TO TpeboBaHue crangapra DSS, HO Takxke
IIOTOMY, YTO HE3aBUCHUMBIM SKCIIEPT U3YUYUT Ballle IPUII0KEHUE TTO3ULIMA MAaKCUMaIbHO
OIIM3KOM K XaKePCKOM.

8.ITopsioK MCTIONB30BaHMSI CTATUYECKUX U AMHAMUYECKUX HHCTPYMEHTOB JUIs

NepBOHAYAJILHOM MTPOBEPKU KOJa
OTBeTHI:

Bepuriit orBeT: CpeaicTBa CTATUCTUYECKOTO aHAIN3a B OCHOBHOM MCIIOJIB3YIOTCS JJIS
CKaHUPOBaHUS He0OpabOTaHHBIX YCIOBUH OLINOOK, HATUYHUS O0OBEKTa W/UITU ONIpEeIeTICHHS
pasMepa, a TaKKe MOTEHIIMATIbHO BO3MOXKHOTO MepenoaHeHus Oydepa. DTH HHCTPYMEHTHI
UCIOJIL3YIOTCS Ha CTaUuU pa3paOOTKH JUIsl TOTO YTOOBI BBISIBUTH HEJOCTATKU A0 TIEpexo/a
K Oosiee popMaTu30BaHHBIM TIPOIIEAypaM TeCTUpOBaHUs. Beab ueM paHbliie CTAaHOBUTCS
M3BECTHO O MpolbiieMe, TeM Mpolle ee UCIpaBUTh. CTaTUYECKUI aHAIIM3 KOJIa BBITTOJIHAETCS
CaMUMH pa3pabOTUYNKaAMH, YTO 3HAYUTEIHHO YCKOPSET MOUCK OMUOOK U JENIaeT ITO
3aMETHO JICIIEBIIe, YeM eCIIi Obl aHAJIU30M 3aHHUMAJIUCh OTACIbHBIC JTIOIA. DTH
WHCTPYMEHTBI MOT'YT OBITh MHTETPUPOBAHBI C YIIPABICHUEM UCXOJIHBIM KOJIOM JIJIst
aBTOMATHU3HPOBAHHOTO BHITIOTHEHUS aHATN3a, OMATH *ke. J1Jis Toro 4ToObl BBISIBUTH
HEJIOCTATKHU B KOJIE KaK MOKHO paHbIle. JIMHaMUYeCKU aHau3 UCTIOIb3YETCS IS
BBISIBJICHHSI POOJIEM U YSI3BUMOCTEH, KOTOPbIE He MOTYT OBITh BBISIBICHBI IIPU aHAIIN3E
MCXOJ/IHOTO KOJIa UJIM KOTOPhIE€ HAMHOTO MPOIIIEe 3aMETUTh B TOT MOMEHT, KOTJa
MpuiIoKeHue 3amyiieHo. OUH U3 TUIIOB aHAIM3a Ha3bIBaeTcs “fuzzers” KOTOpbIe
HaIpasJIsieT MPWIOKEHHUIO 3aBEJIOMO BpEIHbIC WIIN (DUKTUBHBIE MaTEPHAIIBI IS
MIPUJIOKEHUS U OTCIICKUBACT Pe3yabTaThl ITHX JICUCTBUM, a TaKke cOOU B paboTte
MIPUIIOKEHUS.

9.0CHOBBI CKAHUPOBAHUS WEb-TIPUITOKESHHH JIUTsI OLIEHKH YPOBHSI 3aIIUIEHHOCTH, TIPOBEPKHU

YCTaHOBKHM OOHOBJICHHUI U HEOCTATKOB B KOHPUTYypallun
OtBeThI:

Bepusliit otBet: Mimeercs 1enblii psiJi KOMMEpUYECKUX, OECIUIaTHBIX U OCHOBAHHBIX Ha
OTKPBITOM KOJIE UHCTPYMEHTOB U PEIIEHUH JJIsl OLIEHKH YSI3BUMOCTH Web-TIpHIIOKEeHUH ¢
HIMPOKUM (PyHKIIMOHANIOM. HeKoTopble HHCTPYMEHTHI HCIIONIB3YIOT OU€Hb OrpaHHUYEHHBII
Ha0Op KCIIONTOB, a IOTOMY OIBITHBIE TECTUPOBIIMKH UCIOJB3YIOT HE OJMH, a LEJbIi
Ha0Op MHCTPYMEHTOB, JIOTIOJIHSAS €r0 pyYHBIMH METOIaMH ITpoBepok. Hanpumep, ecTb
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MIPUIIOKEHUs C(HOKYCHPOBAHHBIC HA MIOMCKE U TECTUPOBAHUU TOJBKO YSI3BUMOCTEH
cBs3aHHbIX ¢ SQL-uaBeKIMsAMU. MHCTpYMEHTHI KOPIIOPATUBHOTO KJlacca JIOJKHBI OBITh
6osiee MHOTO(YHKIIMOHATIBHBIMHI U BKIIIOYATh PSAJ] KPUTHUECKU BaKHBIX JIJIsI web-
MPUIIOKEHHUS KJIACCOB YSI3BUMOCTEH, TaKuX Kak SQL-MHBbEKIINH, MEKCAUTOBOE
ucnosHenue ckpuntoB U T.1. OWASP Top 10 sBisiercs oTIIMYHBIM 0a30BBIM CLIUCKOM
OCHOBHBIX yA3BUMOCTEH, HO MPHIIOKEHUS KOPIIOPATUBHOIO KJIacca He JOKHBI
OTPaHUYMBATHCS IPOBEPKOM TOJIBKO IO OAHOMY CIIUCKY WJIM KaTErOPUH YS3BUMOCTEH.
Pemenne kopnopaTUBHOIO KJlacca TaKkKe JOHKHO UMETh BO3MOXKHOCTD ITPOBEPKU
HECKOJIBKUX MPUJIOKEHUH, IOJAEPKUBATH OTCIIEKUBAHUE B TEUEHUE ITTUTEILHOTO
BpEMEHH U 00ecIieyrBaTh aJIeKBaTHON OTYETHOCTHIO (0COOEHHO B TOM YacTH, YTO KacaeTcs
WCIIOJTHEHUS TPeOOBaHMIA), a TAK)KEe OBITh HACTPAMBACMBIM JJIsI OIICHKHU BBIMOJTHCHUS
JIOKaJIbHBIX TpeOoBaHUil. MHCTpYMEHTHI AJis OLICHKH YS3BUMOCTEH, KaK MPaBUIIO,
SIBJISIOTCS IPOTPAMMHBIMHU, HO MOTYT UMETh U allapaTHYIO 4acTh. Takxke OHU MOTYT
paboTaTh MO0 MO KOHTPOJIEM OlepaTopa, MO0 MPOBOAUTH CKAHUPOBAHHE B
aBTOMATHYECKOM PEXHME MO pacnucanuio. Tak Kak web-IpHI0oKeH s H3MEHSIOTCS
JIOCTaTOYHO aKTHBHO, TO OUY€Hb Ba)KHO CKAHUPOBAThH UX MOCJIE BHECEHUS JTIOOBIX
W3MEHEHUH UJIM HOBBIE BEPCUU TIEPEI PA3BEPTHIBAHUEM, a TAK)KE KOHTPOJIHPOBATH
JEHCTBYIOIIUE MPUIIOKEHUS Ha MOCTOSHHOM OCHOBE.

10.ITepeuncnute chepbl AEUCTBUS OE€30MACHOCTH MPUIIOKECHUI
OTtBeTsI:

Bepublit otBet: bezonacHOCTb MpuiioxkeHui o0ecriedrBaeT 3alluTy KPUTUYECKHUX JTaHHbIX,
BBIYHUCIISIEMBIX, UCIIOJIB3YEMBIX, XPAaHUMBIX U IIEpEIaBaEMbIX IPUII0KEHUEM, KaK
TpeOyeTcst opraHu3anuu. JTa 3alMTa 00ecreynBaeT YBEPEHHOCTh HE TOJIBKO B
JTOCTYITHOCTH, LEIOCTHOCTH ¥ KOH(UACHIIUAILHOCTH TaHHBIX, HO TAKXKE B
HEOTKa3yeMOCTH U ayTeHTU(UKALMU 110JIb30BaTeNeH, UMEIOIIUX K HUM JIOCTYII.
KpHATHYHOCTB NaHHBIX M MHBIX aKTUBOB JIOJKHA OIIPEAEIATHCS OPraHu3aluen
MIOCPEJICTBOM TIpoliecca OLEHKH pHrcka Oe3omnacHocTH. Hyxkaaromuecs B 3amure
KPUTHUYECKHE JaHHBIE TAaKXKE MOTYT MPEJICTABISATh COOON UCXOAHBIN KO IPUIIOKEHUS,
JBOWYHBIN KOJ ¥ UCTIONHsAeMBbIN Kol Ha pucyHke 2 nokazaHo rpapudeckoe
npencrasieHue chepsl AeicTBUsS 0€3011aCHOCTH NPUIIOKEHUN B BUAE 00JaCTH,
OTrPaHUYEHHOW MyHKTUPHBIMH JIMHUSAMU. DTO IIPEICTABICHUE HE O3HAYAET, YTO BCE
AJIEMEHTHI B TIOKa3aHHOM BhILIE cpepe AeHCTBUS ABISAIOTCSA YacThIO MPUIIOKEHHUS, a
TOBOPUT O TOM, YTO BCE ITH JIEMEHTHI TPEOYIOT 3aLUTHI JUIs 0OecrieueH st 6€301MacHOCTH
npuiokeHus. Takum o6pa3oM, chepa aercTBHs 0€30MaCHOCTH MPUIIOKEHUS SBISIETCS
Oosee MUPOKOIL, yueM cdepa JieiicTBUs camoro npuioxenus. [IpuBenenHas Huxe Tabauna
WUTIOCTPUPYET ATO OoTiinuKe. busHec-koHTEKCT - PerynsatuBHbii KoHTEKCT [Iponeccsl
YKU3HEHHOTO LIMKJIa MPUIIOKEHUM - [Iporieccsl, CBA3aHHBIE C IPUIIOKEHUAMU
Texnonornueckuit KOHTEKCT - Crienndukanyu npuioxxenuit [Ipuknaaneie qaHHbIE -
JlaHHBIE OpraHu3aluy 1 nojib3osareneil Poau n nonnomouns Cdepa neiictus
0€301acCHOCTH MPHUIIOKEHUN

11.Yro siBiisieTCsl HICTOYHUKOM TpeOOBaHHM O€30MaCHOCTH MPUIIOKEHUN
OtBerTsI:

Bepwnsriit orBet: Cormacao MCO/MOK 27005, TpeboBanust 6€30MacHOCTH IPUIIOKEHUN
UACHTUDUIMPYIOTCS TIOCPEIACTBOM OLIEHKH pUCKa U 00paOOTKU PUCKA M TUKTYIOTCS
TaKMMH (paKTOpamu, Kak crienupuKauy NpuIoKeHH, 1ieseBast cpesia IpUI0KEeHU !
(OM3HEC-KOHTEKCT, PETYISTUBHBIN U TEXHOJIOTMYECKHI KOHTEKCTHI), KpUTUYECKHUE JaHHBIE
1 BbIOOp, KOTOPBIN JieNiaeT Biajenel npuiokeHnid. OyHKunoHanbHble TpeOOBaHUS
0€30MaCHOCTH JUKTYIOT, KakKe (DyHKIIMOHATbHBIE BO3MOKHOCTH 0€30MaCHOCTH OYAyT
peanu3oBaHbl B mpwioxkeHnu. HedyHknmoHnansHbIe TpeOOBaHUS O€30MaCHOCTH
HaNpaBJIeHbl HA KAYeCTBO 0€30MaCHOCTH, KOTOPOE JIOJKHO MPOSBIATH NMpHiIoKeHHe. Bee
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3TH MEPHI U CPEICTBA KOHTPOJIS U YIIPABJICHUS JOJKHBI OBITh TIOJTHOCTBIO OMPEACIICHBI U
YTBEPKICHbI OpraHU3aIuEeH.

12.Kakue ObIBatOT TEXHUKH aTak mpu SQL-HHBEKIHIX
OTBeTHI:

Bepnsriii orBeT: CoobmectBoMm OWASP Obutn onucaHbl ATh OCHOBHBIX METOI0B (TEXHUK)
arak pu SQL-unbexnusax. Oneparop Union: OAX0 MOXKET OBITh HCHIOJIB30BAH IPU
Hanuuuu ys3BuMocTy B 3anpoce SELECT, mo3Bossitoiieid 00beIMHUTH JIBa 3aIIpoca B
OJIMH Pe3ybTaT WIN HA0Op pe3yabTaToB. JIormueckuii METOI: Ipe Inoiaraet
MCIOJIb30BaHUE JIOTHYECKOTO YCIOBUS, JTUOO0 YCIOBUMN, TO3BOJISAIOIIUX TOCTOBEPHO
OMPEeICAUTh UCTUHHOCTH WJIU JIOKHOCTh HEKOETO MpenoioxkeHus. Ha ocHoBanuu
OLIMOOK: 3TOT METO/I IIPE/IIoiaraeT HaMEPEHHYIO Iepeady pa3IuyHbIX HEKOPPEKTHBIX
3aMpoCoB, C IETbI0 BEIHYIUTh Web-TIpriiokeHne BeIIaTh HHPOPMAIHIO 00 OuoOKe, Ha
OCHOBaHUU KOTOPOH, 37I0yMBIIINIECHHUK MO>KET COCTaBUTh U NepeaTh KOPPEKTHBIN
WHXXEKTHUPOBAHHBIN 3arpoc. MeToJ ¢ abTepHATUBHBIM KaHAJIOM NIEepeiaun JaHHBIX:
METO/I IPENoJIaraeT CIOIb30BaHNE AIbTEPHATUBHOIO KaHaja Mepe1ayl H3BJICUEeHHBIX
naHHbIX (Hanpumep depe3 ucxoxasimee HTTP coenurenne ¢ web-cepsepom) Time delay:
METO/]l UCTIONIb3YEeT KOMaH bl 0a3bl TaHHBIX, HATIPUMED sleep 11715 TOro 4YToObl ONpeAeTUuTh
3aJIepKy IO yCIOBHBIM 3ampocaM. Metoa 3 eKkTrBeH, Koraa HeT BO3MOKHOCTH
MOJIYYUTh OTBET OT wWeb-TpuiioxkeHus (pe3ynbrart, omrbdka) Kpome Toro, Moxer
HCIIO0JIh30BaThCSI KOMOMHUPOBAHHBIN MTOIXO0/1, BKIIOYAIOIIUN B c€0s1 COUeTaHHUE JIBYX WU
0oJiee mepeuncieHHbIX TeXHUK. [1o criocoOy u3BiIeueHus: JaHHBIX BBIACISAIOT TPU TUIIA
atak: CBS3aHHBII: JaHHBIC B pe3yibTaTe HHXEKTUpoBaHHOTO SQL 3ampoca u3BiekarTcs
TEM K€ IyTeM, KOTOPHIM OBLI IIepelaH caM MHKEKTUPOBAHHBIN 3apoc. ITO caMblii
MPSMOJIMHEHHBIN BUJ] aTaKH, B Pe3yJbTaTe KOTOPOTO, 3aIPOIICHHBIE MOIU(PUITIPOBAHHBIM
3aMpocoM JIaHHbIE, 0TOOPaXKAIOTCSl HEMOCPEICTBEHHO Ha CTpaHulle web-npunoxenus. He
CBSI3aHHBII: JaHHBIC B pe3yibTaTe HHKEKTHpOoBaHHOTO SQL 3ampoca u3BiekaoTcs myTem,
OTIUYHBIM OT Criocoba nepeaaun MoAU(GHUIIMPOBAHHOTO 3arpoca. (Hanpumep JaHHbIS
MepeAar0TCs 3I0YMBIIUICHHUKY B COOOIIEHUH Ha AJIEKTPOHHYIO MOUTY) JleNyKTUBHBIN UK
cremnoii: B pesynprare SQL MHBEKIINN (PAKTUIECKOTO U3BICUEHUS JaHHBIX HE
MIPOUCXOIUT, HO 3TOYMBITIUICHHUK MOXKET MOJYyYuTh HH(OpMaInio, HaOI01as 3a
MOBEICHUEM Web-cepBepa, B pe3ysIbTaTe OTIPABKU CEPUU CIEIM(PUUECKUX
MHXEeKTUpoBaHHBIX SQL 3ampocos.

13.ITonsitue DevSecOps
OTBeTHI:

Bepwnrriit otBeT: DevSecOps — 310 MeToaomorus pazpadorku [10, Bkirogaromias mporeccsl,
WHCTPYMEHTBI U METO/IbI 3AIUTHI MPUIIOKEHHUH OT yrpo3 Ha MPOTSKEHUU BCETO LIUKJIA.
DTO KOMIUJIEKCHBIN, aBTOMaTU3UPOBAHHBIN, KOHTPOJIHPYEMBIN Ha BCEX dTaIax mporecc.

II. Onucanue wikanvl oueHuganus

Ouyenka: 3a4T€HO
Onucanue xapaxmepucmuxu vinoiHeHus sHanus: PaboTta BEIMOTHEHA BEPHO WITH C
HECYIIECTBEHHBIMH HEI0CTaTKaMHU

OM@HKCZ.’ HC 3a4TCHO
Onucanue xapakmepucmuKku 6blNOJIHEHUS SHARUA. PaboTa He BEIITOJIHEHA WJIH BEIITOJIHEHA
MNpEUMyIICCTBCHHO HCIIPABUIIBHO

1I1. Ilpasuna evicmasnenus umoz080ii OUEeHKU no Kypcy
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