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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-2 CniocoGeH mpuMeHATh HH(POPMaAITMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH,
IIPOrPaMMHBIE CPEJICTBA CUCTEMHOIO U IIPUKJIAJHOTO Ha3HAUEHUS, B TOM YHCJIE OTEYECTBEHHOTO
MIPOU3BOJICTBA, JUIsl pEIICHUS 3a/1a4 MPOPECCUOHAIBHON 1eATeIbHOCTU
NJ1-2 IIpumeHsieT nporpaMMHO-annapaTHble CPEACTBA U CPEJCTBA CHCTEMHOI'O HA3HAUYEHUS,
MHCTPYMEHTAJIbHBIE CPEJICTBA, B TOM YHMCJIE OTEYECTBEHHOTO IPOU3BOACTBA IS pELICHUS
npodecCHOHATBHBIX 3a1a4

H BKJIFOYACT:

AJIS TEKYHIEro KOHTPOJIA YCIIEBAEMOCTH

dopma peanuzanuu: [TuceMenHas padota
1. Kontponbaoe meponpusitue Ne 1 (KontponbHas padota)
2. KontponpHoe meponpusitue Ne 2 (KonTtponbsHas padoTa)
3. Kontponbnoe meponpustue Ne 3 (KontposbHast padbota)
4. KontpoasHoe mepornpusitue Ne 3 (KonTponbsHas pabora)

BPC nucuuminHbl

6 cemecTp
Beca KOHTpOIbHBIX MeponpusATHil, %
Paszpen nucnurnimmHbl ke KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 14
[ToAroTOBUTENBHBIN 3Tall UCCIEA0BAHNS aBTOMaTU3UPOBAHHOM
CUCTEMBI Ha HaJIM4ME ySI3BUMOCTEN HH(DOpMalMOHHON
0€3011aCHOCTH
[Topsimok cOopa naHHBIX 00 YSA3BUMOCTSIX aBTOMAaTH3UPOBaHHbIX + +
CHUCTEM U CO3JaHUsl TPUAK-KOIIHMI
Ananus apreakToB KypHAJIOB COOBITUH, peecTpa U (aiiioBoit + +
CHUCTEMBI
[Toaxomap! kK aHaMKM3Y BPEJOHOCHOTO KOJIa B IIpoliecce 0OpaTHOM + +
pa3paboTKu
JIMHaMHU4YEeCKUI U CTATUYECKHUM aHAJIU3 BPEIOHOCHOIO KOJa,
MCIOJIb3YEMBIN CHEIMaINCTaMU 10 HH(GOPMaIMOHHON + +
0€30I1acCHOCTH
OcoOeHHOCTH aHaIN3a U TOJIKOBAaHUS MH(OPMAILIUU U3 OTKPBITHIX
UCTOYHHUKOB C LIENbI0 (HOPMYITHUPOBAHUS TUIIOTE3 U BBISBICHUSA + +
JIEATEIbHOCTD 3JI0YMBIIIICHHUKOB
[Topsinox naenTudukanuu cieaoB HHIKUAeHTOB Mb B xypHamax + +
coObITuii Windows.




00630p cpeacT 3amuThl sapa Linux + +
[Topsimok oGHapyKeHUS YSI3BUMOCTEH B aBTOMaTU3UPOBAHHBIX
CHCTEeMax M MOAXOJIbI K X YCTPAHEHUIO
OreHka ypoBHS 3alUIIEHHOCTH HanboJiee pacpocTpaHEHHBIX + +
OTIEPALIMOHHBIX CHCTEM
OO01as XxapakTepUCTHKA YA3BUMOCTEN CUCTEMHOI'O IIPOIPaMMHOTO + +
o0ecreyeHns OnepalioOHHbIX CUCTEM
[TporpamMMHBbIe penieHus A1t OOHAPYKEHUS YSI3BUMOCTEH B + +
OTIEpPAIIMOHHBIX CUCTEMAaX
[Tepeuens HanboJee OMACHBIX CITA0BIX MECT MPOTPAMMHOTO + +
oOecnieuenus o nanasiM CWE
W3ydeHne moaxo/ia K SKCIuTyaTanun ysa3sumoctent Stack Buffer + 4
Overflow u UAF.
MeToap! 1 aNropuTMbI YIPABJICHUS 33a4aMHy, IPOLIECCaMH, + 4
MaMSThIO U BHEIIHUMH YCTPOMCTBAMHU
KomrmuiekcHbIl oX0/] K BBIOOPY TEXHOJIOTUI OOHApYKEHUS + +
YSI3BUMOCTEH B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
OIlK-2 N-2orix-2 [Ipumensier | 3HaTh: Kontponbaoe meponpustue Ne 1 (Konrponbhas pabota)
POrpaMMHO-aIapaTHbIE KpUTEpUU BBIOOpA U KonTponsaoe meponpustue Ne 2 (KontponbsHas pabora)
cpencrsa 51 CpencTBa | MOPSIOK IPUMEHEHHUH KonTponsaoe meponpusitue Ne 3 (KontposapHas pabora)
CUCTEMHOTO  Ha3HAYEHHUS, | TEXHOJOTHI OOHApyKEeHUs KonTponsnoe meponpustue Ne 3 (KontponbsHas padora)
UHCTPYMEHTAJIbHBIE ySI3BUMOCTEM B
CpeIcTBa, B TOM YHCIIE | aBBTOMAaTHU3UPOBAHHBIX
OTEYECTBEHHOI'O cUCTEMax
MPOU3BOJICTBA JIl PEIICHUS | TUIIOBBIC YSI3BUMOCTH
npohecCuOHANBHBIX 3aj1a4 OIIEPAIIMOHHBIX CUCTEM U
MPHUKJIAIHBIX TPOrPAMMHBIX
MIPOJYKTOB




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peasuzanun: [TuceMennas padora
Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora
Bec konTpoabHoro meponpusitusi B BPC: 25

Hpouenypa NMpPOBE€ACHUSA KOHTPOJBHOIO MEPOIPUATHUH:

KOHTPOJIbHOI'O MCPOIIPUATHA HA OaHKe 3aJJaHusA

KpaTlcoe CoA€cpiKaHuE 3alaHUA:

I[aTB IMMChbMEHHBIN OTBET Ha BOITPOCEI B COOTBETCTBHUU C BAPHAHTOB

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

[IuceMeHHBI OTBET HAa BOIPOCHI

3HaTh: KpuUTepuu BBIOOpPa U
MOPSIIOK IPUMEHEHUN TEXHOJIOTUI
OoOHapyKeHHsl  yS3BUMOCTeH B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

KontponbsHoe meponpusitiue Ne 1 nmo aucuumivHe

IIporpaMMHoO-anmnapaTHbIe CPEACTBA 3AILUTH HHOPMALIUT

CryneHra: rpynmnsl Ne

Ne
1 Bapuant 2 BapuanTt

/o
Hatite IIpuBenure
XapaKTePUCTUKY KJIacCU(UKAIIHIO TAIOB
TPHAXK-KOTIHH, cOopa naHHBIX 00

1 MIPUMEHIEMBIX YSI3BUMOCTH THITOBOI

CIIelMaJIuCTaMU B
obmactu Ub s
OIMCAaHUS aTaK1

aBTOMAaTU3UPOBAHHOU
crucrteMsl Ha 6aze OC
Windows

[lepeuncnure
MpOrpaMMHBIE
MPOAYKTHI H BAPUAHTEHI
2 CaMOIMCHBIX
CKpPHUITOB AJis cOopa
UCXOJTHBIX JaHHBIX 00
ysi3BUMOCTSIX AC

HazoBute ncxoannie
JTaHHBIE, MTOJTyYaeMble 00
ysazsuMoct AC u3
JKypHaJia COOBITHH, peecTpa
u (haityIoBOM CUCTEMBI

OnucaHue MKAJbI OlleHUBAHUS

Oyenka: 5

Huorcnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoanenus 3Hanus: OleHKa "0TINYHO" BBICTABISIETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJTHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu binoneHus snanus: OueHkKa "Xopoo" BICTaBISIETCS €CIIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMpaBIeHHUE JUIsl pELICHUS 3a/1a4

Oyenxa: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BHICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BBITIOJIHEHO

Oyenka: 2




Onucanue xXapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUJIN IMTPEUMYIICCTBEHHO HE BBIITIOJITHEHO

KM-2. KoutpoJsbHoe meponipusitue Ne 2

®opmbl peaauzanuu: [luceMennas padora

Tun kouTposbHoro meponpusitusi: KonrpossHas padora

Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJBHOIO MeponpuaTHA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJILHOT'O MEPOIIPHUATHUS Ha OJIaHKE 3a/1aHUs

KpaTkoe conep:kanue 3a1aHusi:
I[aTB HHCBMGHHLIﬁ OTBCT Ha BOHpOCBI B COOTBCTCTBHH C BapI/IaHTOB

KoHTposibHBbIe BONPOCHI/3aJaHUA:

3HaTh:  KpUTEpUM  BbIOOpAa U 1.
MOPSAJIOK MPUMEHEHUN TEXHOJIOTUI Konrponbroe meporpustie Ne 2 1Mo AUCIUILIHHE
OOHapy)XeHHUSI  ySI3BUMOCTEH B [IporpaMMHO-anmapaTHble CPEICTBA 3ALIUTHI HHOPMAIUU
aBTOMAaTU3UPOBAHHEIX CUCTEMAX CrynenTa: rpymibl Ne
No
- | 1 Bapnant 2 BapuaHT
/1 P P
[aiite xapakrepuctuky | JlaiiTe XapakTEpUCTUKY
JUHAMUYECKOTO aHajM3a | CTaTUCTHYECKOTO aHAIN3a
1 BPEIIOHOCHOTO KOJa, BPEIOHOCHOTO KOJ1a,
IMPUMCHIACMOI'O B IMPUMCHACMOI'O B
mporiecce 00paTHOM mporiecce 00paTHOH
pa3paboTKu pa3paboTKu
Ilepeuncnure
IpOorpaMMHBIC ITPOAYKTHI
Ha3osure kiroueBbie porp POAYKTHL,
pUMEHsIEMbIe
OTIINYNA JUHAMHYECCKOT'O
2 crenuaauctamu no b
Y CTaTHCTHUYECKOIO
JJIA AUHAMHUYCCKOIo U
aHaiM3a Kozaa
CTaTUCTHYECKOI'0 aHAJIN3a
Koz

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyernmax. 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku evtnonanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evinonnenus snanus: OneHka "ya0BIeTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: ONeHKa "HeyI0BIETBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHECHO




KM-3. KontpoJsbHoe meponipusitue Ne 3

®opmbl peanauzanuu: [luceMennas padora

Tun kouTpoabHoro Mmeponpusitusi: KonrpossHas padora

Bec koHTpOobHOr0 MeponpustTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJBHOIO MeponpuaTHA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJILHOTO MEPOIIPHUATHS Ha OJIaHKE 3a1aHus

KpaTkoe conep:kanue 3a1aHusi:
I[aTB HHCBMGHHLIﬁ OTBCT Ha BOHpOCBI B COOTBCTCTBHH C BapI/IaHTOB

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh:  TUIOBBIE  YA3BUMOCTHU 1.
OIEepallMOHHBIX CUCTEM u Kontponsnoe meponpusitue Ne 3 mo aucuuiivHe
HPUKIaIHBIX IIPOTPaMMHBIX [TporpaMMHoO-anmapaTHbIE CPEACTBA 3aIIUTHl HHHOpMALUU
IPOJYKTOB Cryzaenra: rpynibl No
if;zn 1 Bapuant 2 Bapuant
Kaxos nopsmox Kaxue BcTpoeHHbIE B
uneatudukanuu cieoB | OC Windows
1 naimaenToB b B WHCTPYMEHTHI 7151
JKypHaiIax coObITHIA aHau3a ysi3BUMOCTEH B
Windows? AC Bawm u3BecTHBI?
[lepeuncnure
BcTpoennbie B OC Linux | [lepeunciure
2 WHCTPYMEHTHI JJIs1 BCTPOEHHBIE B SAPO
aHaju3a ys3BUMOCTEH B Linux cpencTBa 3amIuTHI
AC
Onucanue mMKaIbl OLCHNBAHUS
Ouyenka: 5

Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoiio" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu ebinoaneHus snanus: OueHka "yIoBIETBOPUTENHHO" BBICTABIISETCS
€CIIH 3a/IaHue MMPEUMYILIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu 8vinoineHus sHanus: OTeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIN 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHECHO

KM-4. KonrpoJsbHoe meponpusitue Ne 3

®opmbl peanusanuu: [lucbMenHas padora
Tun koHTpobHOro MeponpusTus: KourponsHas pabota
Bec koHTpOBbHOrO Meponpusitusi B BPC: 25




IIpoueaypa mnpoBeaeHHMS KOHTPOJIBHOIO MepONpUATHA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIbHOT'O MEPOIIPUSTUS Ha OJIaHKE 3a1aHus

KpaTlcoe CodcpiKaHUuE 3alaHUA:
I[aTB IMMChbMEHHBIN OTBET Ha BOITPOCEI B COOTBETCTBHUU C BAPHAHTOB

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh:  TUIOBBIE  YA3BUMOCTHU 1.
OIlepallMOHHBIX CUCTEM u KoHnTposbHoe MmeponpusTie Ne 4 1o AUCIMIUIUHE
HPUKIAAHBIX MPOrPAMMHBIX [IporpaMMHO-anmapaTHbIe CPEJICTBA 3ALIUTH HHPOPMAIUU
IPOYKTOB CryneHra: rpynmsl No
Jlj;_)n 1 Bapuant 2 Bapuant
Oxapaxkrepuzyiite

Hasosure nautoiee
onacHsle ciadble MeECT
1 MIPOTPaMMHOTO
obecrieueHus 1mo
nanaeiM CWE

CTPYKTYpPY 0a3bl JaHHBIX
ysi3uMocteid CWE ¢
TOYKH 3peHus eé
[IPUMEHEHHUS
cnenuanucramMu no b

YKakute B3auMOCBSI3b
yA3BUMOCTEN B

IIpuBenure nepeueHs
IPOrpaMMHOM KOJE

IIPOTPAMMHBIX PELLEHUM,

MIPUKIIATHBIX
MIPUMEHSIEMBIX IS
MPOTPaMMHBIX
2 POTYKTOB H oOHapyXeHuUs
pony ysi3uMocteid B AC, o
CHCTEMHOT0
Buny OC u kputepuro
MIPOTPaMMHOTO
3¢ hekTUBHOCTH
o0ecredyeHus] HUKHUX
ypoaeit OC
Onucanue MKAJbI OLCHUBAHUS:
Ouyenxa: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLEeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABICHHUE JJIS PEIICHUS 33134

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu ebinoaneHus snanus: OueHka "yIoBIETBOPUTENBHO" BBICTABISETCS
€CIIH 3a/IaHue NMPEUMYILIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: ONeHKa "HeyI0BIETBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JITaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHCHO




COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
6 cemecTp
@DopMa NPOMEKYTOUYHON aTTecTallum: 3a4eT

IIpumep Onsiera

Ymeeporcoaro:
- 3as. kag. BUT
9K3AMEHAIIMOHHBIM BUJIET Ne 1 ¢ .
HnY . A.FO.Hesckuii
Kadenpa beszonacnocmu u ungopmayuonnvix mexnono2ui
M>BHU . IIpomoxkon kagheopwi
Hucuunnuna «TexHonoruu oOHapyKeHUs! YSI3BUMOCTEN B Ao
ABTOMAaTH3UPOBAHHBIX CHCTEMAX» T
«___ »oexabps
20 ..
1. I[lopsmok mpoBeaeHII0 00paTHOH pa3paboTKH BpeqoHOCHOTO Koaa Ha npumepe AC Ha 6a3e OC
Windows
2. JIlnHaMHYeCKHUI U CTATUYECKUI aHAJIW3 BPEIOHOCHOTO KOJa, HCIIOIb3YEMBIH ClIeHUaIuCcTaMu O
nH(OPMAITMOHHOM 0€30TTaCHOCTH
3. OcHoBHbIe TporpaMMHble HHCTpYMeHTHI Threat Intelligence u Threat hunting st oOHapyxeHus
ysiz3uMocter OC

IIpoueaypa nposenenus
YcTHBIH 3a4€T 10 OMIIeTaM ¢ y4€TOM pPe3yIbTaTOB 110 KOHTPOJIBHBIM HEIEISIM

L Ilepeuens Komnemenyuil/uHOUKAMOPO8 U KOHMPOIAbHBIX 60RPOCOE NPOBEPKU PE3YIbHIAN 06
0CBOCHUA OUCUUNTUHDL

1. Komnerenuusi/Unankarop: NJ-2omnk-2 [Ipumenser nporpaMmmHo-anmnapaTHble CpeacTBa U
CpecTBa CUCTEMHOIO HA3HAYEHUsS, NTHCTPYMEHTAJIBHBIE CPEICTBA, B TOM YUCJIE OTEYECTBEHHOIO
MPOM3BOJICTBA JUIS peLIeHUs TPOPECCUOHATBHBIX 3a1a4

Bonpocsl, 3aganus
1.ITosicaute, mouemy Threat Intelligence — 3T0 He kubGeppas3Besika, HO YaCTO Ha3bIBAETCS TaK?
2.Kakoii u3 uetbipéx ypoBHei Threat Intelligence vatie qpyrux BRIOUpaIOT pOCCUIICKHE
IPENIPUITHS?
3.Kaxue Habopsl moTokoB MaTepuaia (puoB) HEOOXOIUMO UCIIONB30BATh JIJISl BHISBICHUS
KUOEpUHIIUICHTOB?
4.Kaxk ocymiecTBisieTcsl yrnpaBieHue GpuiaMu 1 Kak UX MPUMEHSIOT COBMECTHO CO CPEACTBAMHU
3anuThl MHGopMaruu?
5.Kak vacto unaukaropsl Threat Intelligence naroT noxkHble cpabaTbIBaHUS U KaK C 3TUM
Ooprotcs cienuanucTsl Mb?
6.Kaxoii ypoBens 3penoctu B Ub HykeH KoMIlaHuu 17151 KOppeKTHOro BHepeHust Threat
Intelligence B COUB?

MaTtepuaibl 1151 NPOBEPKH OCTATOUYHBIX 3HAHUM
1. Maiite onpenenenue Tepmuna “Threat Intelligence”
OtBerTsI:
Jlis oTBeTa Ha BOIIPOC PEKOMEHIYeTCsl BOCIIOIb30BAThCS MaTepuaiaMu jJekuun Ne 2
Bepnpriii otBet: [JocnoBHbiit nepeos Tepmuna Threat Intelligence — «3nanus 00
yrpo3ax». hreat Intelligence — 370 Bcs nHbOpManus, KoTopas Aa€T BO3MOXXHOCTb OHSATh
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yrpo3y. 3To MOTYT ObITh KaK HU3KOYPOBHEBBIEC JaHHBIC (Xetl, [P-aapec), Tak U JaHHBIE O
KOHKPETHOM 3JI0yMBIIIJIEHHUKE, 3aMHTEPECOBAHHOM B aTaKe Ha IIEJIEBYIO CUCTEMY.

2.3auem komnanuu HyxeH Threat Intelligence, ecu y He€ ecTh apyrue cucteMbl 6€30MacHOCTH

u coopa ganHbIX, Takue kak IDS, NGFW, SIEM u npyrue?
OtBeThI:

Jljis oTBeTa Ha BOIIPOC PEKOMEHIyeTCsl BOCIOIb30BAThCs MaTepuaiamMu jekiuu Ne 4
Bepusriit otBet: Threat Intelligence MosxeT yBsi3aTh BCIO KapTUHY 0€30MaCHOCTH BOSIUHO U
OTOMTH OT aTOMAapHOCTH OTJENbHBIX PELIEeHUH UK BEHJ0pOB. OCOOEHHO 3TO BaKHO IS
KOMIIaHU#, KoTopble mpakTukytoT Threat Response. Kpome Toro, mpu momorm MeTo0B
KuOeppa3BeIKM KOMIIAHUS MOXKET IOJIYYUTh HHPOPMALIUIO 00 Yyrpo3ax 3a MepuMETpOM
0€30MaCHOCTH, KOTOpPbIE MTOKA HE IETeKTUPOBAHBI HHCTPYMEHTaMHU 3auThl. Emé oaun
Ba)XXKHbII1 MOMEHT — MHorue Mb-penenust UMEroT «ciensle 30HbI», KOTOPbIMU MOTYT
BOCIIOJIb30BaThCs 3noymbinuieHHUKH. Threat Intelligence mo3BossieT 3akprIBaTh 3TH
MpOOeIIBI.

3.J1ns xakux 1enedt Ha TexHuaeckoM yposHe npumensiercs: Threat Intelligence?
OTtBeTsI:

J5ist oTBETa Ha BOIIPOC PEKOMEHIYETCsl BOCIIOIb30BATHCS MaTepruaiaMu Jiekuuu Ne 5
Bepusliit otBet: Ha TexunueckoMm yposae Threat Intelligence npumensiercs as:
pearupoBaHMs HAa MHIUACHTHI, POAKTUBHOTO moncka yrpo3 (Threat Hunting),
MOHHUTOpHUHIra 0€30MacHOCTH, aHAJIN3a BPEIOHOCHOTO KoJla, 0OHapykeHHs BTopxeHui. Ha
CTpaTETHYECKOM YPOBHE KHOeppa3Be/iKa criocoOHa MOMOYb B IPUHATHH PEIICHHUH TOII-
MEHEPKMEHTY KOMITaHUH.

4.KaxoBbI KpuTepuu BeIOOpa ucTouHUKOB s Threat Intelligence B TumoBoit opranuzanmm?
OTtBeTsI:

Jl5st oTBETa Ha BOIPOC PEKOMEHIyETCsl BOCIIOIB30BATHCS MaTepraiaMu JeKuu Ne 6
Bepnsiii orBet: Kpurepuu Bridopa ncrounukos it Threat Intelligence MoryT ObITH
CIICAYIOMIMMU: BO3MOXXHOCTH aBTOMATH3AIMH, HHTETPAIHsl 1 HHTEPONepadbeIbHOCTb,
4acToTa OOHOBJIEHUH, 00OTallleHne METaAaHHBIMU, PEUTUHT CJI0XKHOCTH, IOKPBITHE,
BUIMIMOCTb JJApKHETA, aKKYPaTHOCTh B T€OJOKAIINH, YHCIIO U CIIEKTP HCTOYHUKOB,
Ka4yecTBO.

II. Onucanue wkanvl ouenueanus

Oyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa BeIIIOIIHEHA B paMKax "MPOABUHYTOTO'
ypoBHs. OTBETHI JaHbI BEPHO, YETKO CPOPMYIUPOBAHHBIE OCOOCHHOCTH MPAKTHUECKUX PELICHUM

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku 6blnonenus 3uanus: PaboTa BelloIHEHa B paMKax "0a30Boro"
ypOBHS. BOJIBIIMHCTBO OTBETOB JJaHbl BEPHO. B yacTu MaTtepuana ecTh He3HAUUTEIbHbIE
HEJ0CTaTKU

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku 6blnoiHeHus 3nanus: Paborta BBIMOIIHEHA B paMKax "ToporoBoro"”
ypoBHs. OCHOBHasI 4aCTh 3aJJaHHs BHIMIOJIHEHA BEPHO. HAa BOMIPOCHI YIIIYOJICHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoHeHus 3nanus: Pabora He BBIMIOJIHEHA WX BHITIOTHEHA
MIPEHMYIIIECTBEHHO HETPABUIHLHO
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1I1. Ilpasuna évicmaesnenusn umo2o80i OYeHKU no Kypcy

OneHka npocTaBisieTcs MO pe3yjibTaTaM OTBETa Ha BOIpoc Ouiera. Pe3ynbTaThl KOHTPOJIBHBIX
meponpustuil Ne 1, 2, 3, 4 yunrteiBatorcs.
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