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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-2 CniocoGeH mpuMeHATh HH(POPMaAITMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH,
IIPOrpaMMHBIE CPEJICTBA CUCTEMHOI'O U IPUKJIAHOIO HA3HAYEHMS], B TOM UUCIIE OTEUECTBEHHOTO
MIPOU3BOJICTBA, JUIsl pEIICHUS 3a/1a4 MPOPECCUOHAIBHON 1eATeIbHOCTU
NJ1-2 IIpumMeHsieT nporpaMMHO-anapaTHble CPEACTBA U CPEACTBA CUCTEMHOI'O HA3HAUYEHNUS,
MHCTPYMEHTAJIbHBIE CPEJICTBA, B TOM YUCJIE OTEYECTBEHHOI'O ITPOU3BOCTBA AJIsl pELICHUS
npodecCHOHATBHBIX 3a1a4

H BKJIFOYACT:
AJIS TEKYHIEro KOHTPOJIA YCIIEBAEMOCTH

®opma peanuzaiuu: BeinonHeHue 3ajaHus
1. Windows opreHTHPOBaHHbBIE HHCTPYMEHTHI [Tl pelieHus 3a1ad Gpopensuku. (JJomamnee
3aJIaHHE)

®dopma peanusaiuu: Beictyrnienue (10kmamn)
1. Ocobennoctu peurenus 3aa4 ¢popensuku B Windows u Linux cuctemax (okmnan)

Dopma peanuzanuu: 3aniuTa 3aaaHUSA
1. Linux-opueHTHpOBaHHBIE HHCTPYMEHTHI JIJIsI pelieHus 3aaayu Gpopensuku (KoHtponbHast
pabora)

BPC aucuunjavHbl

4 cemecTp
Beca KOHTPOIBHBIX MEPOIIPUSTHIH,
%
Pa3gen nucumruiiHb! Wunekc KM-1 | KM-2 | KM-3

KM:

Cpox KM: 5 10 15

Oco0eHHOCTH pelIeHns1 OCHOBHBIX 331a4 popenzuku B Windows u
Linux cucremax

Oco0OeHHOCTH pelleHusl OCHOBHBIX 3a7a4 (POPEH3UKHU B CHCTEMax THUIIA
Windows

Oco0eHHOCTH pelIeHns] OCHOBHBIX 33/1a4 (popeH3ukH B cucreMax Linux +

Windows opueHTHpOBaHHbIE HHCTPYMEHTHI JUIsl pEIICHUS 3a/1a4

dbopeH3ukun
Bosmoxxnoctu BectpoeHHbix cpencts OC Windows amst pemeHus 3agau +
dbopeH3ukun
BosmoxxHocTu nporpammubix npuioxenuit mog OC Windows ans +

pCICHUS 3a1a4 (I)OpCH3I/IKI/I




Linux opueHTHpPOBaHHbIE HHCTPYMEHTHI JUI peIlleHus 3a/1a4 (POpeH3uKu

Pemenue 3anau ¢popensuku ¢ ucrnoab3oBanrem Kali Linux. +
Hpyrue MHCTpYMEHTHI AJis perieHus 3anad ¢popensuku nmog OC Linux +
Bec KM: | 25 35 40

$OO611as yacte/J1J1s1 MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ynbTaThl  OOYYCHHS TIO
JUCIUILINHE

OIlK-2 N-2orix-2 [Tpumensier | 3HaTH: Ocobennoctu pemenus 3aaa4d popensuku B Windows u Linux cucremax
POrpaMMHO-aIapaTHbIE 0COOCHHOCTH peIICHUS (Hoxmnam)
cpeacTBa u CpEeICTBA | OCHOBHBIX 331a4 popersuku | Windows OpHEHTUPOBAHHBIC HHCTPYMEHTBI JUTS PEIICHUS 3a1a9
CUCTEMHOTO  Ha3HAYeHWUs, | IPU UCCIEAOBAHUU ¢dopensuku. (JomamHee 3a1anue)
WHCTPYMCHTAIILHBIC MH()OPMAIMOHHBIX CHCTEM Linux-opueHTHPOBAaHHBIC HHCTPYMEHTBI IS PEIICHHUS 3a71a4 POPEH3UKH
cpenctBa, B ToM uymcie | noxa ynpaeinenuem OC tuma | (KonTponbhas pabota)
OTECUYCCTBEHHOI'O Windows u Linux;

HPOU3BOJCTBA JUISl PELICHHS
npohecCuOHANBHBIX 3a7a4

nepeueHb MPOTrPaMMHBIX
npunoxernid nog Windows
u Linux amst pemenus
OCHOBHBIX 33J1a4
(bopeH3uKy;

YMers:

MPaBUIIEHO
MHTEPIPETHPOBATh
pe3yNbTaThl UCCIEIOBAHUS
(3amay GpopeH3uKn),
MOJTY4YEHHBIE C
WCTIOJIh30BaHUEM
MPOTrPaMMHBIX TPHIOKESHUH
nox OC Windows u Linux
MPaKTUYECKH UCTIONIb30BATh
MPOTrPaMMHBIC TIPUIIOKEHHUS
nox Windows u Linux npu
pELICHUH OCHOBHBIX 3a/1a4




| popenzuxu;




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-1. Oco6ennoctu pemienus 3aaa4 ¢popenzuku B Windows n Linux cucremax

®opmbl peanu3zanun: BeicTymienue (qoxman)

Tun KOHTPOJIbHOT0 MeponpusiTus: J{oknan

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHUs] KOHTPOJLHOro Meponpusitusi: CTYIEHT TOTOBHUT JIOKIQA TIO
BBIOPAHHOM TEME U BBICTYIIACT C HUM Ha CeMUHApe (MPaKTUICCKOM 3aHSITHH ).

Kpartkoe cogep:kanue 3a1aHuA:
Ha ocHoBe 0030pa MHTEPHET-UCTOYHUKOB 110 BHIOPAHHON T€Me CTYACHT TOTOBUT JOKJIA],
MPE3CHTAIHIO [T BBICTYIUICHHS IO pe3yiibTaTaM paboThl HA CEMUHAPCKOM 3aHSITHH.
B xauecTBe TeM pedepara CTyICHTY NPEAIararoTcs CleIyIone BapUaHThI:
- aHanM3 ocobeHHocTel padoThl ¢ daitnamu u auckamu B OC Windows nipu penieHnu 3aaad
(hOpeH3UKH;
- aHaNM3 ocobeHHocTeH paboThl ¢ daitnamu n auckamu B OC Linux mpu pemennu 3aaad
(hOpeH3UKH;
- aHanm3 ocobeHHocTel padoTel ¢ npuinoxkenusmu OC Windows nipu pernieHuu 3a1aq
(hOpeH3UKH;
- aHanu3 ocobeHHocTel padoTel ¢ mpuinokenusimu OC Linux npu pernennu 3a1a4 GopeH3nKu;
- aHaU3 0coOeHHOCTEN paboThl ¢ mamsaTeio B Windows-cucremax mpu penieHnn 3a1ad
(bopeH3uKH;
- aHaJIM3 0COOEHHOCTEH PaboTHI C MaMATHIO B Linux-cucTeMax npH penieHuy 3a1a4d
(bopeH3uKH;

KoHTpoJibHBbIC BONIPOCHI/3aJaHHA:

3HaTh: OCOOEHHOCTH  pellIeHUus 1.

OCHOBHBIX 337124 (OpPEH3UKH HpU
UCCJIEOBAaHUM HH(POPMAIIMOHHBIX
cucteM noxa ynpasiaeHuem OC
tina Windows u Linux;

KakoBbl 0cobeHHOCTN paboTbl ¢ dannamm n guckamm B OC
Windows npu peleHnmn 3aga4 GopeH3nku?

KakoBbl ocobeHHoCTU paboTbl ¢ paiinamm n guckamm B OC
Linux npu pelweHnn 3aga4y GpopeH3nKn?

KakoBbl ocobeHHOCTN paboTbl ¢ npuaoxkeHuammn OC Windows
npu pelweHnn 3aga4y GopeH3nKn?

KakoBbl 0cobeHHOCTU paboTbl ¢ npunoxkeHmamm OC Linux npwm
peleHnn 3a8a4 GOpPeH3nKn?

KakoBbl 0cob6eHHOCTU paboTbl ¢ namaATbto B Windows-
cUCTEMAX NpU peLleHnn 3a8a4 GopeH3nKn?

KakoBbl ocobeHHOCTU paboTbl ¢ NnamATbo B Linux-cuctemax
npu pelweHnn 3agay GopeH3nKn?

YMerTs: MPaKTHYECKH
VICTIOJIb30BATh MPOrpaMMHBIE
npuioxenus nox Windows u
Linux mpu pemieHHH OCHOBHBIX
3a1a4 popeH3mKH;

1.KakoBa nocnieioBaTeIbHOCTh PabOTHI ¢ (aiinamu u
nuckamu B OC Windows npu pereHun 3aaaq
¢bopenzuxu?

KaxoBa nocnenoBarensHOCTh paboThI ¢ ailiiamMu u
miuckamu B OC Linux npu peneHuH 3a1a4d GOpeH3uKu?
KaxoBa nocnenoBarenbHOCTh pabOTHI C MPUIOKEHUSIMHI
OC Windows nipu penieHuH# 3aga4d GOpeH3uKu?

KaxoBa nocnenoBarenbHOCTh pabOTHI C MPUITOKEHUSIMHU
OC Linux npu pemeHuu 3a1a4 (opeH3uKu?




KakoBa nocrieioBaTenbHOCTh pabOTHI C MAMATHIO B
Windows-cucTemax npu perieHnu 3a1a4 GopeH3uKu?
KakoBa nociieoBatenbHOCTh padOTHI C MAMATHIO B
Linux-cucremax npu penieHun 3aaad GopeH3uKu?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka. 3a4TE€HO
Onucanue xapakxmepucmuxu eblnoaHeHus 3Hanus: JIokaa BRIOJHEH MOJIHO, MPAaBUILHO U
HENPOTUBOPEUYNBO. MOTyT OBITH OT/ICTHHBIE HETOYHOCTH

Oyenka: He 3a4TEHO
Onucanue xapaxmepucmuxu vinoineHus 3nanus: He BeIMONTHEHBI TpeOOBaHUS Ha "3a4TeHO".

KM-2. Windows opreHTHpOBaHHbIC HHCTPYMEHTHI /1JIsl pelieHNs 3a1a4 popeH3nKH.

®opmbl peaausanmnu: BelonHeHne 3a1anns

Tun KoHTpPOILHOTrO MeponpuaTHs: J[omalHee 3aganue

Bec konTposbHOr0 Meponpustusi B BPC: 35

IIpouenypa mnpoBefaeHusi KOHTPOJBHOIO Meponpusitusi: CTyIEHT BBIIOJHAET INPAKTHYECKOE
3aJjaHKe N0 BEIOPAHHOW TeMe U MPEJICTABIISET €T0 MPEIo1aBaTeIo.

Kpartkoe cogepxanue 3ajaHusi:
BEINOMHATE MpaKTHYECKOE 33JaHKe TI0 BEIOPAHHOW TeMe U MPEICTaBUTh €ro pe3yJIbTaThl
MpenoaaBaTenio:
- [Topsitok mpakTHYecKoit pabora ¢ 00pa3aMu JUCKOB C HCIIOIB30BAaHUEM YTHIUTHI Arsenal
Image Mounter;
- TexHozorus co3nanus aaMia GU3NUecKod NaMsITH ¢ UCIOIb30BaHUEM YTHIUTH Dumplt;
- [TocnenoBarensHOCTH CO37aHMs T0Ka3aTeabHbIX (aitnoB EnCase ¢ ucronp30BaHuEM yTUITUTHI
EnCase Forensic Imager;
- [Topsinok BeisiBNEeHU 3amudpoBaHHbXx ToMOB TrueCrypt, PGP, Bitlocker ¢ ucnonszoBanuem
yrunuthl Encrypted Disk Detector;
- TexHonorus 3axBaTa BeO-CTpaHUIL 7S IPOBECHUS PACCIIEAOBAaHUH € UCIIOIb30BaHUEM
opaysepa Forensics Acquisition of Websites;
- TexHOI0rUs MPOCMOTPA U KJIOHUPOBAHMS HOCUTEJIEN TaHHBIX C UCIOIb30BaHUEM YTHIINTHI
FTK Imager.

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

3HaTh: TMEpeuYeHb MNPOrpaMMHBIX 1.- /1ns yero npeana3zHavueHa yrunuta Arsenal Image
npunoxkeHud moxy  Windows wu Mounter?
Linux mis pemieHuss OCHOBHBIX - Jlnst wero ucnonb3yercs yruiauta Dumplt?
3a1a4 QOpPEeH3UKH; - Uro Takoe aiin EnCase?
- dnst yero ucnons3yercs yrunuT EnCase Forensic
Imager,;

- JInst yero ocyiiecTBiseTCs MOUCK 3aIn(POBAHHBIX
toMoB TrueCrypt, PGP, Bitlocker?

e - [1na vero ucnonbsyetca ytunmta Encrypted Disk Detector?
- Ansa yero Heob6xo0AMM 3axBaTa BeO-CTpaHUL, AnA
npoBeaeHnA paccieaoBaHNn?

e - [1na vero ucnonbsyetca 6paysep Forensics Acquisition of
Websites;

- YTO TaKkoe KJIOHMPOBaHWE U A4 Yero UCMnosb3yeTca B
¢dopeHsunke?




e - [1na yero ucnonbsyetca ytuanta FTK Imager?

Onucanue MIKAJbI OICHUBaAHUA:

Ouyenka: 3a4TCHO
OnucaHnue xapakmepucmuxu evblnoinenus 3Hanus: [IpakTuueckoe 3a1aHue BBIMOIHEHO MOJTHO,
TEXHUYECKH MPABUILHO. MOTYT UMETh MECTO OT/ICJIbHBbIE HETOYHOCTH.

Oyenka: HE 3a4TEHO
Onucanue xapaxmepucmuxu 6vlnoinerus 3Hanus: He BbITIONHEHBI TpeOOBaHMS Ha "3a4TeHO"

KM-3. Linux-opueHTHPOBAHHbIE HHCTPYMEHTHI JIsl peleHHs 3a1a4 (POPeH3uKH

®opmbl peau3anum: 3aIuTa 3aJaHUA

Tun kouTposbHoro meponpusitusi: KonrponpsHas padora

Bec konTposbHOro meponpusitusi B BPC: 40

IIpouenypa mnpoBeleHHsl KOHTPOJIBHOrO MeponpuaTHsa: HIuBHIoyanpbHOE — 3aJaHue
BBINOJIHSACTCSI CTYJ€HTaMH B COOTBETCTBMM C BBIOpDAaHHON TEMOH M NpeAnosiaraer 3alluTy ero
pe3yJIbTaToOB B BUAE KOHTPOJIbHONU pabOTHI.

Kpartkoe cogep:kanue 3aiaHuA:
Yrumura Guymager - OecrIaTHbI KpUMHHATHCTHYECKUH "TeroBu30op” ¢ pyHKIIMOHAIOM
L[BETOBOM naeHTUUKAMK coObITHI Oe3omacHocTH. Onucath Ha3HauY€HHE, OCHOBHBIE
BO3MO>KHOCTH, IIPUEMBI pa0OTHI U PE3YJIbTATUBHOCTD;
ProDiscover - yruiuta 1J1s 3aXBaTa ¥ aHaiuu3a JuckoB. OmucaTh Ha3HAUYCHUE, OCHOBHBIC
BO3MO>KHOCTH, IIPUEMBI PA0OTHI U PE3YJIbTaTUBHOCTD;
SIFT Workstation nporpaMmsl ¢ OTKPBITBIM UCXOAHBIM KOJIOM JJIS CIIyXKO pearupoBaHus Ha
WHIMJICHTHI ¥ IPOBEICHUS KPUMUHATUCTUYECKON M(POBOIT SKCIIEPTU3BI B PA3INIHBIX
ycnoBuax. Onucarh Ha3Hau€HHEe, OCHOBHBIE BO3MOXKHOCTH, IPHEMbI pabOThI U
Pe3yNIbTaTUBHOCTH;

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

YMers: [IPaBUIILHO 1.lns1 yero npenHa3zHaueHa yruiuta ProDiscover?
WHTEPIPETUPOBATH pe3ynbTaThl Kaxossl ¢pynkiun yrunutel ProDiscover?

uccienoBanus (3a1a4 GOpPEeH3UKH), KaxoBbI NOIX0BI K aHAIHM3Y CONEPKUMOTO AUCKOB?
MIOJIy4EHHBIE C MCIOJb30BaHUEM KaxoBbl 0CHOBHBIE BOBMOXKHOCTH YTHIIMTHI ProDiscover?
IPOrPaMMHBIX MPUJIOKEHUN TOJ Kaxk onpenenuTs pe3ysIbTATUBHOCTh YTUIIUTHI

OC Windows u Linux ProDiscover?

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenka: 3a4TEHO
Onucanue xapaxmepucmuxu vinoineHus 3Hanus: Ha BOIPOCH! NaHbI MOJHBIE U UCYEPIIBIBAIOIIHE
OTBETH. MOTYT HIMETh MECTO OT/ICJbHBIC HETOUYHOCTH.

Oyenka: HE 3a4TCHO
Onucanue xapaxmepucmuxu evinoinenus snanus: He BBITOJHEHBI TPeOOBaHUS HA OLCHKY
"3auTeHo"




COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
4 cemecTp
@DopMa NPOMEKYTOUYHON aTTecTallum: 3a4eT

IIpumep Onsiera

1. Mepeuyncnunte oCHOBHbIE 334a4M GOPEH3INKM U PACKPOITE MUX CYLLHOCTb.
2. OnuwwuTe NopsaAoK co3gaHma gamna GU3MYEcKolr NaMATM KOMMbOTEPa, A8 KaKUX 3a4a4 3To AenaeTca
M C NOMOLLLbIO KaKUX YTUANT.

IIpouenypa npoBeaenust
3aueT MpoBOJIUTCS B MUCHbMEHHOM BUJIE 10 OuneTam B TedeHue 40 MUHYT

L. Ilepeuenv Komnemenyuit/uHOUKAMOPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbI AN 08
0C80eHUA OUCUUNTUHDL

1. Komnerenuusi/Uuaukarop: NJ-2omnxk-2 [Ipumenser mporpaMMHo-anmapaTHbie CpeacTBa U
CPEICTBA CUCTEMHOI'O Ha3HAYECHHUsI, UHCTPYMEHTAJIbHBIE CPEJICTBA, B TOM YHCIIE OTEYECTBEHHOTO
IIPOM3BOJICTBA JIJISl peUIeHMsI TPOPECCHOHAIBHBIX 33]1a4

Bonpocel, 3a1anns
1.

1. Nepeuncnute Hanbosee nonynapHole 6ecnaaTHble YTUAUTBI A8 pelweHnsa pelwerns 3aaa4 GopeH3nKu
W JanTe X onucaHue

2. OnuwwuTe TexHonoruto paboTbl yTMANT ANA paboTbl c 06pasamm UCKOB

3. OnuwwuTe NOpAaAoK co3aaHma gamna GU3NYecKor NamATU KOMMbLOTepa, ANA KaKUX 33434y 3TO Aenaetca
W C MOMOLLLbIO KaKUX yTUANT

4. EnCase ¢aiinbl - 4To 3TO TaKoe, NOPAJOK NONyYeHUs (Co34aHMA), KaKMe YTUANUTLI A5 3TOTO
npeaHasHa4vyeHbl

5. MMopAaok novcKa AoKasatenbeTs (LmMdpoBbix apTedaKkToB) B cydae WndpPoBaHHbIX TOMOB (4MCKOB,
$bainnoB), Kak B 3TOM C/ly4ae NOCTYNAOT, KaKMe YTUAUTbI MOTYT MOMOYb U KaK?

6. TexHonorus saxsaTta Be6-CTpaHWL, 418 NPOBEAEHMA PACCNEA0BAHMIA: C MOMOLLbIO KaKoro Beb-
6pay3sepa MOKHO BbINOJHUTL U KAKMM 06pa3omM MCNONb30BaTb;

7. TlpocMoTp M KNOHMpPOBaHMe HocuTenen gaHHbix B cpeae Windows: ytuanta FTK Imager, ocHoBHble
BO3MOHOCTMU.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Ilepeuncnure OCHOBHBIE 3a/1aui (POPEH3IUKU
OtBerTsI:

Bcee 3a1aun popeH3uKkH JOIKHBI OBITH MEPEYUCICHBI B IPUHIATON TEPMUHOJIOTHH U YPOBHEM

MoAPOOHOCTH
Bepublit otBeT: @opeH3uKa pemaer Cieayoe 3a1auu: - pa3padoTka TAKTHKH
OTepaTUBHO-PO3BICKHBIX MeponpusiThii (OPM) u ciencTBeHHbIX AeMCTBHIA, CBS3aHHBIX C
KOMIIBIOTEPHOI MH(OpMAIeii; - co3JaHie METO/I0B, allapaTHBIX U MPOTPAMMHBIX
MHCTPYMEHTOB JUIsl cOOpa U UCCIIeI0BaHUS 10Ka3aTeIbCTB KOMIIBIOTEPHBIX MTPECTYIUICHUH;
- YCTQHOBJICHUE KPUMUHAIUCTUYECKUX XapPAKTEPUCTUK IIPABOHAPYILICHUH, CBA3AHHBIX C
KOMITHIOTEPHOW MH(POPMAITHEH.
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II. Onucanue wKanvl oueHUBAHUA

Ouyenka: 3a4TCHO
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: Ha BOIpochl JaHbl MOJTHBIC U TPaBUIIbLHbIE
OTBETBHL. MOTYT UMETh MECTO OT/ICIbHbIC HETOYHOCTH

Oyenxa. HE 3a4TEHO
Onucanue xapaxmepucmuxu evinoinenus snanus: He BBIOJIHEHbI TPEOOBAHUS Ha OLICHKY
"3a4TeHO"

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

WrtoroBast omneHka BBICTABIISIETCS MCXOAS M3 OLICHOK CEMECTpoBOM M 3adeTHOM. CemecTpoBas
OLIEHKa J0JDKHA OBITh He Hibke 3,0 ¥ 3aueTHas - He Hrbke "'3ader".
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