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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Heas rocynapcTtBeHHoii uTOroBoii arrectrauuu — OIEHKa TOATOTOBICHHOCTH
00yyYaroIerocs K peleHuIo 3a1a4 npo(eccCuoHaIbHON NesITeIbHOCTH.

3agayamMu rocy1apcTBeHHON HTOrOBOIi aTTecTalMu:

— OleHKa C(HOPMHPOBAHHOCTU BCEX KOMIIETCHLMH, YCTaHOBJIEHHBIX 0O0pa30BaTEIbHOM
IIPOrpamMMOoi;

—OLEHKa  OCBOEHHUS  pe3ylpTaToB  oOyuyeHMs  TpeOoBaHUSAM  (eaepanbHOro
rOCyJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHAapTa MO HampasieHuo noarotoBku 10.03.01
«MH(popmanoHHast 6€3011aCHOCTb» U MPO(HECCHOHAIBHBIX CTaHAAPTOB.

2. PE3YJIbTATHI OBPA3OBATEJIBHOM ITPOI'PAMMBI

K pesynbraTtam 00yueHus BHITYCKHUKA OTHOCATCS CIEAYIOIINE KOMITETCHIIUU:

PIIK-1. I'oToB oOecrnieunBaTh 3alIMTy MH(GOPMAIIMK B aBTOMATH3UPOBAHHBIX CHCTEMaxX B
IpoIecce X IKCILTyaTalHu.

YK-1. Cnoco0OeH ocCyIiecTBIsATh MOUCK, KPUTHUECKUN aHaNM3 M CUHTE3 WH(pOpMaluwy,
NPUMEHSATh CUCTEMHBIN TIOJIXO/ JJIsl PEIICHHUS TIOCTABICHHBIX 3aj1ad.

YK-2. CnocoOeH ompenensiTh Kpyr 3agad B paMKax IOCTaBICHHOW IeMM U BHIOUPAThH
ONTUMAJIbHBIE CIIOCOOBI MX PEUICHHUs, UCXOJS U3 JACHCTBYIOIIUX MPABOBBIX HOPM, MMEIOLIHXCS
PECYPCOB U OTpaHUYCHUH.

VYK-3. Crioco0eH OCyIIECTBIISATh COIMAIBHOE B3aMMOJCHCTBHE M PEaTH30BHIBATH CBOIO
pOJIb B KOMaHJIE.

YK-4. Cnoco0OeH OCYIIECTBIATH JEIOBYI0 KOMMYHHUKAIIMIO B YCTHOW M INHCHMEHHOM
dbopMmax Ha rocynapcTBeHHOM si3bike Poccuiickoit @enepaniuu 1 MHOCTPaHHOM(BIX) sI3bIKe(ax).

YK-5. CiocobeH BOCIpUHUMATh MEXKYJIBTYPHOE PazHOOOpas3ue OO0MmEecTBa B COUATBHO-
HUCTOPUYECKOM, 3TUYECKOM U (pruitoco(hCKOM KOHTEKCTaX.

VK-6. Cnocoben ympaBiasTh CBOMM BpPEMEHEM, BBICTpAUBaTh M PEATU30BHIBATH
TPAEKTOPHUIO CAMOPA3BUTHUS HA OCHOBE NMPUHIIUIIOB 00Pa30BaHUs B TEUEHUE BCEH KU3HH.

VK-7. CnocobeH noaaepuBaTh J0JKHBIM ypOBEeHb (U3UYECKOM MOATOTOBICHHOCTH IS
o0ecreyeHns MOJHOLEHHOHN cOlMaIbHON U PO eCCHOHATBHOM 1A TENbHOCTH.

VK-8. Cnocoben co3maBath W TOJJIEPKUBATH B  TOBCEJHEBHOW JKM3HU W B
npodecCHOHATIBLHOM JEATENbHOCTH Oe30IacHbIe YCIOBUS KU3HEACSATEIbHOCTH JUIsl COXPaHEHUS
IPUPOIHON cpefbl, 0OecTieueH s yCTOWYMBOTO PAa3BUTHUS OOIIECTBA, B TOM YHCIE MIPH Yyrpo3e U
BO3HUKHOBEHUH YPE3BBIYANHBIX CUTYallUil 1 BOGHHBIX KOH(IMKTOB.

VYK-9. CnocobeH npuHUMaThb OOOCHOBAHHBIE SKOHOMHUYECKHE PELICHHUS B PA3IMYHBIX
001aCTAX KU3HEEATETbHOCTH.

VYK-10. Cnocoben ¢hopMHupoBaTh HETEPIIUMOE OTHOIIEHUE K TMPOSIBICHUIO IKCTPEMU3MA,
TEppOpHU3Ma, KOPPYNIIMOHHOMY TMOBEJCHUIO U MPOTUBOJIEHCTBOBATh UM B NMpOodhecCHOHaIbHOM
NEeSITETTHHOCTH.

OIIK-1. CnocoGeH oneHuBaTh pojib HH(MOpMANMM, MH(OOPMAIMOHHBIX TEXHOJIOTHI WU
nH(pOpMaIMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, MX 3HAUCHUE NJIsI 0O0CCIICUCHHS
00BEKTHBHBIX TOTPEOHOCTEN JIMYHOCTH, OOIIECTBA U TOCYapCTBa.

OIIK-2. CnocoOeH mnpuUMEHATh HHPOPMAIIMOHHO-KOMMYHUKALMOHHbIE TEXHOJOTHUH,
IpOTpaMMHBIE CPEICTBA CUCTEMHOTO M NMPHUKJIATHOIO Ha3HAUEHHs, B TOM YHUCIIE OT€YECTBEHHOTO
MIPOM3BOJICTBA, ISl PEIICHHUS 3a1a4 MPo(ecCHOHATBHON A TETBbHOCTH.

OIIK-3. CriocobeH MCnoib30BaTh HEOOXOAUMBIE MAaTEMAaTHUYECKUE METOABI JJISl PELICHUS
3a/1a4 Tpo(heCcCHOHATEHOMN A TEIHHOCTH.

OIIK-4. CnocobeH mnpuMeHSATh HeoOXoauMmble (QHU3UYECKHEe 3aKOHBI M MOJENU JIs
pemeHns 3a1a49 NpoPecCHOHATBHOMN e TETFHOCTH.

OIIK-5. CmocobeH mnpUMEHSATh HOPMAaTHUBHBIE TPAaBOBBIE aKThl, HOPMATUBHBIE U
METOJMYECKHE JOKYMEHTHI, pPEerjJaMEeHTHUPYIOIIUE NeATeIbHOCTh IO 3ammTe HH(OpMaInu B
cdepe npodeccruoHaIbHON 1eATeTbHOCTH.
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OIIK-6. CrnocoGeH mpu penieHnu Npo(ecCHOHAIBHBIX 3a/1ad OPraHW30BBIBATH 3AIIUTY
uH(pOpMallMK OTPAaHUYEHHOTO JIOCTYIa B COOTBETCTBUU C HOPMATHUBHBIMU MPABOBBIMHU aKTaMH,
HOPMATUBHBIMA W METOJMYECKUMH JoKymeHTamu DexnepanbHol ciayXO0bl Oe30macHOCTH
Poccutickoit ®enepanuu, GenepanbHOM CIyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

OIIK-7. CriocobeH MCIoNb30BaTh SI3BIKH MPOTPAMMHUPOBAHUSA M TEXHOJIOTUU Pa3padOTKU
MPOrPaMMHBIX CPEJCTB AJIsl pelIeHus 3a7a4 IPo(hecCUOHATEHOM e TEIIbHOCTH.

OIIK-8. CriocoOeH OCyIIeCTBIATh MOI00p, U3yU4eHHUE W OOIIEHUE HAyYHO-TEXHUYECKON
JUTEpaTypbl, HOPMATHBHBIX U METOJUYECKHX JIOKYMEHTOB B LENSAX pelleHus 3aaad
npodecCHOHATBLHOMN 1eATETbHOCTH.

OIIK-9. CnocobeH NMpUMEHATH CPEeACTBAa KPUNTOrPAPUUSCKON M TEXHUYECKOH 3aIUThI
uH(OpPMALIKK TS pEIIeHHs 3a/1a4 TPO(PECCUOHATBHON IEATEIIbHOCTH.

OIIK-10. CrnocobGeH B KadecTBE TEXHUYECKOTO CIECHHAINCTa NPUHUMATh Y4acTHE B
(bopMHpPOBaHUYU MOTUTHKH MHPOPMAIITMOHHONM 0€301MacCHOCTH, OPTaHU30BBIBAThH U MOICPKUBATH
BBITNIOJTHEHHE KOMILIEKCa Mep Mo obOecredeHno MH(OPMALUOHHONW 0e30MacHOCTH, YNPaBIATh
IIPOLIECCOM UX pealn3alii Ha 00BEKTEe 3aLUTHI.

OIIK-11. CnocobeH MpoBOAUTH 3KCHEPUMEHTHI 1O 33a/IaHHOM METOAHMKE U 00paboTKy MX
pe3yJbTaToB.

OIIK-12. Cnoco0OeH mpoBOAUTH IMOATOTOBKY HCXOIHBIX AAHHBIX Ui MPOEKTHUPOBAHHS
MOJICKICTEM, CPEJCTB OOeCreueHus 3aiuThl MH(POpPMamuu MU IS TEXHUKO-DKOHOMHYECKOTO
000CHOBaHHUS COOTBETCTBYIOIINX MPOEKTHBIX PELICHHIA.

OIIK-13. CriocobeH aHanM3upPOBATh OCHOBHBIE ATAIBI M 3aKOHOMEPHOCTH MCTOPHUYECKOTO
pazButusa Poccuu, ee MecTo W pojb B KOHTEKCTE BCEOOIIEeH HCTOpPHM, B TOM YHUCIE IS
(opMHUPOBaHUS IPAXKAAHCKON MTO3ULIMHU U PA3BUTHUS ATPUOTU3MA.

OIIK-1.1. Criocoben pa3zpabaTbiBaTh U pean30BbIBATH MOJUTUKU YIIPABICHUS TOCTYIIOM B
KOMIIBIOTEPHBIX CUCTEMAX.

OIIK-1.2. CnocobeH aIMUHUCTPUPOBATh CpPEACTBA  3allUThl  WHGOpMAllMU B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. CnocoOeH obecrieunBaTh 3alUTy MHPOpPMALMU NpU paboTe ¢ 0a3aMu JTaHHBIX,
IIpU Nepeiaye 1Mo KOMIBbIOTEPHBIM CETSM.

OIIK-1.4. CnocoOeH o1leHuBaTh YPOBEHb 0€30IAaCHOCTH KOMITBIOTEPHBIX CUCTEM U CeTeH,
B TOM YHCJI€ B COOTBETCTBUU C HOPMATUBHBIMU M KOPIOPATUBHBIMU TPEOOBAHUSIMH.

ITK-1. '0TOB K BHEJIPEHUIO CHCTEM 3aIUThl THPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM.

[1IK-2. CriocoGeH agMUHUCTPUPOBATH CPEACTBA 3allUThl MHGOPMAIUU B KOMIBIOTEPHBIX
CUCTEMAX U CETSX.

3. POPMA, CPOKH " TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMA

OO0mast TpyA0EMKOCTh T'OCYAapCTBEHHOM HMTOTOBOI aTTecTallMi COCTaBiIseT 6 3aueTHBIX
enuHuIl, 216 Jacos.

['ocynapcTBeHHast UTOrOBasi aTTeCTAllUs MPEJCTABISAET cOO00M (HOpMy OLIEHKU CTENEHU U
YpPOBHS OCBOEHUS 00yUaroIuMucs o0pa3oBaTebHON MPOrpaMMBI.

['ocymapcTBeHHass WUTOroBas  aTTeCTallusg IPOBOJUTCS HA  OCHOBE  IPUHIUIIOB
00BEKTUBHOCTH U HE3aBHCUMOCTH OLIEHKU KayecTBa MOATOTOBKH 00yJaroIINXCs.

['ocymapcTBeHHass ~ WTOroBas  aTTeCTallUsd  SBISETCS  3aBEpLIAIOIIEH  YacThIO
00pa3oBaTeNbHONW MPOTPaMMBI M TPOBOAUTCS B 8 ceMecTpe IMOCie YCIEITHOTO MPOXOXKICHHS
IPOMEXXYTOYHOU aTTECTAIlMM MO BCEM JUCIUILTMHAM (MOIYJISIM) U MpaKTUKaM 00pa3oBaTeIbHOM
IPOrPaMMBI.

B rocypapcTBeHHYI0 UTOTOBYIO aTTECTALMIO BXOJIUT MOATOTOBKA K MPOLEAYPE 3aLIUTHI U
3alUTa BBITYCKHOW KBaJIM(PUKAIIMOHHON pabOTHI.
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['ocymapcTBeHHass HMTOTOBasl aTTeCTAllsl MPOBOAMUTCS B (OpPME 3aIUTHI BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA IT'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJITAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®OUKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHusl K TeMAaTHKE BbINMYCKHbIX KBATU(PUKALIMOHHBIX padoT

Temaruka BKP nomkna cooTrBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoecCHOHANBHOM AEATeIbHOCTH, K KOTOPHIM TOTOBUTCS BBIYCKHUK B PaMKaX OCBOCHHS
00pa30BaTebHOI POrpaMMBl.

Temaruka BBITYCKHOW KBaJIW(UKAIIMOHHOW paOOTHl JOMKHA OBITh  aKTYyaJbHOM,
COOTBETCTBOBATb OCHOBHBIM CTPAaTE€rMUECKMM LEISAM pa3BUTHS HAYKHU U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUECKUM IOAXO0J1aM, OTPaXKaTh CIeHu(UKY MPOrpaMMBbl
«be30nacHOCTh KOMIIBIOTEPHBIX CUCTEM (IPOJBHUHYTHIM YpOBEHb)» o HampasieHuto 10.03.01
«MudopmarrionHas 6e30MacHOCTb.

[Ipumepnas Temarrika BKP:

1. Opranuzamms NOPOrpaMMHON 3amuThl (HAHIOBOTO CepBepa C HCIOIH30BAHUEM
BO3MOJKHOCTEH onepannonHoi cuctembl ALT Linux;.

2. AHamu3 MeToAoB oOecrnieueHHs MHGOPMAIIMOHHONW 0€30MacHOCTH B OECIPOBOIHBIX
CeTsX nepenayu uHGoOpMaLuu;.

3. Pa3paboTka peKOMEH/IAIH [0 3alIUTe BEO-TIPUIOKEHHS OT aTaK BHEIPEHUS;.

4. OGecnieuenue 0e30MacHOrO MOAKIIOUEHUSI pabOYNX CTaHIMK (Ha3BaHWE OpPTaHU3AIlUN),
o0OpabaTpIBarOIIMX KOH(GUACHINATBHYIO HHPOPMALKIO, K ceTu HTepHeT;.

5. PazpaGorka cHucTeMBbl JUAarHOCTUKM HAJIWYMS BPEAOHOCHOTO MPOTrPAMMHOIO
oOecnieueHus («B JIOKAIbHOW CETHM OpraHu3auuu» win «Ha cersax loT-ycTtpoiicTBy umm «B
IIPOMBIIIJIEHHON CETH OpraHU3aLuny;.

6. MonenupoBaHue ysI3BUMOCTEHN NMPOTOKOJI0B 3amuThl TLS;.

7. MoaenupoBaHue ysI3BUMOCTEN MPOTOKOJIOB 3auThl SSL;.

8. PaccnenoBanue MHIMACHTOB HH(GOPMAITMOHHONW O€30MaCHOCTH B OpraHU3AIIHH;.

9. IMHUTaIIMOHHOE MOJETUPOBaHKE CIICHApUEB PUCKOB MH(POPMALIMOHHON 6€30MaCHOCTH;.

10. AcumMeTpuYHbIE KPUIITOCUCTEMBI U METOBI 00€cIIedeHHs] KOH(PUACHIINAIbHOCTHU MIPH
UX HUCIIOJIb30BAHUU;.

11. UccnenoBanre MEXaHU3MOB 1IETTOCTHOCTH U JOCTYITHOCTH WH(OpMAIMU Ha TuiaTdopme
OJIOKYEHH;.

12. Pa3zpaboTka cpeCTB aBTOMATU3ALMH JUIsl HACTPOMKH CPEACTB 3alllUThl HH(POpPMALIUU OT
HECaHKLMOHUPOBAHHOTO JOCTYIIA;.

13. TlpuMeHeHHE TEXHOJOTUU AaKTHUBHOIO ayAuTa WH(GOPMAlMOHHONW O€30MacHOCTH B
OpraHu3aluy;.

14. Pa3paboTka  CpeACTB  aBTOMATH3AaMU I KOHTPOJIS  3alIUIICHHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALINY;.

15. Ananu3 TexHONOorui pa3paboTKu CMapT-KOHTPAKTOB U BBISIBIIEHUE UX YSI3BUMOCTEH;.

16. MeToauka reHepaluu ClieHapyueB IeNIeBbIX aTak Ha MH()OPMAIIMOHHBIE CHUCTEMBI;.

17. Pa3paboTka peKOMEHIalui IO OpraHU3AIMH 3alIUThl BEO-TPUIIOKEHHUS] OT aTak,
HKCIUTYaTUPYIOIIHUX CUCTEMY ayTEHTU(DHUKAIIH;.

18. Pa3pabotka, pa3BepThIBaHHE U MOJAJEPKKA MPOLECCOB HEMPEPHIBHOIO TECTHUPOBAHUS
0€30IMaCHOCTH U OLEHKH COCTOSIHHSI 3allIUIEHHOCTH WH(POPMAIIMOHHOM CUCTEMBI OpTaHU3aLIUY;.

19. lmarHocTtuka cTeraHorpauueckux BO3MOXHOCTEH M NPOTUBOJACHCTBHE UM IpPH
peanu3anyy HHPOPMALMOHHBIX MPOLIECCOB B OPTaHU3AIUHY;.
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20. Anamm3 ypoBHA 3auuiueHHoctd JIBC opranuszanuu Ha OCHOBE MCHOJIb30BaHUS
CKaHEpOB YSI3BUMOCTEI;.

21. IlpumeneHue cucteM KOHTPOJIS U YIPaBJIEHUS IpolieccaMu («BbIBOAA HA N€YATh)» WU
«BBIBOJIA HA BHEIIHUE HOCUTENH MH(OpPMALMM» WIH «OTIPaBKU (PailyioB uepe3 MHTEPHET» WU
«OTIpaBKu (ailyIoB 1O IEKTPOHHON NOYTE») B (HA3BAaHHE OPTaHU3AINH).

22.  AIMHUHHCTPUpPOBAaHME CHUCTEMbl PE3EPBHOIO  KOMMPOBAHMS U1 3aLUTHI
WH(OPMAIIMOHHBIX AKTHBOB OpraHU3aI1H.

23. PazpaboTka W BHeIpeHUE TMONMTHKKA TMpuMeHeHus TexHoiaorun NGFW  musa
MPOTUBOICUCTBUS BHEITHUM aTakaMm Ha VIC opranuzanuu;.

24. Aynur 0e30MacHOCTM  JIOKAJIBbHOM  BBIYUCIUTENBHOM CETH OpraHu3aluu  C
UCTIOJIb30BaHUEM CKaHepa 0€30MacHOCTH;.

25. OneHka OMacHOCTH YSI3BUMOCTEH OecrpoBOJAHBIX HH(GOPMAIIMOHHBIX TEXHOJIOTHI Ha
ocuose Kali Linux;.

26. PazpaboTka KOMIUIEKCA MpaBWi, MPOLEAYp M NPAKTUYECKUX IPUEMOB 3aIIUTHI
uHpOpPMaLUK B MOOMIIBHBIX YCTPOHCTBAX;.

27. Pa3paboTka KOMIUIEKCA MpaBWI, MPOLEAYp M MPAKTUYECKUX IPHUEMOB 3alllUTHI
uH(pOpMaIUK B MOOMIIBHBIX YCTPOMCTBAX;.

28. AHanu3 ypoBHS 3alIUIICHHOCTH BEO-TIPUIIOKEHHSI OPTaHU3AlMU MPU UCTIOIB30BAHUU
CKAHEPOB ySI3BUMOCTEW;.

29. MonenupoBaHue pUCKOB HH(POpMALIMOHHONW O0€30MacHOCTH B HMH(OPMALMOHHBIX
CHUCTEMaXx, MOCTPOCHHBIX IO TEXHOJIOTHUH OJIOKYEHH;.

30. Pa3zpaboTka u BHEApPEHHE TMOMUTHUKU MpuMeHeHus TtexHomorun COB s
MPOTUBOICHCTBUS BHEITHUM aTakaMm Ha VIC opranuzanuu;.

31. PaspaboTka ¥ BHEApPEHHWE TIOJUTHKH TNPUMEHEHUs TexHonoruu DLP  mus
MPOTHUBOICHCTBUS BHEITHUM aTakaMm Ha VIC opranuzanuu;.

32. IlpumeHeHue MEXCETEBbIX SKPAaHOB HKCIIEPTHOTO YPOBHS JUIsl 3alIUThl PECYpPCOB
JIOKAJIbHOW BBIYMCIIUTEIBHOM CETU B OpPraHU3alliH.

33. [IpumeHenue metoguku ToHKOW HacTpoiiku CAB3 115 coBeplIeHCTBOBAHUS 3aIUTHI
NC opranamuzanuu OT BO3JEHCTBUS KOMITBIOTEPHBIX BUPYCOB;.

34. 3amuTa OT HECAHKIIMOHMPOBAHHBIX MPOBOAHBIX MOAKIOYEHUN K JIOKAJBHOM CETH
(Ha3BaHUE OpraHU3alun);.

35. Pa3paboTka U BHeIpEHHWE NOJUTUKM MpUMEHeHHs TexHonorun VPN  ans
MPOTUBOICUCTBUS BHENTHUM aTakaMm Ha MIC opranuzanuu;.

36. MopenupoBaHue yI3BUMOCTEH MTPOTOKOIIOB 3aIIUTHI HHPopMaIuu B ceTsax Kerberos;.

37. PazpaboTka ¥ BHEOpPEHUE TOJUTUKU TIpuMeHeHus TtexHonorun WAF nmns
MIPOTUBOICUCTBUS BHEITHUM aTakaMm Ha MIC opranuzauuu;.

38. MuBenTtapuzanus u kiaccuduranus WHOOPMAIMOHHBIX aKTHBOB OpPraHU3AIMU TPU
OLICHKE PUCKOB.

39. 3ammurta wHGOPMAIMU B BBIUMUCIUTEIHHOM CETH OpPraHU3alMU C HMCIOJIb30BAaHUEM
BO3MOXHOCTEHN MPOBANIEPOB.

40. MeTomrka WHBEHTApU3AINH, KIAcCU(DUKAIIMKA U aHAIH3a WHPOPMAIIMOHHBIX aKTHBOB
OpraHu3aluu;.

41. OteHKa ¥ aHAIM3 PUCKOB C UCIOJIb30BaHKEM mporpammHuoro obecrieuenus CORAS;.

42. Kpunrorpaduyeckue crnocoObl KOHTPOJS MEIOCTHOCTH M WX MpaKkTHYecKas
peanuszanus;.

43. Opranuzanus ayauTa HUHQOpPMAIMOHHOW  O€30MacHOCTH  OpraHu3alud — C
HCIOJIb30BaHUEM CHEIMATILHOTO MPOrPAMMHOI0 00eCIIeUEHUS;.

44. TexHonoruu peBepcuHTa (OOPaTHOrO MPOrPAMMHUPOBAHUsS) M HUX TPUMEHEHUE IPHU
WCCJICIOBAHUH HEICKIAPUPOBAHHBIX (DYHKITUI IPOrPaMMHOTO 00ECTICUCHUS;.

45. BHenpenue TeXHOJOTHM mHpenoTBpaiieHus yreuku uHpopmaruu (DLP-cucrtemsr) B
OpraHu3aIuy;.

46. OnieHKa OMacHOCTH YS3BUMOCTEH CMapT-KOHTPAKTOB B TEXHOJIOTUU OJIOKYEHH;.
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47. PazpaboTKka CpeJCTB aBTOMAaTU3allMU JJIsi UCCIEAOBAHUS MTPOrPaMMHOTO 00eCTIeueHUS
1o TpeOoBaHUAM 0€30MMacCHOCTH WH(OPMAITUH;.

48. PazpaboTka KBECTOB 110 0O0YyYEHHIO TEXHOJOTMH MPOHUKHOBEHHUS B 3aIIMIICHHYIO CETh
(3TUYHBIN XaKUHT);.

49. MOHHUTOPUHT COCTOSIHUSI 00BEKTA HA OCHOBE OIICHKH PHUCKOB;.

50. 3ammTa JOKaJIbHOW BBIYMCIUTENBHOM CETH OpraHU3alMU OT HECAaHKIIMOHUPOBAHHOIO
JIOCTYTIa K €€ pecypcaM € UCIOJIb30BAHUEM MapIIPYTU3aTOPOB YPOBHS JIOKATBHBIX CETEH.

51. Buenpenue TEeXHONOTMM YIpaBieHHUsS HHGOpManued U COOBITHUSIMH O€30MacHOCTH
(SIEM-cucTembl) B OpraHu3aiiuy;.

52. BHenpeHue cucTeMbl PEAOTBpaIlleHUs] yTedKy HHGopMaluu B (GMHAHCOBO-KPEAUTHOM
YUpEKICHUY;.

53. 3ammTa ceTeBoro xpaHwimina cpeactTsaMu Synology NAS oT HeCaHKIIMOHMPOBAHHOTO
JIOCTYIIa U HAPYIIEHUS LIETOCTHOCTU JAHHBIX;.

54. 3amuTa JOKaJIbHOW BBIYMCIUTEIHHOM CETH OpraHM3aiuu ¢ ucnosb3doBanueM IDS/IPS
CUCTEM;.

55. 3ammra OT HECAaHKIIMOHWPOBAHHBIX IMPOBOIHBIX MOJKIIOYEHUH K JIOKATbHOW CETH
(Ha3BaHUE OpraHU3alun);.

56. Ilporpammuas 3ammta WH()OPMALMOHHOW CHUCTEMBl OpraHM3allMM Ha OCHOBE
BO3MOYKHOCTEH ONEepaliOHHON CHCTEMBI;.

57. Bueapenue merononorun DevSecOps B opraHuzaiiuio;.

58. Baenpenre MOHUTOpPUHTA HHPOPMAITMOHHON 0€30MacHOCTH B (PMHAHCOBO-KPEIUTHOM
YUPEXKICHUY;.

59. 3amuTa (haitsIoBOTO apXrUBa OPraHU3aIlMK CPEACTBAMH ONEPALIUOHHON CUCTEMBI;.

60. 3amuTa cereBoro xpanuiuiia cpeactBamu QNAP NAS oT HecaHKIIMOHHUPOBAHHOTO
JIOCTYTIa U HAPYIIEHHUS LIETTOCTHOCTU JAHHBIX;.

61. AIMUHUCTPUPOBAHHE CHUCTEM OE30MACHOCTH CETEBOTO B3aMMOJICHUCTBUS HA OCHOBE
texHosoruu VPN.

62. ABTomarMzais TMpPOIECCOB MEHEeMKMEHTa WH(GOPMAlMOHHOW O€30ImacHOCTH B
OpraHu3aIu;.

63. IIpuMeHeHNe TEXHOJOTHI U cpelcTB NH(HOPMAIMOHHO-aHAIUTUIECKOTO 00eCTeYeHUsI
IIPU pacciieZIOBAHUN HHIUACHTOB NH(POPMAIIMOHHOI 0€3011acHOCTH.

64. AIMUHHCTpPUpPOBAHHE MPOTPaAMMHO-aNMapaTHoro komriekca «Co0osb» Ha pabouymx
CTaHIIMSAX B OpraHU3aIiu.

65. ABTOMAaTU3UPOBAHHBIN BBIOOP MEP U CPENICTB KOHTPOJSI U YIPABICHUS MO 33aJlaHHBIM
pHCKaM C MCIOJIb30BaHUEM HEMPOHHBIX CETEH;.

66. OOecneueHne Oe3omacHOCTH  HMH(pOpMAIMM Ha  OOBEKTaX  KPUTHUYECKOMH
MH(OPMaLMOHHON UHPPACTPYKTYPBI;.

67. BHenpeHue cucTeMbl aHTUBUPYCHOM 3alIUThI B OPraHU3aLIUN;.

68. MeToapl U TEXHOJOTMM OOHApYXEHHS CKPBITHIX KOHTEMHEPOB B COOOIIEHUSX
METO/JaMH CTATHCTHYECKOTO aHAIIN3a;.

69. Oprasuzanys CHENUAIBHBIX WHCTPYMEHTAJIBHBIX IPOBEPOK IEpCOHAIA IS
MIPOTUBOICUCTBUS MHCANIEPCTBY B (DMHAHCOBOM YUPEXKICHUU (HA IPEINPHUITHA SHEPTETHKH );.

70. Pa3paboTka mporpaMMHOTO OO€cCIieueHHUsl BBIJICJICHUSI arperaroB PUCKOB MO OOIUM
yrpo3aM, ysI3BUMOCTSIM U aKTUBaM;.

71. 3ammTa wHQOpPMAIMKA C HCHOJB30BAHUEM METOJIOB M TEXHOJOTHUU YIPOIICHHON
KpunTorpaduu B OpraHu3aIum;.

72. OOecneuenne 0€30MaCHOCTH CETEBOTO B3aMMOJENWCTBHA C€ HCIHOJIb30BAaHHEM
texHosnorun OpenVPN;.

73. AIMUHUCTPUPOBAHKE MPOTPAMMHO-AMIIAPATHOTO KOMILIEKCa «AKKOpPII» Ha paboumx
CTaHUHUSX OpraHU3aIiu.

74. Opranu3aiys MporpaMMHOM 3alllUTHI CEPBEPA C UCIIOJIB30BaHHEM BO3MOxkHOCTeH OC
Microsoft Windows;.
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75. Oprasuzanys NOporpaMMHON 3amuThl  (haillIoBOro cepBepa C HCIOJIB30BaHUEM
BO3MOYKHOCTEH OIepaninoHHOM cuctembl Astralinux;.

76. Opranu3zanus IporpaMMHON 3alIUTHI BeO-CepBEpa C UCMOIb30BaHUEM BO3MOKHOCTEH
OTiepalMoHHOM cucTeMbl Astralinux;.

77. Opranu3ainus mMporpaMMHON 3alIUThl BEO-cepBepa ¢ UCIOJIb30BAHUEM BO3MOXKHOCTEH
onepanuonHoi cuctembl ALT Linux;.

78. Opranum3zauuss ayauta WHGOPMAIMOHHOM  0OE€30MacHOCTH  OpraHu3aluk  C
MCIOJIb30BaHUEM CIEIIMATILHOTO MPOTrPAMMHOI0 00ECICUEHUS;.

79. Opranuzanysi pacciefoBaHUs HHUUACHTOB HH()OPMAIIMOHHOW O€30MacHOCTH Ha
NPEIPUITHH;.

5.2. TpeooBanusi kK BKP

[TomHOCTBIO ODOPMITEHHBIN JUILIOM aBTOP CIAET PyKOBOIUTENO 3a 10 pabouux qHEH 10
3amuThl (+2 CD-aucka ¢ TeKcToM paboThI).
PykoBoauTens IpOBOJUT CO CTYACHTOM MPEA3ALIUTY C YHaCTHEM 3aBEIYIOLIETO UITH
3aMEeCTHUTEIIS 3aBEAYIOIETo Mo yueOHol paborte.
He no3anee yem 3a 7 pabounx JHEH J0 3alIUTH aBTOP TMEepeaacT JUTUIOM PEIICH3CHTY.
Jlumuiom, OT3bIB pYKOBOJIUTEINSI U PELIeH3Hs Ha paboTy AOJKHBI ObITh MPEACTAaBICHBI HA TOITUCH
3aBeyroniemMy kadeapoi Uil I0MycKa K 3alliTe He MO3IHee YeM 3a 2 pabodux JTHS 10
3acenanudg [ DK.

Pexomenayemas npoaomkureabHocTh 3auuTel BKP — ne 6onee 30 munyT. [Ipouenypa 3ammrhl
BKP cocTouT u3 cienyrommx 3Tamnos:

*o0bsBiieHHE cekperaps ['OK 06 ouepennoii 3amure BKP (aBTrop BKP, Tema BKP,
pyxoBoautenb BKP u Hanmuuue 1mosiHoro KoMIiekTa JOKyMEHTOB)

*I0KJIa/1 00y4JaroIerocs

*Tpe/icTaBlieHue 0T3bIBa pykoBoauteist BKP u peuensun(ii)

*OTBETHI 00YYaroLIEerocs Ha BoIpock! ujaeHoB I'OK.

5.3. O0beM TeKCTOBOM YacTH

[Tonroroska k 3amute BKP Haunnaercst Ha nocneaHeM cemecTpe oOydeHus B COOTBETCTBUU
C KaJIeHIapHbIM Irpa)uKoM y4eOHOro IJIaHa.
[TpakTrueckue Matepuainsl Juist BoinoaHeHus BKP cobupatorcst ctyneHTOM B X018
IPEIIUIUIOMHON TPAKTHKU.
Tema BBITYCKHOM KBaJIM(PHUKAITMOHHOM pabOThI JOJKHA OBITh aKTyallbHOM, IPEICTABIATh
HAYYHBIM U (M) IPaKTUYECKUH UHTEPEC U COOTBETCTBOBATH BHIOPAHHOMY
CTYJIEHTOM HaIlPaBJIEHUIO ITOATOTOBKH.
[TepedeHb TeM BBIMYCKHBIX KBAIN(UKAMOHHBIX padoT pa3pabaThIBAETCs BBITYCKAIOLIEH
kadeapoi. O0yyaromeMycst IpeI0CTaBIAETCS MPABO BEIOOPA TEMBI BHIITYCKHOM
KBAJTM(PHUKAIIMOHHOMN pabOThI U3 YUCIa TeM, NPeI0KEHHBIX BhITyCKarole kadeapoil.
[To nucbMeHHOMY 3asBJICHUIO 00YYAIOIIUNCA MOXKET MPEIOKHUTH CBOIO TEMY C HEOOXOTUMBIM
000CHOBaHUEM I1€TIECO00PA3HOCTH €€ pa3pabOTKU AJIs MPAKTUUYECKOTO MPUMEHEHHS B
COOTBETCTBYIOIIEH 001acT MpodeccroHaNIbHOM 1eATENbHOCTH HIIM HA KOHKPETHOM OOBEKTe
npodecCHOHATBLHOMN 1eATeTbHOCTH.
Temsl BKP yTBeprk1atoTcs MpOTOKOJIOM 3aceianus Kadeaphl.
J1s HOATOTOBKY BBITYCKHOM KBAaTU(UKAMOHHONW PabOThI CTYACHTY Ha3HAYAETCs
PYKOBOIUTENb U, IPH HEOOXOAUMOCTH, KOHCYJIbTAHTHI.
OcHoBHBIE (PYHKIIUN HAYYHOTO PYKOBOJUTENS BBITYCKHOM KBaJIM(UKAITMOHHON PabOTHI:
— ¢opMupoBaHue 3agaHus Ha noaArotroBky BKP;
— KOHCYJBTHUPOBAHUE CTYIEHTA IO MO00PY JUTEpATYPHBIX HICTOUHUKOB U HH(POPMALINH,
Heo0Xx0IUMEBIX i1 BeimonHenus BKP;
— IIPOBEICHUE CUCTEMATUYECKUX KOHCYIbTALUN 10 IIPOBOAUMOMY UCCIIEN0BAHUIO;
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— KOHTPOJIb BBITIOJIHEHHSI X0/1a pabOoThI, OIIEHKA COJIeP KaHUs BHITOJTHEHHON paboThI

0 YaCTSAM U, B cllydyae HEOOXOAMMOCTH, BHECEHUE KOPPEKTUPOBOK;

— MPE/ICTaBJICHUE MMCbMEHHOTO OT3bIBA, COACPIKAIIETO XapaKTEPUCTHKY PAOOTHI

CTYAEHTHI B niepuoj noarorosku BKP;

— OKa3aHue NOMOIIHY (KOHCYJIbTUPOBAHUE CTYJIEHTA) B IOATOTOBKE IPE3EHTALIUU U
BCTYIUTEIBHOTO CJIOBa (foknana) ais 3amutsel BKP.

B 00s13aHHOCTH KOHCYJIbTaHTA BXOJUT:

— OKa3aHue MOMOUIH CTYJEHTY B [10J100pe HEOOXO0AUMOMN JIUTEPATypPBl, B YACTU COJCPKAHUS
KOHCYJIbTUPYEMOT'O BOIIPOCA;

— KOHTPOJIb XO/1a BBINOJIHEHUS BBITYCKHOW KBAJTM(PHUKALIMOHHON pabOThl, B YACTU COJCPKAHUS
KOHCYJIbTUPYEMOT'O BOIIPOCA.

[Tocne yTBep)kIeHHs TEMBI BBIITYCKHOMN KBaJIM(UKAIMOHHONW PabOThl HAYYHbIH PYKOBOJIUTEIND
COBMECTHO CO CTY/ICHTOM U, IIPH HEOOXOAUMOCTH, C TIPUBJICUYCHHEM KOHCYJIbTAHTA,
pa3pabaTbIBaeT 3aJjaHNE Ha IOJrOTOBKY BBIITYCKHOMN KBaJIN(UKALMOHHON

paboTHI.

3agaHue BKIIOYAET B ce0sl Ha3BaHUE, IEPEUCHb MOJUIekKAIUX pa3paboTKe BOIIPOCOB,
NepeyeHb UCXOHBIX JaHHbBIX, He0OX0AUMbIX /1715 BhinosiHeHus BKP (HopmaTuBHbIE
IIPaBOBBIE aKThI, HAyYHAas U CHelMalbHas JIUTepaTypa, KOHKpeTHas nepBUYHasi HH(popManus),
KaJICHIapHbIN TIaH-TpaUK BBIOJIHEHUS OTAENbHBIX pa3aenoB BKP, cpok

IpPEeCTaBICHUs 3aKOHUEHHON pabOThlI.

BKP BbINOnIHAETCS CTYIE€HTOM CAMOCTOSITENIBHO B COOTBETCTBUU C 33JaHUEM.

KoHTposb 3a X0/J0M BBINOJHEHUS padoT, IPETyCMOTPEHHBIX 3aJaHUEM, OCYIIECTBISETCS
Hay4yHbIM pykoBoauTteneM. OTcTaBaHue OT KaJleHAAPHOTO IJIaHa MOATOTOBKU

BBIITYCKHON KBaTM(PUKALMOHHON pabOThl JOBOAUTCS HAYUYHBIM PYKOBOJAMTEIIEM J0 CBEJICHUS
3aBeayIoNIero kadeapoi.

Hanucanne BKP umeer nenpto 3akpensenye, CUCTEMaTU3alMI0 U PaCIIUPEHUE TEOPETUIECKUX
3HaHUH U yriy0JaEHHOE UCCIIeOBaHUE aKTyalIbHBIX MPo0sIeM B cepe

"TexHOJIO0rMM pa3paboTKH MporpaMMHoro obecnedyenus". B mporecce BhIOTHEHUS

BKP cTyneHT noymkeH nokasarbh TEOPETUUECKUE 3HAHMSI, [TOJIyYE€HHBIE B ITpoliecce 00yyeHus,
IPOSIBUTH HAaBBIKK CAMOCTOSATENIBHOM paboThl, CHOCOOHOCTh pellaTh KOHKPETHbIE MPAKTUYECKHUE
3a/1a4Mu..

5.4. O6beM 1eMOHCTPALIMOHHOM YacTH

K 3amuTe K BBITYCKHON KBaTU(HUKAIMOHHON pabOThI OITYCKAETCSI CTYACHT YCIIEITHO
CI[aBHH/II\/JI FOCYI[apCTBCHHBII\/'I 9K3aMCH, a TaKXXC IIPpH HAJTUINU MMACHEMEHHOMN PEUCH3MU PCUCH3CHTA
¥ OT3BIBA HAYYHOTO PYKOBOJAUTEIS, TIOCIIE TIOJyYSHUSI Ha TUTYJIBHOM JIHCTE BHIITYCKHOM
KB (UKAIIMOHHOW pabOThI MOMKUCEH HAYIHOTO PYKOBOJUTEINS U IOMYCKa 3aBEIYIOIIErO
Kaeapoii (MIu 3aMecTUTeNs 3aBeayrolero kageapoi no yueOHoii pabdore)..

5.5. llopsanok BeimosHeHusi BKP

5.6. IIpouenypa 3amursl BKP

3ammra BKP npoBoautces B nopsake, yrBepxaeHHOM B [lofokeHnHn 0 rocynapCTBEHHOU
UTOroBoM artecrauu oOyyaromuxcst B PI'6OY BO «HUY «MOMN».

5.7. Kputepnu ouneHku pe3yabTaroB 3amuThl BKP

K I'MA nomyckaercss o0y4aroImuiicsi TOC/E YCIEHIHOTO MPOXOXKACHUS MPOMEXKYTOUHOU
aTTecTallid MO0 BCeM AMCUUIUIMHAM (MOAYJSIM) U IMpakTUKaM 00pa30BaTeIbHOW MpPOTrpamMMbl.
ChopMUpOBaHHOCTh ~ KOMIIETEHIIMH,  YCTAaHOBJIIEHHBIX  00pa30BaTEJbHOM  MPOTrPaAMMON,
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HOATBEPXKIACTCS pe3ysbTaTaMy 00yUeHUs 1O TUCHUITIMHAM (MOIYJISIM) U MPaKTHKaM y4eOHOTo
UIaHa.

Ha 3ammre BKP  onenuBaercss — cocOOHOCTh — BBIYCKHHMKA  OCYLIECTBIISTH
po)eCCHOHANIBHYIO IEITEIIbBHOCTh HE MEHEE YeM B 0JIHOU oOsiactu (chepe) mpodeccruoHanibHON
JeSITeIbHOCTH M peliaTh 3a7aud IpopecCHOHAIbHON AEATENbHOCTH HE MEHEE YeM OJJHOTO THIIa,
YCTaHOBJICHHBIE 00Pa30BaTEIbHON POTrPAMMOIA.

[IIxana ¥ KpUTEpPUU OIIECHUBAHUS Pe3yJIbTaTOB 3aUThl BKP

Ne | IToka3zareanb IIxkana | Kpurepuii oneHuBaHus Bec
OLICHKH NnoKasareJis,
%
1 | Ouenka pe3yabTaToB 5 cpennuii 6amn mo npwioxeHuto | 30
o0y4eHus 1o 4 K JIUILIOMY C OKPYTJIIEHUEM 110
JUCHUIIIIMHAM 3 COTBIX J10JI€H
(Monynsm) u
MIpPaKTUKaM y4eOHOro
IJ1aHa
2 | doknag u 5 - IOKJIaZ 1 15
JIEMOHCTPALIMOHHBII JIEMOHCTPALIMOHHBIN MaTepua
Marepuan OXBaThIBalOT Bech 00beM BKP,
HMMEIOT JIOTMYECKOE U YETKOE
[IOCTPOEHUE;

- 00beM u opopmiteHHE
JEMOHCTPALIMOHHON YacTH
COOTBETCTBYET
yYCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJia HaXOJIUTCA B
paMKax, YyCTaHOBJICHHBIX B
[Tonoxxenuu o
rOCyJ1apCTBEHHOW UTOTOBOM
aTTecTaluu oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yyJaromuiics yBEpeHHO U
npodeccnoHalbHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSTHO U3JIaraeT CoAepKaHue
U CyTh pabOTHI

4 - IOKJIaJ 1
JEMOHCTPALIMOHHBIN MaTepHrall
OXBaTHIBAIOT Bech 00beM BKP,
JIOTUYHOCTH U
MOCJIeI0BATETbHOCTh
MOCTPOEHUS TOKJIa1a
HECYIIECTBEHHO HAPYIICHBI;

- 00BeM 1 opopMIeHHE
JEMOHCTPALIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEeOOBAHMUSIM;
- BpeMsl I0KJ1aaa
HECYIIECTBEHHO BBIXOAMT 32
paMKH, YCTAaHOBJICHHBIC B
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[Tonoxennu o
rOCyJIapCTBEHHOW UTOTOBOM
aTTecTaluy 00y4aroluXxcs B
®I'bOY BO «HNY «MDNx;

- 00yyJaromuiics B LeJI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U TIOHSITHO M3JIaraeT
coJiepKaHue U CYyTh pabOTHI

- TOKJIaJ 1
JEMOHCTPALIMOHHBINA MaTepHa
OXBAaTHIBAIOT OOJIBIIYIO YaCTh
oobema BKP, noruunocts u
MOCJIEZI0BATEIbHOCTD
MOCTPOCHHUS IOKJIaja
HapYIICHBI;

- 00beM 1 opopmIeHHE
JIEMOHCTPALIMOHHOW YacTH B
LIETIOM COOTBETCTBYET
yYCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJia CYIIeCTBEHHO
BBIXOJIHT 32 PaMKH,
yCTaHOBJICHHBIE B [lonoxeHnn
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluu oOy4yaroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaroIuiics u3naraet
COJIep>KaHue U CYTh paOOTHI
HEYBEPEHHO, HEUETKO,
JIOTTYCKaeT OIINOKHU B
WCIIOTB30BaHUU
npodeccnoHanbHOM
TEPMUHOJIOTHH;

- IOKJIaJ] OTJINYAeTCst
ITIOBEPXHOCTHOM
aprymMeHTaluel OCHOBHBIX
MOJIOKCHH;

- JIOTHYHOCTh U
MOCJIeI0BATEILHOCTh
MOCTPOEHHUS T0KJIaaa
HapyIIEHBI;

- BpeMsl JIOKJIaJ|a CYILIECTBEHHO
BBIXOJIUT 32 PaMKH,
ycTtaHoBiieHHbIe B [lonoxxenun
0 FrOCYAapCTBEHHOW UTOTOBOM
aTTecTaluy 00yJaroluXxcs B
OI'BOY BO «HNY «MDWNx»;

- 00yyJaromuiics u3naraer
coJiep’KaHue U CyTh pabOThI
HEYBEPEHHO U JIOTUYECKHU
HETIOCJIeI0BATEIBHO,
MOKa3bIBAET cllabble 3HAHUS
MpeIMeTa BBITYCKHOM
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KBaTM(UKAITMOHHON PabOTHI,

Ha OCHOBE OT3bIBa 15
PYKOBOJMTEIIS 110 PEIICHUIO
I'DK

3 | OT3BIB pyKOBOJUTES O
pabore

g1l W | O1

4 | OTBeThl Ha BOIPOCHI 00yyYaroImuiicsi OTBeYaeT Ha 40
yineHoB ['OK BOIIPOCHI TPAMOTHBIM SI3BIKOM,
SICHO, YETKO U IIOHSITHO;
BOIPOCHI, 33]JaBacMbIe
wieHamu ['OK, He BBI3BIBAIOT y
00y4aroIerocs CyueCTBEHHbIX
3aTpyAHECHU;

4 oOydJaronuiics OTBEYaeT Ha
BOIPOCHI TPAMOTHBIM SI3BIKOM,
YETKO U MOHSTHO;
0O0JIBIIMHCTBO BOIIPOCOB,
3amaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00YUYaIOMIETOCs
CYIIECTBEHHBIX 3aTPYAHECHUIL;
3 HAa ITOCTABJICHHBIE BOIPOCHI
oOyJaromuicst OTBeYaeT
HEYBEPEHHO, JJOTMYECKH
HEMoCeA0BaTeIbHO,
JIOTTYCKaeT MOrPELIHOCTH,
myTaercs B mpohecCHOHANBHOM
TEPMHHOJIOTHH,

2 oOyuaroluiicss HempaBUIbLHO
OTBEYAET HA [TOCTABJIEHHBIE
BOMPOCHI WJIH 3aTPYIHSAETCS C
OTBETOM

* — cyMMa BecoB mokazatenei gomkHa 0b1th 100%

Kaxnapiii wieH ['OK BBICTaBISET OLEHKM MO KaKIOMY IIOKA3aTENI0 B COOTBETCTBUHU CO
HIKAJION M KPUTEPUSIMHU OLIEHHWBaHUA pe3ynabTaToB 3amuThl BKP. Ouenka pe3ynbTaToB 3aliuThl
BKP kaxnbiv unenoM ['OK onpezensercs HHTETpalbHO € yU€TOM BeCa KaKOr0 MOKa3aTells.

Urorosast onenka 3a 3ammuty BKP omnpenensiercs xak cpenneapudmeTndeckas OIEHOK,
BBICTaBJIEHHBIX wieHamMH ['OK ¢ okpyriieHnem 1o 11e51oro uncia.

6. YYAEBHO-METOANYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHHUE I'MA
ITpu noaroroBke k 'MA cTyaeHT MOKET BOCIIOIb30BaTHCS

6.1 IleuaTHbIe U JJIEKTPOHHbIE U3IAHUA:

1. Munzos, A. C. IlpodeccuonanbHas »3tuka B cdepe HHPOPMAIMOHHON H
HKOHOMHUECKON Oe3omacHocTH : [MoHorpadus] / A. C. Mun3os, Han. uccnea. yu-t "M3OU", Un-
T uHOpMAIl. B SKOHOMUY. Oe3onacHocTH . — M. : BHUHreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .

2. Iletpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Iletpenko . —
M. : IMK Ilpecc, 2002 . — 416 c. — (MupopmaiioHHbIe TEXHOIOTHH JJIs1 HHKeHepoB) . - ISBN
5-940741-83-5 .
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3. babam, A. B. UudopmannonHas 6€30MacHOCTb: Ta0OpaTOPHBIA MPAKTHKYM : y4eOHOe
nocobue / A. B. babam, E. K. bapanoga, FO. H. MenpHUKOB . — 2-¢ u3a., ctepeotun . — M. :
KnoPyc, 2013 . — 136 ¢. + CD . — (bakanaspwuar) . - ISBN 978-5-406-02760-8 .

4. babam, A. B. Kpunrorpadpuueckne meroasl 3amuThl wHGopManuu. T.3 : ydeOHO-
meroaunyeckoe nocobue mo crenuanbHocT 080801 "Ilpukmagnas mHpOpMatuka" M APyrum
MEXIUCIUILTMHAPHBIM crieninanbHOCTIM / A. B. babam . — 2-e u3n . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Bsicmee oopazoBanue . bakanaspuar) . - ISBN 978-5-369-01304-5 .

5. llly6un, B. W. becripoBoHbBIE CETH Nepeaadn TaHHBIX : yueOHOE TT0OCOOue I BY30B 110
Hanpasienuio 210700 "MHpoKOMMYHHUKAlIMOHHBIE TEXHOJIOTUH U cucTteMbl cBs3u" / B. W.
[lIy6un, O. C. KpacunpHukoBa . — 2-¢ u3n . — M. : By3oBckas kuwura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

6. IlpaBoBoe oOecriedeHre KOHTPOJSI, y4yeTa, ayauTa U CyJeOHO-PKOHOMUYECKOM
OKCHEepPTH3bl : Y4YEOHMK s CTYACHTOB BY30B, OOYYalOMIMXCS TIO IOPUAUYECKHM,
SKOHOMHUYeCKHM HampasieHusM / E. M. Ammvapuna, H. M. Apremos, A. b. beurs, [u ap.] ; pen.
E. M. Ammapuna . — 2-e u3f., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsiciiee
oOpa3zoBanue) . - [Tox obuum pyxosojactsom B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

7. Jao K.X. Unpopmanmonnas 6e3onacHocts B ACY TII : marucrepckas nuccepranus /
Hao K.X., Ham. uccnen. yu-t "MOU", Kadenpa aBTOMAaTU3HpPOBAHHBIX CHUCTEM YIpPaBICHUS
texnosiornueckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - nuccepTamusi TOJIBKO B
AIEKTPOHHOM BH/IE,/IJISl UTEHUS IEPEeUTUTE B SJICKTPOHHYI0 Onbnnotexy MOU .

8. KubepOe3onacHOCTh UGPPOBON HHIYCTPUU : TEOPHS M MPAKTHKA (YHKIHMOHATHHON
ycroitunBoctu K kubeparakam / JI. I1. 3erkna, E. b. Anekcannposa, M. O. Kanunus, [u gp.] ;
pea. J. II. 3erxna . — Mocksa : ['opsuas Jlunusa-Tenexkom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopore Tur. 1. - ISBN 978-5-9912-0827-7 .

9. l'amatenko, B.A. Crarnaptel nHbOpManmoHHoi O6e3omacHocTr. Kypc neknmii : yaeOHoe
nocobue Uil BY30B IO CHEHMATBHOCTAM B 00MacTH HH(OPMAIMOHHBIX TexHosoruid / B.A.
['anarenko ; Pen. B. b. berenun . — 2-e u3n . — M. : UaTepHeT-YH-T nHpopM. TexHonorui, 2012
. — 264 c. — (OcHoBbI HH(pOpMAIMOHHBIX TeXHOJOTHH) . - ISBN 978-5-9556-0053-6 .

10. Manerun, B. ®. MHpopmanmonHas 0e300aCHOCTh KOMIBIOTEPHBIX CUCTEM U CETEH :
yuebHoe nocobue sl CpeHero npodeccHoHaIbHOr0 00pa3oBaHMsl 10 IPyMIe CHeHaIbHOCTEeN
"Unpopmaruka u BerurcautenbHas Texuuka" / B. @. Hlanerun . — M. : @opym : UHOPA-M,
2012 . — 416 c. — (IIpodeccuonansHoe obpazoBanue) . - ISBN 978-5-8199-0331-5 .

11. Capture the Flag [CTF]. UrpoBeie Momenu MOATOTOBKH CHEIHAINCTOB B cdepe
KOMITbIOTEPHOM 0€30MacHOCTH : [yueOHO-MeToandeckoe nocodue as npenojasatenei] / A. 1O.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHxeHEpHO-IKOHOMHUY. HH-T
HalMoHanpHOrO wuccnen. yH-ta "MDOH", Kadenpa "besomacHoctn u  HHpopmannoHHBIX
Texuonoruii" (BUT) . — M. : BHUWreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

12. B. U. ABepuenkoB- "AynuT uH(pOpMarmoHHOW Oe3omacHocTH", (4-€ M3n., crep.),
NznarensctBo: "OJIMHTA", Mocksa, 2021 - (269 c.)

13. Tpopumon B. b., Temkun U. O.- "OkcneptHbie cuctemsl B ACY TII", M3natenbcTBo:
"Undpa-Umxenepus", Bonorna, 2020 - (284 c.)

6.2 JIuueH3uoHHOE M CBOOOAHO PacNpoCcTpaHsieMoe MPOrpaMMHoe odecrneyeHme:
1. CO "IIpomereit"
2. Office / Poccuiickuit makeT o()UCHBIX IpOrpaMm
3. Windows / OniepanrionHasi cucrema cemeiictsa Linux
4. Buneoxondepeniuu (Maitna, Coepmxas, BK u ap)
5. Antumnaruat BY3

6.3 UuTepHeT-pecypcehl, BKJIKOYasA NPodeccHOHAIbHBIC 0a3bl JAaHHBIX U HH(POPMAIIMOHHO-
CIIPaBOYHBIC CUCTEMBI:
1. 9BC Jlans - https://e.lanbook.com/
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2. 9BC "YHuBepcurerckasi 0u0JanoTeKa oHyaiin" -

http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas yy1ekTponHas ouéauoreka - https://elibrary.ru/

4. DJIeKTPOHHBIE pecypchl H3aTeabcTBa Springer - https:/link.springer.com/

5. baza nannbix Web of Science - http://webofscience.com/

6. baza nannbix Scopus - http://www.scopus.com

7. HauuoHabHasi 3JIeKTPOHHAs1 0udmoTeka - https://rusneb.ru/

8. 9BC "KouncyabTanT cryaenra' - http://www.studentlibrary.ru/

9. Kypnaa Science - https://www.sciencemag.org/

10. DaexTponnas oudmoreka MIOU (b MOMH) - http://elib.mpei.ru/login.php

11. Undopmannonno-cnpasouynas cucrema «Koagexce/Texakcnepr -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbITas yHuBepcuTerckas nHpopmannonHas cucrema «POCCHUSD» -

https://uisrussia.msu.ru

13. ®enepanbublii moptaa ""Poccuiickoe o6pazoBanme’ - http://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE

[Tpu moarotoBke k 'MA u npoBenenus [ A ucnonb3ytorcs yueOHbIe ayTUTOPUU U IIOMEIICHNE
JUTSL CAMOCTOSITENTbHOU paboThl oOyyaromuxcs. [IpumepHsbIii nepeyeHs TOMEIIEHHH TPUBEICH B

TadJuLe.
Tun nomeuenus Homep ayauropuu, OcHamenue
HAHMEHOBaHHeE
Ilomenienus st HTB-201, CTOJI KOMITBIOTEPHBIN, CTOJI MMCbMEHHBIMN,
CaMOCTOATEIIBHON KommnsrorepHslii CTYJ1, IPUHTEDP, KOHAULUOHED, BEILIAJIKA JJIs
paboThI YUTAJIBHBIN 3aJ1 OJIEXk1bl, CBETUIILHUK ITOTOJIOYHBIH C

AUOJHBIMHU JIaMIIaMH, KOMIIBIOTEPHAsA CETh C
BBIXOJIOM B IHTEpHET, KOMIBIOTEP
MePCOHAIIbHBIN

Tlomentenus niist
KOHCYJIbTHPOBAHUSI

M-511, YueOHas
ayTUTOpUS

CTOJI IIPENoAaBaTelis, apra, CTyj, JKpaH,
MYJIbTUMEIUNHBIN IPOEKTOP, TOCKA
MapKepHasi, KOMIIIOTEP N1EPCOHAIbHBIN

VY4eOHble aynuTopun
JUIS IPOBEICHUS
IIPOMEKYTOUHON

aTTecTalluu

M-511, Yuebnas
ayTuTOpUs

CTOJI IPENOaBaTeNs, MapTa, CTyJ, JKpaH,
MYJIbTUMEIUMHBIA IPOEKTOP, JOCKA
MapKepHasi, KOMIIBIOTEP IePCOHAIbHBIN

VY4eOHble aynuTopun

K-120, MamuHHEIH

cepBep, KOHIULUOHEP, KOMMYTaTOp

IS IPOBEICHUS 3as1 UBIL]
IIPOMEKYTOUHON
aTTecTaluu
[Tomemenus st K-202/2, Cknan CTeJUIaXK MJIs XpaHEHUsl MHBeHTaps, mKad ass
XpaHEeHUs kadenpet BUT XpaHEeHUs UHBEHTapsl, MKad I JOKYMEHTOB,

000pyI0BaHUS U
y4eOHOT0 MHBEHTaps

CTOJI, CTYJI, CBETHJIbHUK ITOTOJIOYHBIH €
JIOMUHECLIEHTHBIMY JIaMIIaMHU, KOMMYTaTOop,
TyM0a, JIEKTPUUECKUE PO3ETKH, 3aIIaCHbIE
KOMILJIEKTYIOIIHE /11 000pYy0BaHUS,
nH(OpMalMOHHBIE (MIHTEPHET) PO3ETKH

Ilomemmenus misa
CaMOCTOSITEIILHOU
paboTHhI

K-307, Yuebnas
naboparopus
"OTKpBITOE
MIPOrPaMMHOE
obecrieueHue"

CTOJI MPEeTIo/1aBaTelis, CTOJI KOMIIbIOTEPHBIH,
CTOJI Y4eOHBIi, CTyJI, KOMIIbIOTEP
NIePCOHAJIBHBIHN, CEpBEp, AIEKTPUUECKHUE
PO3ETKH, KOMITBIOTEPHAsSI CETh C BHIXO/IOM B
WuTepHer, MHPpOpMaIMOHHBIE (MHTEPHET)
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PO3ETKH, BellaiKa AJsl OJeX Ibl, TyMmOa,
KOHJIULIUOHEP, KOMMYTATOP, TOCKa
MapKepHasi, SKpaH, MyJIbTUMEIUNHBINA
IIPOEKTOP

TTomerenust misa
CaMOCTOSITCIBHOM
paboThI

K-302, YuebOnas
naboparopus
"UndopmanimoHHO-
AHATUTUYCCKUE
TEXHOJOTUM"

CTOJI IIPETIo/IaBaTelisl, CTOJI KOMIIbIOTEPHBIH,
CTYJ1, KOMIIBIOTEp IIEPCOHAIIBHBIN, CEPBEP,
3JIEKTPUUYECKUE PO3ETKU, MH(POPMAIMOHHBIE
(MHTEpHET) PO3ETKH, CBETUIILHUK
IIOTOJIOYHBIN C TFOMUHECLEHTHBIMU JIAMIIaMH,
KOMMYTaTop, 10CKa MapKepHas, IKpaH,
MYJIbTUMEAUUHBIA IPOEKTOP, KOHAUIIMOHED
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