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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Heas rocynapcTtBeHHoii uTOroBoii arrectrauuu — OIEHKa TOATOTOBICHHOCTH
00yyYaroIerocs K peleHuIo 3a1a4 npo(eccCuoHaIbHON NesITeIbHOCTH.

3agayamMu rocy1apcTBeHHON HTOrOBOIi aTTecTalMu:

— OleHKa C(HOPMHPOBAHHOCTU BCEX KOMIIETCHLMH, YCTaHOBJIEHHBIX 0O0pa30BaTEIbHOM
IIPOrpamMMOoi;

—OLEHKa  OCBOEHHUS  pe3ylpTaToB  oOyuyeHMs  TpeOoBaHUSAM  (eaepanbHOro
rOCyJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHAapTa MO HampasieHuo noarotoBku 10.03.01
«MH(popmanoHHast 6€3011aCHOCTb» U MPO(HECCHOHAIBHBIX CTaHAAPTOB.

2. PE3YJIbTATHI OBPA3OBATEJIBHOM ITPOI'PAMMBI

K pesynbraTtam 00yueHus BHITYCKHUKA OTHOCATCS CIEAYIOIINE KOMITETCHIIUU:

PIIK-1. I'oToB oOecrnieunBaTh 3alIMTy MH(GOPMAIIMK B aBTOMATH3UPOBAHHBIX CHCTEMaxX B
IpoIecce X IKCILTyaTalHu.

YK-1. Cnoco0OeH ocCyIiecTBIsATh MOUCK, KPUTHUECKUN aHaNM3 M CUHTE3 WH(pOpMaluwy,
NPUMEHSATh CUCTEMHBIN TIOJIXO/ JJIsl PEIICHHUS TIOCTABICHHBIX 3aj1ad.

YK-2. CnocoOeH ompenensiTh Kpyr 3agad B paMKax IOCTaBICHHOW IeMM U BHIOUPAThH
ONTUMAJIbHBIE CIIOCOOBI MX PEUICHHUs, UCXOJS U3 JACHCTBYIOIIUX MPABOBBIX HOPM, MMEIOLIHXCS
PECYPCOB U OTpaHUYCHUH.

VYK-3. Crioco0eH OCyIIECTBIISATh COIMAIBHOE B3aMMOJCHCTBHE M PEaTH30BHIBATH CBOIO
pOJIb B KOMaHJIE.

YK-4. Cnoco0OeH OCYIIECTBIATH JEIOBYI0 KOMMYHHUKAIIMIO B YCTHOW M INHCHMEHHOM
dbopMmax Ha rocynapcTBeHHOM si3bike Poccuiickoit @enepaniuu 1 MHOCTPaHHOM(BIX) sI3bIKe(ax).

YK-5. CiocobeH BOCIpUHUMATh MEXKYJIBTYPHOE PazHOOOpas3ue OO0MmEecTBa B COUATBHO-
HUCTOPUYECKOM, 3TUYECKOM U (pruitoco(hCKOM KOHTEKCTaX.

VK-6. Cnocoben ympaBiasTh CBOMM BpPEMEHEM, BBICTpAUBaTh M PEATU30BHIBATH
TPAEKTOPHUIO CAMOPA3BUTHUS HA OCHOBE NMPUHIIUIIOB 00Pa30BaHUs B TEUEHUE BCEH KU3HH.

VK-7. CnocobeH noaaepuBaTh J0JKHBIM ypOBEeHb (U3UYECKOM MOATOTOBICHHOCTH IS
o0ecreyeHns MOJHOLEHHOHN cOlMaIbHON U PO eCCHOHATBHOM 1A TENbHOCTH.

VK-8. Cnocoben co3maBath W TOJJIEPKUBATH B  TOBCEJHEBHOW JKM3HU W B
npodecCHOHATIBLHOM JEATENbHOCTH Oe30IacHbIe YCIOBUS KU3HEACSATEIbHOCTH JUIsl COXPaHEHUS
IPUPOIHON cpefbl, 0OecTieueH s yCTOWYMBOTO PAa3BUTHUS OOIIECTBA, B TOM YHCIE MIPH Yyrpo3e U
BO3HUKHOBEHUH YPE3BBIYANHBIX CUTYallUil 1 BOGHHBIX KOH(IMKTOB.

VYK-9. CnocobeH npuHUMaThb OOOCHOBAHHBIE SKOHOMHUYECKHE PELICHHUS B PA3IMYHBIX
001aCTAX KU3HEEATETbHOCTH.

VYK-10. Cnocoben ¢hopMHupoBaTh HETEPIIUMOE OTHOIIEHUE K TMPOSIBICHUIO IKCTPEMU3MA,
TEppOpHU3Ma, KOPPYNIIMOHHOMY TMOBEJCHUIO U MPOTUBOJIEHCTBOBATh UM B NMpOodhecCHOHaIbHOM
NEeSITETTHHOCTH.

OIIK-1. CnocoGeH oneHuBaTh pojib HH(MOpMANMM, MH(OOPMAIMOHHBIX TEXHOJIOTHI WU
nH(pOpMaIMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, MX 3HAUCHUE NJIsI 0O0CCIICUCHHS
00BEKTHBHBIX TOTPEOHOCTEN JIMYHOCTH, OOIIECTBA U TOCYapCTBa.

OIIK-2. CnocoOeH mnpuUMEHATh HHPOPMAIIMOHHO-KOMMYHUKALMOHHbIE TEXHOJOTHUH,
IpOTpaMMHBIE CPEICTBA CUCTEMHOTO M NMPHUKJIATHOIO Ha3HAUEHHs, B TOM YHUCIIE OT€YECTBEHHOTO
MIPOM3BOJICTBA, ISl PEIICHHUS 3a1a4 MPo(ecCHOHATBHON A TETBbHOCTH.

OIIK-3. CriocobeH MCnoib30BaTh HEOOXOAUMBIE MAaTEMAaTHUYECKUE METOABI JJISl PELICHUS
3a/1a4 Tpo(heCcCHOHATEHOMN A TEIHHOCTH.

OIIK-4. CnocobeH mnpuMeHSATh HeoOXoauMmble (QHU3UYECKHEe 3aKOHBI M MOJENU JIs
pemeHns 3a1a49 NpoPecCHOHATBHOMN e TETFHOCTH.

OIIK-5. CmocobeH mnpUMEHSATh HOPMAaTHUBHBIE TPAaBOBBIE aKThl, HOPMATUBHBIE U
METOJMYECKHE JOKYMEHTHI, pPEerjJaMEeHTHUPYIOIIUE NeATeIbHOCTh IO 3ammTe HH(OpMaInu B
cdepe npodeccruoHaIbHON 1eATeTbHOCTH.
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OIIK-6. CrnocoGeH mpu penieHnu Npo(ecCHOHAIBHBIX 3a/1ad OPraHW30BBIBATH 3AIIUTY
uH(pOpMallMK OTPAaHUYEHHOTO JIOCTYIa B COOTBETCTBUU C HOPMATHUBHBIMU MPABOBBIMHU aKTaMH,
HOPMATUBHBIMA W METOJMYECKUMH JoKymeHTamu DexnepanbHol ciayXO0bl Oe30macHOCTH
Poccutickoit ®enepanuu, GenepanbHOM CIyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

OIIK-7. CriocobeH MCIoNb30BaTh SI3BIKH MPOTPAMMHUPOBAHUSA M TEXHOJIOTUU Pa3padOTKU
MPOrPaMMHBIX CPEJCTB AJIsl pelIeHus 3a7a4 IPo(hecCUOHATEHOM e TEIIbHOCTH.

OIIK-8. CriocoOeH OCyIIeCTBIATh MOI00p, U3yU4eHHUE W OOIIEHUE HAyYHO-TEXHUYECKON
JUTEpaTypbl, HOPMATHBHBIX U METOJUYECKHX JIOKYMEHTOB B LENSAX pelleHus 3aaad
npodecCHOHATBLHOMN 1eATETbHOCTH.

OIIK-9. CnocobeH NMpUMEHATH CPEeACTBAa KPUNTOrPAPUUSCKON M TEXHUYECKOH 3aIUThI
uH(OpPMALIKK TS pEIIeHHs 3a/1a4 TPO(PECCUOHATBHON IEATEIIbHOCTH.

OIIK-10. CrnocobGeH B KadecTBE TEXHUYECKOTO CIECHHAINCTa NPUHUMATh Y4acTHE B
(bopMHpPOBaHUYU MOTUTHKH MHPOPMAIITMOHHONM 0€301MacCHOCTH, OPTaHU30BBIBAThH U MOICPKUBATH
BBITNIOJTHEHHE KOMILIEKCa Mep Mo obOecredeHno MH(OPMALUOHHONW 0e30MacHOCTH, YNPaBIATh
IIPOLIECCOM UX pealn3alii Ha 00BEKTEe 3aLUTHI.

OIIK-11. CnocobeH MpoBOAUTH 3KCHEPUMEHTHI 1O 33a/IaHHOM METOAHMKE U 00paboTKy MX
pe3yJbTaToB.

OIIK-12. Cnoco0OeH mpoBOAUTH IMOATOTOBKY HCXOIHBIX AAHHBIX Ui MPOEKTHUPOBAHHS
MOJICKICTEM, CPEJCTB OOeCreueHus 3aiuThl MH(POpPMamuu MU IS TEXHUKO-DKOHOMHYECKOTO
000CHOBaHHUS COOTBETCTBYIOIINX MPOEKTHBIX PELICHHIA.

OIIK-13. CriocobeH aHanM3upPOBATh OCHOBHBIE ATAIBI M 3aKOHOMEPHOCTH MCTOPHUYECKOTO
pazButusa Poccuu, ee MecTo W pojb B KOHTEKCTE BCEOOIIEeH HCTOpPHM, B TOM YHUCIE IS
(opMHUPOBaHUS IPAXKAAHCKON MTO3ULIMHU U PA3BUTHUS ATPUOTU3MA.

OIIK-1.1. Criocoben pa3zpabaTbiBaTh U pean30BbIBATH MOJUTUKU YIIPABICHUS TOCTYIIOM B
KOMIIBIOTEPHBIX CUCTEMAX.

OIIK-1.2. CnocobeH aIMUHUCTPUPOBATh CpPEACTBA  3allUThl  WHGOpMAllMU B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

OIIK-1.3. CnocoOeH obecrieunBaTh 3alUTy MHPOpPMALMU NpU paboTe ¢ 0a3aMu JTaHHBIX,
IIpU Nepeiaye 1Mo KOMIBbIOTEPHBIM CETSM.

OIIK-1.4. CnocoOeH o1leHuBaTh YPOBEHb 0€30IAaCHOCTH KOMITBIOTEPHBIX CUCTEM U CeTeH,
B TOM YHCJI€ B COOTBETCTBUU C HOPMATUBHBIMU M KOPIOPATUBHBIMU TPEOOBAHUSIMH.

ITK-1. '0TOB K BHEJIPEHUIO CHCTEM 3aIUThl THPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM.

[1IK-2. CriocoGeH agMUHUCTPUPOBATH CPEACTBA 3allUThl MHGOPMAIUU B KOMIBIOTEPHBIX
CUCTEMAX U CETSX.

3. POPMA, CPOKH " TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIIMA

OO0mast TpyA0EMKOCTh T'OCYAapCTBEHHOM HMTOTOBOI aTTecTallMi COCTaBiIseT 6 3aueTHBIX
enuHuIl, 216 Jacos.

['ocynapcTBeHHast UTOrOBasi aTTeCTAllUs MPEJCTABISAET cOO00M (HOpMy OLIEHKU CTENEHU U
YpPOBHS OCBOEHUS 00yUaroIuMucs o0pa3oBaTebHON MPOrpaMMBI.

['ocymapcTBeHHass WUTOroBas  aTTeCTallusg IPOBOJUTCS HA  OCHOBE  IPUHIUIIOB
00BEKTUBHOCTH U HE3aBHCUMOCTH OLIEHKU KayecTBa MOATOTOBKH 00yJaroIINXCs.

['ocymapcTBeHHass ~ WTOroBas  aTTeCTallUsd  SBISETCS  3aBEpLIAIOIIEH  YacThIO
00pa3oBaTeNbHONW MPOTPaMMBI M TPOBOAUTCS B 8 ceMecTpe IMOCie YCIEITHOTO MPOXOXKICHHS
IPOMEXXYTOYHOU aTTECTAIlMM MO BCEM JUCIUILTMHAM (MOIYJISIM) U MpaKTUKaM 00pa3oBaTeIbHOM
IPOrPaMMBI.

B rocypapcTBeHHYI0 UTOTOBYIO aTTECTALMIO BXOJIUT MOATOTOBKA K MPOLEAYPE 3aLIUTHI U
3alUTa BBITYCKHOW KBaJIM(PUKAIIMOHHON pabOTHI.
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['ocymapcTBeHHass HMTOTOBasl aTTeCTAllsl MPOBOAMUTCS B (OpPME 3aIUTHI BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CJAYE U CJAYA IT'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IJITAHOM HE MPEIYyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®OUKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHusl K TeMAaTHKE BbINMYCKHbIX KBATU(PUKALIMOHHBIX padoT

Temaruka BKP nomkna cooTrBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoecCHOHANBHOM AEATeIbHOCTH, K KOTOPHIM TOTOBUTCS BBIYCKHUK B PaMKaX OCBOCHHS
00pa30BaTebHOI POrpaMMBl.

Temaruka BBITYCKHOW KBaJIW(UKAIIMOHHOW paOOTHl JOMKHA OBITh  aKTYyaJbHOM,
COOTBETCTBOBATb OCHOBHBIM CTPAaTE€rMUECKMM LEISAM pa3BUTHS HAYKHU U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUECKUM IOAXO0J1aM, OTPaXKaTh CIeHu(UKY MPOrpaMMBbl
«be30nacHOCTh KOMIIBIOTEPHBIX CUCTEM (IPOJBHUHYTHIM YpOBEHb)» o HampasieHuto 10.03.01
«MudopmarrionHas 6e30MacHOCTb.

[Ipumepnas Temarrika BKP:

1. BHenpenue TEXHOJOTMM YIpaBieHUs WHPopManueld W COOBITUSAMH 0€30IMacHOCTH
(SIEM-cucremBl) B OpraHu3aiuu;.

2. MeronrKa reHepaluy ClieHapueB MEJIeBbIX aTaK Ha WH(POPMAIMOHHBIE CHCTEMBI;.

3. JluarHoctuka creraHorpa)uyeckux BO3MOXKHOCTEH W NPOTUBOAEUCTBHE WM IIpU
peanu3anuy HHGOPMAIIMOHHBIX TPOIIECCOB B OPTaHU3AIUH;.

4. Pa3paboTka, pa3BepThIBaHHE U MOAJCPHKKA IPOLIECCOB HEMPEPHIBHOTO TECTUPOBAHMS
0€30ITaCHOCTH 1 OLEHKH COCTOSHHSI 3alUIIEHHOCTH HH(POPMAIIMOHHON CUCTEMBI OpTaHN3aLNH;.

5. PaccienoBanye MHIMIEHTOB MH(OPMAIIMOHHON 0€30IaCHOCTH B OpraHU3alHu;.

6. Opranuzanusi TPOrpaMMHON 3amuThl  (halIOBOrO CepBepa C HCIOJb30BaHUEM
BO3MOXHOCTeH onepannoHHoil cuctembl ALT Linux;.

7. AHanu3 MeToJ0B obOecrieueHuss WHPOPMAIMOHHON 0€30MacHOCTH B OECIPOBOIHBIX
ceTsx mnepenayu nHPOpMalnu;.

8. Pa3zpaboTka pekoMeHJaIuii 1o 3amuTe Be0-IPUI0KEHUS OT aTaK BHEAPEHUS;.

9. OGecnieueHne 0€30MaCHOrO MOJKIOYEHUS pabounx CTaHUMH (Ha3BaHUE OPraHU3ALUH),
oOpabatpiBaronX KOHGUACHINATbHYIO0 HHpOpMalmio, k cetu HTepHerT:;.

10. Pa3paboTka cuCTeMbl JMATHOCTUKH HAIWYMS BPEJOHOCHOTO MPOTrPAMMHOIO
oOecnieueHus («B JIOKaIbHOW CETHM OpraHu3auum» win «Ha cerax loT-ycTtpoiicTB» umm «B
IIPOMBIIIIIEHHON CETH OpraHU3aLuny;.

11. MogenupoBaHue ysi3BUMOCTEN MPOTOKOJIOB 3amuThl TLS;.

12. MonenupoBaHue ya3BUMOCTEN MTPOTOKOJIOB 3alIUThI SSL;.

13. HMmuTaniMoHHOE  MOJEIMPOBAaHHME  CIIEHApHUEeB  PHUCKOB  MH(POPMAIMOHHOMN
0€30I1aCHOCTH;,.

14. Pa3paboTka pekOMEHIalui 10 OpraHU3AIMH 3alIUThl BEO-TIPUIIOKEHHUS] OT aTak,
HKCIUTYaTUPYIOIIHUX CUCTEMY ayTEHTU(DHUKAIIH;.

15. Buenpenue metononoruu DevSecOps B opranuzanuio;.

16. UccnenoBanue MEXaHU3MOB 1IEIOCTHOCTH U JOCTYITHOCTH MH(OpMAIMK Ha miaTgopme
OJIOKYEIH;.

17. Pa3paboTka cpeicTB aBTOMATHU3aLMHU JJIs1 HACTPOMKHU CPE/ICTB 3aIIUThHl HHPOPMALIUU OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;.

18. IlpuMeHeHHE TEXHOJOTMM AKTHUBHOIO ayAuTa HH()OPMAIMOHHOM O€30MacHOCTH B
OpraHu3aIuy;.
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19. PazpaboTka  cpeacTB  aBTOMAaTH3allMM Ui KOHTPOJS  3aIIMIICHHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM 1O TPEOOBAHUAM 0€30MaCHOCTH HH(POPMAIIHH;.

20. Anamm3 ypoBHsA 3auuiueHHoctd JIBC opraHusanyuy Ha OCHOBE HCIIOJIB30BAHMS
CKaHEpOB YSI3BHUMOCTEIA;.

21. PazpaboTka u BHeIpeHHWE TIOJIMTUKUA TpUMEHEHUs TexHonorun WAF ans
MPOTUBOCHCTBUA BHEITHUM atakam Ha MC opranuzanuu;.

22. MonenupoBaHue ysI3BUMOCTEH MPOTOKOJIOB 3aIUThl HHpopMmanuu B cetsix Kerberos;.

23. Pa3paboTka KOMIUIEKCA MpaBWI, MPOLEAYp M NPAKTUYECKUX TPHUEMOB 3aIIUThHI
uHpOpPMAaLUK B MOOMIIBHBIX YCTPOHCTBAX;.

24. Opranuzanus paccieqOoBaHHs HWHIMACHTOB HHGOPMAMOHHON O0€30MacHOCTH Ha
OPEINPUATHH;.

25. 3ammra uHGOpPMAIMK B BBIYUCIUTEIBHOM CETH OpPraHHU3alMl C HCIOIb30BAaHHEM
BO3MOHOCTEHN MPOBANIECPOB.

26. [IpumeneHue cucteM KOHTPOJISL U YIPaBIIEHUs MpolieccaMu («BbIBOA Ha MEYaThy» WU
«BBIBOJIa HA BHEIIHWE HOCUTENTU MH(OPMAIIUI» WK «OTIPaBKU (ailyIoB yepe3 WHTEPHET» HIU
«OTHpaBku (GailyioB MO NEKTPOHHOU MOUTEY) B (Ha3BAHUE OPraHU3AIINN).

27. AJIMHHUCTPUPOBAHHE CHCTEMBI  PE3€PBHOTO  KONWUPOBAHHUS  JUIS  3alIHUTHI
MH(OPMALIMOHHBIX AKTHBOB OpraHU3al1u.

28. Pa3paboTka W BHEJPCHUE TOJUTUKA TpUMEHEHHs TexHojmorun NGFW s
MPOTUBOICHCTBUA BHEITHUM atakam Ha MC opranuzanuu;.

29. Aynur 0e€30HaCHOCTM  JIOKQJIBHOM  BBIYMCIMTENBHOM CETH OpraHu3aluud C
MCIIOJIb30BaHUEM CKaHepa Oe30MacHOCTH;.

30. OueHka OMACHOCTH YSI3BUMOCTEH OECTpOBOJHBIX MH(MOPMAILMOHHBIX TEXHOJIOTUN Ha
ocuose Kali Linux;.

31. PazpaGoTka KOMIUIEKca IpaBWJ, HPOLEAYP M MPAKTUYECKUX IPUEMOB 3alllUThI
uH(pOpMalu B MOOMJIBHBIX YCTPOMCTBAX;.

32. PazpaboTrka ¥ BHEIPEHHE TMOJUTHKKA NpUMEHEHUs TexHojorun VPN ms
IPOTUBOECHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuus;.

33. AHanu3 ypoBHS 3aIUIICHHOCTH BEO-TIPUIIOKEHHSI OpTraHU3aIiu MIPH UCIOJIH30BAaHUN
CKaHEepOB YS3BUMOCTEH;.

34. MogenupoBaHue pUCKOB HWH(OOPMAIMOHHOW O€30macHOCTH B HH(DOPMAIMOHHBIX
cucTeMax, HOCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUEiiH;.

35. PazpaboTrka W BHEApEHHE TOJUTUKU TpuMeHeHus TexHomoruu COB s
IPOTUBOECHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuus;.

36. Pa3zpaboTka ¥ BHEApPEHHWE TIOJUTUKU TNPUMEHEHHs TexHonoruu DLP nmns
IPOTUBOECHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuus;.

37. TlpuMeHEeHHe MEXKCETEBhIX SKpPAaHOB OJKCIIEPTHOTO YPOBHS MJISi 3aIUTHl PECYpPCOB
JIOKaJIbHON BBIYUCIUTENBHOM CeTH B OpraHU3alluy.

38. Opranmszanus ayauta uHGOpPMAIMOHHOW  O€30MAaCHOCTH  OpraHu3aluu ¢
UCIOJIb30BaHUEM CHEIMATIBLHOIO MPOrPAMMHOTO 00ECTICYEHNUS;.

39. 3amuTa OT HECAaHKIMOHHWPOBAHHBIX MPOBOJHBIX MOJAKIIOYEHUN K JIOKAJIBHOW CETH
(Ha3BaHUE OpraHU3alnN);.

40. Ananu3 TexHOJOTui pa3pabOTKU CMapT-KOHTPAKTOB U BBISIBJICHHUE UX YS3BUMOCTEN;.

41. AcuMMeTpUYHbIE KPUIITOCUCTEMBI M METOJIbI 0OecTieueHUs] KOH(PHUIEHIIMATBLHOCTH TIPH
WX UCTIOb30BaHUM;.

42. VuBentapuzanus U kiaccudukanus HHGOPMAIMOHHBIX aKTHBOB OpraHM3alldd IpH
OILICHKE PUCKOB.

43. Pa3paboTKka cpelICTB aBTOMATU3ALUU I UCCIIEIOBAaHUSI TPOIPAMMHOT0 00ecreueHHsI
1o TpeOoBaHUAM 0€30MaCHOCTH WH(OPMAITUH;.

44. 3amuTa (GaiIoBOro apXruBa OpraHU3alMy CPEACTBAMU ONEPALMOHHON CUCTEMBI;.

45. MOHUTOPUHT COCTOSIHUS 00BEKTa HAa OCHOBE OLIEHKU PHCKOB;.

10.03.01 DTAJIOH 6491 MuDU O 2025/CYOC 3++



46. Kpunrorpaduueckue crnocoObl KOHTPOJS MEIOCTHOCTH M WX MpaKTUYecKas
peanuszanus;.

47. Ilpumenenne MeTonuKH TOHKON HacTpoiiku CAB3 i coBeplIeHCTBOBaHUS 3alUThI
NC opranuzauuu oT BO3AEHCTBUS KOMIIBIOTEPHBIX BUPYCOB;.

48. BHeapeHne MOHUTOPUHTA WH(DOPMAIIMOHHON 0€30MacHOCTH B (DMHAHCOBO-KPEAUTHOM
YUPEKICHUY;.

49. Buenpenue TeXHOJOTHH mHpemoTBpauieHus yreuku uHpopmamuu (DLP-cuctemsr) B
OpraHu3aluu;.

50. OneHka onacHOCTH ySA3BUMOCTEH CMapT-KOHTPAKTOB B TEXHOJIOTUH OJIOKYEHH;.

51. Pa3paboTka KBeCTOB 110 0OYYEHHUIO TEXHOJIOTUU MPOHUKHOBEHHS B 3aIIUIIEHHYIO CETh
(3TUYHBIN XaKUHT);.

52. AIMUHUCTPUPOBAHHE CHCTEM OE30MaCHOCTH CETEBOTO B3aUMOJICHCTBUS HA OCHOBE
texHosioruu VPN.

53. TexHonoruu peBepcHHra (O0OpaTHOrO MPOTPaMMHUPOBAHHS) U UX MPUMEHEHHE IPH
UCCIICIOBAaHUH HEIEKIApUPOBAHHBIX (DYHKIIMKA IPOTPaMMHOTO 00ecTieueHMS;.

54. 3ammTa JOKaJIbHOW BBIUYMCIUTENBHOM CETH OpraHU3alMi OT HECAaHKIIMOHMPOBAHHOIO
JocTyna K e€ pecypcam ¢ UCI0JIb30BAHUEM MapIIPyTH3aTOPOB YPOBHSI JIOKAJIBHBIX CETEH.

55. BHenpeHue cucTeMbl PeAOTBpAIlleHUsT yTedKy HHGopMaluu B GUHAHCOBO-KPEAUTHOM
YUPEXKJICHUY;.

56. 3ammTa cereBoro xpanunuiia cpeacrsamu Synology NAS oT HecCaHKIIMOHUPOBAHHOTO
JIOCTyNa U HapyIIEHUsI LIEIOCTHOCTU JaHHBIX;.

57. 3amuTa JOKaJIbHOW BBIYMCIUTEIHHOM CETH OpraHu3aiuu ¢ ucnosb3oBanueM IDS/IPS
CHUCTEM;.

58. 3ammura OT HECAHKIIMOHMPOBAHHBIX IPOBOJHBIX IMOJKIIOUEHUNW K JIOKAJIBHOW CETU
(Ha3BaHUE OpraHU3alun);.

59. TIlporpammuas 3ammTa WH()OPMALMOHHOW CHUCTEMBl OpraHM3allMd Ha OCHOBE
BO3MO>KHOCTEH ONEpalluOHHONW CUCTEMBI;.

60. ABTOMaTU3UPOBAHHBII BHIOOP MEp M CPEACTB KOHTPOJIS U YNpaBJIEHUS 1O 3aJaHHBIM
pHCKaM C MCIOJIb30BaHUEM HEHPOHHBIX CETEM;.

61. Opranumszauus ayauta UHGOPMAMOHHOM  0O€30MacHOCTH  OpraHu3aluu ¢
MCIIOJIb30BaHUEM CIELIMATILHOTO MPOTrPAMMHOI0 00ECIeUEHUS;.

62. Opranusanus IporpaMMHON 3alIUTHI BeO-cepBepa ¢ UCMOIb30BaHUEM BO3MOXKHOCTEH
onepanronHoi cuctembl ALT Linux;.

63. BHenpenue cucteMbl aHTUBUPYCHOM 3aIIUThHI B OPraHU3aLuu;.

64. MeToauka WHBEHTapHU3alMK, Ki1accu(UKay U aHaIu3a MHPOPMAIIMOHHBIX aKTHBOB
OpraHu3alLuy;.

65. Opranuzanus CHEUMATbHBIX HHCTPYMEHTAJbHBIX IPOBEPOK MEpcoHana Jyis
IPOTUBOACHCTBUS MHCAIIEPCTBY B (PUHAHCOBOM YUPEXKACHUU (HA MPEANPUITUN SHEPTETUKH);.

66. Opranuzaius MporpaMMHON 3alTUTHl BeO-cepBepa ¢ UCIMOJIH30BAHUEM BO3MOXKHOCTEH
OTIepaIlMOHHOM cucTeMbl Astralinux;.

67. IlpuMeHeHre TEXHOJIOTHI U cpellcTB HH(POPMAIIMOHHO-aHAIMTUYECKOTO 00eCTIedeHUsI
IpU pacciieJOBAaHUH MHIMIEHTOB HHPOPMALIMOHHOM O€301acHOCTH.

68. AIMHUHHCTpUpPOBaHHE MPOTrpaMMHO-aNnapaTHoro kKomiuiekca «Co0onb» Ha pabouux
CTaHLMIX B OpraHU3aluHy.

69. OneHka 1 aHaJIM3 PUCKOB C UCTIOIB30BaHMEM MporpaMMHoro odecrieuennst CORAS;.

70.  OOecneuenne ©Oe3omacHocTH  HMH(opManmuu Ha  OOBEKTaX  KPUTHYECKOM
nH(pOPMalMOHHON UHPPACTPYKTYPHI;.

71. ABromaru3anusi MpPOIECCOB MEHEIKMEHTa HH()OpPMAIMOHHONW 0e30MacHOCTH B
OpraHu3aIuy;.

72. Metroapl M TEXHOJOTMH OOHApY)KEHUS CKPBITBIX KOHTEHHEPOB B COOOLICHHSX
METOJJaMHU CTaTUCTUYECKOIO aHAJIN3a;.
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73. 3amura cereBoro xpaHwiuia cpeacrBamu QNAP NAS oT HecaHKIMOHMPOBAHHOTO
JOCTyTa U HapyIIEHUsI LIeIOCTHOCTHU JaHHBIX;.

74. 3ammuTta WHGOpPMAIMU C HCIOJB30BAHUEM METOJOB WM TEXHOJOTHH YIIPOIIEHHOM
Kpuntorpaduu B opraHu3aIum;.

75. OoOecneueHne 0€30MaCHOCTH CETEBOTO B3aUMOJCHCTBUS C  HCIIOJIb30BAaHHEM
texHosorun OpenVPN;.

76. AIMUHUCTPUPOBAHKE MPOTPAMMHO-AIMIIAPATHOTO KOMIUIEKCa «AKKOpI» Ha pabouyux
CTaHIIMSIX OpraHU3aI|H.

77. Opranusanus nNporpaMMHOM 3alllUTHI CEPBEPA C UCIOJIb30BaHKEM Bo3MOxHOcTer OC
Microsoft Windows;.

78. Opranuzainysi NOpOrpaMMHOM 3amuThl  (pailloBOro cepBepa C HCHOIB30BAaHHEM
BO3MOYKHOCTEH OIepannoHHOM crucTembl Astralinux;.

79. Pa3paboTka mporpaMMHOTO OOECHEYCHHUS BBIJCIICHUS arperaroB PUCKOB IO OOMIMM
yrpo3am, ysI3BUMOCTSIM U aKTHBaM;.

5.2. TpeooBanusi k BKP

[TomHOCTBIO ODOPMITCHHBIN JUTLIOM aBTOP CIAET PYKOBOIUTEINIO 3a 10 paboumnx qHEH 110
3anuThl (+2 CD-aucka ¢ TeKCTOM padoTh).
PykoBoauTens IPOBOIUT CO CTYACHTOM MPEA3ALIUTY ¢ YIaCTHEM 3aBEIYIOIIETO UITH
3aMEeCTHUTEIIS 3aBEAYIOIETo Mo yueOHol paborte.
He no3anee yem 3a 7 pabouunx JHEH 10 3alMTHI aBTOP MEepeaacT JUILUIOM PEIICH3CHTY.
Jumuiom, OT3bIB pyKOBOJIUTEINS U PELIeH3Hs Ha pabOTy AOJKHBI ObITh MPEACTAaBICHBI HA TOITUCH
3aBeyroniemMy kadeapoi Uil I0MycKa K 3alliTe He MO3IHee YeM 3a 2 pabodux JTHS 10
sacenanug [ DK.

Pexomenayemas npoaomkureabHocTh 3auuTel BKP — ne 6onee 30 munyt. [Ipouenypa 3ammrhl
BKP cocTouT u3 cienyrommx 3Tamnos:

*00bsaBienue cexkpetaps [ 9K o6 ouepennoii 3amute BKP (aBrop BKP, Tema BKP,
pyxoBoautens BKP u Hanmuuue mosiHoro KoMIiekTa JOKyMEHTOB)

*JIOKJIaJ] 00Yy4aroLIerocs

sTIpe/icTaBlieHue oT3bIBa pykoBoauteist BKP u peuensun(ii)

*OTBETHI 00YYaroLIerocs Ha BoIpock! ujaeHoB ['OK.

5.3. O0beM TeKCTOBOM YacTH

[Tonroroska k 3amute BKP Haunnaercst Ha nocneaHeM cemecTpe oOydeHus: B COOTBETCTBUU
C KaJIeHJIapHbIM Irpa)uKoM y4eOHOro IIaHa.
[TpakTrueckue Matepuansl Juist BoinoaHeHus: BKP cobupatorest cTyneHTOM B X018
IPEIIUIUIOMHON TPAKTHKU.
Tema BBITYCKHOM KBJIM(PUKAIIMOHHOM pabOThI JOJKHA OBITh aKTyallbHOM, IPEICTABIATh
HAYYHBIM U (MJIM) IPaKTUYECKUH MHTEPEC U COOTBETCTBOBATH BHIOPAHHOMY
CTYJIEHTOM HaIlpaBJIEHUIO ITOATOTOBKH.
[TepeueHb TeM BBIMTYCKHBIX KBAIN(UKAITMOHHBIX paboT pa3pabaThIBaeTCs BBITYCKAIOLIEH
kadeapoi. O0yyaromeMycst TpeI0CTaBIACTCS MPABO BEIOOPA TEMBI BHITYCKHOM
KBAJTM(HUKAIIMOHHOHN paboThI U3 YUCIa TeM, NPEI0KEHHBIX BBITyCKarolel kadeapoii.
[To nucbMeHHOMY 3asBJICHUIO 00YYAIOIIUNCA MOKET MPEIOKHUTH CBOIO TEMY C HEOOXOTUMBIM
000CHOBaHUEM I1€TIECO00PA3HOCTH €€ pa3pabOTKU AJIs MPAKTUUYECKOTO MPUMEHEHHS B
COOTBETCTBYIOIIEH 001acTH MpodeccroHalIbHOM NeATENbHOCTH HIIM HAa KOHKPETHOM OOBEKTe
npodecCHOHATBLHOMN 1eATeTbHOCTH.
Temsl BKP yTBeprk1atoTCs MPOTOKOJIOM 3aceianus Kadeapsl.
J1s HOATOTOBKY BBITYCKHOM KBATU(UKAMOHHONW PabOTHI CTYACHTY Ha3HAYAeTCs
PYKOBOIMTENb U, IPU HEOOXOAUMOCTH, KOHCYJIbTAHTHI.
OcHoBHBIE (PYHKIIUN HAYYHOTO PYKOBOJUTENS BBITYCKHOM KBaJIM(UKAITMOHHONW PabOTHI:
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— ¢opMupoBaHue 3aqaHus Ha MOATOTOBKY BKP;

— KOHCYJIbTUPOBAHHE CTYACHTA IO MOA00PY JTUTEPaTypHBIX UICTOYHUKOB U HH(OpMALINH,
HEeoOXO0IUMBIX 118 BeIMojHeHUS BKP;

— IIPOBE/ICHUE CUCTEMATUYECKUX KOHCYJIbTAlUN 10 IPOBOJUMOMY UCCIIEA0BAHUIO;

— KOHTPOJIb BHITIOJIHEHHSI X0/1a pabOoThI, OIIEHKA COJIeP KaHUs BHIITOTHEHHON paboThI

0 YacTsIM U, B CiIy4ae HeOOXOIMMOCTH, BHECEHHE KOPPEKTUPOBOK;

— MpE/ICTaBICHUE MMCEMEHHOTO OT3bIBA, COACPIKAIIETO XapaKTEPUCTHKY PAOOTHI

CTYAEHTHI B niepuoj noarorosku BKP;

— OKa3aHue NOMOIIHY (KOHCYIbTUPOBAHUE CTYJIEHTA) B IOATOTOBKE IPE3EHTALIUU U
BCTYIUTEIBHOTO CJIOBa (foknana) ais 3amutsl BKP.

B 00s13aHHOCTH KOHCYJIBTaHTA BXOJUT:

— OKa3aHue MOMOIIU CTYJEHTY B 0100pe HEOOXOAUMOM JIUTEPATYPhI, B UACTH COACPIKAHUS
KOHCYJIbTUPYEMOI'O BOIIPOCA;

— KOHTPOJIb X0O/Ia BBIIIOJIHEHUS BBIMTYCKHOM KBaTM(UKALMOHHON pabOThI, B YACTH COZICPIKAHUS
KOHCYJIbTUPYEMOIO BOIIPOCA.

[Tocne yTBepk1eHUs TEMBI BBITYCKHON KBaTU(UKAMOHHON PabOThl HAYYHBIH PYKOBOIUTEb
COBMECTHO CO CTY/ICHTOM H, IIPH HEOOXOAUMOCTH, C TIPUBJICUYCHHEM KOHCYJIbTAHTA,
pa3pabaThIBaeT 3a/laHue Ha MOATOTOBKY BBIMYCKHON KBalU(UKAIMOHHON

paboTHhL.

3amanue BKIIOYAeT B ce0sl Ha3BaHUE, epeueHb MOJIJIeKaINX pa3padoTKe BOIIPOCOB,
MepeveHb UCXOIHBIX JaHHBIX, HEOOX0AUMBIX 1Jisi BhimosiHeHus BKP (HopmaTuBHbIE
MIPABOBBIE AKTHI, HAYYHAs U CIIeLUATbHAS TUTEpaTypa, KOHKpeTHas IepBUYHas HHPopMaIus),
KaJICHIapHbIN I1aH-rpaUK BBIOJIHEHUS OTAENbHBIX pa3zaenoB BKP, cpok

MPEJICTaBICHUSI 3aKOHUYEHHOM pabOTHI.

BKP BbINoOnHAETCS CTYIE€HTOM CAMOCTOSITENIBHO B COOTBETCTBUU C 33ITaHUEM.

KoHTposb 32 X0/10M BBITIONHEHUS pa0OT, IPEIyCMOTPEHHBIX 3aJaHUEM, OCYIIIECTBIIAETCS
Hay4yHbIM pykoBoauTteneM. OTcTaBaHue OT KaJleHAAPHOTO IJIaHa MOATOTOBKU

BBIMTYCKHOM KBaTHU(UKAIMOHHON pabOTHI TOBOJUTCS HAYYHBIM PYKOBOJUTEIEM /IO CBEJICHUS
3aBeyromIero kadeapoii.

Hanucanne BKP nmeer nenbio 3akperieHne, CUCTEMATU3alUIo U PaCIIUPEHNE TEOPETUYECKHUX
3HAHUH U YyITyOJIEHHOE HCCeOBaHUE aKTyaIbHBIX MTPo0JeM B chepe

"TexHonoruu pazpaboTKu MporpamMmmHoro obecriedenus". B mporecce BHIOIHEHUS

BKP cTyneHT n1oymkeH nokasarb TEOPETUUECKUE 3HAHMSI, [TOJIyYE€HHBIE B ITpoliecce 00y4yeHus,
MPOSIBUTH HABBIKK CAMOCTOSITENILHOM paboThl, CHOCOOHOCTH pelIaTh KOHKPETHBIC TPAKTHUECKHE
3a/1a4u..

5.4. O6beM 1eMOHCTPALIMOHHOM YacTH

K 3amuTe K BBITYCKHON KBaTU(HUKAIMOHHON pabOTHI IOITYCKAETCSI CTYACHT YCIIEITHO
CI[aBIHI/II\/JI FOCYI[apCTBCHHBII\/'I 9K3aMCH, a TaKXXC IIPpH HAJTUINU MUCbMEHHOH PEUCH3U PCUCH3CHTA
¥ OT3BIBA HAYYHOTO PYKOBOJUTEIIS, TIOCIIE TTIOJy4YSHUsI Ha TUTYJIBHOM JIHCTE BBIITYCKHOM
KB ()UKAIIMOHHOW pabOThI MOMKUCEH HAYIHOTO PYKOBOJHUTEINS U IOMYCKa 3aBEIYIOIIEr0
kadenpoii (MK 3aMecTUTENs 3aBeyromiero kadeapoil mo yuebHoi padore)..

5.5. llopsanok BeimosiHeHusi BKP

5.6. IIpouenypa 3amursl BKP

3ammra BKP npoBoautcs B nopsake, yrBepxaeHHOM B [lofokeHnn 0 rocyaapCTBEHHOU
UTOroBoi arrecrauu oOyyaromuxcs B PI'6OY BO «HUY «MON».

5.7. Kputepnu ouneHku pe3yabTaroB 3ammThl BKP
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K T'MA nomyckaercss oOydYarOIIUICS TMOCJE YCIEIIHOTO MPOXOXKIACHUS MPOMEKYTOUHON
aTTeCTalluM IO BCEM AUCHUILUIMHAM (MOIYyJsIM) M IpaKTUKaM 00pa30BaTENbHOM MPOTrpPaMMBL.
CdopMUpoOBaHHOCTh  KOMIIETEHIIM,  yCTAHOBJICHHBIX  00pa3oBaTelIbHOM  MpOrpaMMoH,
MOJTBEPKIACTCA pe3ysibTaTaMy 00y4eHUs 1O TUCHUIIMHAM (MOIYIISIM) U MIPAKTHKaM y4eOHOTo
IJIaHa.

Ha 3ammre BKP  onenuBaercss — cmocoOHOCTh — BBIYCKHHMKA — OCYLIECTBIISTH
po)eCCHOHANIBHYIO IEITEIIbBHOCTh HE MEHEE YeM B 0JIHOU oOsiactu (chepe) mpodeccruoHanibHON
JeSITeIbHOCTH M peIiaTh 3a7aud IpopecCHOHAIbHOM AEATEIbHOCTH HE MEHEE YeM OJJHOTO THUIIa,
YCTaHOBJICHHBIE 00PAa30BaTEIHHOM IPOTrPAMMOIA.

[IIxana ¥ KpUTEpPUU OIIECHUBAHUS pe3yJIbTaTOB 3aUuThl BKP

Ne | IToka3zarennb IIxkana | Kpurepuii oneHuBaHus Bec
OLleHKH nokasareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpennuii 6amn mo npwioxeHuto | 30
00y4eHus 1o 4 K JUIJIOMY C OKPYTJICHHUEM J10
JTUCIUILTHHAM 3 COTBIX J0JIeit

(Monynsim) u
IpaKkTHUKaM y4eOHOro

IIaHa
2 | loknag u 5 - IOKJIaZ 1 15
JIEMOHCTPALIMOHHBII JIEMOHCTPALIMOHHBIN MaTepua
Marepual 0XBaThIBAIOT Becb 00beM BKP,
HMEIOT JIOTHYECKOE U YETKOE
MOCTPOEHUE;

- 00beM U opopmileHHE
JEMOHCTPALIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEeOOBAHMUSIM;
- BpeMsl JIOKJIaJia HaXOJIUTCA B
paMKax, YyCTaHOBJICHHBIX B
ITonoxenuu o
rOCyJ1apCTBEHHOW UTOTOBOM
aTTecTaluu oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yyJaromuiics yBEpeHHO U
npodeccnoHalbHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSTHO U3JIaraeT CoAepKaHue
U CYTh paOOTHI

4 - IOKJIaJ 1
JIEMOHCTPAIIMOHHBIN MaTepuan
OXBaTHIBAaIOT Bech 00beM BKP,
JIOTUIHOCTD 1
MOCIEI0BATEIbHOCTh
MOCTPOEHUS JTOKJIa/1a
HECYIIECTBEHHO HAPYIICHBI;

- 00beM U opopmileHHE
JIEMOHCTPALIMOHHON YacTH
COOTBETCTBYET
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YCTaHOBJIEHHBIM TPEOOBAHUSIM;
- BpeMsi JOoKIIaaa
HECYIIECTBEHHO BBIXONT 3a
paMKH, YCTaHOBJICHHBIC B
[Tonoxxenuu o
rOCyJ1apCTBEHHOW UTOTOBOM
aTTecTaluu o0y4aroluXxcs B
®I'bOY BO «HNY «MDBNx;

- 00yyJaromuiics B LeJI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YEeTKO U MOHSTHO U3J1aracT
coJiepKaHue U CYyTh pabOTHI

- TOKJIa] 1
JIEMOHCTPAIIMOHHBINA MaTepUa
OXBAaTHIBAIOT OOJIBIIYIO YACTh
oobema BKP, normunocts u
MOCIIeZIOBATEILHOCTD
MIOCTPOEHHUS JOKJIaJa
HapYIICHBI;

- 00beM 1 opopmIeHHE
JIEMOHCTPAIIMOHHOW YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJia CYIIeCTBEHHO
BBIXOJHT 32 PaMKH,
yCTaHOBJICHHBIE B [lonoxeHnn
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluu oOy4aroluXxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaromuiics u3naraet
coJiepKaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JIOTIYCKaeT OIINOKHU B
WCIIOIh30BaHUU
npodeccnoHanbHOM
TEPMHUHOJIOTHH,

- IOKJIaJ] OTJINYAeTCs
ITIOBEPXHOCTHOM
aprymMeHTaluel OCHOBHBIX
MOJI0KCHHH;

- JIOTUYHOCTh U
MOCJIEZI0BATEIHLHOCTD
MOCTPOEHHUS TOKJIaaa
HapyIIeHBI;

- BpeMsl JIOKJIaJia CYIIECTBEHHO
BBIXOJIUT 32 PaMKH,
yctaHoBiieHHbIe B [lonoxxenun
0 rOCYAapCTBEHHOM UTOTOBOM
aTTecTaluy 00yJaroluXxcs B
PI'BOY BO «HNY « M3 »;

- 00ydJaromuiics u3naraer
coJIep’KaHue U CyTh pabOThI
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HEYBEPEHHO U JIOTHYECKH
HETOCIJIE0BaTeNBHO,
MOKa3bIBaeT cllabble 3HAHUS
IIpeaMeTa BBIITYCKHOMN
KBaTM(UKAITMOHHON pabOTHI;

Ha OCHOBE OT3bIBa 15
PYKOBOJMTEIIS 110 PEIICHUIO
I'DK

3 | OT3BIB pyKOBOJUTENS O
pabore

g1l W | O1

4 | OTBeTHI Ha BOMPOCHI oOydJaronuiics OTBEYaeT Ha 40
wieHoB 'OK BOIIPOCHI TPAMOTHBIM S3BIKOM,
SICHO, Y€TKO U MOHSITHO;
BOIIPOCHI, 33]JaBac€Mble
yineHamu ['OK, He BBI3BIBAIOT Y
00y4aroImerocs CymecTBeHHbIX
3aTpyAHEHUI;

4 oOydJarouiics OTBEYaeT Ha
BOIIPOCHI IPAMOTHBIM SI3BIKOM,
YETKO U MOHSATHO;
OOJIBIIMHCTBO BOIIPOCOB,
3ajaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00y4aroIerocs
CYIIECTBEHHBIX 3aTPyIHCHHUI,
3 Ha TIOCTaBJICHHBIE BOIPOCHI
oOydJarouuics oTBeYaeT
HEYBEPEHHO, JJOTHYECKH
HEIOCJIe0BATEIbHO,
JIOTTYCKaeT MOTPElIHOCTH,
nyTaercs B IpoecCuOHaAIbHOM
TEPMUHOJIOTUH;

2 oOyuaroluiicss HempaBUIbLHO
OTBEYAET HA [TOCTABIIEHHBIE
BOIIPOCHI WM 3aTPYIHAETCS C
OTBETOM

* — cyMMa BecoB mokazateneit gomkHa 0b1th 100%

Kaxnapiii wieH ['DOK BBICTaBISET OLEHKHM MO KaKIOMY IIOKA3aTENI0 B COOTBETCTBUHU CO
HIKAJION M KPUTEPUSIMHU OLIEHHWBaHUA pe3yabTaToB 3amuThl BKP. Onenka pe3ynbTaToB 3aliuThI
BKP kaxnbiv unenoM ['OK onpezensercs HHTETpalbHO € yY€TOM BeCa KaKJ0r0 MOKa3aTels.

Urorosast omenka 3a 3ammuty BKP omnpenensiercs xak cpenneapudmeTndeckas OIECHOK,
BbICTaBJIEHHBIX wieHamH ['OK ¢ okpyriieHnem 1o 11e510ro uncia.

6. YYEBHO-METOANWYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHHUE I'HA
ITpu noaroroBke k 'MMA cTyaeHT MOKET BOCIIOIb30BaTHCS

6.1 IleuaTHbIe U JJIEKTPOHHbIE U3IAHUA:

1. Munzos, A. C. IlpodeccuonanbHas »3Ttuka B cdepe HHPOPMAIHOHHON H
HKOHOMHUECKON Oe3omacHocTH : [MoHorpadus] / A. C. Mun3os, Hai. uccnea. yu-t "MOU", Un-
T uHpOpMAIl. 1 SKOHOMHUY. Oe3onacHocTH . — M. : BHUHreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .
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2. Ilerpenko, C. A. Aynut 6e3onacHoctu Intranet / C. A. Ilerpenko, A. A. Ilerpenko . —
M. : IMK Tlpecc, 2002 . — 416 c. — (MadopmanioHHbIe TEXHOJIOTHH 711 WH)KeHEpoB) . - ISBN
5-940741-83-5 .

3. bab6am, A. B. UadopmarimonHas 6€301macHOCTh: J1a00paTOPHBIN MPAKTUKYM : Y4eOHOE
nocobue / A. B. babam, E. K. bapanosa, 0. H. MenpHuKOB . — 2-¢ U31., cTepeoTun . — M. :
KnoPyc, 2013 . — 136 ¢. + CD . — (bakanaBpuar) . - ISBN 978-5-406-02760-8 .

4. babam, A. B. Kpunrorpadpuueckue meronsl 3ammrthl uHbopMmarnuu. T.3 : ydeOHO-
Meroandeckoe mocobue mo crnenuanbHocTH 080801 "IlpuknagHas wHbOpMaTHKa" U IPYrUM
MEXIUCIUTUTMHAPHBIM crienuaibHocTsM / A. B. babam . — 2-e uzn . — M. : PUOP : UHOPA-M,
2014 . — 216 c. — (Beicmiee oOpa3zoBanume . bakanaspuar) . - ISBN 978-5-369-01304-5 .

5. llly6un, B. U. BecripoBoaHbIe ceTH Niepeadn JaHHBIX : yueOHOE TOCOOUe IS BY30B 110
HarnpasieHuto 210700 "MHboOKOMMYHUKAIIMOHHBIE TEXHOJIOTMU M cUcTeMbl cBs3u" / B. .
Hly6un, O. C. KpacunenukoBa . — 2-¢ u3q . — M. : By3oBckas kuura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

6. IlpaBoBoe oOecredeHne KOHTpPOJIA, Yy4deTa, ayAuTa U CyAeOHO-PKOHOMHYECKOU
SKCIEPTH3bl : YYEeOHUK [JJs CTYJIEHTOB BY30B, OOYYalOIIUXCS MO IOPUAHUYECKUM,
9KOHOMHYECKUM HarpasieHusMm / E. M. Ammvapuna, H. M. Apremos, A. b. beuts, [u np.] ; pen.
E. M. Ammapuna . — 2-e u3f., nepepad. u gom . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bricuiee
obpa3zoBanmue) . - [Tox obmum pykosojcteom B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

7. Hao K. X. Uudopmannonnas 6e3onacuocts B ACY TII : marucrepckas aucceprauus /
Jao K.X., Hau. uccnen. yn-t "MOU", Kadenpa aBTOMAaTH3MpOBAaHHBIX CHUCTEM YIPABICHUS
texHosiornaeckumu mpoueccamu ( ACYTII) . — M., 2015 . — 87 c. - muccepTarusi TOJBKO B
AIIEKTPOHHOM BHUJIC,/IJISl UTCHHS MIEPEHANTE B 3JICKTPOHHYIO OMbarnoTeky MOU .

8. Kubepbe3omacHocTh 1U(POBON HMHAYCTPUU : TEOpUS U TMPAKTUKA (HYHKIIMOHATIHLHOM
ycroiunBocty K kubeparakam / JI. I1. 3erkna, E. b. Anekcannposa, M. O. Kanunus, [u np.] ;
pen. . I1. 3erxna . — Mocksa : I'opsiuas JIuaus-Tenekom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopote Tur. 1. - ISBN 978-5-9912-0827-7 .

9. I'anarenko, B.A. Crannaptsl nHpopmanronHoit 6ezonacuoctu. Kypce nekmuii : yauebHoe
nocobue JUisi BY30B [0 CHELMAIBHOCTAM B 00JaCTH MH(MOPMAIMOHHBIX TexHosoruid / B.A.
['anarenko ; Pen. B. b. berenun . — 2-e uzn . — M. : UnTepHeT-YH-T unpopm. Texnosnoruit, 2012
. — 264 c. — (OcHoBBI HH(pOpMATMOHHBIX TexHONOTHH) . - ISBN 978-5-9556-0053-6 .

10. ITanerun, B. ®. MapopmannonHas 6€30MaCHOCTb KOMIBIOTEPHBIX CUCTEM M CeTeH :
ydaeOHOe 1mocodue s CpeTHEro MPOoPECCHOHAIBHOTO 00pa30BaHUsl TIO TPYIITE CIICIHAIbHOCTEN
"Undopmaruka u BerurciautenbHas texuuka" / B. @. [Hanerun . — M. : ®opym : UTHOPA-M,
2012 . — 416 c. — (IIpodeccuonansHoe oOpazoBanue) . - ISBN 978-5-8199-0331-5 .

11. Capture the Flag [CTF]. WrpoBsie Mojenu MOATOTOBKH CHEIHAIUCTOB B cdepe
KOMIIBIOTEPHON 0€30MacHOCTH : [ydyeOHO-MeToau4ecKkoe nocodue uid npenonaasareneit] / A. 1O.
Eropos, A. C. Munsos, A. 0. Hesckuii, O. P. baponoB, MHXe€HEpPHO-IKOHOMHY. HH-T
HaluoHaibHOro wuccien. yn-ra "MOU", Kadenpa "besomacnoctn u MHpopmManmoHHBIX
Texnonoruii" (BUT) . — M. : BHUWreocucrem, 2018 . — 72 c. - ISBN 978-5-8481-0232-1 .

12. B. . ABepuenkoB- "Ayaut uH@opMaiuoHHOH Oe3omacHoctu", (4-e u3md., crep.),
N3natensctBo: "®JIMHTA", Mocksa, 2021 - (269 c.)

13. Tpodumos B. b., Temxun U. O.- "Okcneprasie cuctemsl B ACY TII", M3natenscTBo:
"Undpa-NUnxenepus", Bonorna, 2020 - (284 c.)

6.2 JInueH3noHHOE ¥ CBOOOIHO pacnpoCTPaHsieMoe MPOrpaMMHoOe obecneyeHue:
1. CHO "IIpomeTeit"
2. Office / Poccuiickuii makeT opUCHBIX MPOrpaMm
3. Windows / OnepaninonHas cucrema cemeiictpa Linux
4. Buneokondepenuuu (Maiina, Coepmxas, BK u p)
5. Aatuniaruatr BY3
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6.3 UuTepHeT-pecypcehl, BKJAKOYasA NPodeccHOHAIbHBIe 0a3bl JAaHHBIX U HH(OPMAILIHOHHO-

CIIPpaBOYHbBIC CUCTEMBbI:

1. 9BC Jlaus - https://e.lanbook.com/
2. 9bC "YHuBepcurerckass 0u0Ju0TEeKAa OHJIAMH" -

http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 31ekTpoHHas oudamoreka - https://elibrary.ru/

4. DneKTPOHHBIE pecypchbl H3aaTesbeTBa Springer - https://link.springer.com/

5. basza nannbsix Web of Science - http://webofscience.com/

6. ba3za nannbIx Scopus - http://www.scopus.com

7. HauuoHabHasi JIeKTPOHHAs1 0udmoTeka - https://rusneb.ru/

8. 9BC "KoncyabTaHnT ctyaenra' - http://www.studentlibrary.ru/

9. Kypnaa Science - https://www.sciencemag.org/

10. DnexTponnas 6udmmoreka MIU (36 MDIH) - http://elib.mpei.ru/login.php

11. Uudopmanuonno-cnpaBounas cucrema «Kogexce/Texakcnepr -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbITas yHUBepcuTeTcKas nHpopmaunonuas cucrema «POCCHUS» -

https://uisrussia.msu.ru

13. ®enepaabHblii moprai "Poccuiickoe oopazoanue" - http://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

ITpu noaroroBke k 'MA u nposenenus [ A ucnonb3yrorcs yueOHbIE ayIMTOPUHN U IOMEIICHNE
JUIS CAaMOCTOSITENIbHON paboThl oOyuaromuxcs. [IpumepHsblii nepeyeHb NOMEIeH! TPUBEICH B

TadmIe.
Tun nomenmeHus Homep ayauropuu, OcHalenne
HAaUMEHOBaHHUE
Ilomemenus mis HTB-201, CTOJI KOMITBIOTEPHBIN, CTOJI MUCbMEHHBIM,
CaMOCTOSATECIbLHOM KomnbrorepHblit CTYJI, IPUHTEP, KOHIULIUOHEP, BEIIATIKA JIJIs
paboTsl YUTAJIFHBIN 3251 OJICKIbI, CBETHILHUK ITOTOJOYHEIN C

JUOJHBIMU JIAMITIAaMU, KOMITBIOTEPHAs CETh C
BBIXOZIOM B IHTEpHET, KOMITBIOTEP
IIEPCOHAJIbHBIN

ITomemenust misa
KOHCYJIbTUPOBAHUS

M-511, Yuebnas
ayIuTOpUs

CTOJI IIPENoiaBaTelis, apTa, CTyll, KpaH,
MYJIbTUMEAUNHBIN IPOEKTOP, TOCKA
MapKepHas, KOMIBIOTEP NEPCOHATbHBIN

VY4eOHble ayIUTOPUH
JUISl TIPOBEJICHUS
IIPOMEKYTOUHOU

aTTecTaluu

M-511, YueOHas
ayTUTOpUS

CTOJI IIPENoAaBarelid, napra, CTyi, JKpaH,
MYJIbTUMEIUNHBIN IPOEKTOP, TOCKA
MapKepHasi, KOMIIbIOTEP I1E€PCOHAIbHBIN

VY4eOHble ayIUTOPUH

K-120, MammHHBIH

cepBep, KOHIAULUOHEP, KOMMYTaTOp

JUTSA TPOBEJICHUSA 3an MBI
IIPOMEKYTOUHOU
aTTeCTaluu
ITomemenus s K-202/2, Cknaxg | cremiax Uis XpaHEHHUsS UHBEHTAps, MIKad JUIs
XpaHEHHUst kadenpst BUT XpaHEHUs1 UHBEHTaps, mKad A JOKYMEHTOB,

o0opynoBaHus U
yueOHOT0 UHBEHTaps

CTOJ1, CTYJI, CBETHJIBHUK ITIOTOJIOUHBIN €
JIOMUHECIIEHTHBIMU JIaMIIaMU, KOMMYTaTop,
TyM0a, JIEKTPUUYECKUE PO3ETKH, 3allaCHbIE
KOMIUIEKTYIOIIUE /17151 000py10BaHUS,
nH(pOpMaIMOHHbBIE (MHTEPHET) PO3ETKH

ITomemenus s
CaMOCTOSITSILHOU

K-307, YueOnas
nabopaTopus

CTOJI MPETo1aBaTesi, CTOJI KOMIBIOTEPHBIH,
CTOJI Y4€OHBIH, CTYJI, KOMIIBIOTEP
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paboThI

"OTKpBITOE
IIPOrpaMMHOE
oOecrieuenue"

MepPCOHANbHBIN, CEPBEP, ANEKTPUUECKUE
PO3ETKH, KOMITBIOTEPHASI CETh C BEIXOJOM B
HutepHer, nHbOpMaIIMOHHBIC (MHTEPHET)
PO3ETKH, BEIIaJKa JIJIsl OJIeXKAbI, TymOa,
KOHAUIIMOHEDP, KOMMYTATOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTUMEIUMHBINA
IPOEKTOP

ITomemmenust misa
CaMOCTOSITEIbHOMN
paboThI

K-302, YuecOnas
nabopaTopus
"NudopmannoHHO-
AHAIUTUYECKUE
TEXHOJIOTUH"

CTOJI MIPETIO/IaBaTelIsA, CTOJI KOMITbIOTEPHBIH,
CTYJ1, KOMIIBIOTEp MIEPCOHANILHBIN, CepBep,
AIIEKTPUUYECKUE PO3ETKU, HH(POPMAITMOHHBIE
(MHTEpHET) PO3ETKU, CBETUIILHUK
MOTOJIOYHBIN C TIOMHUHECHEHTHBIMHU JIAMITAMH,
KOMMYTaTop, J0CKa MapKepHas, SKpaH,
MYJIbTUMEIUMHBINA IPOEKTOP, KOHIUILIUOHED
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