MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb

HaumeHnoBanune o6pa3zoBaTejbHOI mporpaMMel: be3onacHoCTh KOMNIBLIOTEPHBIX CHCTeM (IIPOABHHYThII
YPOBeHb)

YpoBeHnb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: Ounas

PabGouasi nporpaMmma JuCUUIIMHBI
BE3OITACHOCTb KPUTHYECKOU UTH®OPMAIIMOHHOHA
NHO®PACTPYKTYPbBI OBBEKTOB DOHEPI'ETUKH

bJaok:

Baok 1 «/Iucuuniaunsl (MoxyJim)»

Yactb 00pa3oBaTesIbHOI
NPOrpamMMblI:

Yacrsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IJIAHY:

180 yacoB

Jexknun

6 cemectp - 28 yaca;

HpaKTuquKne 3aHATHA

6 cemecTp - 56 yaca;

JladopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM MJIAHOM

KoncyabTanuu

6 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

6 cemecTp - 93,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

BKJIIOYAS:
KontpoabsHnas padora
JesoBasi urpa
TecTtupoBanue

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

6 cemectp - 0,5 yaca;

MocksBa 2025




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu BapoHoB O.P,
[IpenomaBaTelib NaerTbnratop RO0d76356-BaronovOR-7biaid7e O.P. baponos
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6paSOBaTeJ'ILHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

Soocasadid Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi




1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI

Ieab ocBOEHHS] TUCHMILUIMHBI. U3yUYEHHE TEOPETUIECKUX OCHOB oOecriedeHus] HHPOPMaIMOHHON
0€30MaCHOCTH Ha 00BEKTAaX KPUTHUECKOW MH(MOPMAIIMOHHON MH(PACTPYKTYpHI, a Takke mpuoOpereHue
NPAaKTHYECKUX HABBIKOB BHEIPEHUS MPOTPAMMHBIX M TEXHHYECKHX CPEACTB 3alIUTHl MHPOpMAIMHU, a
TakkKe pa3pabOTKM HOPMATUBHBIX JIOKYMEHTOB B oOiactu obecriedeHusi Ib Ha 00bEeKTaxX KpUTUYECKOM
nH(pOpMaMOHHON HH(PPACTPYKTYPHI SHEPreTHUECKON OTPACIIH.

3agaum JUCHMIIMHBI

- IOJIy4eHHE 3HAaHUH B 00J1aCTH 3aKOHO/IATEIIbHOTO U HOPMAaTUBHOI'O PErYJIIMPOBAHUS
UH(POPMALIMOHHOM 0€30MaCHOCTH 00BEKTOB KPUTHYECKONH MH(POPMALMOHHOW HHPPACTPYKTYPHI;
- IOJIyYeHHE 3HAaHUH B 00J1aCTH OCHOB IOCTPOEHHUS, CTPYKTYPBI U (YHKLIHOHUPOBAHUS
AIIEKTPUIECKON 1TU(POBOH TOICTAHIIHH;
- (hopMUpOBaHHME NIPAKTUYECKUX HABBIKOB B 00€CIIeYeHUH HH(POPMALIMOHHOM 6€3011acHOCTH
00bexToB KM Ha 0OCHOBE CHCTEMHOIO ITOIX0/A;
- (hopMUpOBaHHME NPAKTUYECKUX HABBIKOB B pa3pabOTKe JOKyMEHTOB B o0nacti obecneuenus b

oowexToB KNU.

dopmupyembie y 00yJaronerocs KOMNeTeHIMH U 3aIJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIETeHIIUIi

KOI{ U HAMMCHOBAHHEC
KOMIICTCHIMNH

KO}I 1 HAMMCHOBAaHHEC
HHAUKATOPA TOCTUKCHUS
KOMIICTCHIIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

PIIK-1 I'oToB 0OecrieynBaTh
3alUTy HHGOPMAITHH B
ABTOMATHU3MPOBAHHBIX
CHUCTEMaX B IPOIECCE UX
IKCIUTyaTaI|H

N-1pnk-1 AIMUHUCTPUPYET
CHCTEMBI 3aIUTHI
uH(popManuu
aBTOMAaTU3UPOBAHHBIX CHCTEM

3HATh:

- IepeyeHb TPeOOBaHUIM 3aIIUTHI
nHpopmanuu Ha oobekTax KHUU;;

- BO3MOXXHOCTH TIPOTPaMMHBIX U
TEXHUYECKHUX CPEJICTB MOHUTOPHHTA
3amuieHHocTu o0bexkToB KMU;.

YMETB:
- INIAHUPOBATh MEPOIIPUATHUS

MOHMTOPHHIA 3aIUILEHHOCTH 00BEKTOB
KHNMN.

PIIK-1 I'oToB 0bOecnieunBaTh
3amuTy HHpOpMaluu B
ABTOMAaTU3UPOBAHHBIX
CHUCTEMax B TIPOIIecce UxX
3KCIUTyaTaluuu

W/1-2pnk-1 Ynpasisier
3aIuUTON NH(pOpPMalUU B
aBTOMAaTH3UPOBAHHbIX
cucTeMax

3HATh:

- IPaBOBBIE OCHOBBI 3AIUTHI HHPOPMALIUU
Ha o0bekTax KUU;;

- IpaBUJIa KATETOPUPOBAHUS OOBEKTOB
KWW s>nepreTuky;.

YMETh:
- (hopmupoBaTh MEepeveHb U

MOCJIE0BATEIBHOCTh BBIITOJHEHUS
MmeponpusTuii o 3ammre KU o6bexkToB
SHEPIreTUKHU;;

- BBITIOJTHATH OCHOBHBIE PabOTHI IO
KareropupoBanuio oorekToB KN
DHEPIrETUKMU;.

PIIK-1 I'oToB 0OecrieunBaTh
3amuTy HHGOpMaluu B
ABTOMATU3UPOBAHHBIX
CHCTEMax B IIPOIIECCE UX
SKCIUTyaTaluu

NJ1-3pnk-1 Bemomnuser
MOHHUTOPHHT 3aIIUIIIEHHOCTH
uHpopMaluu B
ABTOMAaTH3UPOBAHHBIX
cucreMax

3HATh:

- nanmadr yrpo3 oobekram KN
DHEPTeTUKH M OCHOBHBIC BEKTOPHI aTaK Ha
HUX;;

- OCHOBBI KOHIICTIITUH IA(POBOIA




Koa u HaumeHoBaHue Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm
KOMIIETCHIINH HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

anektpuieckoit noacranuuu (LI1C);.

YMETh:
= BBIIIOJIHATH OCHOBHBIC HpOI_[eZ[ypr,
aHAJTM3UPOBATh HHPOPMALIHIO
MOHHUTOPHHTA U pa3pabaThiBaTh
PEKOMEHJIAIIMH 110 Pe3y/IbTaTaM aHaJIK3a;
- IPaBUIILHO IPUMEHSTH TPEOOBAaHUS
MIPABOBBIX ¥ HOPMATUBHBIX JJOKYMCHTOB
i1t obecrieueHus 0€30IMacHOCTH 00OBEKTOB
KHNMN.

2. MECTO JJUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JucuunimHa OTHOCHUTCS K OCHOBHOW mpod)ecCHOHaIbHOM 00pa3oBaTeNbHOM MporpaMme
be3omnacHoCTh KOMIBIOTEPHBIX cHCTEM (IpOABUHYTHIH ypoBeHb) (mamee — OIIOII), nanpaBneHus
noarotroBku 10.03.01 Uudopmannonnas 6e3omacHoCTb, ypoBeHb 00pa3oBaHusi: Bbicliee 0Opa3oBaHUE -
OaxanaBpuar.

baszupyercs Ha ypoBHE cpeiHETO 0011ero 00pa3oBaHMUsL.

PesynbTarel 00y4ueHus, MOTYYCHHBIE TIPU OCBOSHUU JTUCIUTUIHHBI, HEOOXOIUMBI IPU BBITOJTHCHUN
BBIMTYCKHOM KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OpraHu3anus 3aiuThl 44 6 8 - 16 - - - - - 20 - Camocmoamesibhoe uzyuenue
nHdopmanuu Ha meopemuueckoz0 mamepuana: HopmatusHoe
o0bekrax KU perynupoBanue 6e3onacHocT 00bexToB KU
11 IIpaBoBoe 10 2 - 4 - - - - - 4 - Ha OCHOBe nousioxkeHuit mpukaza PCTIK
peryiaupoBaHue Poccun No239 ot 25.12.2017. CoctaB mep
6e3omacHoCTH 6e3omnacHocTH 3HaYMMBIX 00bekTOB KU B
o0nexToB KM COOTBETCTBUH C UX KATETOPUEH 3HAYNMOCTH.
1.2 KareropupoBanue 12 2 - 4 - - - - - 6 - Camocmoamenvroe usyyenue
o0wexToB KM meopemuuecko20 mamepuana: AHanu3 yrpos
1.3 DHepreTuka Kak cdepa 10 2 - 4 - - - - - 4 - 6e3omacroctn o0bekTaM KU sHepreTnku u
(I)YHKL[I/IOHI/IPOBaHI/IH HOCJ'Ie,IlCTBI/Iﬁ peaiin3anunu yrpos.
KHN. Camocmoamenvnoe uzyuenue
1.4 Oo0ecrieueHue 12 2 - 4 - - - - - 6 - meopemuuecko20 mamepuaja. ITousrue
6e30MaCHOCTH 3HauYUMBIX 00bekTOB KU 1 ux xateropuu.
3HAUUMBIX 0OBEKTOB Camocmoamenbhnoe U3yueHue
KUMW. meopemuuecko2o mamepuana: ®3-187 ot
26.07.2017r. «O 6e30macHOCTH KPUTHUECKOU
HHPOPMAIMOHHOW HHPPACTPYKTYPEI POy,
OCHOBHBIE TIOJIOKEHUS: CyOBEKTH H OOBEKTHI
KWW, noHATHSA, THUITBI ¥ BHBI.
H3yuenue mamepuanog 1umepamypHsix
UCHIOUHUKOB:
[1], 14-18
2 Konnenmus nudpoBoit 46 10 - 20 - - - - - 16 - CamocmosmenbHoe uzyuenue
AIIEKTPUIECKOI meopemuueckozo mamepuana: O0mas
nonctanun (LIIC) xapakTepuctuka ctangapta [EC 62351
2.1 OcHOBBI 10 2 - 4 - - - - - 4 - (Cybersecurity Standards). OcHoBHBIE
TrOCYJIapCTBEHHOU Mexauu3mMbl Ub nmpuMeHUTensHO K 00beKTaM
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MIOJIUTHKH B chepe

OHCPI'CTUKU.

SHEPreTUYECKOU Ilod20mogKa K npaKmu4ecKum 3aHAMUAM:
0€30MacHOCTH. [Monoxenus CTO 34.01 -21-004-2019 o
2.2 OCHOBEI 10 CTPYKTYpE M apXUTEKType MPOTrpaMMHO-
U pOBU3AIIH texHm4yeckoro kommrekca LIIC. Tpebosanust k
SHEPTeTHKH. unrerpanun LIIC B cuctemy ¢ poBoit
2.3 Konnenmus nudpoBoit 10 3JIEKTPUYECKOM CETH.
3JIEKTPUUYECKOI Ilo020mo6Ka K npaAKmMUu4ecKuM 3aHAMUAM:
MTOJICTAHITUH HAa OCHOBE Konnenmust nudpoBoi 3meKTpHIECKOH
OTKPBITOTO 00BEKTHO- MOJICTAHIIUM Ha OCHOBE OTKPBITOIO 0OBEKTHO-
OpUECHTHPOBAHHOTO opueHTHpOBaHHOTO cTtaHmapra MOK-61850.
cranaapta MOK- H3yuenue mamepuanoe numepamypHvix
61850. UCIOYHUKOB:
2.4 Crpykrypa 8 [3], 68-120
OpOrpaMMHO- [4], 14-35
TEXHHUYECKOTO
kommuiekca L{I1C.
2.5 Hamnpagienust 8
COBEPLICHCTBOBAHUS
3aIIUTH 0OBEKTOB
SHEPreTUKH OT
KuOepaTak u
JIECTPYKTUBHOTO
BO3JIEHCTBUS.
3 Oprasuzanys u 20 CamocmosamensbHnoe usyuenue
yIpaBJieHUE meopemuueckoz0 mamepuana: Ilapagurma
6€3011acHOCTHIO obecnieuerns 6e3onacHocTu 00pexToB KU
ob6bexkroB KU OHEPIeTUKU B KOHLIETIUU IIPEBEHTUBHOCTH
DHEPreTUKH 3alIUThI OT KHOepaTak.
3.1 locynapctBeHHast 10 Ilo020mo6Ka K npaKmuuecKum 3aHamuam:
cucTeMa OOHapyXKEeHHS, OmnpezneneHne TOMEHOB 0€30MaCHOCTH
NpeayNpexaeHHs 1 Pa3IMYHOTO YpOBHS TpeOoBaHuil ¢
JIMKBHUIALUH UCTIONIb30BAaHUEM MH/IyCTPUAIIBHOTO LIII03a
MOCIEACTBHI oe3onacHoctd koMnanuu ViPNet. CucreMsl
KOMIIBIOTEPHBIX aTaK MoHuTOpHHra 3amumeHHoctu cetu ACYTII u
(IT'ocCOIIKA). oOHapy)keHHs KnbepaTak Ha €€ KOMITOHEHTEI
3.2 Texnonorus 10 ISIM kommnanuu Positive Technologies.
TIOJIKJTIOYEHHS Camocmoamenvroe usyuenue

3HAYMMOro 00BEKTa

meopemu4ecKozo mamepuaia. Cucrema c6opa

6




KWW >nepreTuxu k
uentpy ['ocCOITKA

COOBITHH: CTPYKTYypa, KOMIUIEKC MPOTrPaMMHBIX
U NIPOTPaMMHO-aNIapaTHBIX KOMIOHEHTOB.
ITodz0mogKa K npaKmuyecKuUM 3aHAMUAM:
[TepedeHp, 00BbEM U MOCIIEIOBATEILHOCTD
paboThI o moaKIFoUeHUI0. Pa3paboTka
KOMIUIEKTa JOKYMEHTALMH IS OAKITIOYEHHS.
Camocmoamensnoe uzyuenue
meopemuueckozo mamepuana: I1onsatue,
HIOJIOXKEHHE, [IeJIH, 331a9d U CTPYKTypa
cucteMsl. Perynmuposanune I'ocCOIIKA.
[Mopsiiok NOAKIIIOUSHHSI 3HAYUMBIX 00BEKTOB
KHNU x I'ocCOIIKA.

H3yuenue mamepuanog 1umepamypHsix
UCHMOYHUKOG:

[2], 24-29

Opranuzanus coopa
HHPOPMALIIHT O
cobOpITusax ot LIIC.

20

4.1

Cuctema cbopa
COOBITHI: CTPYKTYpA,
KOMILJIEKC
NPOrPaMMHBIX H
MPOrpaMMHO-
anmnapaTHbIX
KOMITOHEHTOB

10

4.2

Opranuzanus
(buKcay 1 XpaHeHHs
nHpopmanuu B
KypHaJax cOOBITHH

10

Iloozomogka pacuemnvix 3a0anuii: 3a1aHus
OpHEHTHUPOBAHBI Ha PEIICHNS MUHU3a1a4 110
paszgeny "Opranmsanus coopa HHOOPMAIHH O
cobprrusix ot LTIC.". CTymeHTH HE0OX0IIMMO
MTOBTOPUTH TEOPETHICCKIIA MaTepHal,
pa3o0pate MpUMepHI PEIICHUS AaHATIOTUIHBIX
3a/1a4. MPOBECTH PAaCUYETHl IO BApUAHTY 3aJaHUs
U C/IeNaTh BBIBOJIBL. B KadecTBe 3amaHus
HCTIONIB3YIOTCS CIEYIOIINE YIIPAKHEHHS:
CamocmoamensHoe usyuenue
meopemuyueckozo mamepuana: VI3ydaenue
JIOTIOJTHUTEIFHOTO MaTepuana 1o pa3aeny
"Opranmzanus coopa HHPOPMAIHH O COOBITHIX
ot LIIIC."

IIposedenue Ikcnepumenma: Pabota
BEITIOJTHACTCS 110 MHAWBUAAYAIBHOMY 3aIaHUIO.
JIis mpoBeIeHHsI UCCIICIOBAHMS IPUMEHSICTCS
cienyromniee 000pyI0BaHUE:

Iloo2omoexa kK npakmuuecKum 3aHAMUAM:
M3yuenne marepuana o pasaeny
"Opranamuzanus cOopa HH(POPMAIUK O COOBITHIX
ot LII1C." moAroToBKa K BBIMOJHEHUIO 3aJaHUI
Ha MPAKTHYCCKUX 3AHITHIX

Iloozomoexa kypcosoii padomoui: Kypcosas

7




paborta npezacTaBieHa B BUAE KPYIHOH 3a1auu
1o y4eOHOMY KelCy, OXBaThIBaIOIICH
HECKOJIBKO PAaCUETHBIX BOIIPOCOB M BBIOOD
BapHaHTa MIPOEKTHOTO perreHus. [Tpumep
3aaHAS:

Ilo020moeKka K KOHmMPOIbHOU padome:
Wzydenne maTepuaioB Mo pa3nery
Opraamsanus coopa HHGOPMAIUH O COOBITHIX
ot LIIC. n moaroroBka K KOHTPOJIBHOH paboTe
Iloozomogka doknada, gblcmynieHusA:
3ajaHue CBS3aHO C YIIyOJCHHBIM U3y4EHUEM
pa3aenoB AUCHUILUIMHBI U CAMOCTOATEIBHBIM
MIOUCKOM MaTEpHaJIOB JUIsl PACKPBITHS TEMBI
JIOKJIana. MaTepuaibl BBIIOJHEHHOH paboThI
MIPEJCTABIIIOTCA B JICKTPOHHOM BHJIE WIH B
(opMe pacriedaTaHHBIX PE3EHTAIMOHHBIX
cinaiizioB. B xauecTBe TeM JOKIIAIOB CTyICHTAM
MIPeUIaratoTCsl CISAYIOINE BAPHAHTHI:
Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka JOMAITHETO 3aJaHUS HAIpaBJICHA
Ha OTPabOTKy YMEHUH peIeHHs
npodeccuoHaNbHbIX 3aaa4. JlomaliHee 3a1aHue
BBIJIAETCA CTYICHTAM I10 U3YYEHHOMY B pasjiene
"Opranuzanus coopa HHPOPMaIUHU O COOBITHX
ot LUIIC." maTepuany. JlonogHUTETHHO
CTYZCHTY HEOOXOIUMO U3YyUUTH JTUTEPATYPY U
pa300paTe MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3amanuil. [IpoBepka qOMaIIHEro 33 aHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboTtam.

1lo020mo6Ka K ayoumopHnovim 3aHAmMuAM:
ITpopaboTka JeKunH, BBIOJIHEHHE U
MOJITOTOBKA K 3amuTe 1ab. paboThI
Iloozomoeka K rabopamopnoii padome: J1ns
BBITIOJTHEHUS 33/IaHUH 10 TabopaTopHOi paboTe
HEO0XOIUMO NPEABAPUTEIHHO U3YyIUTh TEMY H
3aJ1a4¥ BBITIOJHEHNUS 1Tab0paTOPHOH paboTsh, a
TaK K€ U3y4UTh BOIPOCHI BAPUAHTOB
00paboTKH pe3ysIbTaTOB 110 U3YUEHHOMY B
paszene "Opranuzaiys coopa HHPOpMaIHHU O
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coobrTusix ot LI1C." marepuaiy.

Ilodzomogeka Kypcosozo npoexma: KypcoBoii
MIPOEKT BBIIOJIHSETCS 110 UHIUBHIYILHOMY
3amaHnio. B pamkax paboTeI HEOOXOIUMO
paccunTaTh OCHOBHBIC TTOKa3aTeNN paboThI
000pyI0BaHNUs, BEIOPATh ONITUMAIIEHOE
peumienue. KypcoBoil IpoeKT npeaycMaTpruBaeT
MOSICHUTENBHYIO 3aITICKY C pacueTaMy 1
rpadudeckyro 4acTb. B 3ananue Bxoaut pacuer
CIEIYIOUINX IToKa3aTeneil:

Iloozomogka pacuemuo-zpaduueckozo
3adanua: B pamkax pacyeTHO-rpayecKoOro
3aJaHus BBIIOJIHACTCA YE€PTEIK KOHCTPYKIIUU.
JI7151 BBITIOJIHEHUS YEPTEKEN BBIIOIHIKOTCS
mpeaABapUTEIIbHBIC PACYETBl OCHOBHBIX
MoKazaTesiel, KOTOphIe YKa3bIBaIOTCS Ha
yepTexe. 3agaHue BHIOIHACTCS
WHIMBHUIYaJIbHO 110 BapuaHTaM. B kauecTBe Tem
3a7aHusI IPUMEHSIOTCS CIIETYIOIINe:
Ilposedenue uccnedosanuii: Pabora
BBITIOTHACTCS 110 HHANBUIyaTbHOMY 331aHHIO.
Jlnst mpoBeieHus UcCle10BaHUS IPUMEHSETCS
CIIEIYIOIINE MaTepHaIbl:

IlodzomogKa K meKkyuiemy KOHmMpOJio:
IToBTOpEeHue MaTepuana no pasaeny
"Opranuzanus coopa HHPOPMaIUHU O COOBITHSX
ot LIIIC."

Ilodzomoeka pepepama: B pamkax
pedepaTiBHON YacTH CTYJAECHTY HEOOXO UM
IIPOBECTH 0030p JIUTEPATYPHBIX HCTOYHUKOB I10
BBIOpaHHOW TeMe, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHU C TEMOH pedepara,
TOATOTOBUTD MPE3CHTALNIO JIJI BBICTYIIJICHUSA
0 pe3ysbTaTaM padOTHl HA CEMUHAPCKOM
3aHATHH. B KadecTBe TeM pedepaTa CTYICHTY
MIPEJUIaraloTCsl CIeAYIONNEe BAPHAHTHI:

IIporpammHsble U
IIPOrpaMMHO-
annaparHele peleHus

14

Iloozomoexa kK meKkyuiemy KOHmMpOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"[IporpaMMHBIE ¥ IPOTPaMMHO-aNIIapaTHBIE
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s 0obextoB KN
JHEPIeTUKH.

pemenus s 00bekToB KU sHepretuku.”
IIpogedenue uccnedosanuii: Pabora

5.1

IIporpammuo-
anmnapaTHble pelieHus
0€e301acHOCTH
poccuiickux
MIPOU3BOJUTENEH A1
oowsexToB KM
SHEPTeTHKH.

5.2

[lepciekTHBBI pa3BUTUS
MIPOTPaMMHOTO U
MPOTPaMMHO-
anmapaTHOro
obecrieyeHus
0e30MacHOCTH
o6bpexkroB KU
9HEPIEeTUKH.

BBINOJIHACTCS [0 UHAUBUAYAIBHOMY 3a/IaHHIO.
JInist IpoBeICHNS HCCIIEIOBAHMSI IPUMEHSIETCS
CJIEAYFOIINE MAaTePHAbL:

Iloozomoeka peghepama: B pamkax
pedepaTHBHOM YacTH CTYyIEHTY HEOOXOIMM
MIPOBECTH 0030p IUTEPATYPHBIX HCTOYHUKOB IT0
BBIOpaHHOW TeM€E, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHU C TEMOH pedepara,
MOJITOTOBUTH IIPE3CHTAIUIO [T BBICTYIIICHUS
IO pe3yJbTaTaM paboThl HA CEMUHAPCKOM
3aHATHH. B KauecTBe TeM pedepaTa CTyIeHTY
MIpeUIaraloTCs CIeyIoIe BApHAHTHI:
Iloozomogka pacuemupix 3adanuii: 3aianus
OpPHEHTHPOBAHBI Ha PEIICHI MHUHN3a/1a4 110
pazneny "[IporpaMMHbIE U IPOTPAMMHO-
ammapartHele penieHns A oobexkro KU
sHepreTuku.". CTyIeHTH HeOOXOIIMMO
MOBTOPUTH TEOPETHUECKUI MaTepHall,
pa3o0path NpUMeEpHI PEIICHNS aHATOTHYHbBIX
3a7a4. MPOBECTH PACUYETHI 110 BAPHAHTY 3aJaHUS
U cJleNaTh BEIBOJBL. B kauecTBe 3amaHus
HCTIONB3YIOTCS CIEIYIONNe YIPAKHEHHS:
Camocmoamenvroe usyuenue
meopemuuecko2o mamepuana: VIsyaenue
JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
"I[IporpamMMHbI€ ¥ IPOTrPaMMHO-aNapaTHbIE
pemenns st oopekroB KM sHepreruku.”
Ilposedenue Ixcnepumenma: Pabora
BBITIOTHSACTCS 110 HHANBUIyaTbHOMY 33/1aHHIO.
Jlns npoBeneHNsl UCClIe0BaHMs IPUMEHSIETCS
cienytomiee 000pya0BaHHE:

ITodzomoska Kk npakmuyecKum 3aHAMUAM:
M3yuenne marepuana o pasueny
"[IporpaMMHBIE ¥ IPOTPAMMHO-AIIIapPaTHBIE
pemenus it oopektoB KM sHepretukn.”
MIOJITOTOBKA K BBITTOJIHEHHIO 3aJaHUN Ha
MPAaKTUYECKUX 3aHATUIX

Ilodzomogxa Kypcosou padomui: Kypcopas
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paboTa mpejcTaBiIeHa B BUJIE KPYITHOM 3a1aun
1o y4eOHOMY KelCy, OXBaThIBaIOIICH
HECKOJIbKO PACUYCTHBIX BOIPOCOB U BEIOOP
BapHaHTa MIPOEKTHOTO perreHus. [Tpumep
3aaHAA:

Ilo020moeKka K KOHmMPOIbHOU padome:
Wzydenne maTepuaioB Mo pa3uery
[IporpamMMHBIe ¥ IPOTPaMMHO-AIIAPATHBIE
pemenns st oopektoB KM sHEepreTuku. n
MOJITOTOBKA K KOHTPOJIBHOI paboTte
Iloozomogka doknada, gblcmynieHuA:
3ajaHue CBA3aHO C YIIyOJCHHBIM U3y4CHUEM
pa3aenoB JUCHUILUIMHBI M CAMOCTOSTEIBHBIM
MIOMCKOM MaTepHaiOB JJIsl PACKPBHITUS TEMBI
JI0KJIaaa. MaTepuaibl BBIOJIHEHHOH paboThI
MIPECTaBILIIOTCS B JICKTPOHHOM BHJE WIH B
(opMe pacrieqaTaHHBIX MPE3EHTAIMOHHBIX
cinaiizioB. B xauecTBe TeM JOKIIAOB CTyICHTaM
MIPeUIaratoTCsl CIeAYIOINEe BAPHAHTHI:
Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka JOMAITHETO 3aJaHUS HAIpaBJICHA
Ha OTpabOTKy yMEHUIl peneHus
npodeccuoHaNbHbIX 3aaa4. JlomaliHee 3a1aHne
BBIJIA€TCA CTYACHTAM I10 U3Y4EHHOMY B pasjiene
"[IporpaMMHBIe U IPOTPAMMHO-AMIIapaTHbIE
pemenus g oosekroB KM sHepreruku.”
MaTepuany. JJOmoHUTEeTbHO CTYACHTY
HEO0XOIMMO U3yUUTh JUTEPATYPY U pazo0pars
MIPUMEPHI BBITIOTHEHUS ITOTOOHBIX 33 JaHHH.
[IpoBepka goOMAaIIHETO 3aJaHHS TPOBOTUTCS TI0
MpeCTaBICHHBIM TUCEMEHHBIM pa0boTaM.
Ilod20mogKa K ayOumopHvim 3aHAMUAM:
[TpopaboTka JEeKINH, BEIOJTHEHUE U
MIOJITOTOBKA K 3amuTe 1ab. paboThI
Iloozomoeka K rabopamopnoii pavome: J1ns
BBITIOJTHEHUS 3a/IaHUH 10 TabopaTopHOi paboTe
HE00X0IMMO TIPEABAPUTEIHHO U3YUUTh TEMY U
3a[a4H BBITIOJTHEHNUS 1Tab0paTOPHOH paboTHI, a
TaK K€ U3yYUTh BOIPOCHI BAPHAHTOB
00pabOTKU Pe3yNILTATOB 110 H3YYCHHOMY B
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paznene "lIporpaMMHBIe U IPOTPAMMHO-
anmnapaTHble pemenus 1 oobextoB KN
JHEpreTUKu." Marepuanty.

Ilodzomoeka Kypcosozo npoexma: KypcoBoit
MPOEKT BBITIOJIHACTCS [0 HHANBUAYATbHOMY
3amaHnio. B pamkax paboTel HEOOXOIUMO
paccunTaTh OCHOBHBIC TTOKa3aTeNn paboThI
000pyI0BaHNUs, BEIOPATh ONITUMAIIEHOE
pemienue. KypcoBoil IpOeKT npeaycMaTprBacT
MOSICHUTEILHYIO 3aITUCKY C pacueTaMy U
rpaduyeckyo 4acTb. B 3aqanue BXoauT pacuer
CIeAyIOIINX MoKa3aTeei:

Ilooz0mogka pacuemuo-zpaguueckozo
3adanua: B pamkax pacyeTHO-rpayecKoOro
3aJaHus BBIIOJIHACTCA YE€PTEIK KOHCTPYKIIUU.
J1J1s1 BBITIOJTHEHUS! YePTEXKEN BBITOHSIIOTCS
IIpeABapUTEIbHBIC PACUEThl OCHOBHBIX
MoKazaTesiel, KOTOphIe YKa3bIBaIOTCS Ha
yepTexe. 3agaHue BBINOIHACTCS
MHIMBHIYaJIbHO 110 BapuaHTaM. B xkauecTBe TeM
3aaHusI IPUMEHSIOTCS CIISYIOUINE:

Ok3ameH 36.0 - - - 0.5 - 335
Bcero 3a cemecTp 180.0 28 - 56 0.5 60 335
Hroro 3a cemecTp 180.0 28 - 56 2 - 0.5 935

IIpumeuanue: Jlex — nexunu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoekram/padoram; MKKII — unanBuyanbHble KOHCYIbTAlMU 0 KYpPCOBBIM NpoekTam/padoram; ['K- rpymnnoBsie KOHCYIbTAlUH 110 pa3aeaam
mucuuruinHel; CP — camocrostenbHas paborta crynenTa; UKP — unas konraktHas padota; TK — Texymmii KoHTpodb; [TA — npomexxyrouHas

aTrTecranusa
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3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Opeanuszayus sawumot undopmayuu na obvexmax KUHU

1.1. IIpaBoBoe perynupoBanue 6e3onacHoctn 00bekToB KM

@®3-187 ot 26.07.2017r. «O 6e30MacHOCTH KPUTHIECKOH MH(DOPMAIIMOHHON MH(PPACTPYKTYPHI
P®y». OcHoBHBIC TONOXKEHUSA: CYOBbeKThI U 00bekThl KWW, monsTHS, TUIIBI U BUIBL. «JlopoxkHas
KapTay 1O BHIMOIHEHHIO TpeboBaHuih ®3 «O 0e30MaCHOCTH KPUTHYECKOW HWH(POPMAIMOHHON
uHppacTpyKkTyphl PD..

1.2. KareropupoBanue 06sexToB KUN
[Tonsitue 3naunMbix 00bekTOoB KU 1 ux kareropuu. Ilepeuens o6wexkroB KMU: UC, ACY,
NTKC. Csszp KU ¢ unpopmannonusivu cucremamu ['MIC, MUC, uasimu UC..

1.3. DHepretuka kak chepa byakunonupoBanus KNN.

AHnamm3 yrpo3 6e3omacHocta o0bekTam KM sHepreTuku u MOCICACTBUN pealli3aluu yrpo3s.
AHanM3 COBPEMEHHOTO YPOBHS IU(GPOBHU3AIMKM JIHEPreTHUKH W TMEPCHEKTUBBI ee LudpoBon
tpanchopmaruu. [Ipobdrema uMnopro3aMenieHus B SHEPTETUKE U TTEPCIIEKTUBBI €€ PEIICHHUS. .

1.4. OGecneuenue 6e3omacHoCcTH 3HaUUMBIX 00BeKkTOB KUU.

HopmartuBHoe perynmupoBanue OezomacHoctd 00bekToB KM Ha ocHOBE MoOOKeHMIA MpHUKa3a
OCTOIK Poccun Ne239 ot 25.12.2017. CocraB mep 6e3omacHOCTH 3HauuMbIX 00bekToB KU B
COOTBETCTBUU C UX KaTETOpUEH 3HAYUMOCTH..

2. Konuenuus yudposou snexkmpuueckou noocmarnuuu (L{I1C)

2.1. OcHOBBI TOCYIAPCTBEHHOM MOJIUTUKH B chepe IHEPreTUIECKON Oe30acHOCTH.

OHepretudeckas crparerus Ha nepuol 10 2035 r. HamuoHanbHBIA IMPOEKT «OHEPAKUHET.
Peanuzamnus konnenumu «MHTepHEeTa DHEeprumy». JleleHTpaan30BaHHAs 3JIEKTPOIHEPTreTHUUecKas
cucremMa IDEA (Internet of Distributed Energy Architecture). OOmmii KOHTEKCT O€30macHOCTH
3HaunMbIX 00bekTOB KUU sHepreTuxm..

2.2. OcHOBBI LU (POBU3ALUHN SHEPTETUKH.

OO6muii koHTekcT 1M@poBu3zauuu. Ilmocsl u MmuHychl uudposuzanuu. CoBpeMeHHbIE
HanpaBieHuss LupoBoi TpaHchopmaruu sHepreTMkd P®. YpoBeHb HHTEIUIEKTYaJbHOCTH U
yHUpHUKaUU 000py10BaHUS. .

2.3. Konuenuus nudpoBoii 31eKTpUUeCcKOi MOJICTAHIIMN Ha OCHOBE OTKPHITOTO 00BEKTHO-
opueHTHpoBaHHOTO cTaHaapra MOK-61850.

Nnes cranpapra MOK-61850. OcHoBHBIE NOHATHS cTaHAapTa. [lepeuens pas3nenos cranmapra.
[Ipobniema obmena wuHopMalueil: TexHOJOruueckas, ymnpasieHdeckas. [Iporokosnbr oOMeHa
uHpopmanueit 00bexkToB 3HepreTuku GOOSE, MMS u ananu3 u3 3amuiieHHoctu. [lpeumyiectsa
LIIC. Vsazsumoctu LIIC..

2.4. CtpykTypa nporpaMmMHo- TexHuueckoro kommiekca LI1C.

[Monoxenns CTO 34.01 -21-004-2019 o cTpyKType ¥ apXUTEKType IPOTPaAMMHO- TEXHUIECKOTO
komruiekca IIIC. TpeboBanus k unterparuu LIIC B cucreMy mudpoBOil 3JIEKTPUUECKON CETH.
ABTOMaTH3UPOBAHHBIE CHUCTEMbl YIPABIEHUS TEXHOJOTUYECKUMHU MPOIECCaMU, CHCTEMBI
OIEpaTUBHO-TEXHOJIOITMYECKOTO U  ONEPAaTUBHO-IUCIETYEPCKOrO ynpasieHHs. KommiekcHas
cucreMa obecrieueHus 6e30macHOCTH U obecrieuenne napopmannonHoit 6e3omacuoctu LIIC..
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2.5. HanpaBiieHusi COBEpIICHCTBOBAHMS 3aLIUThI 0OBEKTOB YHEPIeTUKU OT KUOEpaTak u
JNECTPYKTUBHOTO BO3/IEUCTBUS.

O6mas xapakrepuctuka cranmapra IEC 62351 (Cybersecurity Standards). OcHoBHBIC
Mexanu3mbl b mpumeHuTenbHO K oObekTaM sHepreTuku. llepcrekTuBbl, ¢GOpMbI U CHOCOOBI
IIPAKTUYECKOI0 NMPUMEHEHMSI MOJIOXKEHUIM cTaHaapTa Ha o0bekTax sHepreTuku P®. IlepcnexTussl
pa3paboTKu TPeOOBAHWI B OTHOIIEHWW 0a30BBIX (YHKIHUKA W MHPOPMAIMOHHON OE30MacHOCTH
00BEKTOB EKTPOdHEpPreTHKH PD 1 co31aHus CHCTEMBI YAaJICHHOTO MOHUTOPUHTA. .

3. Opeanuzauus u ynpasierue besonacHocmvio 0owvekmos KHUU suepzemuxu

3.1. T'ocynapcTBeHHas cucTeMa OOHAPYKCHHSI, TPEAYIPEKACHUS U JTUKBUIAIINH ITOCICICTBUI
koMibroTepHBIX aTak (I'ocCOIIKA).

[TonsiTue, monoxeHue, LEIH, 3a7adyd U CTpyKTypa cucrteMbl. PerymupoBanue I'ocCOIIKA.
[Topsimok  monkimroueHuss  3HauuMbIX  00bekTOB KWW k  T'ocCOIIKA.  Opranuzanus
MH(OPMaLlMOHHOIO B3auMoecTBUs U oOMeHa Mex 1ty oobekTamu ['ocCOIIKA..

3.2. Texunonorus nogxiaoueHus 3Hauumoro oobekra KU suepreruku k nuentpy 'ocCOITKA

TexHonorust monkimoueHuss 3Hauumoro oowrekta KWW smepreruku k mnentpy ['ocCOIIKA.
[Tepedyerp, 00beM M TOCIEAOBATEIBHOCTH PAOOTHI IO MOJKIIOUCHHIO. Pa3paboTka KoMILIeKTa
JIOKYMEHTAITUH JIJISl TIOJIKITIOUYCHUS. Y CJIOBHS M YPOBEHB TEXHUYECKOW OCHAIIEHHOCTH JJIsi PabOTHI B
coctaBe ['ocCOIIKA. Ilopsimok mpeacrabieHuss nHGopMauu 00 MHIUMACHTaX OE30MacHOCTH Ha
oonexrax KUI..

4. Opeanuzauus coopa ungdopmauuu o coovimusx om LIIC.

4.1. Cucrema cbopa COOBITUI: CTPYKTYpa, KOMILIEKC IPOrPAMMHBIX U IPOIPaMMHO-
anmapaTHbIX KOMIIOHEHTOB

Cucrema cbopa cOOBITHI: CTPYKTypa, KOMIUIEKC MPOTPaMMHBIX M MPOrpPaMMHO-ANIMapaTHbIX
KOMIOHEHTOB.  CurnHanmuzanus  cocrosuuii  APMos, SCADA  cepBepoB, BTOPHUYHOIO
KOMMYHUKAITHOHHOTO 00OPYI0BAHHSI. .

4.2. Opranuzanus pukcauy ¥ XpaHeHus: HHGOpMaIuK B )KypHaiIax COOBITHH
Opranuzanusa ¢uKcauuu M XpaHeHUus HHPopMalUu B KypHajlax coObITHil. BcrpoeHHbie
MexaHu3Mbl 3amuTel MasterSCADA ..

5. Ilpoepammuvie u npocpammuo-annapamuvie pewteHus 01 oovexkmos KUU snepzemuxu.

5.1. IlporpaMMHoO-anmapaTHbIe peleHHs 6€30MacCHOCTH POCCUICKUX MPOU3BOIUTENEH [UIs
o0wvextoB KU snepreTuxy.

OO0m1ast xapakTepucTHKa U MepeYeHb MPOrPaMMHBIX U MPOrPaMMHO-ANINaPATHRIX PEIICHUN s
o0vexktoB KMUM suepretuku. CpexactBa cermentupoBanus JIBC mnoacrannuu. OnpeneneHue
JIOMEHOB 0€30MacHOCTH Pa3IMYHOrO YPOBHS TPeOOBaHUM C HCHOJIB30BAHWEM HHAYCTPHAIBLHOTO
nuto3a 6e3onacHoctu komnanuu ViPNet. Cuctembl MoHuTOpHHTa 3amuiieHHocTH cetu ACYTII
oOHapy>keHHs kuOepaTtak Ha ee koMroHeHTs! ISIM kommnanuu Positive Technologies..

5.2. IlepcrieKTUBBI Pa3BUTHSI MPOTPAMMHOTO U MTPOTPAMMHO-ANMapaTHOTO 00ECTICYCHHS
6e3onmacHoctn 00bexToB KU 3HepreTux.

[Tapagurma obecmieuenust Oe3zomacHOCTH 00bekTOoB KWW  sHEpreTMkn B  KOHIETIIHH
MPEBEeHTUBHOCTU 3alIUThl OT KuOepatak. [lonuTHka BCTPOCHHOCTH MEXaHW3MOB 3alllUTHI B
OCHOBHOM TEXHOJOTHYECKUA (PYHKIIMOHAT OOBEKTOB. MexaHW3MBbl NMPEBEHTHBHOCTH PEAKIIMU Ha
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kuOepaTaky. AHanuTHUecKass o0OpaboTka cOOBITHH OE30MaCHOCTH Ha OCHOBE KOPPEISIMOHHBIX
METOJIOB M HCKYCCTBEHHOTO MHTEIIICKTA. .

3.3. TeMbl NPaKTHYECKUX 3aHATHH
1. Texuonorus noakiroueHus 3HaduMoro oowvekra KU snepreruxu k nientpy ['ocCOITKA.
[enoBas urpa;
2. l'ocynapcrBeHHas cucteMa OOHapyKEHUs, TPEIYINPEkKACHUS U JTUKBUAAIMH [TOCIEACTBHIM
KOMIIBIOTEPHBIX aTaK.;
3. HanpaBneHusi cOBepIIEHCTBOBAHUS 3alTUTHl 00BEKTOB SHEPTETUKU OT KHOepaTak u
JIECTPYKTUBHOTO BO3/encTBUs. JlenoBas urpa. (4 yaca).;
4. CtpykTypa nporpaMmMHoO- TexHuueckoro komruiekca LIIC. .;
5. HopmartuBHoe perynupoBanue 6ezonacHoctu oobekroB KNU. Jlenosas urpa.;
6. Kareropuposanne o0pexkToB KMU. JlenoBas urpa.;
7. Konnenuus LIIC Ha ocHOBE OTKPBITOrO 00bEKTHO-OPUEHTHPOBAHHOTO cTaHAapTa MOK-
61850.;
8. AHanm3 yrpo3 6e3onacHocTi oobekTam KM sHepreTky u mociuencTBuil peann3anum
yrpos.;
9. IlpaBoBoe perynupoBanue 6e3omacHocTd 00bekToB K. JlenoBas urpa;
10. IlepcnieKTUBBI pa3BUTUS IPOTPAMMHOTO M IPOTPAMMHO-ANIapaTHOTO 00ecTeyeHus
6e3onacHoctu 00bekToB KU sHepreTuky. ;
11. OcHOBBI IMPPOBU3ALINY PHEPTETUKH.;
12. [IporpammHO-amnmapaTHbIe perIeHus: 6€30MaCHOCTH POCCUHCKUX MTPOU3BOIUTEINCH JIIst
o6bekToB KU sHepreTuku.;
13. OCHOBBI TOCYIapCTBEHHOM MOJIMTUKH B chepe IHepreTudeckoi OezomacHocTH. [lemoBas
urpa.;
14. Opranuzanus coopa uapopmanuu o coosiTrsx ot LITIC. [lenoBas urpa..

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPETYyCMOTPEHO
3.5 KoncyabTauuu

Ayoumopuwie KoHCYIbMAyUU O Kypcosomy npoexkmy/pabome (KIIP)

1. KoHcynmpTammu HampaBlIeHbl Ha BBIIOJHEHHE pAa3lEIOB KYpPCOBOTO TIPOEKTa O[]
PYKOBOJICTBOM HAacTaBHMKa (IperojaBaTelns). B paMkax 4YacoB Ha TIpyNIOBbIE
KOHCYJIbTAIlMM pa3OuparoTcss HamOoJjiee BaKHBIE YACTH pACUETHBIX 3aJaHUil pasiena
"Opranuzanus c6opa uHGpopmaruu o coobrTusax ot LIIIC."

2. KoHcymbranmuu HampaBJeHbl Ha BBIIOJIHEHHE pa3/eloB KypCOBOTO TPOEKTa IOJ
PYKOBOJICTBOM HAacTaBHMKa (IperojaBaTelns). B paMkax 4YacoB Ha TIpyHIOBbIE
KOHCYJIbTAIlMM pa30OMparoTcss HamboJiee BaKHBIE YACTH pACUETHBIX 3aJaHUil pasena
"ITporpaMMHBI€ U IPOrpaMMHO-aNaparHele pemenus it o0bekToB KU snepretuxu.”

I pynnosvie koncynomayuu no pazdenam oucyuniunst (I'K)

1. HopmaruBHoe perynupoBaHue OezonmacHocTH 00bekToB KM Ha OcHOBe mOIOKEHUM
npukaza PCTOK Poccum Ne239 ot 25.12.2017.

2. Wnes cranmapra MDK-61850. OcHoBHBIC TOHATHS cTaHnaprta. llepedeHnp pasnenos
craggapta. IIpobrmema oOmeHa wuHGOpMAIMEH: TEXHOJOTUYECKAs], YIIPaBICHYECKAsI.
[Iporokonbel oomeHa uHpOpMainueir o0bekToB dHepreTukn GOOSE, MMS u ananus u3
samuuieHHocty. [Ipenmymecta LIIC. Ysazsumoctu HIIC.

3. OOcyxnenue marepuasioB o keiicam pazgena "Opranumzamusi cbopa uHOpManuud o
cobprtusix ot LIIC."
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4. OOcyxaeHue wmarepuaioB Mo Keiicam pazzgena "[IporpamMmHble W IPOrpaMMHO-
anmapaTHsie permeHus 11 00bexToB KU snepreTukm.”
Hnousuodyanvhvie KoHcyibmayuu no Kypcosomy npoemy /pabome (MKKII)

1. Koncynpranuu nposoasrces mo pasneny "Opranuzanus cOopa MHGOpMaLUU O COOBITHIX
ot LIIC."
2. Koncynpranuu mnposoasrcs 1o paszeny "IlporpamMuble M NporpaMMHO-alIapaTHbIE
pemenust i o0bexToB KUU snepretuxm."”
Texywuii konmpons (TK)

1. CocraB mep OezomacHoCcTH 3HaYMMbIX 00bekTOB KN B COOTBETCTBUUM € MX KaTeropuen

3HaYMMOCTH.

[TonroToBKa K BBIMOJIHEHUIO TECTOBOTO 33/1aHUS

3. Koncynbranuu HampapieHbl Ha MOJIy4€HHE MHIUBHYaIbHOIO 33JaHUS JJIS BBIITOJIHEHHUS
KOHTPOJBHBIX MEpONpUsATHil Mo pazaeny "Opranuzanus coopa nHGoOpManuu 0 COOBITUIX
ot LIIIC."

4. KoHCynbpTanuy HarpaBlieHbl Ha MOJyYE€HHE WHIUBHUIYaIbHOTO 3aaHUs JJISi BHITOJIHEHHS
KOHTPOJIbHBIX MeponpusaTuii mo paszaeny "[Iporpammuble U nporpaMMHO-anapaTHbIE
pewenus i oobekroB KM snepretuxu."

N

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

3arIaHupOBaHHBIE PE3YAbTAThI 00YUEHUS 110

Howmep paznena

O11eHOYHOE CPEACTBO

Konbl JUCLUIUINHEI (B (TUII ¥ HAUMEHOBAHUE)
JTUCIUILINHE
WHIMKATOPOB | COOTBETCTBUU C 1.3.1)
(B COOTBETCTBUH C pa3zeiioM 1)
1]2]3]4]5
3HaTh:
BO3MO>XHOCTH IPOTPAaMMHBIX U TEXHUUECKUX CPEICTB V-Lpica + Henosas urpa/KonrtponbHoe 3aganue 2 (aenaoBas
MOHHUTOPHHTA 3aIUIIEHHOCTH 00bekToB KU urpa)
nepevyeHb TPeOOBaHM 3alUThl HH(GOpMAIMK HA W1 + HenoBas urpa/KontponbHoe 3aganue 2 (aemaoBas
obwvekTax KNU; H-Lpmks urpa)
npaBmwiia kareropupoBanus oobexkroB KNUN V26 + Henosas urpa/KontponbHoe 3aganue 3 (xenoBas
SHEPTETHUKHU; ] urpa)
MIPABOBbBIE OCHOBBI 3AIUTHI HH(OPMALIMK HA 00BEKTaX KonTponbnas pabora/KonTtponbHoe 3aaanue 1
KUUY; (memoBas urpa)
W/I-2prik-1 + | +
Jenosas urpa/KontponbHoe 3aganue 3 (nenoBas
urpa)
OCHOBBI KOHLIENIINU U(PPOBON 3JIEKTPUUECKOM KonTtponbHas padora/KonTponsHoe 3ananue 1
noacranuu (LI1C); (menoBast urpa)
TectupoBanue/I[IporpaMmHbIe U TPOTPAMMHO-
N-3prk-1 +
anmapaTHsie perieHus 1t oobexToB KU
SHEPreTUKU.
TectupoBanue/Tect
na"madt yrpo3 oosektam KM snepreTiku u VTT-3prica + Henosas urpa/KonrponbHoe 3aganue 3 (aenaoBas
OCHOBHBIE€ BEKTOPHI aTaK Ha HUX; ] urpa)
YMersb:
TUTAHUPOBATh MEPONPUSATHS MOHUTOPHHTA V-Lpmca + Henosas urpa/KonrponsHoe 3aganue 3 (aenoBas
3amumeHHocTu oobexToB KU urpa)
BBITNIOJHATH OCHOBHBIE PA0OTHI IO KATETOPUPOBAHUIO V26 + KonTponbnas pabora/KonTponbHoe 3aganue 1
oowvexkroB KU snepreruky; ] (menoBast urpa)
(hopMHUpPOBATH MEPEUEHB U TTOCIICIOBATEILHOCTh V26 + Henosas urpa/KontposibHOE 3a1anue 3 (JiemoBast
BbINOJIHEHUs] MeponpuaTuil no 3anmre KMU o6bekToB ] urpa)

17




OHCPI'CTUKU,

IMpaBUJILHO NPUMCHATH TpGGOBaHI/ISI IMPaBOBBIX U

Henosas urpa/KonTposbHoe 3aganue 3 (nenoBas

HOPMATHBHBIX JOKYMEHTOB JIJII 00CCTICUCHHS W /I-3prik-1 urpa)

6e3onacaoctu 00bexToB KU

BBINOJIHATH OCHOBHBIC TIPOIICTYPHI, aHATTM3HUPOBAThH HenoBas urpa/KoHTtponbHoe 3ananue 2 (aeaoBas
nH(OPMAIIUI0O MOHUTOPHHTA U pa3padbaThiBaTh WJ1-3prik-1 urpa)

PEKOMCHAAH 110 PE3YyJIbTaTaM aHaJIn3a
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHEBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIHMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

®dopma peanuzanuu: 3anmra 3aaaHus
1. KontponbHoe 3ananue 2 (nenoBas urpa) (emosas urpa)
2. KontponbHoe 3aganue 3 (nemoBas urpa) (emosas urpa)

DPopma peanmzanuu: KommnerorepHoe 3aanue
1. [TporpaMMHBIe ¥ TIPOTpaMMHO-aIIapaTHbIe pemeHus st 00bekToB KU aHEepreTnkm.
(TectupoBanue)

dopma peanuzanuu: [TuceMenHas padbota
1. KonTponbroe 3ananue 1 (nemosas urpa) (KontpoisHas padbora)
2. Tect (TectupoBanme)

bamibHO-pedTUHTOBasA CTPYKTYpa AUCLUILINHBI SBISETCS NPUIOKEHUEM A.

4.2 TIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHUIJINHE

Oxzamen (Cemecmp Neb)
HToroBasi oOleHKa IO KypCy BBICTABISICTCS HWCXOAs W3 TojnokeHud cuctembl BAPC  kak
CEMECTpOBas M dK3aMEHAI[MOHHASI COCTaBIISIONIAs

B numnmnoM BeICTaBIsETCS OICHKA 3a 6 CEMCCTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECHHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. Pa3pabotka u BHeapenue komiuiekcoB P3A 1IIC ¢ pa3nuyHbIMU apXUTEKTypamMu
(ueHTpanu30BaHHasl, ACLEHTPANIU30BaHHas, TMOpuaHas) o TeMe: [IpoekTupoBanue u
nmabopaTopHOE MOJIeTMpOBaHUE KITt0UueBbIX 351eMeHTOB TexHosoruu P3A IIIC ¢ ucnonb3oBanueM
NOJUroHa uQpoBoi noacranuu. Jtan 2. [Ipomexxyrounsiii oryer : HUP / Han. uccnea. yn-t
"MOUN" (HUY"MBN"), Hentp HTU MOU "TexHonoruu TpaHCIIOPTUPOBKH 3JIEKTPOIHEPTUU U
pacripe/ielIeHHbIX HHTEIUIEKTyallbHbIX sHeprocucteM” ; pyk. TeMsl E. H. Kono6pomoB. — Mockaa,
2020. - 62 c.

http://elib.mpei.ru/elib/view.php?id=11184;

2. Abnyxamunos, I'. A. PazpaboTka METOAMKN aBTOMAaTU3UPOBAHHOTO MTPOEKTUPOBAHUSI CXEM
OTIepaTUBHOM OJIOKUPOBKHU IUPPOBLIX moacTanimii: 05.14.02 "DnekTpuyeckue CTaHIuU U
AIIEKTPOIHEPIeTUYECKUE CUCTEMBI" : AMCCEepPTalMsl KaHAuaTa TEXHUYecKuX Hayk / I'. A.
Abnyxanmunos, Hau. uccnen. yu-tr "MOU". — M., 2017. - 135 c.
http://elib.mpei.ru/elib/view.php?id=9391;

3. 1. M. Baznees, B. I'. Makapos- "KonHuenuus ynpasieHus HUPPOBBIMHU MOACTAHIMSIMU
oynymero", M3marenscTBo: "KazaHCKHil HAYYHO-HCCIIEIOBATEHCKAN TEXHOJIOTHIECKUT
yauBepeuteT (KHUTY)", Kazans, 2019 - (152 ¢.)
https://biblioclub.ru/index.php?page=book&id=612961;
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4. B. B. Cxsp- "O6ecneuenue 6e3onacHoctd ACYTII B COOTBETCTBUU C COBPEMEHHBIMH
crangapramu”, Usmatenscto: "Undpa-Umkenepus", Mocksa, Bomoraa, 2018 - (385 ¢.)
https://biblioclub.ru/index.php?page=book&id=493885.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Buneoxondepenuu (Maitna, Coepmxas, BK u ap);

5. SCADA TRACE MODE;

6. ModelSim;
7. ERwin Data Modeler.

5.3 UaTepHeT-pecypcsl, BKJIIOYast NpodeccHOHATbHBIE 0a3bl IaHHBIX U HH(POPMAIIHOHHO-

CIIPpaBOYHbIC CUCTEMBbI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0uM0JIM0TeKA OHJIANH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. ba3za nannbix Web of Science - http://webofscience.com/
4. ba3a nanabIx Scopus - http://www.scopus.com
5. Kypuaua Science - https://www.sciencemag.org/
6. Dnexrponnas o6udmoreka MOU (36 MOH) - http://elib.mpei.ru/login.php
7. OTKpbITasi yHuBepcuTeTcKas nHgopmanuonnas cucrema «POCCHSA» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

Tun nomeneHust Homep aynuropun, OcHaenue
HaHMeHOBaHHe
Y4eOHble ayAUTOpUH TS H-204, YueOnas rapTa co CKaMbeu, CTOJI IIPENoJaBaTeis,
MPOBEICHUS ayJIuToOpHUs CTyJ, TpUOYHa, TOCKa MEeJIOBasi, KOJIOHKU

TIEKIMOHHBIX 3aHITHHA U
TEKYIIEro KOHTPOJIS

3BYKOBBIE, MYJIbTUMETUIHBIN IPOEKTOP,
SKpaH

K-601, YueOnas
ayIuTOpUs

rapTa co CKaMbeH, CTOJI IPENOAaBaTes,
CTYyJ, TpuOyHa, JOCKa MeJloBas,
MYJIbTUMEAUNHBIN IPOEKTOP, IKPAH

Y4eOHble ayAUTOpUH IS
MPOBEACHUS
MPaKTUYECKUX 3aHATUH,
KP u KIT

M-510, YueOHas
naboparopus
UH(POPMAaIMOHHO-
AHAJIMTUYECKUAN
TEXHOJIOTUH -
KOMITBIOTEPHBIN KJ1acc

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANMHBINA IPOEKTOP, IKPaH,
JI0CKa MapKepHasi, KOMIIBIOTED
IIEPCOHAIIBHBIN, KOHIULUOHED

VYyeOHble ayIUTOPUH IS
MIPOBEICHUS
71a00paTOPHBIX 3aHATHH

M-510, Yuebnas
naboparopust
UH(POPMAIMOHHO-
AHAJUTUYECKNAN
TEXHOJIOTUH -
KOMITBIOTEPHBIN KJ1acc

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANMHBIA POEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIBIOTED
MIEPCOHAJIbHBIN, KOHIUIMOHED

VYyeOHble ayIUTOPUH IS
MIPOBEACHUS
IIPOMEKYTOUHON
aTTecTaluu

M-510, Yuebnas
naboparopust
UH(POPMAIMOHHO-
AHAJTMTUYECKNN

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANIHBIA POEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIBIOTED
NIEPCOHAJIbHBIN, KOHIUIIMOHED
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TEXHOJIOTHH -
KOMIIBIOTEPHBIN KJ1acC

K-120, MammHHBIHN 3a71

cepBep, KOHAULIUOHED

MBI
ITomemenus s HTB-303, JlekumnonHast CTOJI KOMITBIOTEPHBIN, CTYJ, CTOJ
CaMOCTOSTEIIbHOM ayIUTOPUS MMMCHMCHHBIN, BEIIIAJIKA JIJIS OJICHKIbI,
paboThl KOMITBIOTEPHAS CETh C BBIXOJOM B

HHTepHeT, KOMIIBIOTEDP NIEPCOHAIIbHBIN,
IIPUHTEP, KOHIULIMOHED

ITomenienus mis
KOHCYJbTUPOBaHUS

A-300, YueOnas
ayautopus "A"

Kpecio pabouee, mapra, CTeJUIax, CTOJI
IpernoaaBaTess, CTOJ y4eOHbIH, CTYI,
TpuOyHa, MUKPO(OH, MyTbTUMETUIHHBIHI
IPOEKTOP, FKPaH, JOCKa MapKepHasi,
KOJIOHKH, TEXHUYECKasl armaparypa,
KOHJJMIIMOHED, TEJIEBU30D

ITomewmenus st
XpaHeHUs 000pyOBaHUS
1 y4eOHOTO MHBEHTaPS

K-202/2, Cxman xadempbr
BUT

CTEIUTX ISl XpaHEHUS] HHBEHTAPS,
CTOJI, CTYJI, IKa( JJIs1 JOKYMEHTOB,
mkad UIs XpaHeHUsT THBEHTaps, TymO0a,
3aracHple KOMIUICKTYFOIIUE JJIsI
000py10BaHUs
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

bezonacHocTh kpuTHUECKON MHDOPMAIITMOHHON HHPPACTPYKTYPHI OOBEKTOB

OHCPICTUKH

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIIET0 KOHTPOJIA yCII€BAEMOCTH MO AUCHUILJIMHE:

KM-1
KM-2
KM-3
KM-4
KM-5

Kontponbroe 3ananue 1 (nenosas urpa) (KontpoasHas padora)

KontponbHoe 3aanue 2 (nenoBas urpa) (enosas urpa)

KontponbHoe 3ananue 3 (nenoBas urpa) (emosas urpa)

Tect (TectupoBanue)

[IporpaMMHBbIe U TPOrpaMMHO-aMnmapaTHbie petieHus a1 oobexktoB KU snepretuku.
(TectupoBanue)

Bujx npome:xyTo4HOI aTTecTanu — JK3aMeH.

Wnpnexc KM- | KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4 S
pasiena AT et Henenst 4 | 8 |10 | 12 | 15
KM:
Opranuzanys 3auThl THPOPMALUU Ha 00BEKTaX
1
K"
[IpaBoBOE perynupoBanue 6€30MaCHOCTH OOBEKTOB
11 + +
KU
1.2 KareropupoBanue oobextoB KN + +
1.3 OHepreruka kak cpepa pynkuuonuponanuss KUN. + +
Obecneuenne 6€30MaCHOCTH 3HAUUMBIX OOBEKTOB
1.4 + +
KUU.
Konuenmus undpoBoii anekTpruueckoi NoACTaHIUH
2
U13(9)
21 OCHOBBI rOCYJapCTBEHHOM MOJUTUKY B chepe + +
' HHEPreTUYECKON OE30MacHOCTH.
2.2 OcHOBBI 1TU(POBU3ALNH YHEPTETUKU. +
Konuenus nndpoBoii anekTpruueckoi moICTaHIuN
2.3 Ha OCHOBE OTKPBITOT0 00BEKTHO-OPUEHTUPOBAHHOTO + + +
crangapra MOK-61850.
24 CrpyKTypa nporpaMMHO- TEXHUYECKOT'O KOMILJIEKCa +
' LIIC.
Hanpasienust coBeplIeHCTBOBAHMS 3aIIUTH 0OBEKTOB
2.5 SHEPreTHKHU OT KuOepaTak U JeCTPYKTUBHOTO +
BO3JICHCTBYS.
3 Opraau3anys ¥ ynpasjieHne 0€30MacHOCTHIO

00bexToB KMMU 3HepreTuku
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3.1

['ocynapcTBeHHas cucteMa OOHapYKEeHUS,
MIPEIYIPEKACHUS U JTUKBUIAINH TTOCIEICTBUI
koMibroTepHBIX aTak (I'ocCOIIKA).

3.2

TexHoIorus MOAKIYEHNS 3HAaYUMOro oobsexta KN
sHepretuku K neHTpy ['ocCOITKA

Opranuzanus coopa HHPOpPMAIHH O COOBITUSIX OT
LIIC.

4.1

Cucrema cbopa COOBITHII: CTPYKTYpa, KOMILICKC
POTrPaMMHBIX M IIPOrPaMMHO-AMaPaTHBIX
KOMITIOHECHTOB

4.2

Opranuszanys GUKCaK U XpaHSHUS HHPOPMaIU B
KYpHaJax COOBITHHA

[TporpamMMHBIe ¥ IPOrpaMMHO-ANAPATHbIE PELICHUS
Juist 00bekToB KM sHepreTuky.

5.1

[IporpammHuo-anmnapatHbie pemieHust 0€30MacHOCTH
pOCCHICKUX TTpou3BoauTeNnel st 00bekToB KU
SHEPTeTUKHU.

5.2

[TepcrieKTUBBI Pa3BUTHUS MIPOTPAMMHOIO U
MIPOrpaMMHO-aNMNapaTHOTO 00eCTICUeHUSI
6e3omacHocTi 00bekToB KM sHepreTuku.

Bec KM, %:

20
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