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Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.05

TpynoeMKOCTh B 3a4eTHBIX
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7 cemecTp - 5;

Yacos (Bcero) no yueoHomy
MJIAHY:

180 yacoB

Jlekuuu

7 cemecTp - 32 yaca;

HpaKTuquKne 3aHATHA

7 cemecTp - 48 yaca;

JlabopaTopHbie padoThI

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

Kouncynbranuu

7 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

7 cemecTp - 97,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnasa koHTakTHas padora

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

BKJIIOYAS:
IlepexpecTHbI 0IIpOC

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

7 cemectp - 0,5 yaca;
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1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI

Lenb ocBOeHMS] NMCHUIIMHBI. TOJYyYEHUE CUCTEMATU3MPOBAHHBIX TEOPETUYECKMX 3HAHUM O
0a30BbIX MPHUHLUIAX W METOAAaX IOCTPOSHHS CHUCTEM 3aIlUThl HH(pOpMAIMU B KUOEPPUIUUECKUX
CUCTEMax, B TOM YHCJIe U Ha 00beKTax sHepreTuku PA; ocBOeHHE TUIIOBBIX METOOB MMOCTPOCHHS CUCTEM
3alIUTHI OT 0A30BBIX Yrpo3, H3yYEHHE OCHOB TEOPUU MH(POPMAIIMOHHON 0€30MacHOCTH, O3HAKOMIJICHUE C
po0JIeMaTUKOM 3aIuThl HHGOPMAIMU B KHOEpPU3NUECKIX CHCTEMax Ha COBPEMEHHOM STale pa3BUTHUS
UH(POPMALIMOHHBIX TEXHOJIOTUH.

33[{3‘11/1 AUCHHUITIMHbI

- ChopmupoBats npecTaBieHre 00 OCHOBHBIX MOJIOKEHUSIX TEOpUH WH(DOPMAITMOHHON
0€301MacHOCTH, METOI0JIOTUH 33Tl HH)OPMALMOHHBIX KOMMYHHUKAINH, OBJIaIETh OCHOBHBIMU
HOHSATHUSMH — YTPO3bI, YSI3BUMOCTH M PHUCKH B HH(POPMAIIMOHHOM 0€301acHOCTH.;

- M3yunTh cBOICTBA TEXHOJOTMYECKUX MPOLIECCOB C TOUKH 3PEHUS 3alIUTHl HH(pOpMaNny,
oOpabarbiBaeMoil B knOep(pu3nuecknx cucremMax.;
- JlaTh MOHATHE O KOMIUIEKCHOH 3amuTe HHPOPMaIK B KHOEp(HU3NIECKUX CHCTEMAX.;

- JlaTh XapakTepUCTUKY MPOOIEMATHKH 3alUTH HH()OpMAIK KHOep(HU3NIECKUX CUCTEM Ha
COBPEMEHHOM JTane pa3BUTUS HH(POPMAIIOHHBIX TEXHOJIOTHH, OTIPEICIUTh OCHOBHBIEC HAIIPABJICHUS U
NEPCIEKTHBBI PA3BUTHUS HAIIPABIICHHSL. .

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIETeHIIUIi:

KOI{ U HAMMCHOBAHHUEC
KOMIICTCHINH

KO}I 1 HAMMCHOBAaHHUEC
HHAUKATOPA TOCTUKCHUS
KOMIICTCHIIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

[TIK-2 Cnocoben
aJIMUHUCTPUPOBATH
CPEJICTBA 3AIIUTHI
uHpopmaiuu B
KOMIIBIOTEPHBIX CHCTEMaX H
CeTsIX

[1K-3.2nk-2 AIMHHUACTPUPYET
pOTrpaMMHO-aIapaTHbIE
CpeZCTBa 3aIIHUTHI
uHpopmanuu B
KOMITBIOTEPHBIX CETSIX

3HATh:

- HanpaBieHus 1 mepcreKTUBbI pa3BUTHS
CHCTEM 3aIlUThl UHPOPMALUU
KHOepPU3NYECKUX CUCTEM.;

- [IpobnemaTuky cucTeM 3aluThl
nH(popManuu KubepPU3NIeCKUX CUCTEM.;
- [IpyHIUIIBI M METO/IBI IOCTPOCHUS
KOMIUIEKCHBIX CUCTEM 3aIlIUThI
uHpopMaLUU KHOEPPU3NUECKUX CUCTEM..

YMETb:

- [IpuMeHsATh COBpEeMEHHBIC METOTUKU
aHaJIM3a MPOLIECCOB YIPABICHUS B
yueOHOM ITpoliecce.;

- O60CHOBaHO BBIOMPATH CTPATETHIO
yIpaBICHUS] pUCKaMU HH)OPMALTMOHHON
6e3omacHOCTH Kubeppuzndeckoit
CHCTEMBL..

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuuniamHa OTHOCHUTCS

K OCHOBHOM mpodeccmoHambHON 00pa3oBaTeIbHON MpOrpaMme

be3omacHOCTh KOMIBIOTEPHBIX cHCTeM (TPOABHHYTHIA ypoBeHb) (manee — OIIOIl), nampaBneHus
noarotoBku 10.03.01 Mudopmanmonnas 6e30mMacHOCTh, YPOBEHb 00pa30BaHUs: BHICIIEE 0Opa30BaHUE -

OakanaBpuar.

bazupyercs Ha ypoBHE cpeaHero o0mero oopa3oBaHusI.




P€3y.HBTaTI>I O6y‘ICHI/ISI, MOJIYYCHHBIC TPpHU OCBOCHUU JUCHUIIIINHBI, HCOGXOI[I/IMBI IIpU BbIIIOJITHCHHUN
BBITTYCKHOHN KBATM(PUKAIIMOHHON PaOOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnenbl/TeMbl § 5| e ™
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK p /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBHBIC TTOJIOKEHUS, 36 7 8 - 12 - - - - - 16 - Iloozomogka K meKywemy KOHmMpOJiio:
TEPMUHBI U [ToBTOpEeHue MaTepuaa no paszaety
ONpEJEIICHUS "OCHOBHBIE MOJIOKEHHUS, TEPMUHBI U
KnbepOe30acHOCTH ornpezeneHus Kubepoe30nacHoCTH
MH]TyCTPUATIBHBIX WHIIyCTPHAJIBHBIX CHCTEM."
CHUCTEM. Ilo0z0mogKa K ayoumopHsim 3auamusam:
11 OCHOBHBIC MOHATHSA 18 4 - 6 - - - - - 8 - ITpopaboTka neKnnH, BEIOIHEHUE U
KHOepOe30IacHOCTH MOJITOTOBKA K 3auTe 1ab. paboTHI
UHAYCTPHAJIBHBIX Ilodzomoeka doknada, evicmynienus:
CHCTEM. 3agaHue CBS3aHO C YIIyOJEHHBIM H3yYeHUEM
1.2 OrneHka 6€301aCHOCTH 18 4 - 6 - - - - - 8 - pazlleNoB AUCUMIIIMHBL U CAMOCTOSITEIbHBIM
Knoephu3nIecKnx MIONCKOM MaTEpHAJIOB JUISl PACKPBITHS TEMBI
CHCTEM. JIoks1aga. Matepualibl BBITOTHEHHOM paboThI

MPEACTABIIAIOTCA B OJICKTPOHHOM BUIC UJIN B
(dbopme pacreyaTaHHbBIX MPE3CHTAIUOHHBIX
craiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
MPEIaratoTCsl CICAYIOIINES BAPUAHTBI:
Ilo0zomoeka K KOHMPOILHOU padome:
Uzyuenne matepuanos 1o paznery OCHOBHEIC
TIOJIOXKCHUS, TEPMHUHBI U OTIPEICIICHHS
KHOEepOE30MaCHOCTH MHTYCTPHAIBHBIX CHCTEM.
Y TIOATOTOBKA K KOHTPOJILHOU paboTe
1lo020mo6Ka K nPAKMUu4eCcKuM 3aHAMUAM:
Nzydenne matepuana no pazaeny "OCHOBHbBIE
TIOJIOKEHU A, TCPMHUHBI U ONIPCIACTICHUA
krOepOe30MMacHOCTH UHAYCTPUATHHBIX CHCTEM.'
IIOATrOTOBKA K BBIIIOJIHCHUIO 33}13HI/Iﬁ Ha
MMPAKTUYCCKUX 3aHATHUAX




Camocmoamensnoe uzyuenue
meopemuuecko20 mamepuana: N3yuenue
JIOTIOJTHUTENIBHOTO MaTepHaia o pasjierny
"OCHOBHBIC TIOJIOKEHUS, TEPMUHBI 1
ompeneneHus Knbepoe30macHOCTH
HHAYCTPHAIBHBIX CHCTEM."

H3yuenue mamepuanos numepamypHsix
UCHMOYHUKOG:

[1], 28-33
2 OCHOBHBIE METOJIBI 72 16 24 32 Iloozomoeka K meKyuiemy KOHmMPOJiio:
3aUThl HHPOPMAIUU [ToBTOpEHe MaTepuaa no paszieity
0T 0a30BBIX YIpo3 B "OCHOBHBIE METO/IbI 3aLUTH HHPOPMAIMU OT
Kubephu3nIeCcKoit 0a30BbIX yrpo3 B kubepdusndeckoii cucreme."”
CHCTEME. Ilo0z0mogKa K ayoumopHnsim 3auamusm:
2.1 Konuenimu, METoaBI U 18 4 6 8 [IpopaboTKa JICKITUH, BBITOJIHCHHE U
CpeACTBa NPUMEHEHUS MOJIrOTOBKA K 3amure jJab. paboTh
KUOEpopyKHs. Ilodz0moexa K KOHmMPOILHOU padome:
2.2 Tunossle yrpo3sl U 18 4 6 8 W3zydenne maTepuanos no pasnerny OCHOBHEIE
YS3BUMOCTH B METOIBI 3aIMUTH HH(YOPMAIHH OT 0a30BBIX
cucTeMax yTpo3 B KHOepPU3NIECKOH cucTeMe. H
KHOEp3allIHTHL MOJITOTOBKA K KOHTPOJIBHOI paboTte
2.3 MeTob! BEIABIECHUS 18 4 6 8 Tloozomoexa Kk npaKkmuuecKum 3anamuam:
IIPOrPaMMHBIX Wzyuenne maTepuana o paszaeny "OCHOBHBIE
YSI3BUMOCTEH. METO/IbI 3aIUTHI HH(OPMALUK OT 0a30BBIX
2.4 O6ecrieyeHue 18 4 6 8 yrpo3 B kubepusnueckoi cucreme."
KrOepOe30MacCHOCTH IIOJICOTOBKA K BBLIMIOJIHEHUIO 3aJaHUN Ha
KOHEYHBIX TOYEK MPAKTUYCCKUX 3aHATHUAX
cHCTeM CamocmosamensbHnoe usyuenue
HHQOPMAITMOHHO meopemuyueckozo mamepuana: VI3yienue
HHPACTPYKTYPEI JIOTIONTHUTEIHHOTO MaTepralia o pasaery
OpraHu3alLiu. "OCHOBHBIC METO/IBI 3aIIUTH HHPOPMAIIAU OT
0a30BBIX yrpo3 B Kubeppusnueckoii cucreme."”
H3yuenue mamepuanog 1umepamyprbix
UCHOYHUKOB:
[1], 10-20
[2], 25-35
3 VYnpasnenue 36 8 12 16 ITodzomoeka Kk mexyuiemy KOHmMpoao:
“H(HOPMAITMOHHOM IToBTOpEeHue MaTepuana no pasaeny

0€30IMacCHOCTRLIO B

"Ynpasienue nHPOPMAITHOHHOMN




KknoepduznIecKux
cHCTeMaXx.

3.1

Konneniuu,
CTaHJAPTHI U METOJIBI
obecrieueHHst
KnOepOe30IIacHOCTH
KPUTHYECKIX

HHPPACTPYKTYP.

18

3.2

OCHOBHEIE
HAIMpPaBICHUS
obecnieueHus

KnOepOe30MmacHOCTH.

18

0€3011acHOCTBI0 B KHOEP(PHU3UYECKUX
cucremax."

Ilod20mogKa K ayOumopHim 3aHAMUAM:
ITpopaboTka IeKnnH, BEIOTHEHUE U
MOJITOTOBKA K 3amuTe 1ab. paboTHI
Ilodzomoeka doknada, evicmynienus:
3amaHue CBSA3aHO C YTIyOIeHHBIM H3YICHUEM
pa3/iesioB AUCIUIUINHBI U CAMOCTOSTEIbHBIM
MIOMCKOM MaTEpHAJIOB ISl PACKPBITHS TEMBI
JIoKJIaaa. MaTepuaibl BBIOJIHEHHOH paboThI
MIPEJCTABILIIOTCA B JICKTPOHHOM BHJIE WM B
(opMe pacriedaTaHHbIX MPE3EHTAHOHHBIX
ciaiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
MIpeUIaraloTCs CIeyIoIe BApHAHTHI:
Ilo020mo6Ka K KOHMPOILHOU padome:
N3ydyenne maTrepnalioB o pas3zenny Y IpaBicHUE
HHPOPMALMOHHON OE30MTaCHOCTHIO B
Kknbepdhu3nIecKnx cucremMax. u MoJroToBKa K
KOHTPOJILHOH paboTte

I10020mo6Ka K npaKmu4eckum 3auAmuam:
W3yuenue Matepuana no paszaeny "YnpapieHue
nH(popManMoHHOIT 6€30MaCHOCTHIO B
KkuOephU3NIeCKUX CUCTeMax." MOArOTOBKA K
BBITIOJTHEHHIO 33/IaHHUH Ha TIPAKTHYECKUX
3aHATHAX

Camocmoamenvroe usyuenue
meopemuyueckozo mamepuana: VIzyaenne
JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
"YnpasieHue nHPOPMAITHOHHOMN
0e30IaCHOCTHIO B KHOSP(HU3NIECKAX
cucremax."

H3yuenue mamepuanog 1umepamypHsix
UCOYHUKOG:

[1], 61-65

DK3aMeH

36.0

0.5

33.5

Bcero 3a cemecTp

180.0

32

48

0.5

64

335

Hroro 3a cemectp

180.0

32

48

0.5

97.5




IIpumeuanue: Jlex — nexnuu; Jlab — mabopatopusie padotsl; [Ip — npaktuueckue 3anatusi; KIIP — ayautopHbie KOHCYIBTAIIMN 110 KYPCOBBIM
npoektam/pabotam; UKKII — nnauButyanbHble KOHCYIBTALUH 110 KypCOBBIM IpoekTam/padotam; ['K- rpymnmnoBsie KOHCYIbTaIlMK 1O pa3ienaM
muctumuael; CP — camoctosarensHas padora cryaenta; MKP — nnas konraktHas padota; TK — Texymmii KoHTpoib; [TA — nmpomexyTouHas
aTTecranus



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHosHble nonodCceHUs, MepMUuHbL U onpedeieHus Kubepbe3onacHocmu uHOYCmpuaiIbHblx
cucmenm.

1.1. OcHOBHBIE IOHATHS KHOEPOE30MaCHOCTH UHYCTPHUAIBHBIX CHCTEM.

[Mudposas Tpanchopmanus npousBojcTBa. HoBble yrpo3sl 6e3onacHocTu. besomacHas cpena
¢dyHKkunoHMpOBaHUS HHOOPMAITMOHHBIX cucTeM. OIeHKa TEKYILEro COCTOSHUS KuOepPU3NIecKom
cucreMsl. O1eHKa CIOCOOHOCTH CUCTEMBI COMPOTUBIIATHCS JECTPYKTUBHBIM BO3/AEHCTBHSM. .

1.2. Onenka 6e30macHOCTH KHOEPPHU3HUECKUX CUCTEM.

KubepripoctpanctBo — HOBBI BUTOK 3Boytoruu IT cuctem. Ilonstue kubGepdusznyueckoro
oobekTa.  Cucremarmzamust — kuOepdusmueckux  cucreM. [Ipobimema  mH(pOpMATMOHHON
6e3omacHocTH kKubeppuzmueckux cucteM. Crernudurka OIMEHKH MHPOPMAIMOHHON 0€30MacHOCTH
kubeppusnyeckux cucreMm. [loxxonsl k wuH(MOpMANMOHHONH O6€30macHOCTH KHOEp(HU3NIECKUX
cucteM. OOmas cxema OUEHKH HH(DOPMALMOHHONW OE30MacHOCTH Pa3NUYHBIX  KJIACCOB
KHOep(HU3NIECKUX CUCTEM..

2. Ocrosnvie Memoobwi 3auiumosl MH(,bODMaMMM om _6a306bix Vepos3 6 KM6€Dd)M3MU€CKOZZ cucmeme.

2.1. KoHnenuuu, METOBI M CPECTBA TPUMEHEHHSI KHOSPOPYKHSI.

Mertonosnornyeckue MpUHLMIEL Kiaccupukanuu kubepopyxus. IIpobraemsl naeHTuUKaIU
UCTIOJTHUTENIEH M 3aKa3uiKoB KuOepaTak. OCHOBHBIE IPOOJIEMBI PEIICHHs 33aa9i HICH TU(DUKAIN
UCTOYHUKA KHOepaTaKH..

2.2. TUmoBkIe Yrpo3bl U YA3BUMOCTH B CHCTEMaX KHOEP3aIIUTHI.

Yrpo3sl U YA3BUMOCTH B MHUKpOCXE€Max. YTpO3bl U YA3BUMOCTH B KPHUOTOrpadUUYECKUX
anroputMax (crammaprax). [IpemHaMepeHHBIE YS3BUMOCTH B MU(POBAILHOM O000PYIOBAHUU.
VYSA3BUMOCTH  MPOrpaMMHOTO  o0ecredeHuss HH(POPMAIMOHHBIX CHUCTEM. YSI3BUMOCTH B
aBTOMOOWIAX. YSA3BUMOCTH OOPTOBOTO OOOPYJOBaHMS BO3JYIIHBIX CYIOB U POOOTOTEXHHUYECKHUX
KOMILIEKCOB..

2.3. Metoibl BBISBIIEHUS! IPOIPAMMHBIX YSA3BUMOCTEH.

Buzpsl 1 nmopsaok npoBeaeHHs cepTU(UKAMOHHBIX UCIBITaHU. TecTupoBaHue 0e30MacHOCTH
Koza. TunoBasi CTaTUCTUKA BBISIBICHUS YS3BUMOCTEN B IPOrpaMMHOM obecrieueHuu. MeponpusTis
[0 YCTPAHEHUIO YS3BUMOCTEH B KPUTHYECKUX HH(OPMALIMOHHBIX CUCTEMAX..

2.4. OGecneuenne knbepOe30nacHOCTH KOHEUHBIX TOYEK CUCTEM UH(DOPMAIIMOHHOM
UHPPACTPYKTYpPbI OpraHU3alHH.

TenneHuun pa3BUTHA KUOEpPYrpo3, HANPABICHHBIX Ha KOHEYHbIE TOYKU HH(PACTPYKTYpPHBIX
cucreM. TennmeHmus pocta OecailnoBeix arak. PocT ymepb6a oT aTak Ha KOHEYHBIE TOYKH.
Muposoii peiHok EDR-pemenuii. OcnoBubie mnatgopmsl Endpoint Detection and Response..

3. Ynpasnenue UHd)ODMClUUOHHOlZ be30nacHocmvio 6 Ku6€l7d)u31/lll€CKMx cucmemax.

3.1. Konnenuu, cTaHAapTH M METOJIBI 00ecriedeHus1 KuOepOe30macHOCTH KPUTHIECKUX
UHPPACTPYKTYD.

TengeHuu pa3BUTUS W OCOOEHHOCTH HHM(POBHU3ANMK TPOMBIIIUICHHBIX HHPPACTPYKTYP.
OreHka pUCKOB OE€30MACHOCTH B DHEPreTHUeCKUx cuctemax. CTaHIapThl M METOABI 00ECTIeUeHHS
K10ep0e30MacHOCTH B AJIEKTPOIHEPTETUUECKUX CTPYKTYpax..



3.2. OcHOBHBIE HarpaBlieHUs oOecrieueHus: KuobepOe30nacHOCTH.

KoHnenuum u crieHapuu «I[BETHOTO MPOTHBOCTOSHUSY. VIMUTAINS 1IEeTEBhIX aTak KaK OICHKa
6e3omacHoctr. OxoTa 3a yYrpo3aMH KakK <«IIPOAKTHBHBIM MeToa» KuOepsammrtbl. CTaHIapTHBIC
MHCTPYMEHTBHI JUIsl OPTaHU3aLUH IPOAKTUBHOT'O TTONCKA. .

3.3. TeMbl NIpaKTHYECKUX 3aHATHH]
1. 3. OcHOBHBIE ANTOPUTMBI (IIyTH) BHEIPEHUS «3aPAKEHHBIX» MUKPOCXEM B TEXHUYECKHE
00BEKTHI KHOSPPUINIECKUX CUCTEM;
2. 1. OcHOBBI IPOEKTUPOBaHUS KHOEepOe3onacHoi 3ekTpoHHoi annaparypsl st ACYTII
KPUTUYECKUX HH(PPACTPYKTYP;
3. 2. CoBpeMeHHbIE TEXHOJIOTHUH KOHTPOJIS O€30I1aCHOCTU B MUKPORJIEKTPOHHUKE;
4. 7. CuctemMbl aBTOMaTHYECKOTr0 KOHTpouIst U coopa nnpopmarmn —SCADA,
5. 6. Ya3BumocTH kubephuzndeckux OeCMIOTHBIX aBUAIIMOHHBIX CUCTEM;
6. 5. ITouck yrpo3 u ysa3Bumocteit kudepduznueckux cucrem. Heiitpanusanus yrpos
0€30I1aCHOCTH U YCTPAaHEHHE YA3BUMOCTEN 3aIlIUThl 00BEKTOB KHOEP(HU3NUECKUX CUCTEM;
7. 4. OcoOeHHOCTH SKCIIEPUMEHTAIHLHOTO TECTUPOBAHUSA 3aLUIUIIEHHOCTH KHOSP(HU3NIECKUX
cucteM. OOIKI TOPSIIOK SKCIIEPUMEHTAIBHOIO TECTUPOBAHMS 3aLUILIEHHOCTH
KHOEPPU3NICCKUX CUCTEM;
8. 8. [IpoTokos Modbus.

3.4. Tembl 12a60paTOPHBIX padoT
HE MPEyCMOTPEHO

3.5 KoncyabTanuu

I'pynnoesvie koncyremayuu no paszoeaam oucyuniunsl (I°K)

1. OOGcyxnenue marepuasioB Mo Keicam pazaena "OCHOBHbBIE TONOKEHHUS, TEPMHUHBI U
ornpezeneHus: Kubepoe30nacHOCTH UHIyCTPUAIbHBIX CUCTEM."
2. OOcyxaeHne MaTepuasoB Mo keiicam pazzaena "OCHOBHBIE METOBI 3aIIUTHI HH(OPMAILIUU
oT 0a30BBIX yrpo3 B Kubephuznieckoit cucreme."
3. OOcyxnenue MaTepuaqoB MO Kelcam pazaena "VYmpaeineHue HHPOPMAIIMOHHOM
0€30macHOCThIO B KnOeppu3nyeckux cucremax."
Texywuti konmpoas (TK)

1. KoncynpTanuu HampaBiIeHbl Ha MOJYYCHUE WHIMBUAYAILHOTO 3aJaHUsI IS BBITIOJTHEHUS
KOHTPOJIbHBIX ~MeponpusiTUil 1o paszzneny "OCHOBHBIE IOJIOKEHHs, TEPMUHBI U
ornpezaeneHus: KubepOe30nacHOCTH UHAYCTPUAIbHBIX cUcTeM."

2. KoHcynbTanuu HampapieHbl Ha MOJyYeHHE WHAWBUIYAIbHOTO 3a/laHUs JUJIsl BBIIIOJHEHUS
KOHTPOJIbHBIX MEpONpUATHH Mo pazaeny "OCHOBHBIE METOJbI 3alllUThl MH(POpPMALMHU OT
6a30BbIX yrpo3 B kubepdusnueckoii cucreme."

3. Koncynpramum HarpapieHbl Ha MOJyYeHHE WHIMBUIYAIHHOTO 3aaHUS JIsi BHITOJHEHHUS
KOHTPOJIbHBIX MEPONPUATHH 1O pazzeny "YnpasieHne nHPOPMALMOHHOM 0€30MacHOCThIO
B KuOeppu3nyeckux cucremax."

3.6 TemaTnka KypcOBBIX POEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPEAyCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJiOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena
JUCIUILINHEI (B

OueHo4yHOE CPEACTBO
(TUII ¥ HAUMEHOBAHHUE)

3aIIaHUPOBaHHbBIE PE3YIbTAThl 00YUEHUs 110 TUCIMILIIMHE Konpt
COOTBETCTBUHM C
(B cOOTBETCTBUHU C pazjesioM 1) WHJIUKAaTOPOB n3.1)

1 ] 2] 3
3HaTh:
[TpuHIUIBI 1 METO/BI IOCTPOEHUS KOMITJIEKCHBIX CHCTEM 3aIlUThI MK-3. 2112 + IlepexpectHblii onpoc/KoHTpOIbHBII
nHpopManuy KnOepPU3NIECKUX CUCTEM. T onpoc Ne 2 o remam 3 u 4
[Tpobnematuky cuctem 3auThl MHGOpMaKu Kuoephu3nIecKux MK-3. 2112 + IepexpectHslii onpoc/KoHTpoIbHBII
CHCTEM. T onpoc Ne 1 no remam 1 u 2
HanpasieHus v nepcreKTUBbl Pa3BUTHS CHCTEM 3alUThI MK-3. 2112 + IepexpectHblii onpoc/KoHTpoOIbHBII
nHpopManuy KnOepPU3NIECKUX CUCTEM. ' onpoc Ne 3 o remam 5 u 6
YMmerb:
O60cHOBaHO BBIOMPATh CTPATETHIO YIIPABJIECHUS PUCKAMU TK-3 2112 + IepexpectHblii onpoc/KoHTpoIbHBII
nH(POPMAIMOHHOM 0€30MacHOCTH KHOep()U3MIECKON CHCTEMBI. T onpoc Ne 4 no remam 7 u 8
[TpuMeHsATh COBpEMEHHbIE METOJUKHU aHaIM3a IIPOLECCOB TK-3 2112 + IepexpectHblii onpoc/KoHTpoIbHBII

yIpaBieHUs] B y4eOHOM Ipolecce.

onpoc Ne 4 no remam 7 u 8
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

®dopma peanmszanuu: Y cTHas Gpopma
1. Kontponbusiii onpoc Ne 1 o remam 1 u 2 (IlepekpectHblit onpoc)
2. KontponpHsrit onpoc Ne 2 o Temam 3 u 4 (IlepekpectHblii ompoc)
3. Kontpounbnsiii onpoc Ne 3 o remam 5 u 6 (IlepekpectHblit onpoc)
4. KonTpomabHsiit orpoc Ne 4 mo temam 7 u 8 (IlepekpecTHbIi ompoc)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 IIpoMe:xyTOUYHasI aTTECTALUSA 110 AUCHMUILJIMHE

Oxzamen (Cemecmp Ne7)
Ouenka omnpenensercs IO COBOKYIHOCTH pPE3YJIBTaTOB TEKYLIErOo KOHTPOJS YCIIEBAEMOCTH B
cootBercTBUM ¢ [lonokeHnem o OaIbHO-PEHTHHIOBOM cucteme ais cryneHToB HUY «MOW» Ha
OCHOBAHMHU CEMECTPOBON U 3K3aMEHAIMOHHON COCTABIIAIOLINX (IIPOBOAUMOrO MO OHIIETaM).

B auniom BeICTaBIISIETCS OLIEHKA 32 7 CEMECTD.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCLMITIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE H3IAHNS

1. KubepbezonacHocTh UPPOBON MHIYCTPUU : TEOPUS U MPaKTHKA (PYHKIIMOHAIBHON
yctoitunBocty K kubeparakam / JI. I1. 3erxkna, E. b. Anekcanaposa, M. O. Kanunum, [u np.] ; pen.
M. II. 3erxna . — Mocksa : ['opsuas JIunus-Tenekom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopote Tur. 1. - ISBN 978-5-9912-0827-7 .,

2. A. 1. ®edunos- "MeToasl U cpeCcTBa 3alUThl HH(GopMaluu B ceTsx", M3narenscTBo:
"JIabopatopus kauru'", Mocksa, 2011 - (105 c.)
https://biblioclub.ru/index.php?page=book&id=140796.

5.2 JIuueH3noHHOE U CBOOOIHO PAaCPOCTPaHseMoO€e MPOrpaMMHOe odecreyeHme:
1. CO "IIpomereit”;

2. Office / Poccuiickuii makeT 0(UCHBIX IPOrpamm;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Buneoxondepenuuu (Maitnn, Coepmxas, BK u np).

5.3 UnTepHeT-pecypchl, BKIWYas NpodeccuoHaIbHbIe 6a3bl JAHHBIX U HH(OPMAIMOHHO-
CIpaBOYHbIE CHCTEMbI:

1. 9BC Jlaub - https://e.lanbook.com/

2. ba3za nannbix Web of Science - http://webofscience.com/

3. ba3za nannbIx Scopus - http://www.scopus.com

4. HauuoHabHasi 3JIeKTPOHHAs1 oubmoreka - https://rusneb.ru/

5. Dnekrponnas o6udmorexka MOU (36 MOMH) - http://elib.mpei.ru/login.php
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6. llopTan oTKpBITHIX TaHHBIX Poccuiickoii @exepanun - https://data.gov.ru

7. ba3a oTKpBITHIX JaHHBIX MUHHCTEPCTBA TPY/AAa U COUMATbHOM 3a1IUTHI PO -
https://rosmintrud.ru/opendata
8. ba3a oTKpBITHIX JaHHBIX NPO¢ecCHOHATBbHBIX CTAHIAPTOB MUHHUCTEPCTBA TPYAA U
conuaabHoii 3aumThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-

blok/natsionalnyy-reestr-professionalnykh-standartov/

9. baza OTKPBLITBIX JaHHBIX MI/IHI/ICTepCTBa IKOHOMHUYECKOI'0 pasBuTus P® -

http://www.economy.gov.ru

10. Ba3a oTKpbITHIX 1aHHBIX PocduamonuTopunra - http://www.fedsfm.ru/opendata
11. DuexTpoHHast oTKpbITasi 6a3a nanHbIX '"Polpred.com O630p CMHU" -

https://www.polpred.com

12. HauMoHa bHBII MOpTAaJI OHIAlH 00yueHus: «OTKpbITOE 00pa3zoBanue» - https://openedu.ru
13. Opunnanbubii caiit @e1epaabHOI0 areHTCTBA M0 TEXHUYECKOMY PeryJIupoBaHHIO U

meTpoJioruu - http://protect.gost.ru/
14. OTkpbITas yHuBepcuterckas nHgpopmannonHas cucrema «POCCHUSD» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep aynuropun, OcHaleHue
HAaMMCHOBAHHUC
VY4eOHble ayaAUuTOpUU JUIs H-204, Yuebnas IapTa co CKaMbeH, CTOJI IIPENOo1aBaTels,
IIPOBEIEHUS JIEKIIMOHHBIX ayIuTopus CTYyJI, TpUOyHa, JOCKa MEJIOBast, KOJIOHKH

3aHATHI U TEKYLIETO
KOHTPOJIA

3BYKOBBIE, MYJIbTUMEAUNHBIN IPOEKTOD,
JKpaH

K-601, Yuebnas
ayTUTOpUS

napTa co CKaMbeid, CTOJ MpernoiaBares,
CTYI, TpUOYHa, JOCKa MEJIOBas,
MYJIbTUMEAUNHBINA TPOEKTOP, IKpaH

VY4eOHble ayAUuTOpUU JUIs

M-509, Yuebnas

CTOJI IpenogaBaTeisi, CTYJ, CTOJI

MIPOBEICHUS naboparopust NUCbMEHHBIN, MYJIbTUMEIUUHBIN TPOEKTOP,
MIPaKTUYECKUX 3aHATHUH, "NnxenepHo- 9KpaH, KOMITBIOTEDP MEPCOHAIBHBIN,
KP u KII TEXHUYECKas 3alluTa KOHJUIIMOHED, TEIEBU30P, CTEH]I
nHpopmanun” 1a00paTOPHBII
Y4eOHble ayAUTOpUU IS M-509, YueOHas CTOJI IpenoAaBaTes, CTyJl, CTOJ
[IPOBECHUS naboparopus MMACbMEHHBIA, MYJIbTUMEANINHBINA IIPOEKTOP,
71ab0paTOPHBIX 3aHATUN "UnxeHepHo- 9KpaH, KOMITbIOTEP MEPCOHATBbHBIMH,
TEXHUYECKas 3alluTa KOHJIUIIUOHEP, TeJIEBU30p, CTEH/T
uHpopmanun" 1a00paTOPHBIH
VYyebHbIC ayAUTOPUU IJIS M-509, Yuebuas CTOJI TIPENOo/IaBaTeis, CTYJ, CTOJ
MIPOBEICHUS naboparopust NUCbMEHHBIN, MYJIbTUMEIUUHBIN TPOEKTOP,
IIPOMEKYTOUHON "NnxenepHo- 9KpaH, KOMITBIOTEDP MEPCOHAIBHBIN,
aTTeCTalluu TEXHUYECKas 3alluTa KOHJIULIUOHEP, TENEBU30p, CTEH]T
nHpopmanun” 1a00paTOPHBII
K-120, MamuHHBIH 3a1 cepBep, KOHAULUOHED
MBI
ITomemenus mis HTB-201, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITEIbHON PabOThI KomnberorepHbrit MMMCHbMEHHBIHN, BEIIaIKa I OJICKIEL,

YUTAJIbHBIN 321

KOMIIBIOTEPHAs! CETh C BBIXOAOM B
HHTepHeT, KOMIIBIOTEP NMEPCOHAIBHBIN,
IIPUHTEDP, KOHAULIMOHED

ITomemenus s
KOHCYJIbTUPOBAHUS

A-300, YuebOnas
aynutopus "A"

Kpeciio pabouee, napra, CTeJIax, CTOI
IpernoJiaBaTess, CToa y4eOHbIH, CTyI,
TprOyHa, MUKPOGHOH, MyJIbTUMEINITHBIN
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MPOEKTOP, IKPaH, JI0CKa MapKepHas,
KOJIOHKH, TEXHUYECKasl armaparypa,
KOHJIUITUOHED, TEICBU30D

ITomemmenust misa
XpaHeHus: 000pyI0BaHUS
¥ y4eOHOT0 UHBEHTaps

K-202/2, Cknan
kadeapsr BUT

CTEIUTaX ISl XpaHEHUS] MHBEHTApPs, CTO,
CTyJI, mKad sl JOKYMEHTOB, IIKad s
XpaHeHUs] ”HBEHTAps1, TyMOa, 3aracHbIe

KOMILIEKTYIOIHE JUIsi 000pYJOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

3amura naopmanuu B Kubephru3nIecKux cucTeMax

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

ITepeyeHb KOHTPOJIBHBIX MEPONPHUATHI TEKYIIEr0 KOHTPOJIS yCIIeBAeMOCTH 10 JAMCIUILIHHE:
Kontposnbnslii onpoc Ne 1 mo remam 1 u 2 (IlepekpecTHblii onpoc)
KonTponsusiit onpoc Ne 2 o Temam 3 u 4 (IlepexpecTHslii onpoc)
Kontponbnslii onpoc Ne 3 o remam 5 u 6 (IlepekpecTHblii onpoc)
KonTponsusiii onpoc Ne 4 o temam 7 u 8 (IlepexpecTHblii orpoc)

KM-1
KM-2
KM-3
KM-4

Bujx npome:xyTo4HOI aTTecTalMu — JK3aMeH.

Wunekc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena Henens 4 8 12 15
KM:
1 OCHOBHBIE TIOJIOKEHHUSI, TEPMHUHBI U OTIPEICIICHUS
K10ep0e30MacHOCTH UHAYCTPUATBHBIX CHCTEM.
11 OcHOBHbIE TOHATHS KNOEPOE30MaCHOCTH UHAYCTPHAIBHBIX +
' CHCTEM.
1.2 Orenka 6e30MacHOCTH KHOePPU3HIECKUX CHCTEM. +
2 OcHOBHBIE METO/bI 3aLUTHI HH(OPMaLIMU OT Oa30BbIX YTPO3
B Kubeppu3nueckoil cucreme.
21 Konueniuu, METoab! ¥ CpeCTBa MPUMEHEHUS + +
' KHOEPOPYKHSI.
2.2 Tunosble yrpo3bl U ySI3BUMOCTH B CUCTEMaX KUOEP3alUThI. + +
2.3 MeTo/1bI BBISIBIICHUS TIPOTPAMMHBIX YSI3BUMOCTEH. + +
24 Obecneuenne knOepOE30MaCHOCTH KOHEUHBIX TOYEK CUCTEM + +
' nH()OpMaNMOHHON HHPPACTPYKTYPHI OpraHU3AIIH.
3 VYnpasienrne HHPOPMALMOHHON 6€30MaCHOCTHIO B
KHOepPU3NYECKUX CUCTEMAX.
31 Konueniuu, cTanaapThl 1 METOIbI OOECTIEYeHUS +
' KrOepOEe30MacCHOCTH KPUTHIECKUX HHPPACTPYKTYD.
3.2 OcHOBHBIE HampaBiieHUs obecrieueHus: KuobepOe30macHoCTH. +
Bec KM, %: | 25 25 25 25
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