MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh

HaumeHnoBaHune 06pa3oBaTejbHOI NporpaMMel: be3onacHoCTh KOMIIBIOTEPHBIX CHCTeM (IIPOABUHYTHIN
YPOBeHb)

YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajJaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
TEXHOJIOI'MA KOMIIBIOTEPHOI'O AYJIIUTA

bJaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yacrtb 00pa3oBaTesbHOM
NPOrpamMMblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.12

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

7 cemecTp - 5;

Yacos (Bcero) no yueoHomy
MJIAHY:

180 yacoB

Jlekuuu

7 cemecTp - 32 yaca;

HpaKTuquKne 3aHATHA

7 cemecTp - 48 yaca;

JlabopaTopHbie padoThI

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

Kouncynbranuu

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

7 cemecTp - 99,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnasa koHTakTHas padora

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

BKJIIOYAS:
Otuer

IIpome:kyTouHast aTTecTALUS:

3ayer ¢ OLEeHKOM

7 cemectp - 0,3 uaca;

Mockga 2024




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu MwuH30B A.C.
[IpenoaBaTenn WNaenTibnratop R17801759-MinzovAS-e8de8907 A.C. MuHn3o0B
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6p330BaTeJ'[LHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

x 4 Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi

Sk




1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Leab ocBoeHUs] AUCHMIUIMHBI. CPOPMUPOBATH y OYIyIIUMX CIEUUATNCTOB CHUCTEMY MOHSATHUH,
3HAaHUH, yMEHUI 1 HAaBBIKOB B O0JIACTH ayIUTa KOMIIBIOTEPHBIX CUCTEM

33[{3‘11/1 AUCHHUITIMHbI

- O3HAKOMJICHHEC CTYACHTOB C HOPMATUBHO-IIPABOBbBIMHA Tpe6OBaHI/I5IMI/I 110 MpOBCACHUTO
KOMIIBIOTEPHOTO ay/IUTa, a TAKXKE €ro LeJsIMHU, IPUHIINIAMH IPOBEACHHS U 33/1a49aMU;
- OBJIQJICHUE TEXHOJIOTUAMHU cOopa (100bIBaHMs ) HHPOpPMALIUU 00 HCCIeyeMOM 00BEKTE U

OLIEHKE €r0 3allMIIEHHOCTH;

- O3HAKOMIJICHHEC C TCXHOJIOTUAMU TCCTUPOBAHU A 00BbeKTa HUCCICI0BaHUs C UCIIOJIB30BAHUCM

CKaHCPOB 6630H3CHOCTI/I;

- pa3BepThIBaTh U UcToNb30BaTh UT mist ananm3a coObiTHii Ha 00beKTe uccienoBanus SIEM

(ELK).

dopmupyembie y 00ydaronierocs KOMneTeHIHH 1 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTeHIHIi !

KOI[ U HAMMCHOBAHHUEC
KOMIICTCHIIMH

Koa 1 HamMeHOBaHHUe
HHIMKATOPA T0CTHXKEHUS
KOMIIETEeHI{UH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

[TK-2 Cnocoben
aJIMUHUCTPHPOBATH
Cpe/ICTBa 3aIIUTHI
uHpOopManuu B
KOMITBIOTEPHBIX CHCTEMaX U
CeTsx

[1K-3.15k-2 AIMUHUCTpUPYET
MOJICHCTEMBI 3aITUTHI
UH(POPMAIIUU B ONIEPAITHOHHBIX
CUCTEMax

3HATH:

- DTallbl IIPOBEICHUS AYUTA;

- TEXHOJIOTUH, IPUMEHSIEMBIE ITPU
IIPOBEACHUHN KOMIIBIOTEPHOI'O ayIHTa;

- HOPMaTUBHO-TIPAaBOBbIE TPEOOBAHUS T10
IIPOBEACHUIO KOMIIBIOTEPHOIO ayAUTa;

- [1eJIM, IPUHIUIIBI U METObI IPOBEACHUS
KOMIIBIOTEPHOI'O ayJUTa;

- HICTOYHUKU HH(OPMALIUHU O
3AIIUILIEHHOCTH KOMIIBIOTEPA.

YMETh!
- OTIPEACIIUTh KOHPUTYpaIUio paboyero
MecTa JJIs POBEICHHSI KOMIBIOTEPHOTO
ayanTa;

- coOpath (100bITH) HH(OpPMALHIO 00
UCCIIETyEMOM OOBEKTE;

- UCTOJIb30BATh TEXHOJIOTUHU JJIS OLICHKH
3aIIMIIEHHOCTH 00HEKTA UCCIICIOBAHMSI.

[IK-2 Cniocoben
aJIMUHUCTPUPOBATh
Cpe/CTBa 3aIIHUTHI
uHpopManuu B
KOMITHIOTEPHBIX CUCTEMaX U
CeTsx

IMTK-3.3mx-2 AIMUHHCTPUPYET
CpeICTBa 3alIUThI
UH()OPMAIMHU IPUKITATHOTO U
CHCTEMHOTO TIPOrPaAMMHOTO
obecrnieyeHus

3HATE:
- OCHOBHBIC TEXHOJIOTUHN TGCTI/IPOBaHI/H[
00BEKTa UCCIEI0BAHNS,

- Ha3HaueHUe, MPUHIUIBI Pa0OTHI U
TEXHOJIOTHS aHAJIN3a COOBITHI B
uccaeayeMoM 0OBeKTe.

YMETB:
- pa3BepThIBaTh U Ucnoab3oBarh UT ms

aHajn3a COOBITHI Ha 00BEKTE
uccinenosanus SIEM (ELK);

- MPUMEHSTH CKaHEePhl 0€30MTaCHOCTH JIJIS
OIICHKH 3allIUIICHHOCTH 00bEKTa
HCCIICAOBAHUS.




2. MECTO JJUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM NPOT'PAMMBI BO

JucuumnimHa OTHOCUTCS K OCHOBHOW mpodecCHOHaIbHOW 00pa3oBaTeNbHOM MporpaMme
be3onacHOCTh KOMIIBIOTEPHBIX cHCTEM (TpOABHHYTHIH ypoBeHb) (nanee — OIIOII), nanpaBneHus
noarotoBku 10.03.01 MudopmanmnonHas 6e301MacHOCTh, YPOBEHb 00pa30BaHMsI: BHICIIEE 0Opa30BaHUE -
OaxanaBpuar.

ba3zupyercs Ha ypoBHe cpeHEro 0011ero oopa3oBaHusl.

PesynbTarel 00yueHus1, MOTYYCHHBIE TIPU OCBOCHUU JTUCIUTUIHHBI, HEOOXOIUMBI IPU BBIMTOJTHCHUN
BBIMYCKHOM KBaTU(UKALMOHHON PadOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

Pacnipenenenue Tpy10eMKOCTH pa3zena (B 4acax) Mo BUJIaM y4eOHOI paboTh

Pasnensi/TemMsl § 5| e ™ S
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHAA paboTa cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
R KIIP | I'K | UKKII | TK p xOHTPOTE
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Paznen 1 26 7 6 - 10 - - - - - 10 - Ilodz0mogKa K ayoumopHsim 3auamusam:
11 Tema 1. BBenenue B 10 2 - 4 - - - - - 4 - [IpopaboTKa JICKITUH, BBITOJHCHHE U
JMCLUIUIAHY. MOJIrOTOBKA K 3amuTe jJab. padoTh
OCHOBHBIC TEPMHHBI 1 Camocmosamenvnoe usyuenue
onpeJieIeHUsI meopemuueckozo mamepuana: Visyaenue
1.2 Tema 2. HopmaTusHO- 16 4 - 6 - - - - - 6 - JIOTIOJIHUTENIBHOTO MaTepurala 1o pasaeiny

MpaBOBbIE TPEOOBAHMS
0 ayAUTY
HHPOPMATMOHHOM
Oe3onmacHocTH. Bupl
ayauTta

"Pazmen 1"

Ilo0zomoeka K npaKmuuecKum 3aHAMUAM:
W3yuenue marepuana no pasaeny "Paznmen 1"
MOJITOTOBKA K BBIIMTOJTHCHHUIO 3aJaHUN Ha
MPAKTUIECKHUX 3aHATUIX

Ilod2omoeka domauinezo 3adanusn:
IToxroToBka OMAaINIHETO 3aJaHNUS HalpaBiIeHa
Ha OTpabOTKy yMEHUIl peneHus
npodeccuoHaNbHbIX 3a1a4. /loMaliHee 3a1aHue
BBIIAETCA CTYICHTAM I10 U3Y4YEHHOMY B pasjiene
"Pazmen 1" marepuainy. JIonoTHUTENBHO
CTYICHTY HEOOXOIUMO U3YyUUTh JUTEPATYPY U
pa300paTk MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3amanuil. [IpoBepka qOMaIIHEro 33 aHus
MIPOBOJIUTCS TI0 MTPEACTABIICHHBIM ITMCHbMEHHBIM
paboram.

Ilod2omogka doKknada, gblcmMynieHusA:
3amanue CBA3aHO C YIiyOJIeHHBIM H3y9eHHUEM
Pa3aenoB AUCIHUIUIMHBI H CAMOCTOSTEIbHBIM
MOMCKOM MaTepHaJIOB JUIsl PACKPBITHS TEMBI
JToKJIaga. MaTtepualbl BEITOTHEHHOH paboThl
MIPEJCTABILIIOTCS B JISKTPOHHOM BHJIE WIH B
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(bopmMe pacriedaTaHHbIX IPE3eHTAUOHHBIX
cnaiinoB. B kauecTBe TeM JIOKIJIAIOB CTY/IEHTAM
MPE/IaraloTCst CIEAYIONIe BApUAHTHI:
Iloozomoeka Kk mexyuiemy KOHmpoaio:
[ToBTOpenue matepuana mo pasaeny "Pazmer 1"
H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[1], 16-29
[2], 22-39
2 Paznen 2 136 26 38 72 Iloozomoeka K mekywemy KOHmMpoJiio:
2.1 Tema 3. Dramnsl 16 6 6 4 [ToBTOpenue marepuana no pasaeny "Pazmen 2"
MPOBE/ICHUS ayIuTa U IloozomoeKka K ayOumopHbim 3aHAMUAM:
WCIIOJIb3YEMBIE [IpopaboTKa JICKITUH, BBITOJHCHHE U
TEXHOJOTHH MOJIrOTOBKA K 3aluTe J1ah. paboThI
2.2 Tema 4. Ayaur 32 4 8 20 CamocmoamensHoe usyuenue
HH(POPMAIIUOHHBIX meopemuueckozo mamepuana: VIzyuenue
TEXHOJIOTHH C JIOTIONTHUTEIHHOTO MaTepralia 1o pasaery
HMCIIOJIb30BaHUEM "Pazgen 2"
CKaHEepOB Iloozomoeka K npaKmuuecKum 3anHsamusim.:
0e30MacHOCTH Uzyuenne matepuana mo paszgeny "Pazmen 2"
2.3 Tema 5. Ayaur 88 16 24 48 HOArCOTOBKA K BBIMTOJHEHUIO 3aJaHUN Ha

COOBITHI Ha O0OBEKTE
HCCIIE0BAHUs

HpaKTI/I‘IeCKI/IX 3AHATUAX

Iloozomoska 0oknada, 6bICHynACHUA:
3amaHue CBA3aHO C YriyOICHHBIM H3yICHUEM
Pa3esoB AUCIUILUTAHBI B CAMOCTOSTEIbHBIM
IIOUCKOM MaTepI/IaHOB JJIA paCKpLITI/ISI TEMBbI
JIoKsIaga. Matepualibl BBITOTHEHHOM paboThI
MIPEJCTaBIIIOTCS B JICKTPOHHOM BHJE WIH B
(opMe pacrieqaTaHHBIX PE3EHTAIMOHHBIX
cimaiifioB. B xauecTBe TeM JOKIIAIOB CTyICHTAM
MIPeUIaratoTCs CIEAYIOIINE BAPHAHTBIL:
Iloozomoska domauinezo 3a0anus:
[MoxroToBka AOMaIIHETo 3aJaHKs HAIpaBJIcHA
Ha OTPabOTKy YMEHUI pemeHus
npodecCHOHAIBHBIX 3a1a4. JloMalHee 3a1aHne
BBIIACTCS CTYACHTAM 10 U3YYEHHOMY B paseiie
"Pazmen 2" marepuaiy. JIOMOJHATENHHO
CTYACHTY HEOOX0IUMO U3YUUTh JTUTEPATYPY U
pazo0paTh NpUMEPHI BHITIOJHEHUS 10 T00HBIX
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3aJIaHuM. HpOBepKa JOMAIIHCTO 3aJaHuA
MMPOBOAUTCH 1O MPEACTABICHHBIM TUCbMCHHBIM

paboram.
H3yuenue mamepuanos numepamypHsix

UCMOUYHUKO06.

[1], 56-88
3adeT ¢ OLIEHKOH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 180.0 32 - 48 0.3 82 17.7
Hroro 3a cemecTp 180.0 32 - 48 - - 0.3 99.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausaTust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoektam/padboram; MKKII — nnauBuIyansHbie KOHCYIBTAIIMU MO KYPCOBBIM MpoekTam/padoram; ['K- rpymmnoBsie KOHCYIbTAIIUU 110 pa3aenam
muctumuinaer, CP — camocrositennbHas padota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoIis; [TA — npoMexyrodHas

aTTcCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Pasoen 1

1.1. Tema 1. Benenue B qucuuruinHy. OCHOBHbBIE TEPMHUHBI U ONPEICTICHUS

Hemn u 3amaud gucuuiuinHbel. Pabouas mporpamMma NpoOBEACHHUS AUCHMIUIMHBI M CHCTEMa
KOHTpOJISI 3HAaHMW ¢ wucnoib3oBaHue IMiaargopmel  Moodle. Opranuzanus mpoBeaeHUS
NpakTUYecKux 3aHATuil. TpeOoBaHMS K YPOBHIO JIOCTUTAa€MBIX KOMIETEHUUH B 0O0JacTH
TEXHOJIOTHIl TpPOBENEHHUS KOMIBbIOTepHOro ayauta. CrnocoObl KOHTPOJS 3HAHMM W KPUTEPHUH
onpeneneHuss OueHOK. OCHOBHBIE TEPMHUHBI U OMNPEACJICHUS: KOMIIBIOTEPHBIM ayauT, CKaHep
0€30MacHOCTH, TIeH-TECTUPOBAHUE, CHUCTEMbl ympaBieHus coObiTusMu (SIEM). Mertoapl wu
TEXHOJIOTMH OpraHu3aluy paboyero Mecra JJisi MPOBECHUSI TECTUPOBAHUSL. .

1.2. Tema 2. HopmaTtuBHO-TIpaBOBBIC TPEOOBAHMS 0 ayAUTY HH(POPMAITMOHHOM 06€30MacHOCTH.
Bunsr aynura

I'OCT P HCO/MDBK 27007-2014 HudopmanmoHnHass TeXHOJOTHS.MeETOIbBI M CpeacTBa
obecrieueHust 06e30macHOCTH.PyKOBOACTBA MO ayauTy CHUCTEM MEHEIKMEHTa WH(OpPMaAIMOHHOM
Oe3omacHocTH. Pa3paboTka nesneil u 3amady aynauta KOMIOBIOTEpHON Oe3omacHoctu. OmnpeneneHue
nporpaMMmbl ayaurta. MpeHtudukamys w OneHKa pHUCKOB MporpaMMbl ayaumrta. WaeHtudukanums
pecypcoB i mporpaMmbl ayauTa. Kpurepun aynuta u ¢dopma MpeicTaBiIeHHs €ro pe3yIbTaToB.
OO6ocHOBaHNE METOJIOB MTPOBEACHHS KOMITBIOTEPHOTO ay/AHTA..

2. Pazoen 2

2.1. Tema 3. Dransl IpoBeIEHUS ayIUTa U UCIIOJIb3yEMbl€ TEXHOJIOTUU

Opranu3anus IpoBeIeHUs] KOMIIBIOTEPHOro aynuTa. [ToniroToBka K NmpoBeeHUIO ayiuTa U coop
uHpopmanuu 006 o0BEKTaX MCCIEA0BAaHUS CO CTOPOHBI BHEWIHEH cpenbl. Pa3paboTka mporpaMmbl
ayaurta. Drtanbl nposefeHus ayauta. OOpaboTka pe3yslbTaToB M MOATOTOBKA oTyeTa. Pa3paboTka
BBIBOZIOB M PEKOMEHJAIMI O pe3ybTaTaM KOMIBIOTEPHOTO ayauTa. AHaU3 3allMIIEHHOCTU C
UCIIOJIb30BAaHUEM CPEJICTB ONEPAL[MOHHBIX CUCTEM U YTHIIUT..

2.2. Tema 4. Aynut nHPOPMAIIMOHHBIX TEXHOJIOTHH C UCTIOJIb30BAaHUEM CKaHEPOB
0e301acHOCTH

Knaccudukanus ckanepon 6e3omacHocT. KpaTkas xapakTepucTrka Haubosee NonyaspHbIX U3
Hux. [IpakTnueckas pabora no ocBoeHHo ckaHepoB Oe3onacHocT WindowsVulnerabilityScanner,
Nessus, Nmap. Mertonuka aHain3a pe3yiabTaTOB CKaHUPOBAHUS. TEXHOJOrMM OpraHU3alud U
IPOBE/ICHUS TECTUPOBAHUS HA IPOHUKHOBEHUE. .

2.3. Tema 5. AyauTt coObITHII HA 0OBEKTE UCCIICTOBAHUS

[TonsiTe «coObITHE» B cUcCTeMe HWH(MOPMAIMOHHOW Oe30macHOCTH. TeXHOIOTUH aHalu3a
cooprtuit DLP, SIEM, TraficMonitors. Pa3zBepteiBanue cuctrempl ELKStack. Ananus coObituii Ha
uccienyeMoM o0bekTe. Pa3paboTka oTdera ¢ BBIBOJAMH [0 3alIUIIEHHOCTH HCCIIETYyeMOTO
00BeKTa.

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. 1. Kondurypamus paboyero mecrta 1Jis MPOBEIECHUS KOMIIBIOTEPHOTO ayIuTa.;
2. 4. AHanu3 3alMIIEHHOCTH 00bEKTa UCCIIeI0BaHUN C UCIOJIb30BAHUEM CKaHEPOB
0€30ITaCHOCTH.;
3. 5. Pa3BepTriBanue 1 nepBuuHas HacTpoiika ELK.;
4. 6. AHanu3 v BU3yaJu3aIus ’KypHaJIOB COOBITHI Ha HCCIIETyeMOM O0BEKTE C
ncnons3oBanueMm ELK.;



5. 7. Texnonorus padbots ¢ yrunutoit audits ELK.;

6. 8. YcraHoBKa cucteMbl MOHUTOpHHTA coObITHI B ELKHM npaktuueckas padoTa mo ayaurty
COOBITHIA. ;

7. 2. Hactpoiika xxypnaina coobituii B OC Windowsist mpoBeieHHsT KOMITBIOTEPHOTO
ayauTa.;

8. 3. Texnonoruu co6opa unpopmanuu 06 ucciegyeMomM 00bEKTE ayAUTa U3 OTKPBITHIX
HMCTOYHUKOB..

3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPelyCMOTPEHO
3.5 Koncyabranumn

Ipynnoewle koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. OO6cyxnaenue maTepuaiioB 1o kevicam pasnena "Paznen 1"
2. OOcyxaeHne MaTepraloB Mo keiicam pazaena "Pazmen 2"
Texyuwuii konmpoas (TK)

1. KoHcynpranuu HanpaBieHbl Ha MOJTyYE€HHE WHIUBHIYaIbHOTO 33/1aHUS JUIS BBIOJIHECHUS
KOHTPOJIbHBIX MepoIpusTHil no paszneny "Pasnen 1"

2. KoHcynbranuu HarpaBjeHbl Ha MMOJyYEHUE WHAWBUAYAIBHOTO 33aJaHUs JUIS BBIOTHEHUS
KOHTPOJIbHBIX MepOIpusATHil o paszneny "Pasnen 2"

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTeHIIU

Howmep paznena

O1eHOYHOE CPEACTBO

3arIaHUpPOBAHHbBIC PE3YJIBTATHI OOYUYECHHS IO TUCHUTLIINHE Konast JTUCIUIUTUHBEI (B (THIT ¥ HANMEHOBAHHUE)
(B COOTBETCTBHH C pazjaesioM 1) WHJIUKATOPOB COOTBETCTBHUU C 11.3.1)
1 ] 2
3HaTh:
MCTOYHUKH WH(OPMAIIUU O 3aIUIIICHHOCTH KOMITBIOTEpa IMK-3.1nk-2 + Otuer/3ananue 1; 3ananue 2
11€JI, IPUHIIMIIBI 1 METObI MPOBEACHUS KOMITBIOTEPHOTO ayuTa TIK-3.111k-2 + Oruet/3amanue 7; 3amanue 8
HOPMAaTUBHO-TIPAaBOBbIE TPEOOBAHUS 110 IPOBEJCHUIO KOMIILIOTEPHOTO TTK-3. 110 + Ortuer/3ananue 3; 3aganue 4
ayauTa
TEXHOJIOTUH, IPUMEHSIEMbIE TIPU MTPOBEICHUN KOMITBIOTEPHOTO ayAUTa I1K-3.1mk-2 + Oruer/3ananue 5; 3aganue 6
STanbl MPOBEJICHUS AyIUTA IK-3.1mk-2 + Otuer/3ananue 1; 3amanue 2
Ha3HA4YCHHE, MPUHIIUITBI pAa0OTHI ¥ TEXHOJIOTHSI aHAJIM3a COOBITHI B TTK-3.3111c0 + Oruet/3amanue 3; 3aganue 4
HCCIIETyeMOM 00BEKTE T
OCHOBHBIC TEXHOJIOTHH TECTUPOBAHUS 00BEKTA UCCIICTOBAHUS I1K-3.3mk-2 + Oruer/3amanue 7; 3amanue 8
YMeThb:
HCII0IB30BaTh TEXHOJOIHH IS OLIEHKHU 3alHUIIEHHOCTH 00bhEKTa TK-3 1110 + Oruer/3ananue 1; 3amanue 2
HCCIICIOBAHUS
coOpath (H00BITH) HHPOPMAITHIO 00 UCCIEAYEMOM 00BEKTE IIK-3.1mx-2 + Oruet/3amanue 3; 3aganue 4
OTIpeICTUTh KOH(PUTypaIuio pabodero MecTa Jijisl MPOBEACHUS TTK-3. 1110 + Otuer/3ananue 3; 3ananue 4
KOMITHIOTEPHOTO ay/IuTa
MPUMEHSITh CKaHEepPbl 0€30MaCHOCTH JIJISl OLIEHKH 3aIlIUIIIEHHOCTH 00bEKTa TTK-3.311.0 + Oruer/3aganue 5; 3aganue 6
HCCIICIOBAHUS
pa3BepThIBaTh U Ucnonb3oBaTh UT miist ananu3a coObITHI HA OOBEKTE TTK-3.311.0 + Oruer/3amanue 7; 3amanue 8
uccnenoanust SIEM (ELK) U
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

®dopma peanmsarmu: [IpoBepka 3a1aHus
1. 3ananue 1; 3ananue 2 (Otuer)
2. 3ananue 3; 3aganue 4 (OTyer)
3. 3apanue 5; 3aganue 6 (Otuer)
4. 3ananue 7; 3aganue 8 (Otuer)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 IIpoMe:xyTOUYHasI aTTECTALUSA 110 AUCHMUILJIMHE

3auem c oyenxou (Cemecmp Ne7)
Onenka omnpezensieTcs MO0 COBOKYIMHOCTH Ppe3yJbTaTOB TEKYILEro KOHTPOJsS YCIEBAEMOCTH B
cootBeTcTBUU C [lonoxeHnem o 0amuibHO-peUTUHTOBOM cucteMe ais ctyaeHToB HUY «MOW»

B nunnom BeICTaBIsIETCS OICHKA 32 7 CEMCCTD.

Ipumeuanue: ONieHOYHBIC MAaTEPUATHI TI0 JUCIUILIMHE TPUBEICHBI B (DOH/IEC OIICHOYHBIX
marepuasioB OITOII.

5. YYEBHO-METOANYECKOE OBECIHEYHEHUE JUCHUIIJINHBI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. YopaBnenue coObITUIMU HHPOPMALIMOHHOM Oe30macHoCTH : yueOHoe mocobue / A. C. MuH30B,
O. P. baponos, C. A. Mun3os, I1. A. Ocunos, Hau. uccrnen. yu-r "MOU" (HUY"MBU"),
WNnxeHepHO-7KOHOMUY. MH-T HAIIMOHATILHOTO uccien. yH-ta "MOU" ; pexa. A. 1O. Hescknii . —
Mocksa : BHUUreocucrem, 2020 . — 110 c. - 1 ctyneHToB O6akanaBpuaTa, MarucTpaTypsl,
aCIHUPAHTOB U MpenoaBaTesiell, 3aHUMAIOLINXCS BOIPOCaMH CO3/IaHUs I3PPEKTUBHBIX CUCTEM
ynpasieHus kubepoezonacHoctsio . - ISBN 978-5-8481-0244-4 ;

2. B. U. Tlogonsckuii, H. C. Illep6akona, B. JI. Komuccapos- "KomnbroTepHbie HHPOpMaIIIOHHBIE
cuctemsl B aynute", U3natensctBo: "FOuutu-/lana", Mocksa, 2015 - (160 c.)
https://biblioclub.ru/index.php?page=book&id=115315.

5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe obecreyeHue:
1. CIO "TIpomerteit";

2. Office / Poccuiickuii maket o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cuctema cemeiictpa Linux;

4. Buneoxondepenuuu (Maitan, Coepmxas, BK u mp).

5.3 UuTepHeT-pecypcesl, BKJIKOYas NpodeccHOHAIbHBIE 0a3bl IaHHBIX U HH(POPMAIIHOHHO-
CIIPaBOYHBIC CUCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6udanorexa onaiin' -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas 3;1ekTpoHHas Ondamoreka - https://elibrary.ru/
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4. ba3a nannbix Web of Science - http://webofscience.com/

5. ba3za maunbix Scopus - http://www.scopus.com

6. HainonasibHasi 3JieKTPpOHHAsi oudmoTeka - https://rusneb.ru/

7. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

8. XKypuaasl Kypnauast Royal Society of Chemistry - https://pubs.rsc.org/

9. XKypuaasl u3nareibctBa SAGE Publication (Sage) - https://journals.sagepub.com/
10. XKypnaua Science - https://www.sciencemag.org/

11. DnexkrponHas oudmoreka MOU (b MOMU) - http://elib.mpei.ru/login.php

12. MopTan oTKpBITHIX TaHHBIX Poccuiickoii ®enepanun - https://data.gov.ru

13. ba3a oTKPBITHIX JaHHBIX MUHHCTEPCTBA TPY/AA M COIHAIBHOI 3amuThl PD -
https://rosmintrud.ru/opendata
14. ba3a oTKPBITHIX JaHHBIX MPO(eCCHOHAJBLHBIX CTaHAApPTOB MHUHNCTEPCTBA TPYAA U
conuaabHoii 3aumThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

15. Ba3a OTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMHYECKOro pa3putus P® -

http://www.economy.gov.ru

16. Ba3a oTKpbITHIX 1aHHBIX PocuamonuTopunra - http://www.fedsfm.ru/opendata
17. dnexTpoHHas oTKpbITas 6a3a naHHbIX '"Polpred.com O630p CMHU" -

https://www.polpred.com

18. HanmoHaIbHbBIi MOPTAJ OHJIAlH 00yuenus «OTKpbITOE 06pa3oBanue» - https://openedu.ru
19. Opunnanbubiii caiit @e1epaabHOI0 areHTCTBA MO0 TEXHUYECKOMY PeryJTHpOBaHHUIO U

MmetpoJioruu - http://protect.gost.ru/
20. OTKpbITasi yHUBEpPcUTeTCKasi HHGopManuonHas cucrema «POCCHSD -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeeHus Homep ayauropun, OcHamenue
HaAanMMECHOBaHUE
VYueOHbIe ayAUTOPUH IS H-204, Yuebnas MapTa co CKaMbe, CTOJI MPENoIaBaTes, CTyJl,
IIPOBEICHUS JIEKIIMOHHBIX ayAUTOpHUS TpuOyHa, T0CKa MeNoBasi, KOJIOHKH 3BYKOBBIE,

3aHATUI U TEKYIIETO
KOHTPOJIA

MYJIbTUMEANMHBIN POEKTOP, IKPaH

K-601, YueOuas
ayuTOpus

mapTa co CKaMbei, CTOJI TIpenoaBaress, CTyl,
TpuOyHa, T0CKa MeJIoBast, MyJIbTUMEIUHHBIN
MIPOEKTOP, IKPaH

VYyeOHble ayAUTOPUH IS

3-512, Ilomemenue

napra, CTOJ npeuoaaBareiisd, CTyJl, OCKa

IIPOBEICHUS HE CYIIECTBYET MeJoBast
IIPaKTUYECKUX 3aHATUH,
KP u KII
VYuebnsle aynutopun i | XK-120, MamuHHbINH cepBep, KOHIULMOHED
[IPOBEICHUSA 3as1 IBI]
MIPOMEKYTOUHOMU 3-512, [lomenienue rapra, CTOJ IIpenoaaBaresis, CTyl, 10CKa
aTTecTaluu HE CYIIECTBYET MeJIoBast

ITomemenus s
CaMOCTOSITENIbHOM paboThI

HTB-201,
KomnsrorepHslii
YUTaIbHBIN 3aJ1

CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
NMMCHbMEHHBIHN, BEIIaIKa I OJICKIEL,
KOMIIBIOTEPHAs CETh C BBIXOJOM B MIHTEpHET,
KOMIIBIOTEP NEPCOHAIBHBIN, TPUHTED,
KOHIAULMOHEP

ITomemenus s
KOHCYJIbTUPOBaHUsA

A-300, YuebOnas
aynutopus "A"

Kpeciio pabouee, napra, CTeJIax, CTOI
npernoJiaBaTess, CToa yueOHbIH|, cTy, TpuOyHa,
MUKPO(QOH, MyJIbTUMEIUUHBIN TPOEKTOD,
JKpaH, J0CKa MapKepHasi, KOJIOHKH,
TEXHUYECKas anaparypa, KOHIUIHOHED,
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TEJICBU30D

[TomemeHus st XpaHEHUS
o0opyIoBaHUs U y4€OHOTO
WHBEHTapS

K-202/2, Cknag
kadeapsr BUT

CTeIIaX MJIsi XpaHEHUs MHBEHTAps, CTOM,
CTyJI, mKad sl JOKYMEHTOB, IIKad 1y
XpaHeHUs] UHBEHTAps1, TyMOa, 3aracHbIe

KOMILIEKTYIOITHE JUIsi 000pYJOBaHUS

13




IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonorun KOMIIBIOTCPHOI'O ayauTa

(Ha3BaHME AUCIMILIMHBI)
7 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 3ananue 1; 3aganue 2 (Otuer)
KM-2 3ananue 3; 3amanue 4 (Otuer)
KM-3 3ananue 5; 3aganue 6 (Otuer)
KM-4 3ananue 7; 3ananue 8 (Otuer)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

Nunekc KM- | KM- | KM- | KM-
Howep Paznen qucuumimnHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:

1 Paznen 1

Tema 1. Begenue B qucuumuinay. OCHOBHbIE TEPMUHBI U

11 +
ornpezeneHus
12 Tema 2. HopmatuBHO-1IpaBoBbIE TPEOOBAHUS 10 AYAUTY +
' nH(pOopMallMOHHON 6e3omacHocTy. Bubl aynuTa
2 Paznen 2
21 Tewma 3. DTanbl NpoBEACHHS aAyAUTa U UCIIOIb3yEeMbIe +
' TEXHOJIOTHH
29 Tema 4. Ayaut uH(GOpMaIIMOHHBIX TEXHOJIOTUHN C +
' WCIIOJIb30BAaHUEM CKaHEPOB 0€30MaCHOCTH
2.3 Tema 5. AyauT coObITHI HAa O0BEKTE UCCIEIOBAHUS + +

Bec KM, %: | 25 25 25 25
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