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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-1 OuennBanue ypoBHs 0€301MaCHOCTH KOMITBIOTEPHBIX CUCTEM M CETEH
ITK-1.5 ITIpoBOANUT MHCTPYMEHTAIbHBIM MOHUTOPHUHT 3aLUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM
U ceTe

M BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanmsanuu: BeinonHenue 3ananus
1. 1.KontponsHoe 3amanue Ne 1. [IpakTuueckas pa3paboTka 3TarnoB MPOBEACHUS ayaUTa
MH(POPMALIMOHHOM 0e301acHOCTH WH(POPMAIIMOHHOH cucTeMbl opranu3anmu (OTyer)
2. 2.KontponsHoe 3ananue Ne 2. [IpakTuka npuMeHeHus ckanepa 6ezonacHoctu (OTyer)
3. Bemmonnenue/3ammra pedepara (Pedepar)
4. KontponbHoe 3ananue Ne 4. [Tpaktuka npumenenust MaxPatrol SIEM. (Otuer)

Popma peanmzanun: KomnerotepHoe 3a1anue
1. 3.Kontponbno 3ananue Ne 3. [Ipaktuka npumenenuss DLP-cucremsr SearchInform
«Konryp 6e3onacuoctu» (OTuer)

BPC aucuuniavHbl

I cemectp

Beca KOHTpOIBHBIX MeponpusITHii, %o

HNunekc KM- | KM- | KM- | KM- | KM-

Paznen quciuImmHb KM: 1 ) 3 3 4

Cpox KM: 4 8 12 12 15

NupopmaninoHHO-aHAIUTHYECKAs! IEATEIbHOCTh B CUCTEME
o0ecrieyeHns 6€30MaCHOCTH X03SIMCTBYIONIETO CyOBbEeKTa.

BBojauasg tema. +

Tema 1. Ananutudeckasi paboTa B TOBCETHEBHOM
NeSTeTLHOCTH Npeanpusitus B oomactu Ub.

Tema 2. Cuctemsl obecrieueHust HHHOPMAITHOHHON
0€30MacHOCTH NPEANPUSATHUS

Tema 3. IHpopMaIIMIOHHO aHATUTHYECKUE CUCTEMBI 3alTUTHI
1 0€30aCHOCTH

WHpOopMallnOHHBIC TEXHOJOTHH B CUCTEME
UHGOPMAIIMOHHO-aHAIUTHYECKOTO 00ECTICUCHHSI
0€30I1aCHOCTH

Tema 4. TexHonmoruu cucteMbl UHPOPMALIHOHHO-
AHAJIMTHUYECKOT0 o0ecreyeHns 6e30MacHOCTH




Tema 5. DLP-cuctemb! GyHKIIMOHHUPOBAHUE U MOJICIIb. +
Tema 6. OcHoBbl hyHKIIOHUpOBaHUs DLP-cuctemsl
Kontyp nndopmanunonnoii 6ezonacHoctu SearchInform B + + + +
nH(OPMAIMOHHON CHCTEME OpraHU3aluu.
Tema 7. SIEM-cucTteMbl apXUTEKTypa U OCHOBBI +
(GYHKIIMOHUPOBAHHUS.
Tema 8. «Cépulludopm SIEM» apXuTeKTypa U OCHOBBI + + + + +
(bYHKIIMOHUPOBAHUS
Tema 9. «MaxPatrol SIEM» apxutekTypa u OCHOBBI + + + +
(YHKIIMOHUPOBAHUS.
Bec KM: | 25 25 10 15 25

$O6m1as yacts//IJ1s1 MPOMEKYTOYHON aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMITETCHIIMHT pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE
IK-1 ITK-1.5mk-1 [IpoBonut | 3HaTh: 1.Kontpoasnoe 3aganue Ne 1. [Ipaktudeckas pazpaboTka 3Tarnos
MHCTPYMEHTAJbHBIN COBpEMEHHBIE TEXHUYECKUE | MPOBEACHH ayauTa HH(GOPMAIIMOHHON 6€30MacHOCTH HH(OPMAIMOHHON
MOHHUTOPHUHT CpEACTBA U cucteMbl opranu3anuu (OT4er)
3aIUIIEHHOCTH nH(pOpMaLMOHHbBIE 2.KontponsHoe 3ananue Ne 2. [IpakTuka npuMeHEHUs CKaHepa

KOMITBIOTEPHBIX CHUCTEM U
ceTren

TEXHOJIOTHH, UCTIOIb3yeMbIE
JUIsl peLIeHus 3a1a4
UH(POPMAIIMOHHO-
aQHAITUTUYECKOMN
JeSITeTbHOCTH CIEIIUAINACTA
B 00J1acTH
nH(}OpMaLMOHHON
0e30macHOCTH

YMers:

BBINOJIHATE COOp, aHAIM3 U
00paboTKy JaHHBIX,
HEOOXOAUMBIX JUISl peLLICHUS
npodeccnoHanbHbIX 3aa4
ayauTa HHPOPMAaLMOHHOM
0€30MMacHOCTH
MH(POPMAIIMOHHBIX CHCTEM U
00BEKTOB HHPOPMATH3AIII
aHaJM3UPOBATh U
COJIepIKATEIBHO
MHTEPIPETUPOBATh
pe3yabTATHI MOJTyYEHHBIE C

6e3onacHoctH (OTUeT)

3.KontponsHo 3aganue Ne 3. [Ipaktuka npumenenust DLP-cuctemsl
SearchInform «Kontyp 6e3onacaoctu» (OT4eT)

KonTponbnoe 3aganue Ne 4. [Ipaktuka npumenenuss MaxPatrol SIEM.
(Otuer)

Brimonnenue/3amura pedepara (Pedepar)




HCIIOJIb30BaHUEM
HH(pOPMaIMOHHO-
AQHATUTUYCCKUX CUCTEM
0€e30MacHOCTH
HCIIOJIb30BaTh
OTEYECTBCHHBIC U
3apyOeKHbIE UCTOUHUKHU
nHpopMmanuu, cooupatsb
HEO0OXOIMMBIC JTaHHBIC
aHAJIM3UPOBATh UX U
TOTOBUTH HHPOPMAITOHHBIHA
0030p W/WIU aHATUTHYCCKUI
OTYET




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 1.KonTpoJanHoe 3axanne Ne 1. [Ipaktuyeckasi pa3paéoTKa 3TanoB NpoBe/ieHUus!
ayauTa HHPOPMALMOHHO 0e301acHOCTH HHPOPMALMOHHON CHCTEeMbl OPraHU3 AN

®opmbl peaausannu: BelogHeHue 3a1anus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpoueaypa mnpoBeaeHHsI KOHTPOJIBbHOIO MeponpuaTHs: (CaMOCTOSTENBHOE BBIIIOJIHEHHE
IIPAKTUYECKOTO 3aHSATHUA.

Kpartkoe cogep:xxanue 3aganus:
Hcnonb3yst MaTepHralibl JICKIIUU 1O TEME 2 U UHTEPHET - PECYPChI MPOBECTH aHAIIN3 OJTHOTO U3
HUKE NIEPEUUCIIEHHBIX BOIIPOCOB:

1. XapakTeprucTuKa 0COOEHHOCTEN BBIIOJIHEHUS MEPOIIPUSTUN TOCTAHOBKHU 3a/1a4H
U YTOYHEHUE IpaHul padoT;

2. XapakTepucTuKa 0COOEHHOCTEH BBIMOIHEHUSI MEPOTIPUSTHM 110 COOPY U aHATU3Y
nHpopmanuu;

3. XapaKkTeprucTuKa 0COOEHHOCTEHN BBIIOJIHEHUS MEPOIIPUATHI aHaIM3a JTaHHbIX
ayquTa;

4. XapakTeprucTuKa 0COOEHHOCTEHN BBIIOJIHEHNS MEPOIIPUATHI 110 pa3paboTke
pEeKOMeH1alui 110 COBEPLICHCTBOBAHUIO CUCTEMBI 3aLUThI HH(OpMALIUH;

S. XapakTeprucTuKa 0COOEHHOCTEHN BBIMOJIHEHNS MEPOIIPUATHI TOATOTOBKH

AyJAUTOPCKOT'O OTUCTA.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeThb: BBINOIHATH COOp, aHAIN3 U 1.ITopsmok pa3pabOTKH CTPYKTYPHI OTYETA
00paboTKy JaHHBIX, HEOOXOIMUMBIX
JUTSL peleHus: npodeccrnoHalbHbIX
3a7a4 ayaura WHGOpPMAalMOHHOU
0e30MmacHOCTH  MH(POPMAIIMOHHBIX
CHUCTEM 151 00BEKTOB
nH(pOpMaTH3alUN

OnucaHue MKAJbI OlleHUBAHUS

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISETCS €CIIH 3aJaHue
BBITIOJTHEHO B MTOJTHOM 00BEME WIIH BBITTOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoneHus snanus: OneHkKa "XopoIio" BEICTABISIETCS €CIH
OOJIBIIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHUE JUTSI PEIICHUS 3a/1a4

Oyenxa: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoneHus shanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CIIM 33JJaHue MPEUMYIIECTBEHHO BHITIOJTHEHO




KM-2. 2.KonTpoabHoe 3aganue Ne 2. [IpakTuka npuMeHeHus cKaHepa 0€30NMacHOCTH

®opmbl peaausannu: BelogHeHue 3a1anus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpOobHOr0 MeponpustTusi B BPC: 25

IIpoueaypa mnpoBexeHHs] KOHTPOJIBbHOI0o MeponpuaTHs: (CaMOCTOSTENBHOE BBIIIOJIHEHHE
IIPAKTHUYECKOTO 3aHATHUA.

Kpatkoe cogepxanue 3ajaHusi:
Hcnonb3yst MaTeprabl JICKIUH 110 TeMe 4 U MHTEPHET - PECYpPChl MPOBECTH aHAIIU3 OJHOTO U3
CKaHepOB 0€30MacCHOCTH, MOAIEP)KUBAEMbIX PA3IMUHBIMH NMPOPUILHBIMU OpraHU3alUusIMU U
BEHJIOpaMH.

KoHTposbHbIe BONPOCHI/3a1aHUA:

3HaTh: COBPEMEHHbBIE TEXHUUECKUE 1.Ha3nauenue u o01as XapakTepuCcTUKa CUCTEMBI
cpeActBa M MH(OPMALMOHHBIE KOMILUIEKCHOTO MOHUTOPHHTa UH()OPMaIIMOHHON
TEXHOJIOTUH, WCIONb3yEeMbIE IS 0€30MacHOCTH Ha OCHOBE CKaHEPOB 0€3011aCHOCTH
pewieHus 3a1a4 MHGOPMaLMOHHO- 2.IlopsAn0K OLIEHKH 3alMIIEHHOCTH HH(POPMALMOHHOM
AHAIUTUYECKOU JIeSITENIbHOCTH CUCTEMBI C UCII0JIb30BAaHUEM Ha OCHOBE MCIOIb30BaHUS
CrieManucTa B oOnactu CKaHepoB 0€30MacCHOCTH

MH(OpMallMOHHON 06€3011aCHOCTH

Onucanne MKAJbI OIIEHUBAHUS:

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CIIM 3aJaHUe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huosicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yIoBIeTBOPUTENBHO" BBICTABIISETCS
€CITU 3a/l1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

KM-3. BeinosHenne/3amura pedgepara

®opmbl peasu3anum: BeinonHeHne 3ajaHus

Tun koHTpOJIBLHOrO Meponpusitusi: Pedepar

Bec koHTpOosbHOr0 Meponpusitusi B BPC: 10

IIpouenypa mnpoBeaeHUs] KOHTPOJIbHOrO Meponpusitusi: CaMOCTOSTEIbHOE BBINOJIHEHHE

pedepara.

Kparkoe conepxanue 3ajaHus:
Hcnonb3ys MatepHuaibl JIGKIMU 0 TeMe 4 U 5 M HHTEpHET - PeCypChl IPOBECTH pa3padoTKy
pedepara o aHaIKU3y MPAKTUYECKOT0 MPUMEHEHHUS, OCHOBHBIX XapaKTEPUCTUK U
(YHKIMOHAIBHBIX BO3MOXHOCTEH, IPEUMYIIIECTB U HEOCTAaTKOB 0OJHOM u3 SIEM-cucrem.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

‘ YMeTs: HCIIOJIb30BATh ‘ 1.Apxurexrypa SIEM-cucteMbl




OTCUECTBCHHBIE H  3apyOeKHbIE 2.Anroputm padbotsl SIEM-cuctemsr

HCTOYHUKU uHpOopMaIuy, 3.XapakTepucTuKa IPUMEHEHUSI OCHOBHBIX MOIYJEH
cobuparth HEOOXOIUMBIC JIaHHbBIC TunoBoro peuieHust SIEM-cuctemsl

aHAJIM3UpPOBAaTh UX U TOTOBUTH
WH(pOpPMAIMOHHBIM 0030p W/UIK
aHAJTUTUYECCKUM OTYCT

Onucanne MKAJbI OIleHUBaHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnoinerus 3Hanus: OLeHKa "X0opouIo" BEICTaBISETCS €CIN
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITM 3aJIaHUE MMPEUMYILECTBEHHO BBITIOJHEHO

KM-3. 3.KonTpoabHo 3aganue Ne 3. [Ipaktuka npumenennss DLP-cucremsl
SearchInform «Kontyp 6e3onacnocTmn»

®opmbl peasusanuu: KoMmneoTepHoe 3a1aHue

Tun koHTpPOABHOTrO MeponpusaTHs: OTueT

Bec kouTposabHoro meponpusitust B bPC: 15

IIpouenypa mnpoBeaeHHs] KOHTPOJIBHOrO MmeponpusTHa: CaMOCTOATENBHOE BBIIOJIHEHHE
MPAKTUYECKOTO 3aHATHUS.

Kparkoe conepxxanue 3agaHus:
OCBOUTH OCHOBHBIE ITPUEMBI:
1. ucrionb30BaHus nporpaMMHoOro komiiekca SearchInform ans nepexsata v moucka yreuek
KOH(puAeHIIHAIbHON HHpOpMaIuu
2. IpUeMBI pealn3aluy NepUOINYECKOr0 U OIIEPaTUBHOIO KOHTPOJIS DKPAHOB I0JIb30BATENEH,
a TaKKe MeTOoJ1bl POPMHUPOBAHUS KPUTEPUEB MTOMCKA KOH(PUIEHIUAIBHON HHPOPMAITIH «T10
aTpuOyTaM» U «HEpaCMO3HAHHBIX».
3. mpuemMbl GOpMUPOBaHUS TOUCKOBBIX 3allPOCOB KOH(UACHIIMATBbHON HH(OpMAaIIMY Ha OCHOBE
KPUTEPHEB 10100 TEKCTa.
4. npuemsbl (HOpMUPOBAHMSI TIOMCKOBBIX 3aIIPOCOB KOH(PHICHIIMAIBHON HHPOPMAIIMK Ha OCHOBE
000U TEKCTOBBIX (hParMEeHTOB.
5. mpuHLHUIIBI POPMHUPOBAHUS PETYIISPHBIX BHIPAKEHUH /IS TOMCKA KOH(UICHIIMATbHOM
UH(OPMALIMU U OBJIAJIETh METOAUKON HACTPOMKHU CUCTEMBI ITepexBaTa MpOrpaMMHOTO
komiuiekca SearchInform.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

YmeTh: aHAITM3UPOBATH " 1.1.  Kak ycTaHOBHTB MapoJIb IS MTOJTb30BaTEIs
coJiepKaTeabHO «Anmunuctpatop» Windows Server?
UHTEPIPETHPOBATh  PE3YJIbTATHI 2.  Kak m3MeHHTH mapamMeTphbl YIeTHOM 3aITUCH B
MOJIyYEHHBIE C HCIOJb30BaHUEM Windows Server?
1H(OPMallMOHHO-aHATUTHYECKUX 3.  Kak ycraHoBUTH maposb Ha KOHCOJb Search




cucTeM 0e30I1aCHOCTH

Server?

4.  Kak ycTaHoBuTH naposb Ha koHcons DataCenter?
5.  Kak ycranoBuTbh naposib Ha KOHCOJb
EndpointSniffer?

6. Kak ycTaHoBUTb maposib Ha KOHCOJb
NetworkSniffer?

7.  Kak ycTtaHOBUTH 1apoJib Ha KOHCOJIb ReportCenter?
8.  Kak ycranoButh naposs Ha cinyx0y AlertCenter?
9.  Yro Takoe uHAEKC?

10. Kak pa3rpannuuTh IpaBa AOCTyIa K HHAEKCaM?
2.1. Kak ucnoyip3yercs «Oenblid CIIUCOK»?

2.  Kak ucnonbs3yercst «4epHBINA CIIUCOK»?

3. Uewm otnunyaetcs riobabHbIA GUIBTP OT QHIIbTpa
110 MPOTOKOIaM?

4,  3auem nomxirouarsk AlertCenter k nuagexcam?

5. Kakoii qomkeH ObITh UHTEPBATI OOHOBJIEHUS
UHIEKCOB?

6. Ilouemy HY)KHO OTKJIFOYAThH BBIMIOJIHEHHUE
pacnucaHus MOJIUTHKA?

7. Yro Takoe akTUBHBIA UHIEKC?

8.  Uro Takoe MoCTyIMHBINA HHACKC?

3.1. K kakum AeicTBUSIM MOXHO IIPUBSI3aTh
BKJIFOUEHUE CHATHS CKPUHIIOTOB?

2.  Kak u3MeHHUTh YacCTOTYy KaJpOB JIJISl pexKruMa
BUJICO3AIIUCH?

3. Kakoe HazHauenue onnuu LiveView arenra
MonitorSniffer?

4. MOXHO JI ¢ MOMOIIBIO IPOTPAMMHOT'O KOMILJIEKCa
SearchInform npousBecTy MOUCK JaHHBIX TIEPETAHHBIX
no nmpoTokoiny http, 6a3upysce Ha [P-anpece
noJtyqaresns?

5. MoHO 11 ¢ TOMOIIBIO MPOTPAMMHOI0 KOMITJIEKCa
SearchInform oTcopTHpoBaTh 1aHHbIE NT€peIaHHbIE HA
flash-HocuTenb OT JaHHBIX MEpETaHHBIX HA KOMIAKT
TUCK?

6. MOHO 1M ¢ TOMOIIBIO MPOTPAMMHOI0 KOMITJIEKCa
SearchInform npou3sBecTH NOMCK JaHHBIX MEPEAAHHBIX C
nomolsio yara Skype?

7. MOHO 71 C TOMOIIBIO0 TPOrPAMMHOT0 KOMILJIEKCa
SearchInform npou3sBecTH MOUCK JaHHBIX MMEPEIAHHBIX
1o npotokouy ftp, 6a3upysich Ha HalpaBJIEHUN
nepeaaun’?

8. MOHO 71 ¢ TOMOIIBIO IPOTPAMMHOTO KOMITJIEKCA
SearchInform nmpou3BecTH MOUCK JaHHBIX MMEPEIAHHBIX
1o npotokouy http, 6a3upysch Ha HanpaBIECHUN
nepeaaun’?

9. MOXHO 71 ¢ TIOMOIIBIO IPOTPAMMHOTO KOMITJIEKCa
SearchInform nmpou3BecTy MOKCK JaHHBIX MEPETAHHBIX
IO 3JIEKTPOHHOM MOYTE C UCTIOIb30BAHUEM CKPBITHIX
KOTIHi?

4.1.  Kak cHATh HU(POBOIl OTIEUATOK U3 TEKCTA B
rpaduueckoM (aiine?

10




2.  MoxHo 1 cHATh U(PpoBOH oTreuaTok u3 pdf-
¢aitna?

3. MoxHO i1 CHATH HU(GPOBOI OTIIEYATOK U3 java-
¢aiina?

4.  Kakue 10KyMEHTHI HELIeJIECOOOPa3HO UCKATh C
nomoInpto kpurepus «I1o mudpoBsIM oTHEUaTKaAM»?

5. Kak 00beauHsI0TCs IpOCThIe 3alPOChl B CI0KHBIE?
6. Kax nmpoBepuTh CHHTAKCHC CIIOKHOTO 3arpoca?

5.1. B uem pasnuna Mexay GyHKIIHMOHATHHOCTBIO
KHOTIOK «/100aBUTH CcCHUIKY» U «/]00aBUTH 3HAUCHHUE»
okHa «buONMHOTEeKa PEeryIApHBIX BBIPAKCHUIN?

2. Tlouemy B okHE «BBIOOp pEryasipHOTO BBIPAKCHUS
MOTYT NPUCYTCTBOBATh HECKOJBKO OJIMHAKOBBIX
Ha3BaHWUM PEryJIIPHBIX BbIPAXKEHUN?

6.1. Kak B mabmoHe onpeaenuts mpooden?

2.  Kak B mabioHe onpeaeuTh OTACIHHOE CIIOBO?

3.  Kak B mabnone onpeaenuTb HeUyBCTBUTEIHLHOCTD K
peructpy?

4.  Kak B ma0j0He OnpeaeauTh aJbTepHATUBY?

5.  Kak B mabnone onpeaenuTb rpynnupoBKy?

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CIIM 3aJaHIe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO MMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITI
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yJIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CITU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

KM-4. Kourpoabnoe 3aganue Ne 4. [Ipakruka npumenenust MaxPatrol STIEM.

®opmbl peanu3anuu: BeinonHenue 3aganus

Tun KoHTpOJIBLHOr0 Meponpusitusi: OT4er

Bec koHTpObHOrO Meponpusitusi B BPC: 25

IIpoueaypa mnpoBeaeHusi KOHTPOJbLHOro MeponpusTusi: (CamMOCTOSTEIbHOE BBIITOJIHEHHE
NPAaKTUYECKOTO 3aHSATHUS.

KpaTKOC CoA€cpKaHME 3alaHUA:
L[CJ'IB KOHTPOJIBHOT'O 3a/IaHUA: TOJTYUCHUEC TCOPECTUUCCKUX U TPAKTUYICCKHUX HABBIKOB pa60TBI C

SIEM mpoBepka 3uanuit o padote ¢ SIEM-cuctemsr Kampan.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

YMers: aHaJIM3UPOBATh u 1.Kakue cynecTByroT albTEepHATUBEI HCIIOJIb30BAHUIO
COJIEpKaTENbHO SIEM?
VHTEPIPETUPOBATH pe3yJIbTaThl 2.Kakum oOpazom B SIEM KOMPA ] Beinonssercs
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MOJIYYEHHBIE C MCIOJIb30BaHUEM
UH(POPMALMOHHO-aHAIUTHYECKUX
cucTeM 0e300aCHOCTH

3anava [ouck mo coObITHIM B pexXHME peaibHOTO
BpEMEH

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOJHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60

Onucanue xapakmepucmuku btnoanenus 3uanus. OueHka "Xopomo" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JIsI PEIICHHS 3a/1a4

Oyenka: 3

Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIETBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHue NPEUMYILIECTBEHHO BHIIIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
1 cemecTp
®DopmMa NPOMeKYTOUHOI aTTecTannu: DK3aMeH

IIpumep Onsiera

- Ymeepoicoaio:
3K3AMEHAIIMOHHbBIU BUJIET Ne 1 3as. xagh. BHT

Kadenpa .
HNY (benp . A.IO.Heescruti
beszonacnocmu u ungopmayuonrvix mexnoro2uil

«MDN» Ilpomoxkon 3acedanus
Hucuunnuna: Hughopmayuonno-anarumuueckue xachedpsi No3
cucmemul 6€30NACHOCU y
«16» dexabps 2020e.

1.  OOmas xapakTepuCTHKa MEPOIIPUATHI HHPOPMAMOHHO-aHATUTHICCKOH IEATETHHOCTH
COTPYIHUKOB HH()OPMAITMOHHOW O€301TaCHOCTH OpPTaHU3aIlnU

2.  XapakTepUCTHKa KIFOUEBBIX BO3ZMOXXHOCTEH CHCTEMbI KOMIUIEKCHOTO MOHUTOPHHTA
nH(popMaImoHHOH Oe3omacHocTr MaxPatrol 1o 3amuimeHHOCTH M COOTBETCTBHS CTaHAApTaM

3. 3amycTuTh BHPTYyaIbHBIH KOMITBIOTEP C YCTAHOBIEHHBIM MTPOrpaMMHBIM KoMruiekcom Kb
SearchInform. [Ipaktudecku chopmMHupoBaTh NapaMeTpbl COOCTBEHHON MOJUTHKH 0€30IaCHOCTH,
KOTOPBIE JOJDKHBI BKJIIOYATh B ce0sl: paclucaHue MPOBEPKU U CITUCOK MHICKCOB/0a3 JaHHBIX IS
MIPOBEPKHU KOH(pHIeHIMansHoi nHpopMmarmn B IC

IIpoueaypa nposenenus

VYerHbII onpoc

L. Ilepeuens Kkomnemenyuii/uHOUKAmMOpPo8 u KOHMPOILHBIX 60NPOCOE NPOGEPKU PE3YbM AN 08

0Cc60€nUA 0ucuunﬂuubl

1. Komnerenuusi/Mnankarop: I1K-1.5nk-1 [IpoBoauT HHCTpYyMEHTaNbHBII MOHUTOPUHT
3alMIIEHHOCTH KOMITbIOTEPHBIX CUCTEM U CETeH

Bonpocel, 3aganus
1.ITonsiTne ayaura nHpOpMamOHHON 0€30MaCHOCTH, CBUAETENLCTBA U KPUTEPHS ayAUTa
UH(POPMALIMOHHOM 6€30MaCHOCTH OpraHU3aLUuU

2.XapakTepuCTHKA 33/1a4 BHEITHETO U BHYTPEHHETO ay/iuTa HH(pOpMaIrmoHHOM 0€301MacHOCTH

3.CocTaB u o61ua$[ XapaKTCPUCTHKA 3Talla IOCTAHOBKHU 3a/1a4 U YTOYHCHUSA I'PAHULL pa60T

MIPOBEICHUS ayuTa HH()OPMAITMOHHOM 0€30MacHOCTH HH(DOPMAITMOHHOW CUCTEMBI
(opranu3zanun)

4.CocraB u oOu1as XxapakTepucTuKa 3Tana coopa 1 aHaiau3a HHpopMaluu ayauTa
UH(POPMALIMOHHOM 6€30MacHOCTH UH()OPMAIIMOHHON CHUCTEMBI (OpraHHU3allln)
5.CocraB 1 00111as XapaKTepUCTHKA 3Talla aHaJIW3a JaHHBIX ayAuTa HH(HOPMalMOHHON
0e30macHOCTH UH(POPMALIMOHHOM CHCTEMBI (OpraHU3aIINN)

6.CoctaB u 0011as XapaKTepUCTUKA 3Tana pa3padoTK PEeKOMEH AN ayIuTa
nH(pOpMalMOHHON 6€30MacHOCTH HH(OPMALIMOHHON CUCTEMBI (OpraHU3aluN)
7.CoctaB u 0011as XapaKTepUCTUKA 3Tara IMOATOTOBKH ayIMTOPCKOTO OTYETa ayAuTa
nH(pOpMalMOHHON 6€30MacHOCTH HH(OPMALIMOHHON CUCTEMBI (OpraHU3alnin)
8.OcHOBHBIE 33/1a41 peraemble cuctemMoit MaxPatrol

9.XapakTeprcTrKa OCHOBHBIX BO3MOXHOCTeH MaxPatrol

10.Xapakrepuctuka apxutrekrypsl MaxPatrol
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11.0OcHOBHBIE CLIeHApUU BHEIPEHUS CUCTEMBI KOMIIJIEKCHOTO MOHUTOPUHTa HHPOPMALIMOHHOM
0€30MacHOCTH

12.9BomronMoHHOE pa3BUTHE U NOBbIIIeHHE Y dexTuBHOCTH MaxPatrol

13.ITopsiioK OLEHKH 3alUIIEHHOCTH HH()OPMALIMOHHONW CUCTEMBI C UCIIOIb30BAHHEM
MaxPatrol

14.MexaHu3MbI OLIEHKH 3alUIIIEHHOCTH HH()POPMALIMOHHBIX CUCTEM UHCTPYMEHTAMU
MaxPatrol

15.ITopsiIOK OLIEHKH 3alTUIIICHHOCTH HHPOPMAIIMOHHON CUCTEMBI ¢ UCTIoNb30Banus DLP
CUCTEM

16.ITopsiiok OLIEHKH 3aMIUIEHHOCTH MH(POPMAIIMOHHOM CUCTEMBI C UCIIOJIb30BaHUEM (YHKIIHH
MaxPatrol «Ananmu3z Web-npunosxxeHuii»

17.IlopsimoK OLEHKH 3alUIIEHHOCTH HH()OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAaHUEM
MaxPatrol «TectupoBanue Ha IPOHUKHOBEHHE)»

18.ITopsi oK OLEHKH 3alUIIEHHOCTH HH()OPMALIMOHHONW CUCTEMBI C HCIIOJIb30BAHHEM
MaxPatrol «Aynut SQL Servery.

19.ITopsaoK OLEHKH 3alUIIEHHOCTH HH(OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAaHUEM
MaxPatrol «Aynut Solaris»

20.ITopsimok HaCTPOUKH MPOQUIIS I OLIEHKH 3AIIUIIEHHOCTH HHPOPMAIITMOHHON CUCTEMBI C
ucnoip3oBanueM MaxPatrol

21.ITopsinok onucaHusi ya3BUMOCTEN MPH OICHKE 3aIIUIEHHOCTH HHPOPMAITMOHHON CHCTEMBI
¢ ucronp3oBanneM MaxPatrol

22 KonTtponb coorBercTBuUs (Mexanusmbl Compliance Cisco) MaxPatrol

23 . Knaccudukamnust DLP-cuctem o cnocoOy oOHapyXeHus! yTeuku HHPOPMaLUu

24 Metoapl ananu3a ucrnoib3yemsie B DLP-cuctemax

25.XapakrepucTtuka apxutekTypsl DLP-cuctem

26.XapaKkTepucTHKa TEXHOJIOTUN MPEeIOTBPALICHUS YTEUKH HH(POPMAIUH ITPU HCTIOTb30BAHUH
DLP-cuctem

27.Ha3zHadyeHue, pelaeMsple 3aJa4l, OCHOBHBIE BO3MOXHOCTH, IIPEUMYIIIECTBA U HEJOCTATKH U
XapaKTEePUCTUKA TPUMEHEHUSI OCHOBHBIX MOJyJiei TunoBoro pemenus DLP-cucremsr Kb
SearchInform

28.0cHOBHbIE PUEMBI UCITIOJIb30BaHUsI TporpaMMHoro komiuiekca Kb SearchInform st
nepexBara M MoKucka yredek KoH(uIeHInalbHOW HHPOPMaLUU

29.0cHOBHBIE PUEMBI pealIn3aliy EPUOIUYECKOr0 U OTIEPATUBHOTO KOHTPOJISI SKPaHOB
NOJIb30BaTeNeH, a TakkKe MeTO/bl (POPMHUPOBAHUS KPUTEPHEB MTOUCKA KOH(PHICHIIMATBHON
MH(pOpPMaLIUU «I10 aTpUOyTamMm» U «HEPaCIIO3HAHHBIX)»

30.0cHoBHbIe ITpreMbl (HOPMUPOBAHHS TOMCKOBBIX 3aIIPOCOB KOH(DUICHIIUAIBHOM
uH(pOpMali Ha OCHOBE KPUTEPUEB NO00US TEKCTA

31.0cHoBHbI€ ITpHEeMbI (HOPMUPOBAHHS TOMCKOBBIX 3aIIPOCOB KOH(DUICHIIUAIBHOM
MH(pOpMalLMK Ha OCHOBE MOA00MS TEKCTOBBIX (PparMeHTOB

32 .Ilpunuunsl GopMUPOBaHUS PETYIISPHBIX BRIPAKEHUH 171 TOMCKA KOH(UICHIIHATBEHOMI
uH(popManuu. MeToanka HaCTPOWKH CUCTEMBI ITepexBaTa MPOrpaMMHOr0 KOMILIEKCa
Searchinform

33.Ha3naueHue, LIEJIM U 3aJa41 CUCTEMbI, OCHOBHBIE BO3MOKHOCTH «SearchInform SIEM»
34.ApxuTekTypa u anroput™ padbotsl cucrtemsl «SearchInform SIEM»

35.IlpeumymectBa u HenocTaTku nmpoaykra «SearchInform SIEM».

36.XapakTepucTuKa MPUMEHEHHs] OCHOBHBIX MOJyJiel TunoBoro pemenus SIEM-cuctemsl
SearchInform

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN

1.MadopManimioHHO-aHATUTHYECKAs e TETHHOCTh CITY>KObI 6€30TTaCHOCTH 9TO
OTBETHI:
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Bepusiii otBet: MHbOpMaMOHHO-aHATUTHYECKAS ACATEIBHOCTD CIIY>KObI O€3011aCHOCTH
(dbupMBI IpeIcTaBisIeT COO0N CHCTEMHOE TIOJIYICHHE, aHAJIN3 M HAKOTUICHHE WH(OpMaIUu
C 2JIeMEHTaMU IPOTHO3UPOBAHUS IO BOIPOCAM, OTHOCSIIUMCS K 0€301acHOCTH (UPMBIL, U
Ha 3TON OCHOBE KOHCYJIbTUPOBAHHE U MOJMOTOBKA PEKOMEHAINI pyKOBOJCTBY O
MIPaBOMEPHOH 3aIIUTE OT MPOTUBONPABHBIX MOCATATEIHCTB

2.@yukunun MAC
OTBeTHI:

BepHblii 0TBET: * 00ecneYnTh CBOEBPEMEHHOE TIOCTYIUICHUE HAJIS)KHON U BCECTOPOHHEH
WHGOPMAIIMY TI0 HHTEPECYIOIUM BOIIPOCAM; * ONUCATh CIICHAPHUH JACHCTBHI
KOHKYPEHTOB, KOTOPBIE MOT'YT 3aTparuBaTh TEKYIIUE UHTEPECHl (PUPMBI; * OCYIIECTBISATH
MOCTOSIHHBI MOHUTOPHHT COOBITHIA BO BHEIITHEH KOHKYPEHTHOM Cpe/ie U Ha PHIHKE,
KOTOpBIE MOTYT UMETh 3HAYCHHE ISl HHTEPECOB (DUPMBI; * 00ECTIeUnTh O€30MaCHOCTh
cOOCTBEHHBIX HH(DOPMAITMOHHBIX PECYPCOB; * 00ecneYnTh 3P(HEKTUBHOCTH U UCKITIOUYNTH
nyOnupoBaHue Mpu cOope, aHAIM3€E U PACTIPOCTPAHCHUH WH(OPMAIIUH.

3.Ilepeuncnure OCHOBHBIC HANIPABJICHUS aHATUTHYECKON paObOThI
OTBeTHI:

Bepnplii orBeT: K 0CHOBHBIM HanpaBlIeHUsIM aHAIIUTUYECKOM pabOThl, pa3pabaTbiBa€MbIM
Ha MHOTUX (prpMax, MO’KHO OTHECTH: aHAJIN3 00BEKTA 3aLUThI, AHAJIU3 YIPO3, AHAJIN3
KaHAJIOB HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MH(POPMALIUH, aHAIN3 KOMIUIEKCHOU
6e30nacHOCTH (PUPMBbI, aHAJIU3 HApYLIEHUH pexXrMa KOHPHUIEHIIMAIbHOCTH, aHATIN3
MOJIO3PEHUH yTpaThl KOH(DUICHINATBHON HHpOpMALIUN

4.Bu/bl HAPaBJICHUH aHATMTUYECKON PaOOTHI
OTBeThI:

Bepnpriii orBet: HanpaBnenus ananutuueckoil padbotsl, Begyuieiicss MAC ¢pupmsl, MOryT
OBITh MOCTOSIHHBIMH, IEPUOJUUYECKUMH U Pa30BbIMU. [IoCTOSIHHBIE HaNIpaBIeHUS
aHAJIUTUYECKOU paboThI ABJISAIOTCSA Haubosee BaKHbIMU. [leproanueckue u pa3oBble
HampaBJICHUs aHATMTUYECKON paboThl XapaKTePU3YIOTCS CBOEH KECTKON 3aBUCUMOCTbIO
OT MOCTOSIHHBIX HanpaBieHuH. [IpoMexyTku BpeMeHu, yepe3 KOTOpble MPOBOIATCS
UCCIIeIOBaHMs B 00J1aCTH MEPHOAMUYECKUX HAlpaBJIeHUH aHAIUTHYECKOM paboThI, BCELENO
3aBHUCST OT pe3yJIbTaTOB aHAJIM3a M0 MOCTOSHHBIM HallpaBieHUsM. Pa30Bble HarpaBiIeHUs
aHAJIMTUYECKON pabOThI HE TOJIBKO JKECTKO 3aBUCAT OT MOCTOSIHHOMN aHAIUTHYECKOM
paboThl, HO U B MOJIABJISIONIEM OOJIBIIMHCTBE CIy4aeB SBISIOTCS CIEICTBUEM PE3YyIbTaTOB
TaKMX UCCIIEJOBAHUM.

5.Uto nmpeaycMaTpuBaeT aHATMTUYECKOE UCCIIEIOBAHNE UCTOYHUKOB KOH(PUACHITHATBHON

uHpOpMaLuu
OTBeThI:

BepHblii OTBET: * BBISIBJICHHE U KJIACCU(PUKALIMIO CYIIECTBYIOMINUX U BO3MOXKHBIX
KOHKYPEHTOB M COTIEPHUKOB (PUPMBbI, KpUMHHAIBHBIX CTPYKTYP M OTEIbHBIX IPECTYITHBIX
3JIEMEHTOB, UHTEPECYIOLIUXCS (PUPMOIL; * BBISIBICHUE U KIacCU(PUKAIINIO MAKCUMAIIBHO
BO3MOYKHOT'O YHCJIa UCTOYHUKOB KOH(UIEHIIMANBbHOM HH(pOpMaLUu GUPMBI; * BHISIBICHUE,
KJIacCU(PUKALIMIO ¥ BEJICHUE TIepeuHs (YU4eTHOTO arnapara) peajJbHOTO COCTaBa
HUPKYIUpYyoliel B pupMe KoHpuaeHInanpHoi nHdopMaiu (B pa3pe3e HCTOUYHUKOB,
oOecrnieunBaeMbIX (PYHKUIUN U BUAOB pabOThI, C yKa3aHHUEM HOCHUTENEH — TOKYMEHTOB,
JIMCKeT, (aiiyioB U T. 1.); * U3y4EHHE JAHHBIX y4eTa OCBEJIOMIIEHHOCTH COTPYJHHKOB B
TaliHe GUpPMBI B pa3pese KakJ0ro pyKOBOJIUTENS U COTPYIHHUKA (B TOM YHCIIe
TEXHUYECKOT'0 M BCIIOMOTATENIbHOT0), T. €. U3yYeHHE CTEIIeHN U JUHAMUKU PEaTbHOTO
BJIa/ICHU (B TOM YHCJIE CIIy4allHOTO) COTPYAHUKaMH KOH(PUIEHIUAIbHON HHPOpMaIIUei;
* U3y4eHHUe cocTaBa KOH(PUICHIMATbHOM HH(pOpMALIUK B pa3pe3e TOKYMEHTOB, T. €.
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M3Y4YCHHE MTPABIIIBHOCTH PaCUJICHEHHS TalHbI (KOH(DUIEHITNAIBHON HHDOpMAIIK) MEXTY
JIOKYMEHTaMH U OTIpe/ieieHIEe N30BITOYHOCTH IIEHHOW WH(OpPMAIIUY B TJOKYMEHTaX; ® y4eT
Y U3YyYCHUE BBISIBJICHHBIX BHYTPEHHUX U BHEITHHX, MOTEHIIHAIBHBIX U peaTbHBIX
(macCUBHBIX M aKTUBHBIX) YTPO3 KXKJIOMY OTACIbHOMY UCTOYHUKY HH(POPMAIIHH,
KOHTPOJIb Mpoiiecca GoOpMUPOBAHUS KaHAIa HECAHKIITMOHUPOBAHHOTO JIOCTYIA K
nH(poOpManuy; * BeJICHWE U aHAIN3 TTOJIHOTHI MIEPEYHS 3alIUTHBIX MEp, TPEANPUHATHIX 110
KaKJOMY HCTOYHHKY, U 3aIIUTHBIX MEpP, KOTOPHIE MOTYT OBITh HCIIOJIb30BAHBI TIPU
AKTUBHBIX JCHCTBUAX 3JIOYMBIIIUICHHUKA, 320J1arOBPEMEHHOE TTPOTHUBOICHCTBHE
3II0YMBINIJICHHHKY.
6.Uto npeaycMaTpruBaeT aHAIMTHYECKAs padoTa ¢ UICTOYHUKOM yIpo3bl KOH(PHUICHITUATBHOM
uHpopManun
OtBeThI:

BepHbIii OTBET: * BRISIBJICHUE U KJIACCH(UKAITUIO MAKCUMAIBHOTO COCTaBa HCTOYHHUKOB
yrpo3bl KOHQUACHIHATEHOW HH(DOPMALIUY; * YIET U U3YYCeHUE KaXI0T0 OTJEIBHOTO
CyOBEKTUBHOTO BHYTPEHHETO U BHEIIHETO UCTOYHHKA, CTEIICHH €r0 OMACHOCTH (aHAIN3
pHUCKa) MPU peaiu3aliii Yrpo3bl; * pa3paboTKy MPEBEHTUBHBIX MEPONPHUATHN 11O
JIOKAJIM3AIMK U JTUKBUAAINUA OOBEKTUBHBIX YTPO3.

7.OCHOBHBIM Ha3HAYE€HHUEM BCEX aHAIIMTUYECKUX METOHOB SIBIISIETCA . ...
OTBeTHI:

BepHnbiii 0TBeT: 00paboTKa MONTYYEHHBIX CBEJICHHH, YCTAHOBJICHHE B3aUMOCBSI3U MEXKTY
(hakTaMu, BBISIBJICHUE 3HAYCHHMSI TUX CBSI3€H M BRIPA0OTKA KOHKPETHBIX MPEIIOKEHUI HA
OCHOBE JIOCTOBEPHOM U MOJTHOM, aHATUTUYECKU 00pabOTaHHON HH(POPMAITIH.
8.UTo sBIIIETCS IENIbI0 HHPOPMAIIMOHHO-aHATUTHYECKON pabOThI B 00JIaCTH 00CCIICUeHUS
nH(MOPMaIMOHHON 6€30MaCHOCTH MPEANPUITUS
OTBeTHI:

BepHriit oTBET: 11€71610 HH(POPMAITMOHHO-aHATIUTUYECKON PabOThI B 001aCTH 00ecTiedeHUs

nH(OPMALIMOHHON OE€30MaCHOCTH MPEANPHUATH MOXKHO CUUTATh IeJIeHAIIPaBIEHHBIN cOop,

00paboTKy 1 aHAN3 HHPOPMAIIHH, KOTOpasi CIIY>KHUT IS BRISIBIICHUS ¥ HEHTpaTU3aIlin

pEaNbHBIX U OTEHIIMATBHBIX BHYTPEHHUX M BHEIIHUX YTPO3 MPEANPHUSATHIO.
9.UndopmanmoHHO-aHaIUTHYECKast paboTa B 007aCTH 6€30MaCHOCTH, OCYIIIECTBIIsIeMast
COTPYIHUKAMHU HTOTO MOJPa3/eNieH s, JOJKHA BKIIOYaTh B ce04 .. ..

OTBeTHI:

Bepwnrriit otBeT: UH(opmanmonHo-aHanuTuyeckast pabora B o0actu 0€301MacHOCTH,
OCyIIECTBIsIEMasi COTPYJHUKAMH 3TOT0 MOApa3eNeHHs], JOJKHA BKJIIOYaTh B ce0s
cienyolye HanpasieHus: 1. AHanu3 oObEKTOB 3allUThl HH(OPMAILIUK, COCTABISIONINX B
LIEJIOM 3allUIIAeMbIil 00bEeKT HHPOPMATU3AIMH, KOTOPbIE BKIIOYAIOT B Ce0s: - HOCUTEIH
KOH(UISHIINATHFHON HH(POpMAINH; - XpaHUJIMIIA W TOMEIICHUS, TAe XPaHITCI U
00pabaThIBaOTCA 3TH HOCUTEIIH; - 3laHUE MIPEIIPUATHS U IPU HEOOXOTUMOCTH
MpUJIeTAIONIAs K 3[aHUIO TEPPUTOPHS. 2. AHAIN3 BHYTPEHHUX YTPO3 MPEIIPHUSTHS,
BKJIIOYAIOIIUI B ce0sl CIeayIOle YyTPO3bl: - BHYTPEHHHUE (BO3HUKAIOIINE B paMKaX CaMOro
MPEINPHUATHS ) ICTOYHUKN HETAaTHBHOTO BO3JEHCTBUS HA WH(POPMAIIHIO; - IPUIHHBL,
0OCTOSITENILCTBA U YCIOBUS TAKOT'O BO3AEUCTBHS; - KaHAJIBI U METO/IbI
HECAaHKIIMOHHPOBAHHOTO JOCTYINa K HH()OPMAIIH CO CTOPOHBI BHYTPECHHUX HCTOYHHKOB
BO3/ICHUCTBUS; - COLMAIBHO-TICUXOJIOTHYECKHE aCTIeKThl BHYTPEHHEH Cpebl IpeInpUsTs,
KOTOPBIE BIUSIOT MM MOTYT TIOBITUATH HA COCTOSTHUE 3alUTh HHQopMarwu. 3. AHaImn3
HJIEMEHTOB KOMITJIEKCHON CHCTEMBI 3aIUThl MHPOPMALIMHU NPEATIPUATHS, TAKUX,
HaTpuMep, KakK: - BUbI CPEJICTB 3aIINTHL; - METOJIBI M CPEJICTBA 3AIUTHI MHPOPMAINH; -
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KaJIpoBOe o0ecTieueHne 3auThl HHPOPMAIUH MPEATPUSATHUS; - PECYpCHOE 00ecIiedeHHe
3a1uThl HHGOPMALUU TPEIIPUITHS.
10.K uHCTpYMEHTANBHBIM CPEJICTBAM, OPUCHTHPOBAHHBIM Ha PEATH3AIUI0 COOCTBEHHO
aHanutrdeckux npunoxenud B MACOB otHocsTCS
OTBeTHI:

Bepuriit orBeT: CpeAcTBa: ® CTaTUYECKOT0 aHaIM3a (TPaJullMOHHbIE PErIaAMEHTHPOBAHHbIC
OTYETHl ¥ IUarpaMMbl); * IMHAMUYECKOTO aHaIu3a (IMHAMUYECKUE CUCTEMBbI MOAIEPKKHI
MIPUHATHS PEIICHU); * MOACIUPOBAHUS U MPOTHO3UPOBAHUS;, * BU3yaJIM3alluu CBA3EH U
OTHOIICHUN MEXy 00bEKTaMH UHTEPECOB (T10]] KOTOPHIMU MOTYT TOHUMATbHCS
(bu3nyuecKre U IOPUINICCKUE JTUIA, COOBITHS, SIBICHUS, TIPOIECCHI U T.I1.).

11.KakoBa cytb TexHonoruii, npumensaemsix B MACOB cTpaTernueckoro ypoBHs
OTBeThI:

Bepuslii oTBeT: * popmupoBanne 0a3bl 3HAHUH (TEMATUYECKOTO KaTajora) ¢ KoMOMHanuen
"py4HOro" ¥ aBTOMaTH4ECKOro crocoda (popMupoBaHUS CHCTEMbI KAaTETOpUIA; *
HaBHUTAILMIO 110 0a3e 3HaHUH, C J00aBJICHHUEM HMIIH UCKIIIOUEHHEM U3 HEE HOBBIX
JOKYMEHTOB; * aBTOMAaTH3UPOBAHHBIN MMOMCK B3aUMOCBSI3EH JTI00BIX OOBEKTOB,
MIPEJICTABIISAIONINX BO3MOXKHYIO yTpo3y (COOBITHH, JIF0JIeH, Tele(OHHBIX MTEPETOBOPOB,
a/IpeCcOB U T.I1.); * BU3YaJIM3AlUI0 HAWJECHHBIX B CIIOKHO CTPYKTYPHPOBAHHOM
nH(OPMAINY BO3MOKHBIX OTHOIICHUH U CBSA3CH B Tpa)MueCcKOM U TaOJIMIHOM BHJAX, a B
psiae caydyaeB MX 00pa3HOE MPEACTABICHUE; * OTKPBITOCTh APXUTEKTYPHI, C
BO3MOYXHOCTBIO BCTPAMBAHWSI H/HIT HAPAIIMBAHKSI HOBBIX WH()OPMAIMOHHBIX ITOJCHCTEM,
C yAaJIeHuEeM WY NepeKoHpUrypanueil yxe UMeroImuxcsl.

12.Ha3nauenue cuctemsl MaxPatrol 8
OTtBeTsI:

Bepusiit otBer: Cuctema MaxPatrol 8 npennasHaueHa i obecriedeHns KOHTPOIIs

3aIUIIEHHOCTH U COOTBETCTBUS CTaHIapTaM 0€30MacHOCTH MH(POPMAIIMOHHBIX CUCTEM.
13.MexaHu3M TecTupoBaHus Ha mpoHukHOoBeHUe (Pentest) MaxPatrol 8

OTBeThI:

BepHslit otBeT: PexuM TecTUpOBaHUSA Ha IPOHUKHOBEHUE PEAIN3YET TPOBEPKH,

TUIIMYHBIE JJIS CKaHepa CeTeBOI'0 YPOBHS: HHBEHTAPU3ALMOHHbIE, «OaHHEPHBIE)

MpOoBepKH, (az3uHT, 1oa00p yueTHbIX 3anucei. Takke B MaxPatrol 8 ecTs

CIeLMAIN3UPOBAHHBIE IPOBEPKHU JJIS aHAJIM3a 3alUIEeHHOCTH BeO-pritoskeHnit 1 CYB/I.
14.MexaHu3M cucTeMHBIX poBepok (Audit) B MaxPatrol 8

OtBeTsI:

Bepublit oTBeT: PexuM cCHCTEMHOI0 CKaHMPOBAaHUS IO3BOJISIET IPOBECTH MHBEHTAPU3ALINIO
anmnapaTHOro U MPOrpaMMHOT0 obecreueHusi, cOop KoH(pUrypanroHHbix napamerpoB OC,
ciyx0, CYB/I, mpukiiaAHbIX CUCTEM M CPEJCTB 3alUThl HH()OPMAINH, BBISBUTh
YSI3BUMOCTH, OIIMOKHM KOH(UTYpaIIi U KOHTPOJIUPOBATH OOHOBIICHUSI.

15.MexaHu3M KOHTpOJIs coOTBeTcTBUA cTanaapTaM (Compliance) B MaxPatrol 8
OtBerTsI:

BepHbiit oTBeT: PexuM KOHTPOJI COOTBETCTBUSA CTaHIapTaM IMO3BOJISIET IPOBEPATH
BBINOJIHEHUE TPEOOBAHUI POCCUICKUX PETYIHUPYIOLINX OPTaHOB, MEXTYHAPOAHBIX U
OTpaCJIEBBIX CTAHIAPTOB, KOPIIOPATUBHBIX PETJIAMEHTOB.
16.Kakue kiitoueBble BO3MOXHOCTH UMEET KOHTPOJIb 3AIIUIEHHOCTH U COOTBETCTBHUSA
cranaaptam B MaxPatrol 8
OtBeThI:
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Bepnpsiit otBeT: ¢ [IpoakTuBHAs 3alUTa KOPIOPATUBHBIX PECYPCOB C MOMOIIIBIO
aBTomMaTudyeckoro Monutopunra Ub; ¢ ABromaruzanus npoueccoB KOHTPOJIS
COOTBETCTBHS OTpaciie "BbIM M MEKIYHApPOIHBIM cTaHAapTaM; ¢ Ouenka 3¢(GHeKTUBHOCTH
noapazaenenuit U'T u Ub ¢ momoripio pacimpseMoro Habopa MEeTpuK 0€30MacHOCTH U
KPI; « CHmxenue 3aTpaT Ha ayAMT U KOHTPOJIb 3alUILEHHOCTH, ToaArotoBky UT u 1Ub-
MPOEKTOB; * ABTOMATHU3AIIMs MPOILECCOB HUHBEHTAPU3AIIUU PECYPCOB, YIIPaBICHUS
YSI3BUMOCTSIMU, KOHTPOJISI COOTBETCTBHS MOJIUTUKAM 0€30MaCHOCTU M KOHTPOJIS
U3MeHeHul; * KOMITIeKCHBIN aHaIu3 CII0KHBIX CUCTEM, BKITFOUAst CETEBOE 000PYI0BAHHE
Cisco, Nortel, Juniper, Huawei, mmarpopm Windows, Linux, Unix, CYB]] Microsoft SQL,
Oracle, mpunoxenunii Active Directory, Microsoft Exchange, Lotus, SAP/R3 u Web-
ci1y>k0bl COOCTBEHHOM pa3paboTkH; ¢ BeTpoeHHas moiiepKka OCHOBHBIX CTaH/IapTOB,
takux kak [OCT MCO/M3BK 27001, SOX (Sarbanes-Oxley Act), PCI DSS (Payment Card
Industry Data Security Standard), NSA (National Security Agency), NIST (National
Institute of Standards and Technologies), CIS (Center for Internet Security); °
MakcumanbHasi aBTOMaTU3alMs IPOLECCOB CHUYKAET TPYA03aTPAThl U TO3BOJISET
OMEePAaTUBHO KOHTPOJIMPOBATH COCTOSIHUE 3alTUIIICHHOCTH cucteM; * [lognepxka 6a3bl
3HaHUN KOMaHA0N POGECCHOHATBHBIX KCIIEPTOB.

17.®yHKIMM aHATTN3a KaKuX 00BEKTOB MHPOPMALIMOHHON CUCTEMBI pEaIi30BaHbI B CUCTEME

MaxPatrol
OTBeTHI:

BepHblit OTBET: *onepaliioOHHbIE CUCTEMBI *CETEBOE 000PYI0BAHUE *CUCTEMBI YIIPABICHUS

0a3aMu JJaHHBIX *HACTOJIbHBIC MPUIIOKEHUs *cepBepHoe [1O scrucTemMbl 6€301acHOCTH

sonsHec-npuiioxxenus *ACY TII scucrempl kpunrorpapuueckoi 3auThl UHGOpMauu
18.Kakue ocHOBHBIE 3a/1a4u pemIaroTcs cucteMoit MaxPatrol

OTBeThI:

Bepnpriii otBet: 1. Ouenka adpdexTuBHOCTH CylecTBYOMUX nporeccoB b ¢ momoribio
MeTpuK 6e3omacHocTH. 2. OueHka 3amunieHHocTd. 3. MuBenTapuzanus 4. Kontposs
noJITUK 6e3omacHocTH. 5. KoHTpoabs usmepenunit

19.Uto npeamnonaraeT oleHKa 3alUIeHHOCTH B cucteMe MaxPatrol
OTBeThI:

BepHsiit orBeT: *lIpoakTuBHAsA 3amMTa KOPIIOPATUBHBIX PECYPCOB C IOMOIIBIO
aBTOMAaTMYECKOI0 MOHUTOPHHTa MH(OPMAIIMOHHON 0€301aCHOCTH. *ABTOMATH3AIUS
MIPOLIECCOB KOHTPOJISL COOTBETCTBUS OTPACIEBbIM U MEXAYHAPOAHBIM CTaHIapPTaM.
*Ouenka s dextuBHoctu noapazaenenuit UT u Ub ¢ momorpio pacumpsemoro Habopa
MeTpuk Oe3onacHocTy U KPI. *CHukeHue 3aTpaT Ha ayAUT U KOHTPOJIb 3alUIIEHHOCTH,
noarotoBky T n b npoekToB. *ABTOMaTH3a1Ms MPOLECCOB MHBEHTAPU3ALIUN PECYPCOB,
yIpaBiIeHUs YA3BUMOCTIMU, KOHTPOJISI COOTBETCTBHUS MOJUTHKAM O€30MacCHOCTH U
KOHTPOJISI U3MEHEHUH. *KOMIUIEKCHBIN aHalIN3 CI0KHBIX CUCTEM, BKJIIOUAsl CETEBOE
obopynoBanue Cisco, marpopm Windows, Linux, Unix, CYBJI Microsoft SQL, Oracle,
ceTeBble MpuioxkeHus 1 Web-ciry>k0b1 coOcTBeHHON pa3paboTku. *BerpoenHas
MOJ/IEPKKAa OCHOBHBIX cTaHaapToB, Takux kak [[OCT NCO/MOK 27001, SOX, PCI DSS,
NSA, NIST, CIS. sMakcuMmanbHasi aBTOMaTH3a1Us IPOLECCOB CHUXKAET TPYA03aTpaThl U
MO3BOJISIET ONIEPATUBHO KOHTPOJIUPOBATH COCTOSIHUE 3alllMIIEHHOCTH cucteM. *[loanepixka
6a3bl 3HAaHUH KOMaH01 MPO(ECCHOHATBHBIX KOHCYJIBTAHTOB, IPU3HAHHBIX SKCIIEPTOB
OTpacIIu.

20.DLP-cucrema 5710 ....?
OTBeThI:
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Bepusriit otBet: DLP-cuctema (Data Loss Prevention) — 3To mporpaMMHBIN IPOAYKT,
CO3/IaHHBIH 715 MpeAO0TBpallleHusl yTeueK KOH(UICHIIMATbHON nH(OpMaLUY 3a Ipeieibl
KOPIIOPAaTUBHOM CETH

21.Kakue criocoOb1 0OHapyKEeHHs YyTeUKH JaHHBIX peanu3yoT DLP cucremsl
OTBeTHI:

Bepusriit otBet: DLP cuctemsl paznuyaroT 1o crnocody oOHapyKeHUsI yTEUKH JaHHbIX:
*ripu ucnonp3oBanuu (Data-in Use) — Ha pabovem MecTe MOoJIb30BaTels; *TpH epeaade
(Data-in Motion) — B cetn komnanuy; *npu xpanenuu (Data-at Rest) — Ha cepBepax u
pabouux CTaHUUAX KOMIAHUU.

22 Kaxkue niatb crnocoboB ananuza ucnoisdyercs B DLP cucremax
OTtBeTsI:

Bepusliit otet: Ilonck o cioBapsM (110 TOYHOMY COBIA/ICHUIO CJIOB, B HEKOTOPBIX
cliydasix ¢ yueroMm Mopgoiiorun); Perynspasie BolpaxeHnus. PerynspHbie BbIpakeHUus —
crcTeéMa CUHTaKCHUYECKOro pa3dopa TEKCTOBBIX (parMeHTOB O (HOpMAIN30BAHHOMY
1a0JIOHyY, OCHOBaHHAsl HA CHCTEME 3aIMc 00pa3ioB i moucka. Hampumep, Homepa
KpPEIUTHBIX KapT, Tele(OHOB, ajpeca e-mail, HoMepa nacrnopToB, JTULEH3UOHHbIE KIIIOUH U
T.11. CpaBHeHue 1o Tumnam ¢aiinos. [loauTrkamMu 6€30MaCHOCTH MOXET OBITh 3arperieHa
OTIIPaBKa BOBHE HEKOTOPBIX TUINOB ¢aitnos. [Ipu 3TOM ecinu nosb3oBaTeab U3MEHUT
pacmmpenue (aina, To cucTeMa BCe paBHO JO0JDKHA «OIMO3HATHY TUII (aiina u
IpEeINpUHATh He00X0AUMBbIe AeHcTBU. CTaTUCTUYECKUH («IIOBECHUECKUIT») aHAIN3
nH(pOpMaNKK 10 ToIb30BaTeNsiM. Eciu mosp30BaTeb UMEET JOCTYI K
KOH(HIEHIIMAIbHON UH(OPMAILMH, U B TO K€ BPEMsI OH I1OCELIAET ONpe/IeIeHHbIE CAUThI
(web-storage, web-mail, xakepckue u T.I1.), TO OH HOMAACT B «TI'PYIILY PHCKa» U K HEMY
BO3MO’KHO IPUMEHEHHE JIOTOJTHUTENIBHBIX OrPaHUYUBAIOIINX MTOJIMTHK 0€30IacHOCTH.
TexHonOTMM TUPPOBBIX OTIIEYATKOB.

23.Apxurekrypa tunosoii DLP cucremsr?
Bepnsiii otBet: 1. [leHTpanbHbINM cepBep yNpaBlICHHUs], BBITOIHAIOMNN CIEAYOIINE
¢byHKIMU: — 00BbEIMHEHHNE BCEX OCTAJIbHBIX KOMIIOHEHTOB PELICHHS B €IUHYIO CUCTEMY; —
oTpesieNIeHUE JIaHHBIX, COAEpKAIIUX KOHPUACHINATbHYIO0 HH()OPMALINIO; — CO3TaHHE,
pellakTUPOBaHKE U PAaCIPOCTPAHEHHUE MOJUTHK pabOThI ¢ KOHPHIEHIIMATBHBIMHI JTaHHBIMH;
— cbop, XxpaHeHue u 00pabOTKy MHIIMJICHTOB, CO3/JaHUE U PACCHUIKY OTYETOB; —
IIPEJOCTaBIEHUE POJIEBOIO AOCTYIA K YIPABICHUIO CUCTEMON COTPYAHUKAM CITY>KOBI
nH(popMalMoHHON O6e3omacHocTH; 2. Moaynu MOHUTOPUHTA U OJIOKUPOBKH
KOH(HIEHIIMATbHON HH(pOpMaIiK, epeaaBaeMoii o ceTeBbIM KaHaiaM. OHU MOTYT ObITh
MIpe/ICTaBIeHbl KaK OJHUM YCTPOMCTBOM, pealu3yrouM 00€ (QyHKIIUY, TaK U OTAEIbHBIMU
(manpumep, Network Monitor, Network Prevent for Web, Network Prevent for E-mail). 3.
ATeHTHI 17151 paboyuX CTaHIUI U CepBEPOB, OOECIIEUNBAOIINE KOHTPOJIb: — [IEpEMEIIECHUS
KOH(MUIEHIMATBHBIX JAHHBIX HAa cMeHHbIe HocuTenu nHpopmanuu (USB, CD/DVD u nap.);
— MoMelleHusl TaHHBIX B Oydep oomena (¢pynkius «Berapka/KonupoBanue»); — QyHKIMH
CHSTHS CHUMKa ¢ 3kpaHa («Print Screen»); — KOHTPOJIb (PYHKIMU ITOMCKA
KOH(UIEHIMATBHBIX JAHHBIX HA JIOKAJbHBIX IUCKAX.

24 Ha3zunauenue Konrypa nndopmarmonnoit 6e3onacuoctu SearchInform»
OtBerTsI:

Bepnsiii otBet: Kontyp nndopmannonnoit 6e3onacaoctu SearchInform» — sto
komiuiekcHass DLP-cucrema 1t 3auThl OT IEMCTBUIM MHCANWIEPOB U yTEYEK
KOH(pUIeHIMaNbHbIX AaHHbIX. «KoHTyp nHpopManmonHoi 0e3onacHoctu SearchInform»
MpeIHa3HaueH A7l KOHTPOJIs HH(OPMAIMOHHBIX TOTOKOB B paMKax JIOKaTbHOU
BBIYUCIIUTENbHON ceTH. KOHTPOIh BO3MOXKEH ABYMs ClIOCOOaMH, B 3aBUCUMOCTH OT
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UCTOJIb3yeMoro cepepHoro kommnonenta: SearchInform EndpointSniffer nnn
SearchInform NetworkSniffer.
25.CocraB 1 Ha3HaueHUE MoayJieil KoHTpoust nHpopmanuu Kontypa nnpopmamoHHon
6e3omacHoctu Searchlnform»
OtBeThI:

Bepusriit otBet: Moaynu konTposs uadopmarmn: SearchInform EndpointSniffer —
atgopma Juis iepexsBara U OJI0KUPOBKH WHPOPMAIMOHHBIX IIOTOKOB TIOCPEICTBOM
areHTOB, YCTAHOBJICHHBIX Ha paboure ctanuuu. Arentsl SearchInform EndpointSniffer
MIPOU3BOJIAT TCHEBOE KONMPOBAHUE TIEPEXBAYCHHOM WH(POPMAIIMY M HAIIPABIISIOT
noiry4eHHble gannele cepsepy SearchInform EndpointSniffer SearchInform
NetworkSniffer — miardopma nepexsarta u 6JOKMPOBKH HH()OPMAIIMOHHBIX ITOTOKOB Ha
YPOBHE CETH.
26.CocraB 1 Ha3HAYEHUE MOIyJel aHann3a nHpopmanuu KonTypa nadopmamoHHoMl
6e3omacuoctu SearchInform»
OTtBeTsI:

Bepuslit otBeT: Moaynu ananuza uHpopmanuu: Search Server — cepBep MHAEKcaUU U
noucka. SearchInform AlertCenter — sBiIsIeTCSI «<MO3TOBBIM IIEHTPOMY» CHCTEMBI «KOHTYD
uHpopmannonHou 6e3onacHoctu SearchInformy.
27.CocraB 1 Ha3HaUYeHUE MOyJIel epexBaTa nHpopmarru Konrypa napopMamoHHoHi
6e3omacHoctu Searchlnform»
OTtBeThI:

Bepusrit otBet: Moaynu nepexsara: SearchInform KeyLogger — mo3Bosnsier
nepexBaThIBaTh JaHHbIE, BBOJMMbIE M0JIb30BaTENEM C KilaBuaTypbl. Searchlnform
FileSniffer — npenna3HaueH st KOHTPOIIS oneparyii ¢ haiiamu, XpaHsSIIUMHCS Ha
cepBepax u B 00mux cereBbix nankax. SearchInform Cloud & SharePoint —
npeAHa3HaveH A1 KOHTpoJis Tpaduka u3 0omauynbeix Xpanwiuil. SearchInform
FTPSniffer — npenxasnaden st KOHTPOJIS BXOIAIEro u ucxoxasiiero FTP-tpaduka Ha
ypoBHe pabouux ctaniui. SearchInform ProgramSniffer — npeanasnauen anis Benenus
y4yeTa akTUBHOCTH I10JIb30BaTeNell B 3aIyCKaeMbIX UMH ITPUIIOKEHUSIX U Ha MOCELIaeMbIX
BeO-pecypcax Ha nmpoTsikeHuu padbouero aus. SearchInform PrintSniffer — npeanaznauen
U1 KOHTPOJISI COIEP’KUMOT0 IOKYMEHTOB, OTIIPABICHHBIX MOJIb30BATEIEM Ha M€YaTh
MOCPEACTBOM KaK CETEBbIX, TaK U JIOKaJIbHBIX NMpUHTEPoB. SearchInform HTTPSniffer —
npeJHa3HaueH JuId epexsara coodeHuil, nepenasaembix no HTTP-nporokony,
MHJIEKCUPOBAHUS IEPEXBAYEHHBIX COOOIIEHUH U TTOJTHOTEKCTOBOTO MOMCKA IO HUM.
Monysb Takxke 1M03BOJIIeT KOHTPOJIUPOBATh paboTy COTPYTHUKOB U OTCIIEKHUBATH UX
oOmenue B pabouee Bpemsi. SearchInform MonitorSniffer — npennasnaden nis
nepexsara HHPOpMaLMHU, 0TOOpakaeMoif Ha MOHUTOpax NoJjb3oBareneil. Pemenue
MOCTAaBIISIETCSI COBMECTHO € nporpaMMHbIM MoayiieM KeyLogger. SearchInform
MicrophoneSniffer — npennasHa4en asst 3amucu pa3roBOPOB, BEAYIIUXCS COTPYIHUKAMH
BHYTpH oduca 1 B koMmanaupoBkax. SearchInform MailSniffer — npennasnauen ast
nepexBara o4YToBOro Tpaduka Ha ypoBHE pabOUYMX CTAHLUH U CETEBBIX MPOTOKOJIOB,
MHJIEKCUPOBAHUS MOJy4YE€HHBIX COOOIEHUI U OCYIIECTBIICHUS TOUCKA 110 HUM.
SearchInform IMSniffer — npennasnaven s nepexsara COOOIEHUHN TOMYIsPHBIX M-
kinueHToB. SearchInform SkypeSniffer — nmpunosxenne nepexBaTeiBaeT ceaHChl
TOJIOCOBOI U TEKCTOBOM CBsA3U, SMS-coobuieHus u ¢aiiisl, nepeaBaeMble MpU IMOMOLIH
Skype. SearchInform DeviceSniffer — nporpaMMHbIii MOTYJ1b, TIEPEXBATHIBAIOIIHIA
uH(popMaIltIo, TIepe1aBaeMyo N0JIb30BaTEIeM Ha BHEITHHE YCTPOMCTBA, a TAKKe
OTCJI)KUBAIOIINN caM (aKT MOJKIIOYEHHS TaKoro poja ycTpoiictB. SearchInform
ADSniffer — xoHTpoJb 1 aHANMN3 COOBITHH KypHaNOB Active Directory mo3Bossier
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BBISIBJIATH I1OJIO3PUTENbHBIC ACHCTBUSA, KOTOPbIE MOTYT COBEPILIATHCS CUCTEMHBIM
aJIMMHHUCTpATOpoM KomnaHuu. TenedoHus — Moayns o0ecrieunBaeT nepexnar
ayJMO3BOHKOB U TEKCTOBBIX cooOmmeHui tenedonnn SIP yepes crangaptet GSM, A-Law,
u-Law u G.722. Monaynb mudpoBaHus JaHHBIX — OOecrieunBacT mu(poBaHue BCeX
TUIIOB JJAHHBIX, 3aIMUCHIBAEMbIX Ha BHEIIHUE ycTpoiicTBa xpanenuss USB.
28.KoHTpousb Kakux WH(HOPMAITMOHHBIX TIOTOKOB BBITTONTHAET KOHTYp MH(MOpMaIMOHHOM
6e3onmacuoctu SearchInform»
OTtBeTsI:

Bepwnsiii otBeT: «KoHTyp mHbOopMarmonHoii 6e3omacHoctu SearchInform» moanepxupaet
MepexBar CICAYIOINX JaHHBIX: COOOIIEHUS JIEKTPOHHOM MOYTHI, OTIIPABJICHHBIC WU
nosy4deHHsie 1o nporokoiam SMTP, POP3, IMAP, MAPI, NNTP, HTTP(S);
MT'HOBEHHBIE cO00MIeH s, nepeaannbie o npotokonam OSCAR (ciayx0b1 ICQ, AIM),
MMP (Mail.ru Agent), MSNP (Windows Live/MSN), XMPP (Google Hangouts, Jabber),
a TaK)Ke TEKCTOBBIC/TOJIOCOBEIE COOOIICHMS U (Daiiiibl, IepeaBaeMbie TOCPEACTBOM
Microsoft Lync u Viber Desktop; cooOiienus u (aiinbl, OTpaBieHHbIE TPU TOMOIIH
Opay3epa B 4yatbl, popymsl, O10rH, conranbabie cetu (Facebook, LinkedIn, B Konrakre,
Moit Mup@Mail.Ru, Onnoxnaccuuku.ru, Google+, Mamba.ru u ap.); BXoasiiue u
MCXOJSIINE JaHHBIC 00TAYHBIX CEPBHUCOB pU paboTe uepe3 BeO-unTepdeiic (Google
Docs, OneDrive (Microsoft), Office 365 (Office Online), DropBox, Evernote,
Annekc.Juck Cloud.mail.ru, SharePoint); ocraHoBka Tpaduka Ha YpOBHE CETH HAa YPOBHE
ICAP — HTTP, FTP; naunnsle, nepeaaBaeMble Ha BHEITHUE YCTPOICTBA; UCTOPUS
orepanui ¢ (hairaMmu, pacroyioKEHHBIMU Ha HOYTOYKax; (hailiibl, OTIIpaBICHHBIC HITH
nonydeHHsle o FTP-coeannennio; copepkumMoe MOHUTOPOB HOYTOYKOB TOJIb30BATENECH,
a TaK)Ke HAXKaTHsI KJIABHII; Pa3rOBOPHI COTPYIHUKA, HAXOSAIIETOCS BHE OuCca;
JOKYMEHTBI, OTIIPaBJICHHBIE Ha [1e4aTh. TEKCTOBBIEC U T'OJIOCOBBIE CEaHCHI CBs3U Mo Skype,
¢aiinel 1 SMS-cooOIeHwsI, TepelaHHbIe WK ITOJTyYeHHBIC ITPU ITOMOIIHN SKype;
aKTUBHOCTH MOJIH30BATENEH U 3aIyCKaeMbIX UMHU MPUTIOKEHUN. KOHTPOJb YCTPONCTB Ha
pabouux CTaHIUSX.

29.Kakue npeaycTaHOBIEHHbIE YHUBEPCAIBbHBIE MMOJTUTHKU 0e30MacHOCTH BKItouaeT «KOoHTyp

uH(popmannoHHou 6e3onacHoctu SearchInformy :

OTBETHI:

BepHbIil 0TBET: KOHTPOJIIb OTKATOB M B3ITOYHHYECTBA; BBISIBICHHE HETAaTHBHBIX
HACTPOEHUI U CrOBOPOB B KOJUIEKTHUBE; OIpeesIeHUe Pyl pUcKa (IpodsieMsl ¢
aJIKOT0JIEM, HAPKOTUKAMH, KPYITHBIE JOJITH H T. [1.); KOHTPOJIb MEPCOHATBHBIX JAHHBIX
(macnopTa, HoMepa 6aHKOBCKUX KapT U Jp.); BBIABICHUE OOIEHUS ¢ KOHKYPEHTaMH, C
YBOJICHHBIMH COTPYAHHKAMU; TIOCEIIEHUE 3aMpEIIeHHBIX CAHTOB; aHTUTEPPOPUCTHUECKUE
MOJIUTUKH U JIp.

30. Kakue ocHoBHBIE QyHKIMH BhITONHIET SIEM-crcrema
OtBeThI:

Bepunwsiii otet: 1. Onpenenenue u puxcarys n1aHHbIX 0 coObITHsIX b Ha rcTouHMKaX
coOprtuit. 2. COop, punbTparus v nepeaada Ha cepBep NaHHBIX 0 coObITHsAX UbB. 3.
[Tonyuyenue, arperaiiusi, HopMaau3alus U XpaHEHUE MOCTYMAIOIMINX JaHHBIX. 4.
Koppensmus HopManu3oBaHHBIX TaHHBIX 0 coObITHAX UB. 5. BrisiBnenue coObrTHii
MpEANIECTBYIOINX BO3HUKHOBEeHUIO MHIIMAEHTOB 1b. 6. Onpenenenne nnuuaentos Ub,
BBISIBIICHUE U pearnpoBaHue Ha HUX. 7. OOHOBJIeHHE 0a3bl 3HAHUI C BKITIOUEHUEM TTPaBUII
MPOTUBOICUCTBUS aTakaM M0 BbIsIBIEHHbIM HHIMAeHTaM Ub. 8. Opranuzanus
MOHUTOPHHTA JOCTYITHOCTH Y3JIOB U CIYK0. 9. ['eHepaliust OTYETOB pa3IMUHBIX TUIIOB Ha
OCHOBE XpPaHUMBIX Ha CEpBEPE TaHHBIX.
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31.Kakue SIEM-cucrema umMeeT ypoBHU IIOCTPOEHUS
OtBeTsI:

Bepusliit otBet: 1. CO0p TaHHBIX: OCYILECTBIIAETCS OT UCTOYHUKOB PA3JIMYHBIX THUIIOB,
Harpumep, (aiIoBbIX CEPBEPOB, MEKCETEBBIX IKPAHOB, AHTUBUPYCHBIX IPOTPaMM H JIp.
2. YipaBileHHE JaHHBIMU: IaHHBIE, XPAaHALIMECS B PEIIO3UTOPHUH, BBIIAIOTCA 10 3aIIpOCam
MOJI€NIEN aHaIn3a JaHHBIX. 3. AHaAJIN3 JaHHBIX: PE3YJIbTaTOM SIBJISIFOTCSI OTUETHI B
IIPEJOIIPEIeIEHHON 1 TPOU3BOJIbHOM (hopMe, oriepaTUBHAsE KOPPEIALMS JaHHbBIX O
COOBITHSIX, @ TAKXKE BbIIaBAEMbIE TPEAYIPEKICHHS.

II. Onucanue wikanvl oueHuBanus

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuku 6blnoIHeHus 3uanus: PaboTa BeIIONIHEHA B paMKax "MPOABHHYTOTO'
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

'

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 6blnoineHus 3nanus: PadboTa BeIogHeHa B paMKkax ""0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUUTEIbHBIC
HEJOCTaTKH

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIONIHEHA B paMKax "moporooro"”
ypoBHsi. OCHOBHAs 4aCcTh 3aJJaHUs BBITIOJIHEHA BEPHO. Ha BOTIPOCHI YTIIIYOJICHHOTO YPOBHS

1I1. IIpasuna évicmaenenus umo2o60i OUeHKU no Kypcy
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