MuHHCTEPCTBO HAYKH U BbICIIEro oopazosanusi P@
DenepabHOE TOCYyIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/IbHOE YUPeKACHUe
BbICIIETr0 00pa30BaHUSA
«HaumoHaibHBIM HCCJIE0BATENbCKUN YHUBepcUuTeT «MIU»

Hanpagiaenue noaroropku/cnenuaiabHocts: 10.04.01 UndopmanuonHasi 6€30MacHOCTh
HaumeHnoBanue o0pa3oBare/ibHOM NPOorpaMmMbl: YpapjieHne HHGOPMALMOHHOH 0e30aCHOCTBIO
YpoBeHnb 00pa3oBaHusi: Bbicliee 00pa3oBaHMe - MarucTparypa

®opma o0yuenusi: Ounas

OneHoYHbIE MATEPHAITBI
M0 THCITATTHHE
TeopeTnyeckne 0CHOBBI 3aIIMTHI HHPopManuu oT HecaHKIIMOHMPOBAHHOTO
aocTyna

MockBa
2022



OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»

Ceefenua o Bragensue L3N M3aKn

Bnageney Kanrep W.B.
IIpenonaBarenb MaeArngrarop R5d33dfle-KapgerlV-059h09ee N.B. Kanrep
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'TIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w A (EPQ,LLEHMS-I [s] Brﬂuennue uan man
00pa3oBaTeIbHOI Tmperan Mitri308 A.C.
POrpaMMBbI VigerTndnratop R17801759-MnZovAS-e8de8907 A.C. Mun3oB
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepeHuna o snagensue U3MN M3K
3aBeHyIOH-IHH Bnageney HeBckui A.HO. A.IO. o
BBINYCKAIOIIEH Kadeapbl MaeArngrarop RAbc65573-NevskyAY-0b6e493d Hesckuit
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-1 OuennBanue ypoBHs 0€301MaCHOCTH KOMITBIOTEPHBIX CUCTEM M CETEH
[1K-1.3 ITpoBoauT ananu3 6€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM

1 BKIIFOYACT.
AJISI TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaruu: [Tucemennas pabota
1. KonTponbaas padorta Nel «IloHsITHE HECAaHKIIMOHHUPOBAHHOTO JOCTYIIA K HH(DOPMAIIHH.
MeTo/1b1 OIIEHKU CTOMMOCTH U ysa3BuMocTd uHpopMmaiuu B AC» (KonTponbHas pabora)
2. Konrponbnas padora Ne2 «Monenu pa3rpaHUYeHUs JOCTYNA K 00bEeKTaM KOMIBIOTEPHBIX
cuctem» (KontponbHas pabota)
3. Tect Nel «Ilonutuku 0€30MaCHOCTHU AJi11 KOMIBIOTEPHBIX CUCTEM U TEOPETUUECKHE OCHOBBI
ux peanuzanun» (TecTupoBaHue)
4. Tect No2 «DnemeHTHI U 11a0JIOHBI TOCTPOCHUS CUCTEM ayTEHTU(DUKAIIMN TTOJIH30BATEIICH
AC» (TectupoBanue)

BPC nucuuminHbl

2 cemecTp
Beca KOHTpOIbHBIX MeponpusaTUil, %
Paszpen nucnurnimmHbl ke KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 15
VYrpo3sl ¥ cr1ocoObl HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K
uH(popMaluu
[TonsiTue, yrpo3bl, criocoObl ¥ MPUUMHBI HECAHKIIMOHUPOBAHHOTO + + +
J0CTyna K MHpopMauu
[TonmuTuky 6€30MaCHOCTH sl KOMITBIOTEPHBIX CCTEM U CIIOCOOBI
UX pean3alyu
Omnpenenenue u coaepkaHue MOJUTUKN 0€30MaCHOCTH ISt +
KOMIIBIOTEPHBIX CUCTEM
CucreMsbl ayTeHTU(DUKAINH TT0JIb30BATENEH KOMITbIOTEPHBIX
CUCTEM U METOJIbI UX IOCTPOEHUS
OneMeHTHl, MPoOIeMbl CO3aHMSI U NCIIOIB30BAaHUS CUCTEM +

ayTeHTU(UKALUU

Bec KM: 20 20 20 40

$06m1as yacts/JIy1s1 MPOMEKYTOYHOM aTrTecTaund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
IK-1 I1K-1.3nK-1 [TpoBoaut | 3HaTh: KonTponbnas padora Nel «IloHsiTe HECAHKIIMOHUPOBAHHOTO JOCTYIA K
aHanu3 0€30MacCHOCTH | METO/IbI OLIEHKH CTOMMOCTH | HH(opMamu. MeTo bl OLIEHKH CTOMMOCTH U YSI3BUMOCTH MH(POpMAIUHU B

KOMITBIOTCPHBIX CUCTEM

Y ySI3BUMOCTH MH(OpMAIUN
B KOMIIBIOTEPHBIX CHCTEMax
U CETIX

COCTaB U METObI OLIEHKH
Ka4yecTBa CUCTEM
ayTeHTU(UKALUN
MOJIb30BaTeIIeH
KOMITBIOTEPHBIX CHCTEM U
ceTei

YTPO3bI U CIIOCOOBI
HECaHKIIMOHUPOBAHHOTO
JocTyna K “HpopMaIiu B
KOMITEIOTEPHBIX CHCTEMaXx M
CETSAX M METOJBI 3aIIUThI OT
HEro

YMeTh:

000CHOBBIBaTh BHIOOP
CUCTEeMBI ayTeHTU(UKALIUN
MOJIL30BaTeIIeH
KOMITBIOTEPHBIX CHCTEM U
ceTeH

HCIIOJIB30BATh METOBI
MOCTPOEHHUSI (POPMaJIbHBIX

AC» (KontpomnbHas pabora)

Tect Nel «[Tonutuku 6€300aCHOCTH JJ11 KOMITBIOTEPHBIX CUCTEM U
TEOPETUUECKHE OCHOBBI UX peanu3auun» (TectupoBaHue)

KontpomnbHas pabora Ne2 «Moaenu pasrpaHMueHHsI JOCTYyIa K 00beKTaM
KoMIbIoTepHBIX cucteM» (KoHTponbHas padota)

Tect No2 «2neMeHTbI M 1a0I0HBI HOCTPOSHUS CUCTEM ayTeHTU(UKALIUH
nosib3oBareneit AC» (Tectuposanue)




MOJIEIEH TTOACHCTEM
3aIuTHl HHHOPMAITUH
aBTOMaTI/I3I/IpOBaHHBIX
CHCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Kontpoabnas padora Nel «IloHsiTHe HeCAHKIMOHNPOBAHHOIO 10CTYIIA K
uHpopmanuu. MeToabl OLEHKH CTOMMOCTH M ySI3BUMOCTH HHpopMmanuu B AC»

®opmbl peanuzanuu: [lucemennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpobHOr0 Meponpustusi B BPC: 20

IIpouenypa npoBeaeHHs KOHTPOJBLHOI0 MeponpuATHA: [[MCEMEHHOE KOHTPOJIBHOE 3aJaHUE

Kparkoe conepxkanue 3aiaHus:
N3yunth PykoBosIMil JOKYMEHT «ABTOMATU3UPOBAHHBIC CUCTEMBI. 3alllUTa OT
HECAHKIMOHUPOBAHHOTO JOCTyMa K nHpopmanuu. Knaccudukaiys aBToOMaTH3HPOBAHHBIX
CUCTEeM U TpeOOBaHUS MO 3auuTe HHGOpMaun.» Y TBEPKACHO PEIICHUEM IpeaceaaTens
['ocynapcTtBeHHol TexHuueckoi komuccuu npu llpesunente Poccuiickoit denepanuu ot 30
Mapta 1992 r.
1.  Omnpegenutsb, yeM Kiacc 3amuiieHHoCcTH 11" oTmyaercs ot kiacca 3amuineHHocTa 1 /]
2.  Omnpenenutp KJIACC 3aIIMIIEHHOCTH AJIS Cleayomeld nHHOpPMallMOHHON CUCTEMBbI
«AC — aBTOHOMHas aBTOMaTU3UpPOBaHHAsA CUCTEMa Ha 0a3e HOyTOyKa, He UMEIOIIast
MOAKIIOYEHUH K JJOKaIbHOU BeruucauTenbHou cetu (JIBC) u k cetsim o01iero
UH(POPMALIMOHHOTO MTOJIb30BaHMS, B TOM uuciie 00mei napopmanronHoi cetu «MHTEpHETY.
AC ucnonb3yercs A paboThl OJTHOTO MOJIb30BATENS C KOHPHUACHIUATBHON HHPOpMaIueil u
00CITy’)KMBAETCsl HA3HAYCHHBIM CHCTEMHBIM aJIMUHUCTPATOPOM

Ne i/t | HaumenoBanue cocrasHoii yactu OTCC Monexs, o
3aBoJICKOI HOMEp
Asus F3S,

1 Hoyrbyx 7ANOAS234921

1.  CocraBUTh NPOEKT aKTa KJIACCU(PHUKAILMU IO IPEJOCTaBIEHHOMY 00pa3Ily

2.  Pa3paboTarh mpoeKT mpuKasza o MOpsIKe JOCTyIa B HHPOPMAIIMOHHYIO CHCTEMY.
3. IIpousBectu HacTOWKH cpeacTBa 3auuThl HH(popMaru «Secret Net Studio» B
COOTBETCTBUH C KJIACCOM 3aIUIIEHHOCTH

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HaTh: COCTaB M METOJbl OLEHKU 1.Y10 noHuMaeTcs NMoJ cUCTeMO OMoOMeTpPUYeCcKoH
Ka4yecTBa CUCTEM ayTeHTH(HUKAIUN ayreHTH(pUKAIUN?

MIOJIB30BATEIE  KOMIIBIOTEPHBIX
CUCTEM U ceTel

Onucanue MKaJbl OLICHUBAHUA:

Ouyenxa: 3a4TCHO
Onucanue xapakmepucmuku vtnoanenus 3nanus; OUeHKa "3a4TeH0" BBICTABISETCS €CIIH 3a/JaHNe
BBITIOJIHEHO MPaBUJIIBHO WK C HE3HAUNUTEIbHBIMU HEI0YETaMHU

Ouyenka: HE 3a4TEHO
Onucanue xapaxmepucmuxu 6blnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIAETCS €ClIU
3aJlaHi€ HE BBITTOJTHEHO B OTBEJICHHBIN CPOK MITM PE3yJbTAaT HE COOTBETCTBYET 3aaHHUIO




KM-2. Tect Nel «IloauTrkn 6€30MaCHOCTH /AJIsl KOMIILIOTEPHBIX CHCTEM M
TeopeTH4YeCKHe OCHOBBI HX peaju3aium)

®opmbl peaquzanun: [TuceMennas padora

Tun KOHTPOJIBLHOTO0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeleHUsi KOHTPOJBLHOIO Meponpusitusa: [lMcbMEHHBI ONpPOC C BapuUaHTAMU
OTBETOB

Kpatkoe cogep:xanue 3aganus:
OtBeruth Ha 20 BompocoB 1o Teme “IlonuTuku 6€301MacHOCTH AJIsI KOMITBIOTEPHBIX CUCTEM U

TEOPETUYECKHE OCHOBBI UX pealn3alun’

KoHTposibHbIEe BONPOCHI/3aJaHUA:

3HaTh:  YIpO3bl U CIOCOOBI 1.YT10 He OTHOCUTCS K poLeccaM 3alUThI?
HECAaHKI[MOHUPOBAHHOTO JIOCTYIIA K
uHpopMaMd B KOMIBIOTEPHBIX
CUCTEMax U CeTAX U METOHbl
3allUThl OT HETO

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka. 3a4TEHO
Onucanue xapakmepucmuku vlnonenus 3nanus; OUeHKa "3a4TeHO" BhICTABISETCS €CIIM 3a/laHue
BBITIOJIHEHO MPABUIILHO WK C HE3HAUUTEILHBIMHU HEI0YETaMHU

Ouyenka: HE 3a4TCHO
Onucanue xapaxmepucmuxu 8blnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIACTCS €CIIU
3aJJaHUE HE BHITIOJHEHO B OTBE/ICHHBIN CPOK HIIM Pe3ybTaT HE COOTBETCTBYET 3a/IaHUIO

KM-3. Kourpoabnas padora Ne2 «Mopenn pasrpaHu4eHus J0CTYNA K 00beKTaM
KOMIIBIOTEPHBIX CHCTEM»

®opmbl peanuzanuu: [luceMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponasHas pabora

Bec koHTpObHOrO Meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJIBLHOTO MeponpusaTHsA: [[McbMEeHHOE KOHTPOJIBHOE 33aJaHUE

Kpartkoe cogep:xkanue 3aiaHuA:
1.  Uccnenyiite yueOHyI0 ayTUTOPUIO, ONPEAETUTE aKTyalbHbIE KAHAJIBI YTEUKH
UH(pOpMaLKK, IPH YCIOBUHU, UTO B ayJJUTOPUU OyeT 00CyXaaTbcs KOH(PHUICHIIMATbHAS
uH(popManus.
2.  V3MeHsTCs MU KaHAJIBl YTEUKU HHPOPMALIUH, €CIIU B ayJUTOPUN KOH(UIeHIINATbHAS
uH(popmanusa 6yaeT o0opadaTbIBaThCS HA KOMITBIOTEPHOM TEXHUKHU.
3. Ompenenurte opraHu3allMOHHbIE MEPbI 3alIUTH HH(POPMAIIUH I pacCMaTpUBaeMOT0
MOMEIEHUSI.
4.  Ormpenenurte TEXHUYECKHE MEPHI 3aLUTHI, €CJIM IOMEIIeHUe OyIeT UCIOIb30BaThCS TS
MEPETOBOPOB UJIHU JIJISl pa3MEeIeHUs! KOMIIbIOTEPHON TEXHUKU.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

YMeTp:  00OCHOBBIBaTH  BBIOOP 1.Yto0 sBaAsIeTCS1 OCHOBHOI (pyHKUMei
CUCTEMBI ayTeHTU(UKAUU naeHTH(GUKANNU U ayTeHTH(puKkanun?
MIOJIB30BaTENE  KOMIIBIOTEPHBIX
CUCTEM U CeTeH




Onucanue MKAJbI OIICHUBAHUSA:

Ouyenka: 3a4TCHO
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OleHKa "3a4TeH0" BBICTaBJISETCS €CIIH 3aJJaHue
BBITIOJIHCHO MTPABUJILHO WM C HE3HAUYNTEILHBIMHU HET0YETaMHU

Oyenka: HE 3a4TEHO
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "He 3a4TeHO" BBICTABIISIETCA €CIIH
3a/IaHKE HE BBIMOJIHEHO B OTBEJICHHBIN CPOK HIIA PE3YJITAT HE COOTBETCTBYET 3aJJaHUIO

KM-4. Tect Ne2 «JnemeHThI H 1120JI0HBI TOCTPOEHHUS CHCTEM ayTeHTH(GUKALNH
noJjib3oBaresei AC»

®opmbl peanauzanuu: [luceMennas padora

Tun KOHTPOJBLHOr0 MeponpusaTusi: TecTupoBaHue

Bec koHTpobHOr0 Meponpustusi B BPC: 40

IIpouenypa mpoBeneHHusi KOHTPOJbHOr0 MeponpuaTHsA: IIucbMEHHBI OmpoCc C BapHaHTaMU
OTBETOB

Kpartkoe cogep:kanue 3aiaHuA:
OtBetuts Ha 20 BOMIPOCOB 10 TeMe «IIEMEHTHI M NIa0JIOHBI TOCTPOCHHUS CHCTEM
ayTeHTH(UKanuu nonb3oBateneit ACy.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: METO/Ibl OLIEHKU CTOUMOCTH 1.YTo He OTHOCHTCS K OLlEHKE YPOBHSI BIHSTHUS
U YA3BUMOCTH WHGPOpMALUU B HH(OPMALIMOHHBIX cUCTEeM?
KOMITBIOTEPHBIX CHCTEMaX U CETSIX

YMeTb:  UCHOJIB30BaTh  METOMBI 1.Y9710 Takoe 0a30BbIii cexper?
HOCTPOCHMS (opManbHBIX
MOJEJIEH  TOJCUCTEM  3allMThI
uHpOpMaLuu
ABTOMATHU3UPOBAHHBIX CHCTEM

Onucanue MIKAJbI OLEeHUBAHUS

Ouyenka: 3a9TEHO
Onucanue xapaxmepucmuxu ebinonneHus snanus: OLueHKa "3a4TeHo0" BBICTABIISECTCS €CIIN 3aJaHUE
BBITIOJTHEHO MPAaBWJIBHO WJIM C HE3HAUNTEIbHBIMU HEJI0U€TaMuU

Oyenka: HE 3a4TEHO
Onucanue xapaxmepucmuxu evlnoaneHus 3nanus: OUeHKa "He 3a4TeHO" BBICTABIIAECTCS €CIIU
3a/laHue He BBIMIOJIIHEHO B OTBEJACHHBII CPOK MM Pe3yIbTaT HE COOTBETCTBYET 3a/IaHUIO




COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
2 cemecTp

@DopMa NPOMEKYTOUYHON aTTecTallum: 3a4eT

IIpouenypa npoBenenust

3ayet mpoBOIUTCS B yCTHOU (hopMe 1o OMieTaM COTJIaCHO MpoTrpaMMe 3a4era

|. Ilepeuens Komnemenyuil/unOuUKamopo8 u KOHMPObHBIX 60NPOCOB NPOBGEPKU PE3YTbHAN 06
0CBOCHUA OUCUUNTUHDL

1. Komnerenmusi/ Unaukarop: I11K-1.3nk-1 [IpoBoauT ananu3 6€30macHOCTH KOMIIBIOTEPHBIX
CUCTEM

Bonpocel, 3a1anns
1.1.Ilepeuncnure crienuanbHbIe KAHAIBI YTEUYKH HHPOPMALIUU
2.2. llepeuncnure crnocoObl HAPYIICHUS 3aIIUThI HH()OPMALIUN
3.3. Kakue ocoOeHHOCTH y OAHOPa30BBIX MapoJieit
4.4. Yem oTiiMuaeTcsl CHMMETpUYecKast Kpunrorpadust OT aCCUMETPUIHON
5.5. Kakue ObIBaroT criocoObl ayTeHTH(PUKAINN
6.6. Kakue ocHOBHBIE ()YHKIIMU UACHTU(UKAIIMY U ayTeHTU(PUKALIMH
7.7. YTO Takoe MEKCETEBBIE IKPAHBI
8.8. Kakue nenocratku y DLP cuctem
9.9. Kakue npeumymiectsa DLP cucrem
10.10. Kakue cucteMbl ABISIOTCSA 3alUIICHHBIE
11.11. YUto Henb3st OTHECTH K OCOOCHHOCTSIM IPOXOJIHBIX MIH(PPaTOPOB

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1.1.YTo0 He OTHOCUTCH K MpoLeccaM 3a1UThI?
OTBeThI:
Otkas
Artaka
3amura
VYrpara
Bepwsiii otBeT: T
2.2. Kakoii cnocod ayTeHTH(HKALUM 110/1b30BaTeJIs SABJAseTcs Hauboiee 6e30MacHbIM?

JF o

OTBeThI:
a. C noMo1kko JIoruHa
0. C nomouibio naposs
B.  C momorislo JIOTHHA U TapOJIst

Bepnsiit oTBET: B

3.3. Yro takoe DLP cucrema
BepHpiii otBeT: Cnienuann3npoBaHHOE IpOrpaMMHOe obeciedeHre, mpeHa3HauYeHHOe IS
3alIUThl KOMIIAHUU OT yTeueK nHpopMmanuu. I1a abOpeBruaTypa Ha aHIJIMHCKOM
pacmndpossiBaercs kak Data Loss Prevention (mpenoTBpaiienne noTepu JaHHbIX ) WX
Data Leakage Prevention (mpenoTBpalieHue yTeuku JaHHBIX ).

II. Onucanue wikanvl oueHuBanus

Ouyenxa: 3a4TCHO



Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. Pabora BeImosHeHa BCPHO UJIH C
HCCYHICCTBCHHBIMU HEJOCTAaTKaMU

Oyenka: HE 3a4TEHO
Onucanue xapakmepucmuxu ebinoineHus 3nanus: Pabora He BBIOJIHEHA WIH BBITIOJHEHA
NpEUMylICCTBCHHO HCIIPABUIIBHO

111. Ilpasuna évicmasnenus umozo8oi OyeHKu no Kypcy
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