MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienne noaroroku/cnenuanbHocts: 10.04.01 Undopmaunonnasi 6e30nacHOCTH
HaumeHnoBaHune 06pa3oBaTe/ibHOI NPOrpaMMbl. YHpaBJjieHHe HHPOPMALMOHHOI 0€301aCHOCTHI0
YpoBeHnb 00pa3oBaHusi: Bbicliee 00pa3oBaHMe - MarucTparypa

®opma 00yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
MEHE/KMEHT HHOOPMAIIMOHHOU BE3OITACHOCTU B

OPI'AHU3AIINAN

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

51.4.05.01.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

1 cemecrp - 4;

Yacos (Bcero) no yueoHomy
IIAHY:

144 yaca

Jexnun

1 cemectp - 32 yaca;

IIpakTnyeckue 3aHATHSA

1 cemectp - 48 yaca;

JladopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM MJIAHOM

Kouncynabranuu

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

1 cemectp - 63,7 uaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAS:
KontpoabsHnas padora
TecTtupoBaHue
JomamiHee 3agaHue

IIpome:kyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

1 cemectp - 0,3 yaca;

Mocksa 2023




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageney, MuH30B A.C.
[IpenomaBaTelib NaerTbnratop R17801759-MinzovAS-e8de8907 A.C. MuHn30B
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

MwuH30B A.C.

Waentuduratop

R17801759-MinzovAS-e8de8907

A.C. MunH308B

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. HEJIM U BAZJIAYHU OCBOEHU A JUCHUIIIINHBI

Heab ocBoeHusi MAUCHUIVIMHBI: (QOPMUPOBAHWE TEOPETUUYCCKUX 3HAHUA M YMEHUH TIO
OpraHW3allil CUCTEMbl MEHEKMEHTa WH(GOPMAIMOHHONW O€30MacHOCTH B OPraHU3alMsX Ha OCHOBE
OLICHKH PUCKOB HH(OpPMAlMOHHONW O€30MacHOCTH, peali3allid U BHEJPEHUS COOTBETCTBYIOIIMX
MEXaHU3MOB KOHTPOJISI, paclpeesieHs] pojieil U OTBETCTBEHHOCTH, O0Y4YEeHHUs TIepCoHaa, ONepaTUBHOMN
paboThI 1O OCYIIECTBICHUIO 3AIIUTHBIX MEPONIPUSTUI U MOHUTOPHUHTA (DYHKIMOHUPOBAHUS MEXaHU3MOB
KOHTPOJIA

3agauyu AUCHMILINHBI

- TEOPETUYECKUX CBEJCHHI B OOJIACTH yIpaBieHUsI HHPOPMAITMOHHON 6€30MaCHOCTHIO
KOPHOPATHUBHBIX HH(OPMAIMOHHBIX CHCTEM Ha OCHOBE KoHIenuu yrnpasienuss PDCA;

- UI3YUCHHUC TCXHOJIOI'MHU MOJCIUPOBAHUA ITPOLCCCOB YIIPABJIICHUA B PA3JIMYHBIX KOHICIIIHAX
yIIpaBJICHUS] pUCKaMU HH(POPMAIMOHHOI 0e30MacHOCTH;

- (hopMupoOBaHHME HABBIKOB MPAKTUIECKOHN pabOThI ¢ MEPBUYHBIMH PYKOBOISAIIMMU JTOKYMEHTaMHU
U CTaHJapTaMu B cepe HHPOPMALIMOHHON O€30IIaCHOCTH NP PEIICHNH 3a1ad MeHekMeHTa Ub.

CDOpMI/IpyeMLIe y 06yqafomeroc>1 KOMIICTCHIUHU U 3allJTAaHUPOBAHHLBIC PE3yJibTaTbl Oﬁy‘IEHHﬂ 10
JUCHUIITIMHE, COOTHCCCHHBIC C HHANKATOPaAMHU JOCTUKCHU A KOMIIeTEeHIIMIi:

KOI[ U HAMMCHOBAHHEC
KOMIICTCHIIMH

Koa 1 HamMeHOBaHHUeE
HHIMKATOPA T0CTHXKEHUS
KOMIIETEeHI{UH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

[1K-1 OuenuBanue ypoBHA
0e301macHOCTH
KOMITBIOTEPHBIX CUCTEM U
ceTei

ITK-1.2nk-1 Pa3zpabarpiBaer
TpeOOBaHUS 1O 3aLIUTE,
dbopMuUpyeT MOTUTHKU
0€3011acHOCTH KOMITBIOTEPHBIX
CHCTEM U CeTeU

3HATh:
- IEpEUCHb U COJIEPKAHUE OCHOBHBIX
HOPMATUBHBIX JOKYMCHTOB I10
MEHEKMEHTY HH()OPMALMOHHON
6e3onacHocty U npu opranuzanuu CMUbB;

- TEOPHIO yIpaBIeHUS HHPOPMAITTOHHON
0€301acHOCThIO OpraHU3alMi 1 OU3HEC-
IIPOLIECCOB.

YMETh:
- MPOBOJANTH OOOCHOBAHUE COCTABA,
XapaKTePUCTHK M (PYHKIIMOHAIBHBIX
BO3MOKHOCTEHN CUCTEM U CPEJICTB
obecrnieueHus WH(HOPMALIMOHHON
0€301MacHOCTH 0OBEKTOB 3alIUTHI Ha
OCHOBE POCCHICKUX U MEXIYHAPOJIHBIX
CTaHJApPTOB;

- ACIIOJIb30BAaTh METO/IbI aHATH3a
MIPOIIECCOB IS OTIPE/ICICHUS IEHHOCTH
MH(OPMAIIMOHHBIX aKTUBOB OpraHU3aIuH,
MOJICTTUPOBAHUS aKTyaJIbHBIX yIPO3
OpraHu3aIuy;

- MPUMEHSTH METO/IbI OIICHKH U aHaJIn3a
PUCKOB MH(POPMAITMOHHOM 0€30MacHOCTH
OpTaHM3aIH U CO3/IaBaTh JIOKYMEHTHI 11O
ynpasinennto CMUB.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JlucuunimHa OTHOCHUTCS K OCHOBHOW Tpod)eCCHOHAIbHONW 00pa3oBaTeNbHOM MporpaMMme
VYmpasienne nHGopmanmonHoi Oe3omacHocThi0 (Manee — OITOIT), nanpasnenus moarorosku 10.04.01
HNudopmannonnas 6e30macHOCTh, ypOBEHb 00pa30BaHUs: BbICIIee 00pa30BaHUE - MAaruCcTpaTypa.




Bazupyertcst Ha ypoBHE cpeqHero oo1iero oopazoBaHusl.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOJTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 4 3a4eTHBIX eMuHUIIbI, 144 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK P /KOHTPOITH
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 TpeboBanust 56 1 16 - 20 - - - - - 20 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
OTEYECTBEHHBIX U IToBTOpEeHNE MaTepuana o pasiery
MEKTyHapOJHBIX "TpeboBaHMsI OTEYCCTBEHHBIX U
CTaH/IapTOB K MEXAYHapOIHBIX CTAaHIAPTOB K OpraHH3aluH
OpraHH3allK CHCTEMBI CHCTEMbI MEHEPKMEHTa HH)OPMaLMOHHOH
MEHEKMEHTa 6e3onacHoctu (CMUB)"
nH(popMannoHHOH Ilo020mo6Ka K ayOumopHnovim 3aHAmMuAM:
6e3omacaoctr (CMUB) [IpopaboTka JIeKIIUH, BHITOITHEHHE U
11 Cucremst 56 16 - 20 - - - - - 20 - MOJTOTOBKA K 3amuTe j1a0. paboTs
MEHEKMEHTa Ilodzomogxa domauinezo 3adanua:
nH}popMannoHHOH [ToaroroBka goMalHero 3a1aHNS HAIIpaBIeHa
0€e3011acHOCTH. Ha OTPabOTKY YMEHUI pelIeHus

npodeccHoHaNbHBIX 3aaa4. JlomaliHee 3a1aHne
BBIJIA€TCA CTYACHTAM I10 U3Y4EHHOMY B pasjiene
"TpeboBaHUs OTEUECTBEHHBIX U
MEXIYHapOIHBIX CTAaH/IAPTOB K OpraHH3aluH
CHCTEMbI MEHEKMEeHTa HHPOPMALMOHHOH
oe3omacaoctu (CMUB)" matepuairy.
JIOTIOTHUTEIBHO CTYICHTY HEOOXOANMO
W3YYUTH JUTEPATypy U pazo0pars IpUMEPHI
BBITIOJTHEHHS OK00HBIX 3aanuil. [IpoBepka
JIOMAITHEro 3aJIaHus! IPOBOJMUTCS 1O
NIPE/ICTaBICHHBIM TUCEMEHHBIM paboTaMm.
Iloozomoexa doknada, gvicmynienus:
3amanue CBA3aHO C YIiyOJIEHHBIM H3y9eHHUEM
pas3/iesioB AUCIMIUIMHBI U CAMOCTOSITEIbHBIM
MOMCKOM MaTepHaJIOB JUIsl PACKPBITHS TEMBI
JTOKJIaxa. MaTtepualibl BEITOTHEHHOH paboThl
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MIPE/ICTABISIFOTCS B QJIEKTPOHHOM BHJIE WIIH B
(opMe pacriedaTaHHbIX PE3EHTAHOHHBIX
cnaiinoB. B kauecTBe TeM JIOKJIAIOB CTY/ACHTAM
HpeIararoTcs CICAYIONIHe BapUaHThL:
Ilo020moeKa K npaKmuyecKuUM 3auAmuaM:
Wzyuenne matepuana mo paszgeny "TpeGoBaHus
OTEUYECTBEHHBIX U MEXKIYHaPOIHBIX CTAHIAPTOB
K OpraHH3aIM{ CHCTEMBbl MCHEDKMEHTA
nHpopmannonHoit 6e3omacuoctu (CMUB)"
MOJIrOTOBKA K BBITIOJIHEHUIO 3aJaHUi Ha
MPaKTUYCCKUX 3aHATHUAX

Camocmoamensnoe uzyuenue
meopemuuecko20 mamepuana: N3yuenue
JIOTIOJTHUTEJIBHOTO MaTepHaia o paszieny
"TpeOoBaHMs OTEUECTBEHHBIX U
MEXIYHapOIHBIX CTaHIAPTOB K OpraHU3aluH
CHCTEMbI MCHEIDKMEHTA HHPOPMALIOHHO
oe3omacaoctu (CMUB)"

H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[3], 1-84
[4], 128-153
2 YnpasneHue puckamu 70 16 28 26 Ilodz0mosKa K meKyuiemy KOHmMpoiio:
nHpopMaMOHHOH IToBTOpeHne MaTepuana 1o pasaeiny
6e30acHOCTH B "YnpaBieHue puckaMu HHPOPMALMOHHON
Ppa3IMYHbIX 0€30MacCHOCTH B PA3IUYHBIX KOHIENIUAX"
KOHIISTIHSIX Ilo0zomogka K ayoumopHvlm 3aHAMUAM:
2.1 MeHeKMEHT PUCKOB 70 16 28 26 ITpopaboTka eKunH, BEIOIHEHHE U
HHPOPMALMOHHOM MIOJITOTOBKA K 3amuTe j1ab. padoTs
0e30MacHOCTH. Ilod2omoeka domauinezo 3adanusn:
Konnenmus [MoxroToBka gOMAaITHETo 3aJaHUS HAIpaBJIcHA
YIpaBJICHUS PUCKAMH Ha OTPabOTKY YMEHUI peleHus
Ha ocHoBe ['OCT P npogeCCHOHANBHBIX 3a1a4. JloMalnrHee 3aaHue
HNCO/MDBK 27005. BBIJIAETCS CTYJIEHTAM T10 U3yY€HHOMY B pazjelie

"Ynpasienue puckaMu HHPOPMAITMOHHON
0€30MaCHOCTH B Pa3IUYHBIX KOHIENITUAX"
Marepuainy. JlONoJHUTENBHO CTYACHTY
HEO0XO0IMMO U3yYUTh JUTEPATYpPy U pa3o0parts
MIPUMEPHI BBIIOTHEHUS TOT00HBIX 33 JaHHH.
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[IpoBepka JoOMAIITHETO 3aJaHHs IPOBOTUTCS IO
MPECTaBICHHBIM TUCBMEHHBIM paboTaM.
Ilodzomoeka doknada, ebicmynieHus:
3amaHue CBSA3aHO C YTIIyOIICHHBIM H3YICHUEM
pa3menoB AUCIUTUTUHEI H CAMOCTOSATEEHBIM
MTOWCKOM MaTEepHAJIOB IS PACKPBITHS TEMBI
IToKIIaga. MaTtepuralsl BEITIOTHEHHOH paboThl
MIPEICTABILIIOTCS B JICKTPOHHOM BHJE WIH B
(opme pacrieqaTaHHBIX MPE3EHTAMOHHBIX
cnaijioB. B kauecTBe TeM JOKIIAOB CTyICHTAM
MPE/IaratoTCsl CIACAYIOIINES BAPUAHTBI:
Ilo020mo6Ka K npaKmuuecKum 3aHAmMuiIm:
W3yyenne MaTepuana no pazaeny "YmpaBieHue
pucKamMu HHPOPMAITUOHHOW OE30MACHOCTH B
Pa3TUYHBIX KOHIENIUAX'" TTOJrOTOBKA K
BEITIOJTHEHUIO 3aJJaHUH Ha MIPAKTHYECKIX
3aHATHAX

CamocmosamensHoe usyuenue
meopemuyueckozo mamepuana: VI3yienue
JIOTIONTHUTEIHHOTO MaTepralia 1o pa3aery
"YnpasieHue puckaMu HHPOPMAIHOHHON
0€30MacHOCTH B PA3TUYHBIX KOHIENIUAX"
H3yuenue mamepuanog 1umepamypHsix
UCHIOUHUKOB:

[1], 1-98
[2], 5-36
[5], 16-25
3adeT ¢ OLIEHKOMI 18.0 - - - 0.3 - 17.7
Bcero 3a cemectp 144.0 32 - 48 0.3 46 17.7
Hroro 3a cemecTp 144.0 32 - 48 - - 0.3 63.7

IIpumeuanue: Jlex — nexuuu; JIab — nabopatopusie padotsl; [1p — npaktuueckue 3ausatust; KIIP — ayautopHble KOHCYIbTAIMK 110 KYPCOBBIM
npoekTtam/padotam; MKKII — nnauButyanbHble KOHCYIBTAIUMH 110 KYPCOBBIM IpoekTaM/padoram; I'K- rpymmnoBsie KOHCYIbTAlMU TIO pa3ienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nnas konraktHas padota; TK — Texymmiit KoHTposb; [TA — mpomexyTouHas

aTrTeCTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Tpebosanusi omeuecmeenHbix U MeHCOVHAPOOHBIX CIMAHOAPMO8 K OP2AHUSAYUU CUCTIeMbl
MeHedxemenma undopmauuorurou bezonacnocmu (CMUDB)

1.1. Cucrembl MEHEKMEHTA HH(OOPMAIIMOHHOW OE30ITaCHOCTH.

Konnenmnuu ynpasienust nHGOpMAIMOHHONW 0€30MaCHOCTHIO, aHAIMU3 PAa3IMYHBIX MOIXOIO0B K
yIpaBIeHUIO0 THPOPMAITMOHHON 0e30macHOCThI0. TpeboBaHUs OTEUECTBEHHBIX U MEXKTyHAPOIHBIX
CTaHJapTOB IO CHUCTEME MEHeIKMeHTa nHpopMmannonHoi 6e3onacHoctd (CMUB). MenemxMeHT
Wb B O6puranckux crangaptax BS 7799. Cucrema crannaproB CMUB 'OCT P NICO/MBK 27000.
[lepeyenr nOKymMeHTOB, pa3pabareiBaeMbix B CMUB. Vnpaenenne uHpOpMamoHHOM
0e30macHOCThI0 Ha OCHOBE 110,1X0/10B okymMeHToB INIL 1 COBIT 5.0.

2. ¥Ynpasnenue puckamu qu)ODMaMMOHHOI:Z bezonacHocmu 6 PA3TUYHbIX KOHYEenuuAix

2.1. MeHeHKMEHT pUCKOB HH(GOPMAIIMOHHOH Oe3omacHocTi. KoHnennus ynpaBieHus pucKkaMu
Ha ocHoBe ['OCT P UICO/MDBK 27005.

Peanu3anus nmpoueccHOro moaxoaa B OMHCAHUHM PUCKOB. Mozaenu puckoB. MHorogakTopHbie
MOJIeJI PUCKOB. MeTo/bl OLIEHKH W aHalin3a pUCKOB. Pa3paboTka miaHa pUCKOB U OCTATOYHBIX
puckoB. [lnanupoBanue o0paboTke puckoB.  KoHuenuus ynpasiieHus HHPOPMALMOHHBIMU
puckamu Ha ocHoBe AokyMeHToB INIL u COBIT 5.0. MuBenTapusaius nHGOPMAIIMOHHBIX aKTHBOB
opranmzaiuu. Pa3spaborka Mojenu ympaBieHuss puckamu. MojgenupoBanue puckoB Wb u
UHTEpIIPETallUs  Pe3ylbTaToB MojaenupoBaHus. [IpakTuka ympaBiaeHuss UHGOPMAIMOHHON
0€30IIaCHOCThIO OpraHu3allid Ha OCHOBE WH(GOpPMAIMM MOJCIHPOBAHUSA WH(POPMAIIMOHHBIX
PHUCKOB..

3.3. TeMbl NIPaKTHYECKUX 3aHATHH
1. 14.0OcHoBHbIe 3aKOHBI yripaBieHus. KuGepHeTrnueckue moaxo/sl K ynpaBieHHIO;
2. 13.IIpunuuns! ynpasnenus. Llenu ynpasnenus;
3. 12.0pranu3zanus ¥ METOABI IPUHATHS YIIPABICHUYECKUX PELICHU;
4. 11.Metopl connanibHOTO yipaBieHus. CTUIN pyKOBOJICTBA;
5. 10.CymHocTb u GOpMBI yIpaBiIeHYECKOH AeATeIbHOCTH. DYHKINUN YIIPABICHUS U
MPUHLIMIIBI YIPABIECHUS;
6. 16.@opmupoBaHre CIIOCOOHOCTH BBIMOIHATE MOAECTUPOBAHUE U aHAIN3 MTPOLIECCOB
YIPaBIEHUS CIOKHBIX COLIMATbHO-TEXHUUECKUX U MPOU3BOICTBEHHBIX CUCTEM;
7. 9.Ctuim ynpasneHus. Teopus HAy4HOTO yIpaBJICHUS;
8. 7.0co00eHHOCTH yIpaBlIeHUS OPTaHU3aAIUsIMH;
9. 6. KoHnenuusaMu MeHEIKMEHTA,
10. 5.®ynkuuu u npuHuuIel ynpasiaeHus A. @aitons. bropokparnyeckas Teopus. D. Maiio u
ero XoyTopHCKue 3kcnepuMeHThl. [IIkona moBeeHUeCKUX HayK;
11. 4.9nemMeHTHI yIIpaBIEHYECKOT0 MPOIlecca;
12. 3.McTopus pa3BUTHs TEOPUHU U MPAKTUKH YIPABIEHUS COLUATbHBIMU, TEXHUYECKUMHU U
IIPOU3BOJICTBEHHBIMU CUCTEMaMHU. BKi1aJ] COBETCKHMX yYEHBIX B TEOPHIO HAYYHOTO
yIpaBJIECHUS;
13. 2. Meroponorus reopun ynpasienus. Lean u pyHKIuM Teopun ynpaBieHus;
14. 8.CoBpeMEHHbIE MOJIENN YIIPABICHMUS;
15. 17.IlpumeHeHre MaTeMaTHYECKUX METOOB JIJIsl IPUHATHUS PEIICHMI;
16. 15.Knaccudukarus MeToJo0B 000CHOBaHMS YIPaBIEHYECKUX PEIICHUI;
17. 1. IlonaTre U CyIIHOCTh TEOPHH YIPaBIEHUS, €€ 00BEKT U IPEeaAMET U3yUCHHUSI.



3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPEAYCMOTPEHO

3.5 Koncyabranumn

Ipynnoewie koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. OOcyxnenme MaTepuaqoB 1Mo Kedcam pasnena "TpeOoBaHHS OTEYECTBEHHBIX U
MEXIYHApOAHBIX CTAHIAPTOB K OPraHU3AIMH CHUCTEMbl MEHEKMEHTa MH()OPMAIIIOHHOM
6e3onacuoctu (CMUB)"

2. OOcyxnaeHrue MaTepuaioB o KekcaMm pazjena "YmpaBieHUE pUCKaMu HHGOPMAIIMOHHON
0€30MMaCHOCTH B Pa3JTMYHBIX KOHIENITUIX"

Texywuii konmpons (TK)

1. KOHCyJIbTaI_[I/II/I HaIpaBJICHBI Ha IMOJYYCHHUEC MHAUBUAYAJIBHOI'O 3adaHWA JIS1 BBIIIOJIHCHUSA
KOHTPOJIBbHBIX MEPOTIPUATHIL 110 pa3zneny "TpeboBaHus OTE€UECTBEHHBIX U MEXIYHAPOIHBIX
CTaH/IapTOB K OpraHM3allUd CHCTEMbl MEHEPKMEHTa HH(QOPMAIMOHHOM O€30MacCHOCTH
(CMUB)"

2. KOHCYJH)TaHI/II/I HaIlpaBJICHbI HA MOJMYYCHUEC MHAUWBHUAYAJIBbHOI'O0 3adaHW JJI1 BBIIIOJIHCHUA
KOHTPOJBHBIX MEPONPUATUN 1O pazfeny "YIpaBieHHE pUCKaMHU HHPOPMAIIMOHHOM
0€30IMaCHOCTH B Pa3IUYHBIX KOHIETITUIX"

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3armiaHupOBaHHbIE PE3YJIbTaThl 00YUYEHHUS 110
THCIUTIIIMHE
(B COOTBETCTBUH C pa3eiioM 1)

Kongl
WHJIUKaTOPOB

Howmep paznena

JUCUUILIMHEI (B

COOTBETCTBHH C
n.3.1)

1 | 2

O1neHOYHOE CPEICTBO
(THN ¥ HAUMEHOBAaHUE)

3HATh:

TEOPHIO YIPaBICHUS HHPOPMAIIIOHHON 0€30IacCHOCTHIO
OpraHu3anuii u GU3HEC-NpPoLECCOB

TIK-1.20k-1

JlomainHee 3a1aHue/3aluTa pe3yabTaToB BbIIOIHEHUS
VHAMBUIYaJIbHOTO 3aaHUs «AHAIIN3
PEKOMEH/I0BaHHBIX MEP U CPEJICTB KOHTPOJIS IPU
co3nanuu cuctemsl CMUB (I'OCT 27001, 27002)»

KontponbHas padora/KonTposbHas padora 1:
MenepKMEHT HHPOPMAITMOHHON 0€301acHOCTH B
OpuTtaHckux cranmgaprax BS 7799

KonTponpHas padora/KonTponbHoe 3aganme Ne2
«MopenupoBaHue IPOIECCOB MEHEIKMEHTA
nHpopMannoHHoi 6e3omacHoctuy. Tect 1: [lepeduers u
OCHOBHOE€ cozepkanue 1okymentos CMUb
OpTaHu3aINH

TectupoBanue/Tect 2: MoaenupoBaHue
MH(OPMAIIMOHHBIX PUCKOB OPraHU3AINH

[IEPEYEHb U COJAEPIKAHUE OCHOBHBIX HOPMATUBHBIX
JIOKYMEHTOB 110 MEHEIXKMEHTY MH(OPMALIMOHHON
6e3onacHocTH U npu opranuzaunu CMUB

TIK-1.2k-1

JlomarHee 3a/1aHue/3aluTa pe3yabTaToB BHIIOIHEHUS
WHWBHYAIBHOTO 3a/IaHUs «AHAIN3
PEKOMEH/I0BaHHBIX MEP U CPEJICTB KOHTPOJIS MIPU
co3nanuu cuctemsl CMUB (I'OCT 27001, 27002)»

KonTtponbHas padora/KontponsHas padora 1:
MenemxmMeHT HH()OPMAITMOHHOM 0€301TaCHOCTH B
OputaHckux cranaaprax BS 7799

Kontponbnas padota/KonTponsHoe 3amanue Ne2
«MopenupoBaHue IPOIECCOB MEHEIKMEHTA
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uHdopmarmoHHoi 6e3omacHocTuy. Tect 1: [lepedens u
OCHOBHOE€ coziepkanue qokymentos CMUb
OpraHu3aIuu

TectupoBanue/Tect 2: MoaenupoBaHue
MH(POPMALIMOHHBIX PUCKOB OpraHU3aLUU

YMmerh:

MPUMEHSATh METO/IbI OLICHKU 1 aHAJIN3a PUCKOB
WH()OPMAIIMOHHON OE30IMaCHOCTH OpraHU3aIluU |
co37aBaTh JOKYMEHTHI 110 ynpasieHuto CMUb

TIK-1.20k-1

JlomainHee 3ajaHue/3aluTa pe3yabTaToB BbIIOIHEHUS
VHAMBUIYaJIbHOTO 3aJaHUs «AHAIIN3
PEKOMEH/I0BaHHBIX MEP U CPEJICTB KOHTPOJIS IIPU
co3nanuu cuctemsl CMUB (I'OCT 27001, 27002)»

Kontponbnas padora/KonTposbHas padora 1:
MenepKMEHT HHPOPMAITMOHHON 0€301acHOCTH B
OpuTtaHckux cranfgaprax BS 7799

KonTponpHas padora/KonTponbaoe 3aganme Ne2
«MopenupoBaHue MPOIECCOB MEHEIKMEHTA
uH(popMaIrmoHHOH 6e3omacHocTy. Tect 1: [lepeuens u
OCHOBHOE€ cozepkanue qokymentos CMUb
OpTaHu3aINH

TectupoBanue/Tect 2: MoaenupoBaHue
MH(OPMAIIMOHHBIX PUCKOB OPraHU3aINH

HCII0JIb30BaTh METObI aHATIM3a MPOLIECCOB IS
onpeeaeHus EHHOCTH HHPOPMAIIMOHHBIX aKTHBOB
OpraHM3allfy, MOJCTUPOBAHUS aKTyaTbHBIX YIPO3
OpraHu3aIuu

TIK-1.2k-1

JlomarHee 3a/1aHue/3aiuTa pe3yabTaToB BHIIOTHEHUS
WHIWBHYAIBHOTO 3a/IaHUs «AHAIN3
PEKOMEH/I0BaHHBIX MEP U CPE/ICTB KOHTPOJIS MIPH
co3nanuu cuctemsl CMUB (I'OCT 27001, 27002)»

KonTtponbHas padora/KontponsHas padora 1:
MenemxmMeHT HH()OPMAITMOHHOM 0€301TaCHOCTH B
OputaHckux cranaaprax BS 7799

Kontponbnas padota/KonTponbHoe 3amanue Ne2
«MopenupoBaHue MPOIECCOB MEHEIKMEHTA
nHpopMannoHHoit 6e3omacHocty. Tect 1: [lepeduers u
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OCHOBHOE cojiepxanue 1okymeHToB CMUb
OpraHu3aIu

TectupoBanue/Tect 2: MoaenupoBaHue
MH()OPMAIIMOHHBIX PUCKOB OPTaHU3AIIH

MIPOBOJIUTH 0OOCHOBAHHE COCTaBa, XapPAKTEPUCTHK H
(YHKIIMOHATBHBIX BO3MOXKHOCTEH CUCTEM U CPEIICTB
obecrieueHrss THPOPMAITMOHHOM 0€30MMacHOCTH
O00BEKTOB 3aIIUTH HA OCHOBE POCCUHCKUX H
MEXTyHAPOIHBIX CTAHIAPTOB

TIK-1.20k-1

JlomainHee 3a/1aHue/3aluTa pe3yabTaToB BbIIOIHEHUS
MHJUBUAYAIBHOIO 33JJaHUs «AHAIU3
PEKOMEHJ0BAaHHBIX MEP U CPEACTB KOHTPOJIS MPH
co3nanuu cuctemsl CMUB (I'OCT 27001, 27002)»

Kontponbnas padora/KonTposbHas padora 1:
MenepKMEHT HHPOPMAITMOHHON 0€301acHOCTH B
OpurtaHckux crangaprax BS 7799

KonTponpHas padora/KonTponbaoe 3aganme Ne2
«MoaenupoBaHue MPOLECCOB MEHEHKMEHTA
uHpOpMaMOHHOM Oe3omacHocTny. Tect 1: [lepeuens u
OCHOBHOE€ cojepxanue qokymeHntoB CMUb
OpraHu3aIu

TectupoBanue/Tect 2: MoaenupoBaHue
MH(OPMAIIMOHHBIX PUCKOB OPraHU3aINH
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
1 cemecTp

®Popma peanuzaiun: KomnbroTepHoe 3a1aHue
1. 3amuTa pe3ynbTaToB BHIIOIHEHUS HHAUBUAYAIBHOIO 3aJaHUS «AHAIN3 pEKOMEH0BAHHbIX
Mep M cpeaCcTB KOHTpoJis npu co3nanuu cuctembl CMUDB (I'OCT 27001, 27002)» (Jomamaee
3a/1aHKe)
2. KontponbHoe 3aganne No2 «MopaenupoBaHue MPOIECCOB MEHEPKMEHTa HH(POPMAIIMOHHON
oe3omacHoctu». Tect 1: Ilepedensb u ocHoBHOE coaepkanue JokyMeHToB CMUDB opranuszanumn
(KonTpoabpHas pabora)

Dopma peanuzanun: [TucbMennas padora
1. KonTponbHas padora 1: MeHemkMeHT HH(POpMaMOHHON 0€30MacHOCTH B OPUTAHCKUX
cranaaptax BS 7799 (Kontposnbhas padota)
2. Tect 2: MopenupoBanue HHGOpMaMOHHBIX pUcKOB opranuzanuu (TectupoBanue)

bamibHO-pedTUHIOBasA CTPYKTYpa AUCLUILINHBI SABISETCS NPUIOKEHUEM A.

4.2 IIpoMe:xyTOUYHasI aTTECTALUSA 110 AMCHMUILJINHE

3auem c oyenxou (Cemecmp Nel)
Onenka omnpezensieTcs MO0 COBOKYIMHOCTH pe3yJIbTaTOB TEKYLIEro KOHTPOJIS YCIIEBAa€MOCTH B
cootBeTcTBUU C [lonoxeHnem o 6amuibHO-peUTUHTOBOH cucteMe ais ctyaeHToB HUY «MOW»

B numnioMm BBICTaBIsE€TCA OILIEHKA 3a 1 CEMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO JUCHUILIMHE MPUBEIEHBI B (DOH/IE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. Cucrema menemxkMenTa nHpopmannonuoi 6ezomacHoctd 'OCT P MCO/M3K 27001-2006
(TpOEKTHI JOKYMEHTOB) : [yueOHO-MeToandeckoe nocodue] / A. C. Mun3zos, A. }O. Hesckuii, O. P.
Bbaponos, P. A. Cio6aeB, M-Bo oOpazoBanus u Hayku Poc. @enepanuu, Har. uccnen. ya-t "MOHN"
(HUY"MBN"), NnxkeHepHO-?KOHOMMY. HH-T HallMOHANIBHOTO Uccaen. yH-Ta "MOWN", Kadenpa
"besonacHoctu u Uupopmanmonnsix Texnonoruit" (BUT) . — M. : BHUUreocucrem, 2019 . — 98 c.
- ABT. yka3zaHsl Ha 060poTe TUT. 1. - ISBN 978-5-8481-0234-5 ;

2. Munzos, A. C. Ypasnenue puckamu HHpopMalimoHHoH 6e3omacHocTH : [MoHOorpadust] / A. C.
Mumnsos, A. 1O. Hesckuii, O. P. baponos ; pea. A. C. Mun3os ; Hau. uccnen. yu-t "M3OHN"
(HUY"MBHN"), UnxeHepHO-3KOHOMMY. MH-T HallMOHAIbHOTO uccien. yH-ta "MOU", Kadenpa
"bezonacnoctu u Mupopmarmonnsix Texunonoruit" (BUT) . — Mocksa : BHUHreocuctem, 2019 . —
106 c. - ISBN 978-5-8481-0240-6 .,

3. Mun3zoB, A. C. MeTtonos0rust IpuMeHEHHsI TEPMUHOB U OIIpeIeNIeHH B cdepe
MH(}OPMaLMOHHON, 5KOHOMHYECKON 1 KOMIIEKCHOM 0e30macHoCTH OHU3Heca : yueOHOo-
meroaunyeckoe nocodue / A. C. Munsos, JI. M. KynOyraes, Hai. uccnen. yn-r "MOH1", Un-1
oe3omacHocTr 6uzneca MOU (TY) . — M. : BHUUreocucrem, 2011 . — 84 ¢. - ISBN 978-5-8481-
0083-9 .;
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4. Mamok, A. A. adopmarimonHasi 6e30macHOCTb: KOHLIETITyalbHbIE U METOI0JIOTHYECKHE
OCHOBBI 3aIUTH HH(OPMAITUH : yaeOHOE mocodue Jiy1st By30B 10 crneruanbHoct 075400
"KommnekcHas 3anmra 00bekToB uHpopmanuun" / A. A. Mamok . — M. : ['opstuas Jlunus-Tenexkom,
2004 . —280 c. - ISBN 5-935171-97-X ;

5. A. K. lllunos- "Ynpapnenue nHPOpMAIMOHHON Oe30nacHOCThI0", M3narenscTBo: "HOXHBIN
dbenepanbublii yauBepcuteT", PocTtoB-Ha-J/lony, Taranpor, 2018 - (121 c.)
https://biblioclub.ru/index.php?page=book&id=500065.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuit makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Maitna BugeokondepeHIum.

5.3 UnTepHeT-pecypchl, BKIKYas NpodeccuoHaIbHble 0a3bl JAHHBIX H HH(POPMALMOHHO-
CIIpaBOYHbIE CHCTEMbI:

1. ba3a naunbix Web of Science - http://webofscience.com/

2. ba3za nannbix Scopus - http://www.scopus.com

3. HauuoHaabHasi 3JIeKTPpOHHAs 0ubamoTeka - https://rusneb.ru/

4. JnexTponHasi 6udmmoreka MIU (36 MDIH) - http://elib.mpei.ru/login.php

5. IopTaa oTKPHITHIX JaHHBIX Poccuiickoii dexepamuu - https://data.gov.ru

6. ba3a oTKpBITHIX JaHHBIX MUHHCTEPCTBA TPY/AA U COUMAIBLHOI 3amuTH PO -
https://rosmintrud.ru/opendata

7. Baza OTKPBITBHIX JaHHBIX NPO(ecCHOHATBHBIX CTAHAAPTOB MUHHCTEpPCTBA TPyAA U
conmnabHoi 3amuThl PD - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

8. ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMHYECKOT0 pa3Butusi P -
http://www.economy.gov.ru

9. Ba3a oTKpBITHIX JaHHBIX PocuamonuTopunra - http://www.fedsfm.ru/opendata

10. DnekTpoHHasi oTKpbITast 6a3a naHHbIX '""Polpred.com O630p CMHU" -
https://www.polpred.com

11. HauMoHaJbHBII MOpTAaJI OHIAlH 00yyeHusi «OTKpbITOE 0O6pa3oBanue» - https://openedu.ru
12. OpunnanbHbli caiit Pe1epaabHOI0 AreHTCTBA 10 TEXHUYECKOMY PeryJIipoBaHUIO
MeTpoJioruu - http://protect.gost.ru/

13. OrkpbITas yauBepcuTerckas nupopmannonnas cucrema «POCCHS» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

Tun nomenmeHus Homep aynuropun, OcHamenune
HauMEHOBaHUue
Y4eOHble ayIUuTOpUN M-511, YueOHas rapra, CTOJ IIpenoaaBaresis, CTyl, 10CKa
JUJIS1 IPOBEJICHUS ayANTOPHUS MEIoBast
JIEKIIUOHHBIX 3aHATHH U K-601, YucOnas rapTa co CKaMbel, CTOJI IIPENOJABATENIs,
TEKYIIEro KOHTPOJIA ayAUTOpHUs CTyJ, TpuOyHa, T0CKa MeJIoBasl,
MYJIBTUMEIUNHBIN TPOEKTOP, DKPaH
Y4eOHble ayIUuTOpUN M-510, YueOHas rapTa co CKaMbe, CTOJI IIPENOJaBaATENIs,
JUJIS1 IPOBEJICHUS ayAuTOpHUs CTyJ1, IOCKa MEJIoBas
MPaKTUYECKUX 3aHITHH,
KP u KII
Y4eOHble ayIUuTOpUN M-511, YueOHas rapra, CTOJ IIpenoaaBareis, CTyl, J10CKa
JUJISL IPOBEJICHUS ayAUTOPHUS MeJoBast
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MPOMEKYTOUHOMN K-120, MammuHbIH 321 cepBep, KOHAUIMOHEP
aTTecTaluu MBI
ITomewmenus s HTB-303, CTOJI KOMITBFOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITCIILHOU KommbrorepHblit MHUCHMCHHBIN, BEITATKA JIUIST OJICKIbI,
paboThI YHUTAJIFHBIN 3211 KOMIIBIOTEPHAsS CETh C BBIXOJIOM B

HHTepHeT, KOMIIBIOTED NIEPCOHANIBHBIN,
IIPUHTEP, KOHJUIMOHED

K-307, YueOnas
nabopatopust "OTKpBITOE
MpOrpaMMHOE
obecneueHue"

CTOJI MIPEI01aBaTeNs, CTOJ
KOMITBIOTEPHBIN, CTOJI YU€OHBIH, CTYI,
BeLIAJIKa JUIsl OAEKbl, TYMOA,
KOMIIbIOTEPHAs CETh C BBIXOJOM B
WHTepHeT, MyJIbTUMEIUUHBIN IIPOEKTOP,
9KpaH, J0CKa MapKepHas, cepsep,
KOMIIBIOTEP NEPCOHAIbHBINA, KOHAULIUOHED

K-302, YucOnas

CTOJI IperioaaBaTeiisd, CTOJ

naboparopus KOMITBIOTEPHBIN, CTYJI, MyJIbTUMEANIMHBIN

"UudopmaninoHHO- MIPOEKTOP, IKPaH, J0CKa MapKepHas,

AHAIUTUYECKUE cepBep, KOMIBIOTEP MEPCOHAIIbHBIN,

TexHomaorun" KOHJIMITUOHED
[Tomewmenus nis M-510, Yuebnas rapTa co CKaMbeil, CTOJI MPEIOJaBaTes,
KOHCYJIbTUPOBAHUS ayIUTOpUs CTYJI, JOCKa MeJOoBast

[Tomewmenus nis K-202/2, Ckian CTeJUIaX IJId XPaHCHUS MHBEHTaps, CTOJI,
XpaHeHus: 000pyI0BaHUs kadenpst BUT CTYJ, mKad U1 TOKyMEHTOB, IKad s

U y4yeOHOT0 MHBEHTaps

XpaHEeHUsI UHBEHTaps, TyMOa, 3a1lacHbIC
KOMILJIEKTYIOLIHE JUi1 000pyJOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

MGHCI[)KMCHT HHq)OpMaHHOHHOﬁ 0Ee30I1aCHOCTH B OpraHu3anunun

(Ha3BaHME AUCIMILIMHBI)

1 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KontpoasHas pabota 1: MeHepKMEHT HHPOPMAIIMOHHON 0€301acCHOCTH B OpPUTAaHCKHUX

KM-2

KM-3
KM-4

crangaprax BS 7799 (KonrponsHas padora)

Kontponbroe 3ananue Ne2 «MoaennpoBaHue IPOIECCOB MEHEKMEHTa HH(POPMaAITMOHHOM

6e3omacHoctu». Tect 1: Ilepedens u ocHoBHOE coaepxkanue JokyMeHToB CMUDB opranuzanun

(KonTponwsHas pabora)

Tect 2: MoaenupoBanue HHPOPMALMOHHBIX PUCKOB opranu3aiuu (TectupoBanue)

38.H_II/ITa PE3yJIbTATOB BBIIIOJIHCHUA HHAUBUAYAJIbHOI'O 3alaHUSA «Anann3 PCKOMCHIAOBAHHLIX MCP

U CpeACTB KOHTpoJis ipu co3aanuu cuctemsl CMUB (I'OCT 27001, 27002)» (Jomarinee

3aJIaHHE)

Bujx npome:xyTo4HOI aTTecTanmu — 3a4€T C OLIEHKOM.

Munexc KM- | KM- | KM- | KM-
Howep Paznen aucuumimHb KM: L 2 3 4
pasjena Henens 4 8 12 15
KM:
TpeboBaHMs OTEUECTBEHHBIX U MEX/IyHAPOAHBIX CTaHIApTOB
1 K OpraHU3aIlUH CUCTEMbI MEHEKMEHTA HH(POPMAITMOHHON
6e3omacnoct (CMUB)
11 CucreMbl MeHEKMEHTA UH(OPMaILIMOHHON 0€3011aCHOCTH. + + + +
2 VYnpasienne puckamu HH(POpMaIIMOHHON O€30MacHOCTH B
pa3IMYHBIX KOHIEIIMIX
MeHeaKMEeHT pUCKOB HH()OPMALIMOHHOW O€301MacCHOCTH.
2.1 Konnennus ynpasnenus puckamu Ha ocHoBe ['OCT P + + + +
NCO/M3K 27005.
Bec KM, %: | 25 25 25 25
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