MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienne noaroroku/cnenuanbHocts: 10.04.01 Undopmaunonnasi 6e30nacHOCTH
HaumeHnoBaHune 06pa3oBaTe/ibHOI NPOrpaMMbl. YHpaBJjieHHe HHPOPMALMOHHOI 0€301aCHOCTHI0
YpoBeHnb 00pa3oBaHusi: Bbicliee 00pa3oBaHMe - MarucTparypa

®opma 00yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
MATEMATHYECKHUE MOJIEJIX PUCKOB

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

YacTsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.05.02.01

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

2 cemecTp - 3;

Yacos (Bcero) no yueoHomy
IJIAHY:

108 yacoB

Jexknun

2 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

2 cemecTp - 32 yaca;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

CamocrosiTesibHasi padoTa

2 cemecTp - 59,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYasi:
KosnokBuym
KontpoabsHas padora
JesioBasi urpa

IIpomeskyTouHast aTTecTALUS:

3ayer ¢ OLEeHKOM

2 cemectp - 0,3 yaca;
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NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageney, MuH30B A.C.
[IpenomaBaTelib NaerTbnratop R17801759-MinzovAS-e8de8907 A.C. MuHn30B
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI
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CseneHva o snagensuye L3N M3K

Bnapeney

MwuH30B A.C.
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R17801759-MinzovAS-e8de8907

A.C. MunH308B

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
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(mozmycs)
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MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. HEJIM U BAZJIAYHU OCBOEHU A JUCHUIIIINHBI
Leab ocBOeHMA AUCHMIIMHBI. OCBOEHUE MPO(ECCHOHATBHBIX KOMIIETEHIIUI M0 MOJIETUPOBAHHUIO
yrpo3, OLIEHKE M aHAINW3y PUCKOB MH(POPMAIMOHHON O0€30HacCHOCTH C HCHOJIB30BAHUEM DPA3ITUYHBIX
COBpPEMEHHBIX METOJUK yIpaBJICHUs pUCKaMU HH(GOPMAIIMOHHON 06€30MacHOCTH
3agaum QU CHUIITTHHBI
- U3y4YEHHUE KJIFOUYEBBIX MOHATHI "HEONpeneIeHHOCTh' U "pucK", pa3IMYHbIX ACIIEKTOB YCUJICHUS
HEOIIPEAEIEHHOCTHU U MOJIE3HOCTU PUCKA B COBPEMEHHBIX YCIOBUSAX XO035HCTBOBaHMS;
- U3y4YeHHE KpUTEPHUEB KiIacCU(UKALIMU PUCKOB U BUJIOB PUCKOB B COOTBETCTBUU C BBIJCIIEHHBIMU
KPUTEPUSIMU;
- U3yYEHHUE TEOPETHUYECKUX OCHOB HUCCIIEAOBAHUS PUCKOB;
- U3yYCHUE TPAJAUIIMOHHBIX U COBPEMEHHBIX METOJIOB UCCIIEIOBAHUS PUCKOB, METOJIOB
KOJIMYECTBEHHOM OLIEHKU PHCKOB;
- 03HaKOMJIEHHE C OCHOBHBIMHM aKCHOMaMH U 3JIEMEHTaMU COBPEMEHHOM Teopuel pUCKOB U
CYILECTBYIOIIMMH KOHUENIUAMH PUCKA;
- IPAKTUYECKOE U3yUCHUE TOPSIIKA IPOBEIECHUS HCCIIEIOBAHUS PUCKOB HH(OPMAIIMOHHOMN
0€30I1aCHOCTH;
- IPAKTUIECKOE U3YUCHUE TIOPSIKA ONPEACIICHUS IICHHOCTH HH(POPMAIIK U KPUTEPUEB BEIOOPA B
PUCKOBBIX CUTYallUsSIX U IPUHATHUS YIIPABICHYECKUX PEIICHHH, a TAK)K€ METO/bl MOJEIMPOBAHUS 3TUX
PHUCKOBBIX CUTYalluid 1 0OOCHOBAHUS PEIICHHIA.

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3aIJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs] KOMIIETeHIIUIi

KO}I 1 HAMMCHOBAaHHUEC
HHAUKATOPA TJOCTUKCHUS
KOMIICTCHIIMH

KOI{ U HAMMCHOBAHHEC
KOMIICTCHIMH

3anaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

3HaThb.

[IK-1 OuenuBanue ypoBHs
0€e30IacHOCTH
KOMITBIOTEPHBIX CHCTEM U
ceTei

[MK-1.3mx-1 [IpoBoauT ananus
0€30IMaCHOCTH KOMITBFOTEPHBIX
CHCTEM

- (hyHIaMeHTaIbHbIC U IPUKIIAIHBIC
po6aemMbl HHPOPMAITMOHHON
0€30MacHOCTH B YCJIOBHUSIX CTAHOBJICHUSI
COBPEMEHHOTr'0 HH(OPMAIIMOHHOTO
o0l11eCTBa;

- yrpo3bl HH(POPMAIIMOHHOM 0€301MacHOCTH
00BEKTOB.

YMETB:
- aHAJIM3UPOBATh (PyHJAaMEHTAJIbHBIE U

MPUKJIaIHBIE TPOOIEMbI
MH(POPMALMOHHOM 0€30MacHOCTH B
YCIIOBHSIX CTaHOBJICHHSI COBPEMEHHOTO
MH(OPMAIIMOHHOTO O0IIEeCTBA;

- IPOBOJIUTH IKCIIEPUMEHTAIILHBIE
UCCIIEIOBAaHMS 3alUIEHHOCTH OOBEKTOB C
MPUMEHEHHEM COBPEMEHHBIX
MaTeMaTHYECKUX METOJIOB, TEXHUUECKUX U
MPOTrpaMMHBIX CPEACTB 00PaOOTKHU
pe3yIbTaTOB SKCIIEPUMEHTA.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JlucuunimHa OTHOCHUTCS K OCHOBHOW Tpod)eCCHOHAIbHONW 00pa3oBaTeNbHON MporpamMme
VYmpasienne nHGopmanmonHoi Oe3omacHocThi0 (Manee — OITOIT), nanpasnenus moarorosku 10.04.01
HNudopmannonnas 6e30macHOCTh, ypOBEHb 00pa30BaHUs: BbICIIEe 00pa30BaHUE - MAaruCTpaTypa.




Bazupyertcst Ha ypoBHE cpeqHero oo1iero oopazoBaHusl.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOJTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCIUIUTMHBI COCTABIISIET 3 3a4€THBIX euHMIIbI, 108 Jacos.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A ceMecT aTTeCTalluu
M pe /KOHTPOJIb
1 2 3 5 6 7 8 9 10 11 12 13 14 15
1 MopenupoBanue yrpo3 24 2 8 - 8 - - - - - 8 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
nHpopMaMOHHOH IToBTOpEeHNE MaTepuana o pasiery
0€30MacHOCTH "MoaenupoBanue yrpo3 nHGpOpMaIMOHHOH
1.1 Tepmunb! 1 24 8 - 8 - - - - - 8 - 6e3omnacHocTn"
OIIpeIeNICHNs: yrpo3a, IIodzomogKa K ayOumopHusimM 3aHAMUAM:
PHCK, MOJICITUPOBAHUE [TpopaboTka JeK1nH, BBIOJIHEHHE U
yIpo3, OLICHKA, MOJTOTOBKA K 3amuTe 1a0. paboTs
OLICHUBAHKE U aHAJIN3 Ilod2omoeka domauinezo 3adanusn:
PHCKOB [ToaroroBka KOMaIIHETO 3aAaHNS HAIIPaBICHA

Ha OTPabOTKy YMEHUH peleHus
npogeccCHOHANBHBIX 3a1a4. /loManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"MojenupoBaHue yrpo3 HHG)OPMAIIHOHHON
6e3omacHocTH" MaTepuaty. JJonoJTHUTENTEHO
CTYZCHTY HEOOXOIUMO U3YyUUTH JTUTEPATYPY U
pazo0paTh IpUMeEpPHI BHITIOIHEHUS MOI00HBIX
3aganuil. [IpoBepka nomMamHero 3agaHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboTtam.

Ilodzomoeka doknada, evicmynienus:
3amaHue CBA3aHO C YriyOJICHHBIM H3YYCHUEM
pa3aenoB AUCIUILTUHEI H CAMOCTOSTEIEHBIM
MTOWCKOM MAaTEPHAJIOB [UIS PACKPBITUS TEMBI
JToKJIaga. Matepualsl BEIIOTHEHHOH paboThl
MPEACTABIIAIOTCA B OJICKTPOHHOM BUIC UJIN B
(dhopMe pacrieyaTaHHBIX MTPE3EHTAIIMOHHBIX
craiiioB. B kauecTBe TEM OKIAN0B CTYIEHTAM
MIPEJUIaraloTCsl CIeAYIONNEe BAPHAHTHI:
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IToozomoeka K npaKmuuecKum 3anamusim:
W3yuenue maTepuana mo pasaeiy
"MopaenupoBaHue yrpo3 HHYOPMAIIMOHHOMN
0Oe30macHOCTH" MMOATOTOBKA K BBIIIOJTHEHUIO
3aJ[aHUil Ha IPaAKTHIECKUX 3aHATHUIX
Camocmoamenvhoe uyyuenue
meopemuyueckozo mamepuana: Vzyuenne
JIOTIOJTHUTEIBHOTO MaTepHaa o pasjieny
"MonenupoBaHue yrpo3 HHPOPMAIIOHHOH
6e3omacHoctu"”

H3zyuenue mamepuanog iumepamypHslx
UCHOYHUKOG:

[2], 1-84

YipasieHue puckamu
nHpopMaMOHHOH
0e300aCHOCTH

66

24

34

2.1

YipasieHue puckamy B
KOHLETIINY CTaHAapTa

20

10

2.2

YmpaBieHne puckamMu B
KOHIICTIIIUH CTaHIapTa
T'OCT UCO/MBK
27005

20

10

2.3

MuorodakTopHbie
MOJIETIH PUCKOB

26

14

Iloozomoska K mekywiemy KOHMpPOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"VrpapieHue puckamy HHGOPMALOHHOM
Oe3onacHocTH"

Tloozomosxa K ayoumopHvim 3auaAmuam:
[IpopaboTka JIeKIINH, BHIITOITHEHHE U
MOJITOTOBKA K 3auTe 1ab. paboTHI
Iloozomoexa domawnezo 3a0anus:
IToaroToBKa AOMAIITHETO 3aJaHKs HATpaBJICHA
Ha OTpabOTKy yMEHUIl peneHus
npodeccroHanbHBIX 3a1a4. JloMarHee 3a1aHue
BBIIACTCS CTYICHTAM 10 U3YYCHHOMY B pasjierie
"YnpasieHue puckaMu HHPOPMALMOHHON
6e3omacHocTH" MaTepuany. JJonoTHUTENTEHO
CTYICHTY HEOOXOIUMO U3YUUTh JTUTEPATYpy U
pa300paTk MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3amanuil. [IpoBepka qOMaIIHEro 33 aHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboram.

Iloozomoeka 0oKknaoa, 8bICHYnaeHUsA:
3amaHue CBA3aHO C YriyOJICHHBIM H3YYCHHUEM
Pa3esoB AUCIUIUIMHBI B CAMOCTOSITEIbHBIM
MTOMCKOM MAaTEPHAJIOB ISl PACKPBITHS TEMBI
JToKJIaga. Matepualbl BEIIOTHEHHOH paboThl
MPEICTABISIFOTCS B DJICKTPOHHOM BHIC WM B
(dhopme pacreyaTaHHbIX MPE3CHTAIMOHHBIX
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cnaiinoB. B kauecTBe TeM JIOKIJIAIOB CTY/IEHTAM
MPE/IaraloTCst CIEAYIONIIe BApUAHTHI:
ITodz0mogKa K npaKmuyecKuUM 3aHAMUAM:
Wzyuenne maTepuana 1o paszgeny "YnpaBieHne
puckamMu HHPOPMAITHOHHON Oe30macHoCTH"
MOATOTOBKA K BBITOJIHCHUIO 3aJaHUH Ha
MPaKTHIECKNX 3aHATHIX

Camocmoamenvroe usyuenue
meopemuyueckoz0 mamepuana: VIzyaeane
JIOTIOJTHUTENIBHOTO MaTepHaia o paszierny
"VupapieHue puckamy HHOOPMaLMOHHOM
6e3omnacHocTn"

H3yuenue mamepuanog 1umepamypHsix
UCHMOYHUKOG:

[1], 1-106
[3], 5-25
3adeT ¢ OLIEHKOM 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 108.0 16 - 32 0.3 42 17.7
Hroro 3a cemecTp 108.0 16 - 32 - - 0.3 59.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausaTust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoekTtam/padotam; MKKII — nnauBHtyanbHble KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBslie KOHCYIbTallMK MO pa3jienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texymmii koHTposb; [TA — npomexyTrouHas

aTTeCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Moodenuposanue y2po3 ungopmayuonHou bezonacnocmu

1.1. TepMuHBI ¥ ONIpesIeNCHUS: YTPO3a, PUCK, MOJEIHPOBAHHUE YTPO3, OLIEHKA, OLICHUBAHUE U
aHaJIU3 PUCKOB

Lenu u 3agaun kypca. CTpyKTypa AUCUMILTUHBL U TpeOOBaHUs K pe3yibTaTaM U3y4eHHs Kypca.
Wcropust pa3BUTHS METOAUK YIPABJICHHUS PUCKAMU B PA3IMYHBIX KOHLEMIMIX CO3[IaHUS CHUCTEM
nH(popMallMoOHHON Oe3omacHocTH. MozenupoBanue yrpo3 uHbopManuoHHou 6e3omnacHoctu. Llenn
W 3a7a4d MOJICTUPOBaHUs yrpo3 HH(POpPMAMOHHOW Oe30macHOCTH. Pa3nuuHbie MOAXOIBI K
dbopMan30BaHHOMY OMHCAHHUIO YIpo3 HMH(pOpMAIMOHHOI OezonmacHocTu. ba3oBas mMozens yrpos:
JIOCTOUHCTBA M HeaocTaTku. COBpEMEHHBIE MOAXOAbl K MOJICTUPOBAHUIO yIrpO3 Ha OCHOBE
BepOagbHOrO  (OMHMCATEIBHOr0), MAapaMeTPHUUYEeCKOro W KOTHUTHBHOTO — MOJEIUPOBAHUS.
JlocTOoMHCTBA ¥ HEIOCTATKU 3TUX MOJIX0/I0B K MOJEIHUPOBAHUIO YIPO3..

2. YHpaeﬂeHue pucKkamu qubopmauszHod bezonacrnocmu

2.1. YrpaBneHue puckaMu B KOHILIETILIMY CTaHAapTa

Konuenuus ynpaenenus puckamu B crangapre CIIA NIST 800-30 «PykoBoactBo 1o
yrpaBieHuto uHpopManmoHHbIMU puckamMu WUT-cuctem». JleBIATH 3TAaloB METOJOJIOTHH OLEHKU
PHCKOB: XapaKTepUCTUKA CUCTEMBbI, HIEHTHU(PUKALUS YTPO3, UIeHTU(PUKALUS YsI3BUMOCTEH, aHATIN3
MEPONPUITUA 3alIUThl, ONpPEIEICHUE BEPOSATHOCTEH HCIOJIb30BAaHUS YSA3BUMOCTEH, aHaiu3
BO3/ICUCTBUS, OIPEICIIEHUE PUCKOB, PEKOMEHJAIMMU 110 MEpPONPUATHIM 3alluThl, pa3paboTKa
UTOTOBBIX JOKYMEHTOB. KoHIenuus yrnpaBieHHsl puckamMu B OpuTaHCKOM craHaapte BS-7799-3.
Yetsipe (a3bl yrpaBieHsl pUCKaMH: OLIEHKA PUCKOB, BKJIFOYAIOINAs aHAJIN3 U BBIYMCICHUE PUCKOB;
00paboTKa pucKka — BBIOOP M peannu3anus Mep U CPEeACTB OE30MACHOCTH; KOHTPOJIb PUCKOB ITyTEM
MOHUTOPHHIa, TECTHUPOBAHUS, aHAIM3a MEXAHU3MOB O€30IaCHOCTH, a TAKXKe ayauTa CHUCTEMBI;
ONITUMU3AIMS PUCKOB ITyTeM MOAM(UKAINN U OOHOBJICHUS MPAaBHII, MEP M CPEACTB O€30MaCHOCTH.
JocronHcTBa M HepocTaTku cranaapra. Jpyrume koHuenuuu ynpasiaeHus puckamu: COBIT,
CORBA wu np..

2.2. Ynpasnenue puckamu B koHnenuuu cragaapra 'OCT UCO/MBK 27005

Ha3nauenue crannapra. OGnacth JeHCTBUS CTaHAAPTA U €r0 NPUMEHUMOCTh. OCHOBHBIE 3TaIIbI
npoliecca MEHEDKMEHTa pUCKa HH(POPMALMOHHOM O€30MacHOCTH: YCTaHOBJEHHE KOHTEKCTa,
OllCHKa pucKa, oOpa0oTKa pucCKa, NPHUHIATHE pPHCKA, KOMMYHHUKallUs pHUCKA, MOHUTOPUHI U
nepeoleHka pucka HH(popManuoHHOW Oe3omacHocTH. OCOOEHHOCTH CTaHIapTa M IMPOLECCHBIN
NOAXOJA K oLeHKe pUcKOoB. CyIIHOCTh U COJEpKAHUE MPOLECCHOrO IMOAXO0JAa K OLIEHKE PHCKOB.
JlocToMHCTBa M HEAOCTATKU CTaHAapTa. Bo3MOXHbIE HaNPaBIEHUS €T0 Pa3BUTH..

2.3. MHorohakTopHbIE MOJIEIN PUCKOB

Konuenius MHOroakTOpHBIX MOJieNIell pUCKOB, MO3BOJISIONIAs YUUTHIBATh KPOME OCHOBHBIX U
JOTIONTHUTEIbHBIE (AKTOPbI, a TaKXe COOTHOIIEHHS Mexay HuMH. [loHsTHe «cTpaTerus
yIpaBJIeHUs» pHUCKaMH. MeToJuKa aHaju3a PUCKOB C HCIOJb30BAHUEM MHOTO(MAKTOPHBIX 5
Mojnenei. 3amauu, peulaeMble C HMCMHOJIb30BaHHEM MHOTO(AKTOPHBIX MOJENEH ympaBlieHus
puckamMy. MIMUTallMOHHOE MOJENIMPOBAaHME HAa OCHOBE MHOIO(AKTOpHBIX Mojeneil. OCHOBHBIE
ATarnbl Mpolecca MEHeKMEHTa prucka HH(POPMaIIMOHHOM 0€30MaCHOCTU: YCTAHOBJICHHE KOHTEKCTA,
OlIGHKa pucKa, 00paboTka pHCKa, NPUHATHE pPHUCKA, KOMMYHMKALUS PUCKA, MOHUTOPHHI U
MepeoIeHKa prcka HH(POpMAIMOHHON Oe3omacHOCTH. OIEHKA IMOTPEITHOCTEH MOICIUPOBAHUS.
Metoauka aHalu3a PUCKOB C HCIOJIb30BAaHMEM MHOTO(GAKTOPHBIX Mozenei. MmwuranuonHoe
MOJIEJIMPOBAaHUE HAa OCHOBE MHOTO(akTOpHbIX Mozeneil. OleHKa NOorpenHocTed MOAeTnPOBAHNUS.
MonenupoBaHie pUCKOB MH(OpMarMOHHOW Oe30macHOCTH Ha mpumepe monenu ¢unmana AKBD.
[TocraHoBKa Aen0BOW UTPhl. AHAJIN3 UCXOIHBIX JAHHBIX U PE3YNIbTAaTOB ayAuTa MH(GOPMAIMOHHON
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0e30macHOCTH. AHaNNU3 OM3HEC-TIPOLIECCOB MOJIEH X03sicTBYyOIEero cyonrekra. Knaccudukanus n
OLIEHKa IICHHOCTH HWH(QOPMALMOHHBIX AaKTMBOB  OpraHu3anuu. MozaenupoBaHue  YIrpo3
uHpOpMaMOHHOM Oe3omnacHocTH. OIEHKa U MOJCIMPOBAHIE PHCKOB IPU PA3IUYHBIX CTPATETHAX
ynpaBieHuss uMH. Pa3paGoTka 1utaHa ympasieHust puckamu. OOOCHOBaHHME IpeJylaraeéMbIX
PELICHUH YIIPaBICHUS PUCKAMH..

3.3. TeMbl NpaKTHYECKUX 3AHATHI
1. 2. PazpaboTka MeTOIMKHN MojieTupoBanus yrpo3 B ctanaapre IDEFO;
2. 9. PazpaboTka 1maHa yrpasieHus puckamu. OO0CHOBaHUE NPEIIaracMbIX PEIICHHMA
yIpaBJIEHUS PUCKAMU;
3. 8. AHanM3 UCXOAHBIX JaHHBIX U PE3YJIbTATOB ayauTa HHHOPMAIIMOHHON OE30IMaCHOCTH.
AHann3 OU3HEC-TPOIIECCOB MOJIEIIH XO3SHCTBYIONIETO CyOhEeKTa;
4. 7. MopenupoBaHue pUCKOB HH(DOPMALIMOHHOW O€30MMaCHOCTH Ha IPUMEPE MOJIEIIN
¢mmana AKB;
5. 6. Pa3paboTka METOIMKH yIpaBiIeHUS pUCKaMU MHOTO(aKTOPHBIX MOJIEeH B CTaHAApTE
IDEFO. Pa3zpaboTka msiTH 3TanoB yIpaBieHHUsI PUCKaMH Ha MOJICTH XO03SHCTBYIOIIETO
CcyOBbeKTa ¢ METOAUKaMHU, IIabJIOHAMU U TIPUMEPaMH BBITIOJIHEHUS B DJIEGKTPOHHOM BUJIE;
6. 5. Pa3paborka meronuku ynpasieHus puckamu o 'OCT 27005 B crangapte IDEFO;
7. 4. Pa3paboTka MeTonuku yrnpasieHus puckamu BS 7799 B crannapre IDEFO;
8. 3. Pa3zpabotka metoauku ynpasienust puckamu NIST B crannapre IDEFO;
9. 1. [IpuMeHeHre METOUK MOJICTTUPOBAHUS YIPO3 HA IPUMEPE MOJAETHU XO3SMCTBYIOIIETO
cyOBeKTa.

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPEyCMOTPEHO
3.5 KoncyabTauuu

[pynnoewle koncyremavuuu no paszoeaam oucyuniunsl (I'K)

1. OGcyxnaenue matepuanoB Mo keiicam paszzaena "MoaenupoBanue yrpo3 HHGOPMaIMOHHON
6e3onacHocTu”
2. OOcyxaeHne MaTepHalioB 1Mo KeiicaM paszzaena "YmpaBieHne puckaMu HH(POPMAIMOHHON
6e3onacHocTu"”
Texywuii konmpons (TK)

1. KoHcynpTanuu HampaBieHbl Ha MOJYYEHUE MHIMBUAYAIBHOTO 3aJaHUsl JUIS BBITOJIHEHUS
KOHTPOJBbHBIX MEPONpHUITUH 1o pazaeny "MopenupoBaHue yrpo3s HHQOPMaIMOHHOM
6e3onacHocTu”

2. KoHcynbranuu HampaBJieHbl Ha MOJyYeHHE WHAWBUIYAIBHOTO 3a/JaHUS JJIsl BHIIOJHEHHUS
KOHTPOJIbHBIX MEpOIpHUATUH Mo pasaeny "YmpaBieHHE pUCKaMU HHPOPMALMOHHOM
6e3onacHocTn"

3.6 TemaTnka KypcOBBIX POEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPEAyCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB THCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena
JTUCLHUTLIUHEI (B

O1neHoYHOE CPEICTBO
(TN 1 HAUMEHOBAHUE)

3angaHupPOBaHHBIE PE3yJbTaThl 00Y4YEHUS 10 AUCLUILINHE Konbt
COOTBETCTBUM C
(B COOTBETCTBHH C pa3aeoM 1) WHJUKATOPOB 1.3.1)
1 | 2
3HaTh:
yIrpo3bl HHHOPMAITMOHHOM 0€3011aCHOCTH 00BEKTOB Komnoxksuym/Komnoksuym Ne 1
KonTposbaoe 3ananue Ne 1
Komnoksuym/Kosnokuym Ne2
TK-1.3nx-1 + KonTtponsHast padora/KonTponbsHast
3agaHue No2
Henosast urpa/KonTtposbHas
3agaHue Ne3
¢byHIaMeHTaIbHBIC U PUKIIAHBIE TIPOOIEMbI HHPOPMALIMOHHOM Komnoxksuym/KomnokBuym Ne 1
0€30IaCHOCTH B YCJIOBHUSX CTAHOBJIEHUSI COBPEMEHHOTO KonTponsHoe 3ananue Ne 1
MH(OPMALIMOHHOTO 00IIIeCTBa
(opman m Konnoxsuym/Kommnoksuym Ne2
T1K-1.3mic-1 + KonTtponbHas padora/KoHTponbsHast
3ananue Ne2
Henosas urpa/KonTtposbHas
3aganue Ne3
YMersn:
MIPOBOAUTD SKCIIEPUMEHTAIIbHBIE UCCIIEIOBAHMS 3AIIUIIEHHOCTH OOBEKTOB Komnoxksuym/Komnoxsuym Ne 1
C IPUMEHEHUEM COBPEMEHHBIX MaTEMaTUUECKUX METO0B, TEXHUUECKUX U KonTponsHoe 3ananue Ne 1
MIPOrPaMMHBIX CPEJICTB 00paOOTKHU pe3yIbTaTOB IKCIIEPUMEHTA
porp pea p pesy p KomnokBuym/KomnokBruym Ne2
IMK-1.3mk-1 +

KonTtponbHast padora/KoHTponbsHas
3aganue Ne2

Henosas urpa/KoHTponbHas
3aganue Ne3
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aHATM3UPOBaTh (QYHIAMEHTAIBHBIC U TIPUKJIATHBIC TIPOOIEMBI
nH(OPMAIIMOHHON OE30MACHOCTH B YCIOBHUSIX CTAHOBJICHUS COBPEMEHHOTO
nH(pOpMaMOHHOTO 00IIIeCTBa

I1K-1.3nk-1

Komnoxsuym/Komnoksuym Ne 1
KontponbHoe 3ananne Ne 1

Komnoxsuym/Komnoksuym Ne2

KonTtponsHas padora/KontponbsHast
3aganue Ne2

Henosas urpa/KonTtposbHas
3aganue Ne3
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
2 cemecTp

®dopma peanuzanuu: 3anmra 3aaaHus
1. KonnokBuym Ne 1 Konrtpoasnoe 3ananue Ne 1 (KommokBruym)
2. KomnoxBuym Ne2 (KosokBuym)

Popma peanuzamu: KommerorepHoe 3aganue
1. KontponbHas 3aganue Ne3 (JlemoBas urpa)

Popma peanmzanuu: [TucemenHas pabora
1. Kontponbnas 3ananue No2 (KontponpsHas padota)

banmibHO-pedTUHTOBasA CTPYKTYpa AUCLUILINHBI SABIISETCS NPUIOKEHUEM A.

4.2 IlpoMe:xyTOUYHasl aTTECTALUSA 110 AUCHHUILJIMHE

3auem c oyenxou (Cemecmp Ne2)
Onenka omnpezensercs MO0 COBOKYIMHOCTH Ppe3yJIbTaTOB TEKYLIEro KOHTPOJIS YCIIEBa€MOCTH B
cooTtBeTcTBUU C [lonoxeHnem o 0auIbHO-peUTUHTOBOM cucteMe ais ctyaeHToB HUY «MOW»

B nunnoM BeICTaBIsETCS OICHKA 3a 2 CEMCCTD.

Ipumeyanue: OneHOYHBIE MAaTEPUAIBI 110 TUCIUILIMHE IPUBECHBI B (DOHIE OLEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE U3/IAHNS:

1. Mun3os, A. C. YopasneHnue puckamu nHpopMmalnoHHol 6e3omnacHoctd : [MoHorpadus] / A. C.
Mumn3os, A. 0. Hesckuii, O. P. baponos ; pen. A. C. Mun3os ; Han. uccnen. yu-tr "M3OHN"
(HUY"MBHN"), NUnxeHepHO-3KOHOMMY. MH-T HallMOHAIbHOTO ucciel. yH-ta "MOU", Kadenpa
"bezonacnoctu n Mupopmarmonnsix Texnonoruit" (BUT) . — Mocksa : BHUUreocuctem, 2019 . —
106 c. - ISBN 978-5-8481-0240-6 .,

2. Mun30B, A. C. MeTto10510THsl TPUMEHEHUS] TEPMUHOB U OTIpeieNieHuil B chepe
MH(}OpPMaLlMOHHON, 3KOHOMHYECKON M KOMIIEKCHOM 0e30macHocTH Ou3Heca : yueOHo-
metoaunyeckoe nocobue / A. C. Munsos, JI. M. KynOyraes, Hai. uccnen. yn-r "MOH1", Un-1
oe3omacHocTr 6uzneca MOU (TY) . — M. : BHUUreocucrem, 2011 . — 84 ¢. - ISBN 978-5-8481-
0083-9 .;

3. Hectepos C. A.- "AHanu3 u ynpaBiieHH€e pUcKaMHi B MHPOPMAIIMOHHBIX CUCTEMax Ha 0aze
orepanuoHHbIX cucteM Microsoft”, (2-e u3n.), UsnatensctBo: "MHTYUT", Mocksa, 2016 - (250
c.)

https://e.lanbook.com/book/100566.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHOe odecrneyeHHe:
1. CHO "IIpomereit";

2. Office / Poccuiickuii makeT 0()UCHBIX IPOrpamm;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;
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4. Maiing BuneokoHpepeHuu.

5.3 UuTepHeT-pecypcsl, BKJIIOYast NpodeccHOHAIbHBIE 0a3bI JaHHBIX U HH(POPMAIIHOHHO-

CIIPpaBOYHbIC CUCTEMBbI:

1. 3BC Jlans - https://e.lanbook.com/
2. baza nannbix Web of Science - http://webofscience.com/
3. ba3za nannbIx Scopus - http://www.scopus.com
4. HauuoHabHasi JIeKTPOHHAs 0ubamoTeka - https://rusneb.ru/

5. Dnexrponnas o6udmoreka MOU (36 MOH) - http://elib.mpei.ru/login.php

6. ITopTan oTKpLITHIX AaHHBIX Poccuiickoii ®exepamuu - https://data.gov.ru

7. Ba3za OTKPBITBIX JaHHBIX MPO(eCCHOHAIBHBIX CTaAHAAPTOB MHHHCTEPCTBA TPY/AA H
connajbHoi 3amuThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-

blok/natsionalnyy-reestr-professionalnykh-standartov/

8. ba3za oTkpbIThIX JaHHBIX PocpunmonuTopunra - http://www.fedsfm.ru/opendata
9. DaekTpoHHasi oTKpbITas 6a3a naHHbIX ""Polpred.com O630p CMHU" -

https://www.polpred.com

10. HauuoHaIbHBII MOPTAaJI OHJIAKH 00y4yeHusi «OTKpbITOE 0O6pa3oBanue» - https://openedu.ru
11. O¢puunanbHblii caiiT @eaepaabHOr0 areHTCTBA M0 TEXHUYECKOMY PeryJMpOBAHUIO H

MeTpoJioruu - http://protect.gost.ru/
12. OTkpbiTas yHuBepcuterckas nngpopmaunontas cucrema «POCCHUSD -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUITJIMHBI

Tun nomemeHus Homep ayauropun, OcHaleHue
HaAaMMEHOBaHUE
Y4eOHble ayIuTOpUN M-511, Yuebnas napTa, CTOJ NpernojgaBarTes, CTyl, 10CKa
JUISL IPOBEJICHUS ayAUTOPHUS MEJI0Bas
JIGKIIUOHHBIX 3aHATHU U K-601, YueOnas rapTa co CKaMbed, CTOJ MPENOJaBaTEes,
TEKYIIEr0 KOHTPOJIA ayIUTOpUs CTyJ, TpUOYHA, TOCKa MeJIoBas,

MYJIbTUMEANMHBIN IPOEKTOP, IKPaH

VY4eOHble ayIUTOPUH
JUISI IPOBENIEHUS
NPaKTUYECKUX 3aHITUH,
KP u KII

M-508, YueOHas
ayIUTOpUS

napra co CKaMBeﬁ, CTOJI IpCIIoAaBaTeIIsd,
CTYyJI, JOCKa MEJI0OBaA

VY4ebHble ayIUTOPUH

M-511, YueOHas

napra, CTOJ nmpeuoaaBareiisd, CTyJl, OCKa

TSI TIPOBEJICHUS aAyIUTOPUS MeJIoBast
MIPOMEKYTOUHOMN K-120, MamuHHbIN 321 cepBep, KOHAULMOHED
aTTecTaluu NBI
ITomemenus nus HTB-303, CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJ
CaMOCTOSITEIILHOU KommbrorepHbIit MHUCBMEHHBIN, BEMTAIKa JIUIS OJIEKIbI,
paboThI YUTAIBHBIN 3a1 KOMITbIOTEPHAs CETh C BBIXOJOM B

HHTepHeT, KOMIIBIOTEP NMEPCOHAIBHBIN,
IIPUHTEDP, KOHAULIMOHED

K-307, Yuebnas
nabopatopus "OTKpsITOE
MpOrpaMMHOE
obecnieyenue"

CTOJI IPENOaBATENs, CTOJI
KOMITBIOTEPHBIH, CTOJ Y4eOHBIH, CTY,
BEIIAJIKA JUIs O1€XKIbl, TyMOa,
KOMIIBIOTEPHAs! CETh C BBIXOAOM B
WNHTepHeT, MyIbpTUMEINIHBINA IPOEKTOP,
JKpaH, J0CKa MapKepHas, Cepsep,
KOMITBIOTEP NEPCOHAIBHBIN, KOHIUIIHOHED

K-302, Yuebuas

CTOJI IpCIOAaBaTCIId, CTOJI
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nabopaTopus

KOMIBIOTEPHBIN, CTYJI, MyJIbTUMEAUNHBIN

"UudopmannonHo- IIPOEKTOP, DKpaH, JO0CKa MApKEpHas,
aHAJTUTUYECKHUE cepBep, KOMIBIOTEP MEPCOHAIbHBIM,
TEXHOJIOTHH" KOHAULMOHEP
TTomerenust misa M-510, YueOnas rapTa co CKaMbeid, CTOJI IIPEenoaBaTelis,
KOHCYJIbTUPOBAHUS ayIUTOPUS CTYJI, JOCKa MeJIOoBast
TTomerenust misa K-202/2, Cxnan CTeJUIaX JJIg XpaHEHUS! MHBEHTaps, CTOI,
XpaHeHus: 000pyIOBaHUS kadeapet BUT CTYJ, IWKa( I JOKYMEHTOB, HIKaQ JIs

U y4eOHOTO MHBEHTaps

XpaHEeHUsl UHBEHTapsl, TyMOa, 3a11acHbIe
KOMILICKTYIOIHE JUIsi 000pYJOBAHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

MaremaTudeckue MOJICIIN PUCKOB

(Ha3BaHME AUCIMILIMHBI)

2 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KommokBuym Ne 1 KortponsHoe 3aganue Ne 1 (KommokBuym)
KM-2 Komnoksuym Ne2 (KosmnokBuym)

KM-3 Kontpoasnas 3ananue Ne2 (KontpospHas paboTa)

KM-4  Kontponbnas 3ananue Ne3 ([lenoas urpa)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

Nunexc KM- | KM- | KM- | KM-
Howep Paznen aucuumuimabl KM: L 2 3 4
paszena AT AER Henens 4 8 12 15
KM:
1 MonenupoBanue yrpo3 HHGOPMAIIMOHHOMN 0€30MacHOCTH
11 TepMUHBI U ONIpEETEHUS: YTPO3a, PUCK, MOJICIIUPOBAHUE + + + +
) yIpo3, OLICHKA, OIICHUBAHHUE U aHAJIU3 PUCKOB
2 VYnpasienue puckamu HHOOPMAIIMOHHOK 0€301acHOCTH
2.1 anaBneHHe pHUCKaMH B KOHLCTIIIMY CTaHJAapTa + + + +
29 VYnpasnenue puckamu B koHenuuu ctangapra [OCT + + + +
) NCO/MDBK 27005
2.3 MHorogakTopHble MOAEIN PUCKOB + + + +
Bec KM, %: | 25 25 25 25
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