MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienne noaroroku/cnenuanbHocts: 10.04.01 Undopmaunonnasi 6e30nacHOCTH
HaumeHnoBaHune 06pa3oBaTe/ibHOI NPOrpaMMbl. YHpaBJjieHHe HHPOPMALMOHHOI 0€301aCHOCTHI0
YpoBeHnb 00pa3oBaHusi: Bbicliee 00pa3oBaHMe - MarucTparypa

®opma 00yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
TEOPETUYECKHUE OCHOBBI KOMIIBIOTEPHOM BE3OIMACHOCTH

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

Bapuarusnas

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.B.03

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

3 cemectp - 2;

Yacos (Bcero) no yueoHomy
IJIAHY:

72 gyaca

Jexknun

3 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

3 cemecTp - 16 yacos;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

CamocrosiTesibHasi padoTa

3 cemectp - 39,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYAS:
KontpoabsHnas padora
TecTtupoBanue

IIpome:kyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

3 cemectp - 0,3 yaca;
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HeBckui A.HO.

Waentuduratop
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A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI

Heﬂb OCBOCHMSI NUCHUIIJIUHBI.

npuoOpeTeHne HEOOXOJAMMBIX TEOPETUYECKUX 3HAHUH |

MPaKTUYECKUX HABBIKOB IO HCIOJIb30BAHUIO MPUHIMIIOB W METOJOB 3alIUThl KOMIIBIOTEPHOM
uH(pOpMalnK, a TAaK)Ke IPOSKTUPOBAHUIO U aHAJIU3Y 3alUIIEHHBIX aBTOMAaTU3UpOBaHHBIX cucteM (AC)

33[[3‘11/[ AUCHHUIIIMHBI

- U3y4YCHUE NMPUHIUIIOB (DYHKIITMOHUPOBaHUSI 3aIuiIeHHbIX AC;
- OCBOEHHE METO/IOB NMPOEKTUPOBaHUs 3auieHHbIX AC;
- MPUOOPETEHNE HaBBIKOB MCIIOJIB30BAHMS KPUTEPUEB U METOIOB OIICHKH 3ammuieHHocTd AC.

dopmupyembie y 00ydaronierocs KOMneTeHIHH 1 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHI !

Koa m HauMeHOBaHUe
KOMIEeTeHIINH

Kox 1 HamMeHOBaHHe
HHINKATOPA T0CTHUKEHH S
KOMIIeTEHIIUH

3anaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

[TK-5 criocoGHOCThIO
aHATM3UPOBATh
dbyHIaMeHTalIbHbIE U
IPUKIIAJIHBIE TPOOIIEMbI
nH(pOpMaITMOHHOM
0€30MacCHOCTH B YCIIOBUSAX
CTaHOBJICHUS] COBPEMEHHOT'O
UH(POPMALIMOHHOTO
oOmrecTBa

3HATb:
- YIPO3bI U METOIbI HAPYIICHHS
0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM.

YMETB:

- HCII0JIb30BaTh KPUTEPUH OLIEHKHU
3aIIMAIIEHHOCTH aBTOMaTU3UPOBAHHBIX
CUCTEM M HUH(OPMAIIMOHHBIX TEXHOJIOTH.

IT1K-13 cnocoOHOCTBIO
OpraHu30BaTh yIPaBIICHUEC
UH(POPMALIMOHHOM
0€30I1aCHOCTBIO

3HATh:
- METOJIOJIOTMYECKHE OCHOBBI 00ECIICUCHHUS
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM;

- TpeOOBaHUS K 3aLUIIEHHOCTH
aBTOMAaTU3MPOBAHHBIX CUCTEM U
WH(POPMAIMOHHBIX TEXHOJIOTHH.

YMETB:
- IPOBOAUTH aHAJIN3 aBTOMAaTU3UPOBAHHBIX

CUCTEM C TOYKHU 3peHusi o0ecrieueHus
KOMITbIOTEPHOM 0€30MacHOCTH.

2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA3OBATEJBHOM ITPOT'PAMMBI BO

JlucuumnirHa OTHOCHUTCS K 4acTH, (opMupyeMoil ydacTHHKaMU OOpa30BaTeNbHBIX OTHOILICHUH

0Jloka JUCHMIUIMH OCHOBHOM mpodeccrHoHanbHONH 00pa3oBaTeNbHOM mporpamme
0€30MacHOCTBIO

UH(POPMALIMOHHOM

(mamee —

OI1OI),

VYnpasnenue

HanpaBneHuss mnoarotoBku  10.04.01

Nudopmarnmonnas 6€30macHOCTh, YyPOBEHb 00pa30BaHUs: BBICIIIEE 00pa30BaHUE - MAaTHUCTPaTypa.

basupyercs Ha ypoBHE cpeHETO 001ero 00pa3oBaHMsL.

Pe3ynbrarhl 00yueHUs, OIYYEHHbIE IPYU OCBOEHUH TUCHUIUIMHBI, HEOOXOIUMBI IPU BBITTOJIHEHUN
BBIITYCKHON KBaTM(PUKAIMOHHOMN pabOoTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO1as TpyI0eMKOCTh JUCHUILTMHBI COCTABIISET 2 3a4€THBIX eMHHUIIBL, 72 yaca.

Pacnipenenenue Tpy10eMKOCTH pa3zena (B 4acax) Mo BUJIaM y4eOHOI paboTh

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8| © JIab — - VKK | TK A cemectpe | ATTECTAIH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 YTpo3sl ¥ CHIOCOOBI 12 3 - - - - - - 4 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
HapyIICHUS IToBTOpeHune maTepuana 1o pasaeny "Yrpossl U
KOMIIBIOTEPHOI croco0bl HAPYIICHHUS KOMITBIOTEPHOI
0€301acHOCTH 6e3omnacHocTn"
11 OCHOBHBIC MOHATHUSA - - - - - - 2 - Ilodzomogka K ayoumopHlm 3aHAMUAM:
Kypca [TpopaboTka JeK1nH, BBIOJIHEHHE U
1.2 Kanans! yreuku - - - - - - 2 - MOJTOTOBKA K 3amuTe 1a0. paboTs

nHpopmanum B
KOMIIBIOTEPHBIX
CHCTEMax

Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka OMAaITHETO 3aJaHUS HAIpaBJICHA
Ha OTPabOTKy YMEHUH peleHus
npogeccCHOHANBHBIX 3a1a4. /loManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"YTpo3bl ¥ COCOOBI HAPYLICHUS
KOMITBIOTEPHON 0e30MmacHOCTH" MaTepuay.
JIOTIOTHUTEIBHO CTYICHTY HE0OX0AUMO
U3YYUTH JIUTEPATypy U pa3odpaTh MpUMEpEI
BBITIOJTHEH U TTOJI00HBIX 3aaanuid. [IpoBepka
JTIOMAIITHETO 3a/IaHUs TIPOBOIUTCSI IO
MIpeCTaBICHHBIM MTUCHEMEHHBIM pa0oTaM.
Ilod2zomoeka doknada, evicmynienusn:
3amaHue CBA3aHO C YriyOJICHHBIM H3YYCHUEM
pazlieNoB AUCLMILIMHBI U CAMOCTOSITEIbHBIM
[IOMCKOM MaTepHaJIOB JIJIsl PACKPHITHS TEMBI
JToKJIaga. Matepualsl BEIIOTHEHHOH paboThl
MIPEICTABIIIOTCS B JISKTPOHHOM BHJE WIH B
(opme pacrieqaTaHHBIX TPE3EHTAIMOHHBIX
craiiioB. B kauecTBe TEM AOKIAA0B CTYIEHTaM
MIPEJUIaraloTCsl CIeAYIONNEe BAPHAHTHI:
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Iloozomoska K KOHmMPOLHOU pabome:
H3yueHune MaTepuaoB Mo pas3ueiny YTpo3sl U
CrocoObl HAPYIICHHUS KOMITBIOTEPHOM
0e30I1aCHOCTH U TIOATOTOBKA K KOHTPOJIBHOH
pabote

IloozomoeKka K npakmuueckum 3anamusam:
Wzyuenne maTepuana mo pa3zgeny "YTpossl i
crocoOBI HApYIICHUS KOMITBIOTEPHOI
0Oe30macHOCTH" MMOATOTOBKA K BBIIIOJTHEHUIO
3aJJaHU{ Ha MPAKTUYCCKUX 3aHATHUIX
Camocmoamenvhoe uzyuenue
meopemuueckozo mamepuana: VI3ydenue
JTOTIOJTHUTEIBHOTO MaTepraia 1o pa3aey
"YTpo3bI ¥ COCOOB! HAPYLICHUS
KOMITBIOTEPHOM Oe30macHOCTH"

H3yuenue mamepuanoe 1umepamypHslix
UCMOUHUKOG:

[6], 133-147

Teoperuyeckue OCHOBBI
HOCTPOCHHS CUCTEM
ayTeHTH(OUKAITUU

22

10

2.1

Tuns! 6a3oBOro
CEKpeTa M aTaKu Ha
CUCTEMBI IIAPOJILHOMI
ayTeHTH()UKAIUU

2.2

[IpuHUUNIBI
OroMeTprIecKOn
ayTeHTH()UKAIUU

2.3

Knaccudukanus
YCTpOUCTB
ayTeHTH()UKAIIIU

Iloozomoeka K mekyuwiemy KOHMpPOIo:
[ToBTOpeHne MaTepHuana 1mo pa3naey
"TeopeTuuecKkre OCHOBBI IIOCTPOEHUS CUCTEM
ayreHTH(uKanuu"

IIoozomoeKa K ayoumopHsim 3aHaAmusam:
[IpopaboTka JIEeKINH, BEIOJTHEHUE U
MOJICOTOBKA K 3amure jab. paboTh
Iloozomoska domauine2o 3a0anus:
[ToaroroBka qOMaITHETO 3aJaHUS HAIIPABJICHA
Ha OTPabOTKy YMEHUH pemieHus
npogeccCHOHANBHBIX 3a1a4. JloManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYEHHOMY B pa3Jieie
"TeopeTuuecKkre OCHOBBI IIOCTPOEHUS CUCTEM
ayreHTU(UKauu" Marepuaiy. J[omnoaHuTeIpHO
CTYICHTY HEOOXOIUMO U3yYUTh JTUTEPATYPY U
pa3o0parh MPUMEPHI BHIMOJHEHHUS TOA00HBIX
3aganuil. [IpoBepka toMamniHero 3agaHus
MIPOBOIUTCS 10 MPEACTABICHHBIM THCHMEHHBIM
paboram.

Iloozomoeka K KoHmpo1bHOU pabome:
M3yueHne MatepuasnoB 1o pazieny




TeopeTnyeckue OCHOBBI IOCTPOSHHUS CUCTEM
ayTeHTU(UKAIMK 1 OATOTOBKA K KOHTPOJILHOM
pabote

I10020mo6Ka K npaKmu4eckum 3auAMuaM:
N3zy4yenne marepunana 1o pasaeny
"TeopeTudecKrue OCHOBBI TOCTPOCHHS CHCTEM
ayTeHTH(UKANU" TOATOTOBKA K BHITOJIHEHUIO
3a7aHUH Ha IPAKTHIECKUX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuuecko20 mamepuana: N3yuenue
JIOTIOJTHUTEJIBHOTO MaTepHaia o paszieny
"TeopeTudeckue OCHOBBI IOCTPOCHUS CUCTEM
ayreHTH()UKaUU"

CraHaapThl OLIEHKU
3alIUIIEHHOCTU
KOMIBIOTEPHBIX CHCTEM
1 MH()OPMAITHOHHBIX
TEXHOJOTUH

20

3.1

OcHoBHbIE
OTIpeeeHNs U
TpeOOBaHUS K
3aIIUIIECHHOCTH
KOMITBIOTEPHBIX CUCTEM

3.2

CocraB u obmas
XapaKTePUCTHKA
PYKOBOJISTINX
nokymeHnToB ®CTOK
Poccuu no 3amure
nHGOPMALUHT OT
HECaHKIIMOHUPOBAHHOT
0 JToCTyTIa

3.3

Hasuauenue u cocras
00ImuX KpUTEpHEB
OLIEHKH 0€30IacHOCTH
UH(POPMAITHOHHBIX
TEXHOJOTUH

Iloozomoska K mekywiemy KOHMpPOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"CTaHaapThl OLEHKU 3alUIIIEHHOCTH
KOMIBIOTEPHBIX CHCTEM W HHPOPMALMOHHBIX
TEXHOJIOTHH"
Tloozomosxa K ayoumopHviM 3auAmuIm:
[IpopaboTka JIeKIINH, BHITOIHEHHE U
MOJITOTOBKA K 3aIuTe J1ab. paboTHI
Iloozomoska domauine2o 3a0anus:
[ToaroroBka qOMaITHETO 3aJaHUS HAIIPABJICHA
Ha OTpabOTKy yMEHUIl peneHus
npodeccroHanbHBIX 3a1a4. JloMarHee 3a1aHue
BBIIACTCS CTYICHTAM 10 U3YYCHHOMY B pa3jieie
"CTaHgapThl ONEHKU 3alTUIIIEHHOCTH
KOMIBIOTEPHBIX CHCTEM W HHPOPMAIMOHHBIX
i" marepuaiy. JlononHUTENBHO

TEXHOJIOTHIA
CTYICHTY HEOOXOIUMO U3yUUTh JTUTEPATYPY U
pa300paTk MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3ananuil. [IpoBepka JoMalHero 3aJaHus
MIPOBOJUTCS IO MPEACTABIEHHBIM MHChMEHHBIM
paboram.

Iloozomoeka 00K1a0a, 6bICHIYNICHUAS
3amaHue CBA3aHO C YriyOJIeHHBIM U3yUYSHUEM
paszienoB AUCIHUILTUHBI U CAMOCTOSTELHBIM
MTOMCKOM MAaTEPHAaJIOB JIJISl PACKPBITHUS TEMBI
JIOKJIaga. MaTtepualibl BEITOTHEHHOH paboThl
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MIPEICTABIISIIOTCS B DJIGKTPOHHOM BUJIE WU B
(dopMe pacrieyaTaHHBIX MPE3CHTAIMOHHBIX
craiiioB. B xauecTBe TeM JOKIAA0B CTyEHTaM
MIPeUIaraloTCsl CIeAYIOINEe BAPHAHTHL:
Iloozomoexa K KOHmMPOJIbHOIUL pabome:
Wzyuaenne matepuainos mo paznery CTaHgapTsl
OIIEHKH 3aIIUIIIEHHOCTH KOMIBIOTEPHBIX
CHCTEM M HH(POPMAINOHHBIX TEXHOJIOTUH H
MOJITOTOBKA K KOHTPOJIBHOI paboTe
Iloozomoska K npakmuuecKum 3aHamusim:
Wzyyenne matepuana no pazaeny "CranaapTsl
OIICHKH 3alIMIIEHHOCTH KOMIBIOTEPHBIX
cUcTeM U HHPOPMaIMOHHBIX TEXHOJIOTHI"
IOJIrOTOBKA K BBIMOJIHEHUIO 3aJaHNi Ha
MIPAKTUYECKUX 3aHATUAX

Camocmoamesibnoe usyuenue
meopemuyeckozo mamepuana: VI3yienue
JIOTIONTHUTEIHHOTO MaTepralia o pasaeiry
"CraHaapThl OLEHKH 3aIUIIEHHOCTH
KOMIBIOTEPHBIX CHCTEM U HHPOPMAIMOHHBIX
TEXHOJIOTHH"

3a4er ¢ OLEHKOi 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 72.0 16 - 16 0.3 22 17.7
Hroro 3a cemecTp 72.0 16 - 16 - - 0.3 39.7

IIpumeuanue: Jlex — nexunu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoekram/padoram; MKKII — unanBuyanbHble KOHCYIbTAlMU 0 KYpPCOBBIM NpoekTam/padoram; ['K- rpymnnoBsie KOHCYIbTAlUH 110 pa3aeaam
mucuuruinHel; CP — camocrostenbHas paborta crynenTa; UKP — unas konraktHas padota; TK — Texymmii KoHTpodb; [TA — npomexxyrouHas

aTrTecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Yepo3swl u cnocobwi Hapyuienus KomnblomepHou be3onacHocmu

1.1. OcHOBHBIE TOHATHS Kypca
Llenu yrpo3 Ge3omacHoCTH MHGOPMAIMK B KOMITBIOTEPHBIX CHCTEMaX. YTPO3bl 0€30MacHOCTH
nH(pOpMaIlMU B KOMIIBIOTEPHBIX CUCTEMAX..

1.2. Kanainsl yreuku nH(pOpMaI B KOMIBIOTEPHBIX CUCTEMaX
CniocoOs1 HapymieHus 0e30nmacHOCTH MHGOPMAIUU B KOMIIBIOTEPHBIX CUCTEMAX..

2. Teopemuueckue 0CHO8bI NOCMPOCHUS CUCHEM aymeHmud)uKauuu

2.1. Tunbl 0a30BOr0 CEKpeTa U aTaky Ha CUCTEMbI IapOJIbHON ayTeHTU(UKALUU

3ammTa OT aTak M OLIEHKAa CTOMKOCTH CHCTEM MapoJibHOW ayTeHTH(uKauuu. Peructparus
HoJb30BaTeNe B CHCTEMax MapoibHOM ayTeHTH(UKauuu. DHTponus IpH BbIOOpEe Mapoist
10JIb30BATEII. .

2.2. IIpuHIUIBI OMOMETPUYECKOI ayTeHTU(PUKAITUN

Co3ganne W TpoBepKa OMOMETpPHUYECKHX JTaIOHOB. OIEeHKa KadyecTBa OMOMETPHYECKOM
ayTeHTU(UKALIHH. Hcnonws3oBanue Kpunrorpapuu B cuUcTemMax OroMeTpuuecKoit
ayTeHTU(UKALIUY. .

2.3. Knaccudukanus ycTpoicTB ayTeHTH(PUKAIUU
I'enepaTopsl  ogHOpa3zoBbix  maponed. HMcenons3oBanue PIN-komoB B ycTporcTBax
ayreHTu(ukanuu. Perucrpainus noiap3oBaTeneil Ipyu NIPUMEHEHUH YCTPONUCTB ayTeHTU(UKALINH. .

3. Cmanoapmul OYeHKU 3QUUIEHHOCINU KOMIbIOMEPHBIX CUCEM U UHDOPMAUUOHHBIX
Mexnoa02ull

3.1. OcHOBHBIE OnpeieNIeHUs U TPEOOBaHUS K 3aIUIIIEHHOCTH KOMITBIOTEPHBIX CHCTEM
Kiaccb! 3anunieHHOCTH KOMIIBIOTEPHBIX cucteM B cootBeTcTBUU ¢ TCSEC..

3.2. CocraB u oOmas xapaktepucTtrka pykopoaamux jokyMmeHToB ®CTIK Poccun no 3amure
uH(pOpMaIIMK OT HECAHKITMOHUPOBAHHOTO JOCTYIIA

KOHIIGHHI/HI 3al0UTBI CPCACTB BBEIYUCIIUTEIILHON TEXHHUKU U ABTOMATHU3WPOBAHHBIX CHUCTEM OT
HECAaHKI[MOHMPOBAHHOTO JOCTyna K wuHpopMmamnuu. I[lokazaTtenu 3alUIIEHHOCTH CpPEICTB
BBIUMCIIUTEIbHON TEXHUKH OT HECAHKIIMOHMPOBAHHOTO JocTyna K uHpopMmanuu. Knaccuduxanus
MOJIEKAITUX 3aIUTE ABTOMAaTU3UPOBAHHBIX CHCTEM..

3.3. Haznauenue 1 coctaB 00IIKX KPUTEPHEB OLIEHKH 0€30MacHOCTH UH(POPMALIMOHHBIX
TEXHOJIOTUI

[IpencraBnenne u GopmupoBanue TpedoBaHuil Oe30macHOCTH. DYHKITMOHAIBHBIC TPeOOBAHUS
6e3omacHocTH. TpeboBaHus TOBEpHsl K 6€30MACHOCTH. .

3.3. TeMbl NIPaAKTHYECKUX 3aHATHI
1. 2. CnocoObl HapyIeHUs! 0€30MaCHOCTH M KaHANbl YTE€UYKU HH(POPMAILIMU B KOMIBIOTEPHBIX
cucTeMax;
2. 8. TpeboBanus 6e3omnacHocTr OOIUX KPUTEPHEB;
3. 7. TpeboBanus PykoBogsmux nokymentoB @CTIOK Poccuu mo 3amure ot
HECaHKIIMOHMPOBAHHOTO JOCTYNa K MH(OpMaIumy;



Tpeb6oBanus crannapra Trusted Computer System Evaluation Criteria;

Cucrembl ayTeHTH()UKAINN C NCTIOIF30BAHUEM YCTPOWCTB;

Cucrtembl OMOMETpUYECKON ayTeHTU(UKALIUY;

Cucrembl MapobHON ayTeHTH()UKAIMK U UX aHAJIH3;

Knaccudukanus yrpo3 6e3onacHocTd ”HGOPMAITUU B KOMITBIOTEPHBIX CUCTEMAX.

3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPelyCMOTPEHO

3.5 Koncyabranumn

Texywui koumpoas (TK)

1. KoncynbTauy HampaBJICHbl HA MOJTYYEHUE WHIWBUIYAIBHOTO 3aJaHUS IS BBITOJIHEHUS
KOHTPOJIBHBIX MEPONPHUATHHA TI0 pazaeny "YTpo3bl U CocOObl HAPYIICHHUS] KOMIThIOTEPHOU

oeszomacaocta"

2. Koncynbranuu HampaBlieHbl HA MOJIyY€HUE WHIAUBUAYAIBHOTO 3aJaHUS AJIS BBHIOTHEHUS
KOHTPOJIBHBIX MEpONpUSITHI 10 pazneny "TeopeTHdyeckue OCHOBBI MOCTPOCHUSI CHUCTEM

ayreHTUuKanuu"

3. KOHCYJII)TaIII/II/I HaIpaBJICHLI Ha IMOJYUYCHUC MHAWBUAYAJIbHOTO 3aJlaHUA [JIA BBIIIOJHCHUSA
KOHTPOJIbHBIX MepOHpI/IHTI/Iﬁ o pasjgeriry "CTaHI[apTLI OLCHKHM 3allUMINCHHOCTH

KOMIIBIOTEPHBIX CUCTEM M MHPOPMAIIMOHHBIX TEXHOJIOTUI"

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI



3.7. CooTBeTCTBHE pa3ae/ioB JTUCHUIIJIMHBI

OPMUPYEMBIX B HUX KOMIIeTeHI Uil

3arIaHupOBaHHBIE PE3YIbTAThl 00YUYEHUS 110
JMCIUITIIMHE

Kol naIMKaTOPOB

Howmep paznena
JUCUUILIUHEI (B
COOTBETCTBUH C

O1eHOYHOE CPEIICTBO
(THI ¥ HAUMEHOBAHUE)

(B COOTBETCTBHHM C paznesiom 1) n.3.1)
1|2 ] 3
3HaTh:
YIpO3bl U METO/BI HapYIIEHUs1 0€301aCHOCTH KonTtposnbHas padora/KontposnsHas padora:
KOMIIBIOTEPHBIX CUCTEM [IK-5(Komnerenuus) + npakTudeckoe 3aganue Nel «Yrpo3sl 6e30macHoCTH
MH(POPMALIMU U KaHAJIbl YTEYKU MHPOPMALIUN»
TpeOOBaHMUS K 3alIUIIICHHOCTH TectupoBanne/Tect No2 «TpeboBanus k
ABTOMATH3HPOBAHHBIX CHCTEM U K- 13(KomneTeris) + 0e30macHOCTH KOMIIbIOTEPHBIX CHCTEM 1
MH(POPMAIIMOHHBIX TEXHOJIOTHIA MH(POPMALMOHHBIX TEXHOIOTUIY. [IpesenTanms
JIOKJ1a/1a
METOJ0JIOTUUECKHE OCHOBBI O0ECIIeUeHUS KonTponpHas padora/KonTponbras pabora:
0€3011aCHOCTH KOMIIbIOTEPHBIX CUCTEM npaktudeckoe 3ananue Ne2 «[Ipuniunsl coznanus u
UCTIOJIb30BaHUS YCTPOUCTB ayTeHTU(DUKALIUI
[TK-13(KomneTentwst) +
TectupoBanue/Tect Nel «Teopernueckne 0OCHOBBI
TTOCTPOCHUSI CUCTEM MAPOJIbHOU U OMOMETPUUECKOM
ayTeHTU(UKALIMYU 10JIb30BaTeNei»
Ymersb:
HCIIO0JIh30BaTh KPUTEPUU OIICHKH Kontponbnas padota/KonTposbHas padora:
3alIUIEHHOCTH aBToMaTH3upoBaHHbIX cucteM | [IK-5(Komnerenus) + npaktudeckoe 3ananue Ne2 «[IpuHiuns! coznanus u
1 “HPOPMAITMOHHBIX TEXHOJIOTHH WCII0JIb30BAHUS YCTPOUCTB ayTEHTU (UKL
MIPOBOJIUTH aHAJIN3 ABTOMAaTH3UPOBAaHHbIX KonTtpomnbHas padora/KonTponsHas padora:
CHCTEM C TOUYKHU 3peHusi o0ecreueHus [IK-13(Komnerenmus) | + + npaktuueckoe 3aganue Nel «Yrpo3sl 6e30macHocTH
KOMIIBIOTEPHOHN 06€30MacHOCTH nH(pOpMAaIMY ¥ KaHaJIbl YTEUKU HHPOPMALIUN
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, TIPOMEKYTOUYHASI ATTECTALMS
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
3 cemecTp

Dopma peanuzauuu: ITucbmenHas padora
1. Tect Nel «TeopeTrueckue OCHOBBI TOCTPOSHHSI CUCTEM NapOJIbHON U OMOMETPUYECKOM
ayreHTHUKaIuu nojs3oBarenein» (TectupoBanue)
2. Tect N2 «TpebGoBanus kK 6€301MaCHOCTH KOMIBIOTEPHBIX CUCTEM U HH(POPMAITMOHHBIX
texHosoruity. [Ipesenranus noknana (TectupoBaHue)

Dopma peanuzanuu: YcrHas popma
1. KonrponbHas pabora: npaktuueckoe 3aganue Nel «Yrpo3sl 6e30macHOCTH HH(OpMALK U
KaHaJbl yreuku nHpopmanumn» (KonTposbHas padboTa)
2. KonTponbHas padota: npakrudeckoe 3ananue No2 «[IpyHIUIBI CO3/1aHMs M UCTIONIB30BAHUS
ycrpoiicT ayrentTudukanum» (KonrponsHas padora)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:kyTOYHAS aTTeCTALUSA 10 JUCHUILJIMHE
3auem ¢ ouenxou (Cemecmp Ne3)

B numnmnoM BeICTaBIsETCS OICHKA 3a 3 CEMCCTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECHHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. I'pymo, A. A. TeopeTndeckre 0OCHOBbI KOMIIBIOTEPHOM 0€3011aCHOCTH : yuyeOHOe Tocodue 1is
By30B 1o cnenuaigbHocTr 090100 "UHdopmannonnas 6e3onacHocts” / A. A. I'pymo, O. A.
[Ipumenko, E. E. Tumonuna . — M. : AKAJIEMUS, 2009 . — 272 c. — (Bsicuiee mpodeccuoHaibHOE
oOpa3zoBanmue) . - ISBN 978-5-7695-4242-8 ;

2. I'anatenko, B.A. Crangaptel nHopmanronHoi 6e3onacHocT. Kypce nekuuii : yueOHoe
nocoOue JUIst By30B I10 CIIEUATBHOCTSAM B 00J1aCTH HHPOPMALIMOHHBIX TexHonorui / B.A.
['anarenko ; Pen. B. b. berenun . — 2-e u3n . — M. : UnTepueT-YH-T uHPOpM. TexHOoNOTHiA, 2012 . —
264 c. — (OcHoBbI HH(pOpMAMOHHBIX TexHOJOTHH) . - ISBN 978-5-9556-0053-6 ;

3. Xopes, I1. b. IIporpammHo-amnmapaTHas 3ammuTa vHPoOpMauu : yaeOHoe TocoOue AJist By30B 110
Hanpasienuto "Mupopmannonnas 6esonacHocts" / I1. b. Xopes . — 2-e uzn., ucnp. u jgom . — M. :
®opym : UTHOPA-M, 2017 . — 352 c. — (Beiciee odpazosanue) . - ISBN 978-5-00091-004-7 .,

4. T'op6atos, B. C. OcuoBsl Texnonoruu PKI/ B. C. I'op6atos, O. O. I[Tonguckas . — M. : I'opsiuas
JIunus-Tenexom, 2004 . — 248 c. - ISBN 5-935171-54-6 .;

5. TeopeTnueckue OCHOBBI KOMIIBIOTEpHON O6€30MacHOCTH : YueOHoe mocodue 171t By30B 110
cnenuanbHocTH "KomnbroTepHas 6e3omacHocTs, "KoMiekcHoe obecriedenrie nHGOpManoHHON
0€30I1aCHOCTH aBTOMAaTH3UpOBaHHbIX cucteM", "MHpopmanonHas 6e30MacHOCTb
TenekoMMyHuKamoHHbIX cuctem" / I1. H. JleBsinun, u ap. — M. : Paauo u cBsa3s, 2000 . — 192 c. -
ISBN 5-256-01413-7 .;
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6. A. lllep6axos- "CoBpeMeHHas: KOMITbIOTEpHAs 0e30macHOCTh. TeopeTHuecKkiue OCHOBBI.
[Tpaktuueckue acnektol", U3marenscTBo: "KHmkubiit Mup", Mocksa, 2009 - (352 c.)
https://biblioclub.ru/index.php?page=book&id=89798.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OnepanrionHasi cucrema cemeiicta Linux;

4. Maitna BugeokondepeHIum.

5.3 UnTepHeT-pecypchl, BKJIWOYasA NPodeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIIUOHHO-
CIIpaBOYHbIE CHCTEMBI:

. 9BC Jlans - https://e.lanbook.com/

. Hayunasi 3siekTponnas 6udauoreka - https://elibrary.ru/

. baza nannbix Web of Science - http://webofscience.com/

. ba3za mannbix Scopus - http://www.scopus.com

. HanuoHabHast 3J1eKTpoHHAas 0ubamoTeka - https://rusneb.ru/

. DaexkTponHasi 6udmmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

. ITopTana oTKkpwITHIX JaHHBIX Poccuiickoii ®exepanuu - https://data.gov.ru

. ba3a oTKpbBITBIX JaHHBIX MUHHMCTEPCTBA TPY/AA U COUMAJIBHOM 321U Thl PO -
https://rosmintrud.ru/opendata

9. ba3a oTKpBITHIX JaHHBIX NPO(ecCHOHAIBLHBIX CTAHAAPTOB MUHHMCTEPCTBA TPYAA U
conmnajbHoi 3amuThl PA - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

10. ba3a oTKPBITHIX JaHHBIX MUHHCTEPCTBA IKOHOMHUYECKOT0 pa3BuTus PD -
http://www.economy.gov.ru

11. ba3a oTKpBITHIX JaHHBIX PochuumonnTopunra - http://www.fedsfm.ru/opendata

12. DnexTponHasi oTKpbITas 6a3a naHHbIX ""Polpred.com O630p CMHU" -
https://www.polpred.com

13. HauuoHabHBIIi mOpTAaJI OHIalH 00yyeHus: «OTKpbITOE 0O6pa3oBanue» - https://openedu.ru
14. OpunnanbHbii caiiT Pe1epaabHOI0 AreHTCTBA 110 TEXHUYECKOMY Pery/JIMpoBaHHI0
MeTpoJioruu - http://protect.gost.ru/

15. OTkpbITas yauBepcuterckas nupopmannonnas cucrema «POCCHSA» -
https://uisrussia.msu.ru

CONO O~ WN PP

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun nomeneHust Homep aynutopumn, OcHamenune
HaAaNMMCEHOBaHHE
VYyeOHble ayAUTOPUH IS K-307, Yuebnas CTOJI MIPENO0IaBaTeNsl, CTOJI KOMIIBIOTEPHBIH,
MIPOBEACHUS nabopaTtopus CTOJI y4€OHBIH, CTYJ, BEIIaJKa JIJIsl OJICK/IbI,
JIEKINOHHBIX 3aHATHN U "OTKpBITOE TyM0a, KOMIIbIOTEPHAs CETh C BBIXOJIOM B
TEKYIIErO0 KOHTPOJIA [IpOrpaMMHOE WHTepHeT, MyIbTUMEIUUHBINA TPOEKTOP,
obecrieuenue" 9KpaH, I0CKa MapKepHasi, CEpBepP, KOMIIBIOTEP
NIePCOHANBbHBIN, KOHTUITMOHED
K-601, Yuebnas rapTa co CKaMbeH, CTOJI IIPEIO1aBaTells,
ayuTopus CTyJ, TpUOyHa, T0CcKa MelloBas,
MYJIBTUMEANNHBIN IPOEKTOP, IKPaH
VYyeOHble ayIUTOPUH IS K-307, Yuebnas CTOJI IPENO0IaBaTENS, CTOJI KOMIIBIOTEPHBIH,
MIPOBEACHUS nmabopaTopust CTOJI y4€OHBIH, CTYJI, BEIIaJIKa JIJIsT OJICK/IbI,
MIPaKTUYECKUX 3aHATUH, "OTKpBITOE TyM0a, KOMIIbIOTEPHAs CETh C BBIXOJIOM B
KP u KII IIPOrPaMMHOE WHTepHeT, MynbTHMe THIHBINA TPOEKTOP,

12




obecrieuenue"

JKpaH, I0CKa MapKepHasi, CEpBepP, KOMIIBIOTEP
IIEPCOHAJIBHBIN, KOHAULMOHED

Y4eOHble ayIUTOPUH AJIs
MIPOBEACHUS
MIPOMEKYTOUYHOM
aTTecTaluu

K-120, MammHHBIH
3an1 UBI]

cepBep, KOHIUIIUOHED

A-300, YuebOnas
aynutopus "A"

Kpeciio padouee, mapra, CTeJIIaXx, CTOI
IpernoiaBaTess, CToa y4eOHbIH, CTYI,
TpuOyHa, MUKPO(DOH, MyJIbTUMETUHHBIN
MPOEKTOP, FKPaH, 10CKa MapKepHasi,
KOJIOHKH, TEXHUYECKas armaparypa,
KOHUIIHOHED, TEICBU30D

IMTomemenus misa
CaMOCTOSITEIbHOM
paboThl

HTB-303,
KomnbrorepHsii
YUTAJILHBIN 341

CTOJI KOMITbIOTEPHBIN, CTYJI, CTOJ
MHMCHbMCHHBIHN, BEIIAIKA IS OJICHKIEL,
KOMIIBIOTEPHAs CETh C BBIXOJIOM B MIHTEpHET,
KOMIBIOTEP NEPCOHANBHBIN, IPUHTED,
KOHAUITMOHED

ITomemnienus miis
KOHCYJIbTUPOBAHMS

A-300, YuebOnas
aynuropus "A"

Kpecio paboyee, apTa, CTeJUIax, CTOI
IpernoJiaBaTess, CToa yueOHbIH, CTyI,
TpuOyHa, MUKPO(QOH, MYJIbTUMEAUNHBII
IPOEKTOP, FKPaH, 10CKa MapKepHas,
KOJIOHKH, TEXHUYECKas anmaparypa,
KOH/IULIMOHEDP, TEJICBU30P

ITomewmenus st
XpaHeHUs 000pyIOBaHUSA
1 y4eOHOTO MHBEHTaPS

K-202/2, Cxian
kadeapsr BUT

CTEJUIAX JIsi XpaHEHUs] MHBEHTaps, CTOI,
CTyJ, Kad 1Ist TOKyMEHTOB, IKad Ams
XpaHEeHUs] UHBEHTaps1, TymOa, 3armacHbIe

KOMIUIEKTYIOILIUE JIJIs1 000pyIOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TCOPCTH‘IGCKI/IG OCHOBBI KOMHBIOTGpHOfI 0e30macHOCTH

(Ha3BaHME AUCIMILIMHBI)

3 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONPUATHI TEKYIIIET0 KOHTPOJIS YCIIEBA€MOCTH 10 M CUUILIHHE:
KonTponbhas pabota: npaktuyeckoe 3ananue Nel «Yrpo3sl 6e30nacHOCTH HHPOPMAIUH U

KM-1

KM-2

KM-3

KM-4

KaHaibl yreuku uHpopmarun» (KontponsHas padota)

Tect Nel «TeopeTndyeckre OCHOBBI IIOCTPOCHHS CHCTEM MApOIbHON U OMOMETPHYECKOM

ayreHTH(uKanuu nonb3oBateneit» (Tectuposanue)

KOHTpOJ’IBHaﬂ pa60Ta: IMPAKTUYCCKOC 3aJaHNC Ne2 ((HpI/IHI_[I/IHBI CO31aHuA U UCITOJIb30BaHUA

ycrpoiicT ayrenTudukanum» (Konrponsaas padora)

Tect Ne2 «TpeboBanus k 6€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM U UH(DOPMALIMOHHBIX

texnosioruity. [Ipesentanus noknana (TectupoBanue)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4eT C OLIEHKOM.

Wnpnexc KM- | KM- | KM- | KM-
Howep Paszpen nucnurimmHb KM: L 2 3 4
paszena Henens 4 8 12 15
KM:
1 YTpo3sl ¥ crTOCOOBI HAPYIICHUS! KOMITBIOTEPHOM
0e30MacHOCTH
11 OcCHOBHBIE TIOHATHS Kypca +
1.2 Kanaine! yreukn nHpOpMaIuy B KOMIBIOTEPHBIX CHCTEMaX +
2 Teoperudeckre OCHOBHI IIOCTPOCHUS CHCTEM
ayTeHTU(UKALUU
21 Tumnbl 6a30BOro cekpera U aTaku Ha CUCTEMbl TApOJIbHON + + +
' ayTeHTHUKAITIT
2.2 [TpuHIMIIBI OMOMETPUYECKON ayTeHTU(PUKALIUU + +
2.3 Knaccugukarus ycTpoiicTB ayTeHTH(DUKAITIT + +
3 CranaapThl OLIEHKH 3alUIEHHOCTH KOMIIBIOTEPHBIX CUCTEM
1 HH)OPMAITMOHHBIX TEXHOJIOTHHA
31 OcHOBHBIE OIpe/IesIeHUs] U TPeOOBaHUS K 3aIIUIIIEHHOCTH 4 +
' KOMITBIOTEPHBIX CUCTEM
CocraB u 001125 XapaKTepUCTUKA PYKOBOASIINX JOKYMEHTOB
3.2 OCTIK Poccun no 3amure nuapopmanuu ot + +
HECAHKIIMOHMPOBAHHOTO AOCTYIa
33 Haznauenue u coctaB 001X KPUTEPHEB OLICHKH + +
' 06e30macHOCTH MHGOPMAITMOHHBIX TEXHOJIOTHI
Bec KM, %: | 20 | 20 | 20 | 40
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