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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-1 CnocoGeHn 060CHOBBIBATh TPEOOBAHMS K cUCTEME oOecrieueHrs] HHGOPMAIIMOHHON
0€3011aCHOCTH U pa3pabaThIBaTh MPOEKT TEXHUYECKOTO 3aJaHMsI HA €€ CO3/IaHue
NJI-1 CaMmocTOSITETHHO OCBAaUBACT U aIAITHPYET K 3aIIUIIIAEMbIM 00BEKTaM COBPEMEHHBIC
METOJIbI 0OeciedeH s HHPOPMAIIMOHHOW 0€30I1aCHOCTH, BHOBh BBOJIUMBIC OTCUECTBECHHBIC U
MEXIyHAPOIHbIC CTaHIAPThI

1 BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBACMOCTH:

Popma peanmzanuu: ITncemenHas pabora
1. 3amuTa npaktuyeckoro 3aaanus Nel «MexceTeBbie sKpaHb» (OTUeT)
2. 3amuTa npakruyeckoro 3aganust Ne2 «Ckanepsl yszumocteii». Tect Nel «Mogenu
3alIMIIEHHBIX NHPOPMALMOHHBIX cucTeM. BbIOOp mporpaMMHo-anmnapaTHbIX CpPEICTB
3alUThl B HHQOPMALMOHHBIX cucteMax» (OTyer)
3. 3amura npaktuueckoro 3aganus Ne3 «CpenctBa paboThl ¢ cepTu(UKaTaMU U 3aIIUThI OT
BPEIOHOCHBIX IporpamMm» (OTyer)
4. 3ammra npaktudeckoro 3agaHus Ne4 «CrucreMsl 3alUThI OT YTEUEK JaHHBIX U KOHTPOJIA
conepxkuMoro». Tect Ne2 «MeTo bl TOCTPOCHHUS U HCIIOJIb30BAaHHUS HHPPACTPYKTYPHI
OTKPBITBIX KiTrouei» (OTyer)

BPC nucuuminHbl

3 cemecTp

IlepeyeHb KOHTPOJBHBIX MEPONPHUATHI TEKYIIEro KOHTPOJS YCHEBAEMOCTH IO

AUCHUILINHE:

KM-1 3ammra npaktudeckoro 3aaanus Nel «MexcereBble 3kpaHbl» (OTUeT)

KM-2 3amura npaktudeckoro 3amanus Ne2 «Ckanepsl ys3Bumoctei». Tect Nel «Mopgenu
3alUIIEHHBIX HHPOPMALMOHHBIX cucTeM. BbI00op mporpaMMHo-annapaTHBIX CPECTB 3aLIUTHI B
nH(pOpMalMOHHBIX cucTeMax» (OTyer)

KM-3 3ammra npaktudeckoro 3aaanus Ne3 «Cpezactsa paboThl ¢ cepTU(UKATaMH U 3aLUTHI OT
BPEIOHOCHBIX MporpamMm» (OTyeT)

KM-4  3ammra npaktudeckoro 3aaanus Ned4 «CrcTeMbl 3alMThl OT yTeUeK JTaHHBIX U KOHTPOJIS
conepxkuMoro». Tect Ne2 «MeToabl HOCTPOEHUS U UCTIOIb30BaHUS HHPPACTPYKTYPbI OTKPBITHIX
kioueit» (Otuer)

Bujx npomexyTo4HOI aTTecTaliMy — JK3aMeEH.

Beca KOHTpOIbHBIX MEpONIpUsATHiL, %o
Uugekc | KM- | KM- [ KM- | KM-

Paznen mucrunianHb
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KM: 1 2 3 4
Cpox KM: 4 8 12 15
Mojenu ¥ KpUTEpUr OLIEHKH 3aIUIICHHBIX HH()OPMALIMOHHBIX
CUCTEM
Omnpenenenue 3amuiieHHoN napopmarontoi cucremsl (MC), + +
KpUTEPUH OIIeHKH 3amuieHHoct NC.
IIporpamMHoO-anmnapaTHble CPEACTBA 3AUIUIICHHBIX
MH(OPMAIMOHHBIX CUCTEM
Knaccudukanus mporpaMMHO-ammapaTHeIX cpeacTB 3amuThl MC. + + + +
HNudpacTpyKTypa OTKPBITHIX KITIOUEH B 3aIIUIIEHHBIX
MH(OPMALIMOHHBIX CHCTEMaX
[TpuHIMIB ayTeHTU(UKAIIIE HA OCHOBE MOJICITH «PYKOTIOKATHUS + + +
Bec KM: | 20 25 20 35




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
OIlK-1 N-lonk-1 CamocTosATenbHO | 3HATh: KM-1 3amura npaktuueckoro 3aganus Nel «MexxcereBble SKpaHbD»

OCBauWBACT U aJaIlITUPYCT K

3aIIHIIACMbIM 00BEKTaM
COBPEMEHHBIEC METOIbI
obecrecucHus
nH(pOpMaITMOHHOM
0€e30MacHOCTH, BHOBb

BBOJMMBIE OTCUECTBEHHBIC U
ME¥KIYHapOAHBIE CTAaHAAPThI

yrpo3bl HH(GOPMALIMOHHOM
0€30MacCHOCTH NIPU
MOJIKJIFOYEHU N
MH(POPMAIIMOHHON CUCTEMBI
K I100abHOM
KOMITBIOTEPHOU CETH
(dbopmanbHbIE MOJETH,
JeKallie B OCHOBE
3alUIEHHBIX
MH(OPMALIMOHHBIX CUCTEM
KaHaJbl paclpoCTpaHEeHHsI
BPEIOHOCHBIX ITPOTPAMM,
COCOOBI IPeAYIPEKICHUSL
3apakeHUsI BPEJOHOCHBIMU
IporpaMMaMu M METOJIbI UX
oOHapyKeHUsI

YMers:

HCII0JIb30BaTh (hOpMasbHbIE
MOJIETH IOCTPOEHUS
3alUIIEHHBIX
MH(POPMAIIMOHHBIX CUCTEM
MIPOBOJNTDH aHAIH3
MH(POPMAIIMOHHBIX CHCTEM C
TOYKH 3PEHUS 00CCTICUCHHS

(Otuer)

KM-2 3ammra npaktudeckoro 3amanus No2 «CkaHepsl ys3BUMOCTei». TecT
Nel «Mopenu 3anuieHHbIX HHHOPMAITMOHHBIX cucTeM. Bri6op
MIPOrPaMMHO-AIAPATHBIX CPEJICTB 3aIIUTHI B MH()OPMAITMOHHBIX
cucremax» (Otuer)

KM-3 3amura npaktudeckoro 3ananus Ne3 «Cpenctsa paboThI €
cepTudUKaTaMH U 3alUTHl OT BPEAOHOCHBIX MporpaMm» (OTYeT)

KM-4 3amura npaktudeckoro 3ananus Ned «CUCTeMbI 3allIUTHI OT YTEUYEK
JAHHBIX U KOHTPOJIA coaepkuMoro». Tect No2 «Metoasl MOCTPOEHUS U
HCIOJIb30BaHUS HH(PACTPYKTYPBI OTKPBITHIX Kitouei» (OTyer)




WX 3aLIUIIEHHOCTH
BBIOMPATh METO/IbI 3AIUTHI
nH(pOpMAINY TIpU ee
nepenaye 1mo OTKPHITHIM
KOMIIBIOTEPHBIM CETSIM
PUMEHSATh METOABI U
IpOrpaMMHO-aIapaTHbIC
CpEICTBA 3aIIUTHI
WH(POPMAIIMOHHBIX CHCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kKpumepuu oyenusanus

KM-1. 3amuTa npaktuyeckoro 3aganus Nel «MexceTeBble IKPaHbI»

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOAbHOT0 MeponpusiTus: OTuer

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJbLHOI0 MEePONPUATHSA: BrinogHEeHNEe TPAKTUYECKOTO 3a/1aHHUS.

Kpatkoe cogepxanue 3ajaHusi:
3ajanue MPOBECTU aHAIN3 TEXHUYECKUX BO3MOKHOCTEU MPUMEHEHHUSI MEKCETEBBIX IKPAHOB.
HeoOxonumo BbIOpaTh pecypce ais uccienoBanus. Homep mexceTeBoro skpaHa
COOTBETCTBYET MOPSIKOBOMY HOMEPY CTYJ€HTa B CIIUCKE Tpymmbl. CTYIAEHT 101 HOMEPOM 5
BBIOMpaeT 1 BapuaHT; 6 — 2 U T.1.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aHHaHI/Ip0BaHHHe PEe3yJIbTaThl 06y‘leHI/IH 110 BOHpOCBI/ 3alaHus 1JIs1 ITPOBCPKH
JUCIHHMITIINHE

VYMeTh: ONpUMCHATL MCTOAbBI MW  IIPOI'PpaMMHO- I.HepC‘H/ICJ’II/ITe KHaCCI/Iq)I/IKaI_[I/IOHHLIC
arrmapaTrHbIC CpCACTBA 3alllUTLHL I/IH(i)OpMaIJ;I/IOHHI)IX IMPU3HAKH MCKCETCBLIX DKPAHOB
CHUCTEM

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5 (KOTITUIHOY)
Huoicnuii nopoe sevinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BHEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOILIO»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinonneHus snanus: OueHkKa "Xopoo" BbICTABIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpPABJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3 («yIOBIETBOPUTEIIEHO)
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAECTCS
€CIIU 3a/l1aHU€ IPEUMYILECTBEHHO BBITIOJIHEHO

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapakmepucmuku 6binonneHus snanus: OneHKa "Hey10BIeTBOPUTEIHHO" BHICTABIIACTCS
€CJIM 33/1aHUE BBITIOJHEHO HEBEPHO MJIM NMPEUMYIIECTBEHHO HE BBHIITOIHEHO

KM-2. 3amura npakrnyeckoro 3aganusi Ne2 «Ckaneps! yassumocrtei». Tect Nel
«Mopenu 321U IIEHHBIX HH(POPMALMOHHBIX CHCTeM. BbI00Op NporpaMMHoO-annapaTHbIX
CPe/ICTB 3a1UUTHI B MH(POPMAIMOHHBIX CHCTEMaX»

®opmbl peanusanun: [lucemennas padbora

Tun koHTpOABbHOrO MeponpusaTus: OTueT

Bec konTposbHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHHs KOHTPOJBLHOIO0 MEPONIPUATHA: BhINOIHEHNE IPAKTUYECKOIO 3a1aHUs.




KpaTkoe conep:kanue 3a1aHus:

3aaHue NPOBECTH aHAJIN3 TEXHUYECKUX BO3ZMOKHOCTEH MPUMEHUS CKAHEPOB YSI3BUMOCTEH.
Heo6xoanmo BeIOpaTh pecypc st uccienoanusi. Homep ckanepa 6e30macHOCTH
COOTBETCTBYET MOPSAIKOBOMY HOMEPY CTY/IEHTa B CIHCKE TPpyIIbl. CTYAEHT [0 HOMEPOM 5

BbIOMpaeT | BapuaHT; 6 —2 U T.1.:

1. Internet Scanner 7.0 | Internet Security Systems | http://www.iss.net

2. LanGuard 3.2 GFI http://www.gfi.com

3. Nessus 2.0.6 Renaud Deraison http://www.nessus.org
4. Retina 4.9.97 eEye Digital Security http://www.eeye.com

5.  XSpider 7.0 Positive Technologies http://www.ptsecurity.ru

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3amuaHUpOBaHHbIE  pe3yiapTaTbl  OOydeHHs IO
JUCLUIUINHE

Bomnpocel/3aganus a1t IpOBEPKU

3HaTh: yrpo3sl WHGOPMAIMOHHOW OE30MAaCHOCTH IIPH
MNOJKIIOYCHUH  WHPOPMALMOHHOM  CHCTEMBI K

1.Kakue cyuiecTByroT OlleHKU
YPOBHSI BIUSHUS HH)OPMALIMOHHBIX

I00ATEHON KOMITBIOTEPHOM CETH cucrem?
3Hath: (opmanbHbIE MOJAETH, JEXKAIUE B OCHOBE 1.Yto Takoe nHPOPMAIIMOHHBIC
3aIUIICHABIX HH()OPMAIIMOHHBIX CHCTEM CUCTEMBI?

Onucanne MKAJbI OIIEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1neHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO MMPEUMYIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILO»)
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinerus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pEIIeHUs 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHLHOY)
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu ebinoanenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIU 3a/1aHue NMPEUMYILIECTBEHHO BBIIIOJIHEHO

Oyenka: 2 («HEYJOBJIETBOPUTEITHEHOY)
Onucanue xapaxmepucmuku evinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIOJIHEHO

KM-3. 3amura npakrudeckoro 3aaanus Ne3 «Cpeacrsa padotsl ¢ ceprudukaraMu u

3alIMTHI OT BP€AOHOCHLIX IMMPOrpaMmm»

®opmbl peaausanun: [lucpmennas pabora
Tun koHTpOABbHOrO MeponpusaTus: OTueT
Bec konTposbHoro meponpusitusi B BPC: 20

Hpouenypa NMPOBEIACHUA KOHTPOJBbHOI'O MECPONIPUATHSA: Brinonnenue MPAKTUYCCKOI'0 3a/IaHUs.

KpaTKOC CoA€EpKaHME 3aJaHUsA:
I[ToaroToBUTH OTBETHI HA BOIIPOCHI

KoHTpoJibHbIe BONIpOChI/3aJaHUA:



http://www.iss.net/
http://www.gfi.com/
http://www.nessus.org/
http://www.eeye.com/
https://www.ptsecurity.com/ru-ru/

3arutaHUpOBaHHbBIE pe3yNbTaThl | Bompockl/3aqanus U1 NpOBEPKH

00y4YeHUs 10 TUCITUTINHE

VYMeTh:  BBIOUpAaTh  METOBI 1.IIpuHiun paboTsI 3TOTO METOA 3aKIF0YaeTCs B

3amMThl MH(pOpMAIMK TMpH  ee 00Hapy>KEHUH HECOOTBETCTBHSI MEXK/Y TEKYIIUM PEKUMOM

nepenayde o OTKPBITHIM ¢dynkronnposanust KC 1 MOZIENBIO IITATHOTO peKUMa

KOMIIBIOTEPHBIM CETSIM paboThI, 3aJI0’KEHHOH B mapamerpax Metoaa. O kakoMm
MeTo/i¢ OOHAPY)KCHHUS aTakK UJET peyb?

YmeTb: UCIIO0JIb30BATh 1.IIpenmyiiecTBOM METO1a TAHHOTO THIIA SBIISETCS

dopmanbHbIe MOJIETIH BO3MO)KHOCTh OOHApyXEHHSI HOBBIX aTak Oe3

MOCTPOCHHS 3alUIECHHBIX HE0O0XOAMMOCTHU TOCTOSHHOTO U3MEHEHHUS TapaMeTPOB

MH()OPMAIIMOHHBIX CHCTEM ¢byHKIOHNpOoBaHHs MOyIsl. O KaKOM METOJIe UAET peyb?

Onucanue MIKAJbI OLlCHUBAHMUA .

Oyenka: 5 («OTIUIHOY)
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJ]aHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evlnonenus 3Hanus: OueHkKa "Xopouo" BEICTABISAETCS €CIU
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HANIPABIICHHE /ISl PEIICHUS 3a/1a4

Oyenxa: 3 («yAOBIETBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHu€e NPEUMYILIECTBEHHO BHIIIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinoneHus 3uanus: OIeHKa "HeyT0BIETBOPUTEIHHO" BBICTABIISETCS
€CJIM 3aJIaHUE BBITTOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO

KM-4. 3amura npakrnyeckoro 3aganus Ne4 «CucremMbl 3alIUTHI OT yTeYEK JAHHBIX U
KOHTPOJIs1 coiepKuMoro». Tect Ne2 «MeTobl NOCTPOEHHUS U UCIOJIL30BAHUS
HHPPACTPYKTYPbI OTKPBITHIX KJII0Yeii»

®opmbl peaausanun: [lucemennas padbora

Tun koHTpPOBHOTrO MeponpusaTHs: OTueT

Bec konTpoabHoro meponpusitusi B BPC: 35

IIpouenypa npoBeaeHHs KOHTPOJLHOIO0 MEPONIPUATHSA: BhINOIHEHNE IPAKTUYECKOTO 3a1aHUS.

KpaTKOC CoA€cpKaHMuE 3alaHUA:
I[ToaroToBUTH OTBETHI HA BOIIPOCHI

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3araHupoBaHHBIE  pe3yabTaThl  oOydeHus 1o | Bompockl/3aganust st IpOBEPKU
JUCITUIUINHE

3HaTh: KaHaJIbl PACIPOCTPAHEHMSI BPEAOHOCHBIX 1.Kaxk naszsiBatorcss COA
IporpaMM, CHOCOOBI MPERYNPEXKICHUS 3apakKeHUs 0oOHapyXHUBAIOLINE aTakH,
BPEIOHOCHBIMM  IIPOTpaMMaMH M METOJbl  MX HaIpaBJIEHHBIE HA BCIO CETh WU
0OHapyKeHUS CErMEHT?

YMeTb: IpPOBOJUTH aHAIN3 UHPOPMALMOHHBIX CUCTEM 1./l yero npegHa3HauYEH

C TOYKH 3peHHs 00ecTieueHus MX 3alIUIIEHHOCTH Me)KCeTeBOM dKpaH?




Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CIIM 3a/IaHUE BBITIOJTHEHO HEBEPHO HJIM NMPEUMYILECTBEHHO HE BBIITOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
3 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

9K3AMEHAIIAMOHHBIN BUJIET Ne 1 Ymsepoicoaro:
Kadenpa 3ae. kagh. BUT
HNY A.IO.Hesckuii

beszonacnocmu u ungopmayuonrvix mexnonro2uil
Huctumnuna: 3awuwennsvle ungopmayuortsie
cucmemol

«MDN» Ilpomoxkon 3acedanus
Kageopvr N3

«16» dexabps 2021e.

1.  XapakTepucTHKa MEpONPHATHH 3aIIUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM.

2.  XapakTepHCTHKa KITIOYEBBIX BO3MOKHOCTEH CHCTEM MEKCETEBOTO SKPAaHUPOBAHHS IO
obecrieyeHuto 6e3omacHOCTH HHPOpMaIK B MH)OPMAIIMOHHOW cHCcTeMesl CTaHaapTaM

3.  llpaktuuecku cpopMrpoBaTs mapaMeTpbl COOCTBEHHON MOTUTHKH 0€30IaCHOCTH 3alUIIEHHON
WH(GOPMAITMOHHOHN CUCTEMBI

IIpoueaypa npoBenenust
DK3aMeH MPOBOJUTCS B YCTHOM opMe 1Mo OuneTam coraacHo mporpaMMme IK3aMeHa.

L. Ilepeuenv Komnemenyuit/uHOUKAMOPO8 u KOHMPOALHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8
0C80eHUA OUCUUNTUHDL

1. Komnerenuusi/Muaukarop: /I-1lonk-1 CaMOCTOSATENBHO OCBaUBAeT M aJalTHPYET K
3alIMIIAEMBIM 0OBEKTaM COBPEMEHHBIE METO/IBI O0€eCTIeueH s HHPOPMAIMOHHOM GE30MaCHOCTH,
BHOBBb BBOAVMMBIC OTCUCCTBCHHBIC U MCXKIYHAPOAHBIC CTAHAAPTHI

Bonpocel, 3aganus
1.YT0 compoBOXKIaET MPOIECC BHEPEHUSI CUCTEM KOHTPOJIS 3aIIUIIIEHHOCTH ?
2.0npezaenenue 3amuieHHoN nHpopmannonHoii cuctemsl (MC), kputepun olieHKH
samuniesaoctu UC.
3.Metononorus ananusa samumenHocty UC.
4.HanexHocTh MexaHn3MoB 3amuTsl UC.
5.0cHOBHBIE YIpo3bl THPOPMALMOHHOM Ge3omacHocTH npu nojkiatoueHun MC k cetu
Nurtepner.
6.ITporpaMMHo-anmapaTHbIE CpPEJICTBA 3ALUILEHHBIX HH()OPMAIIMOHHBIX CUCTEM.
Knaccudukanus nporpaMMHo-anmnapaTHbix cpeacts 3amuThl UC.
7 Ilpuniun paboThl U KIaccU(pUKAILUS MEKCETEBBIX 3KpaHOB. OUIBTpYIOLIHE
MapupyTu3aropsl. 110361 c€aHCOBOTO M MPUKIIAAHOrO YpoBH:. HacTpolika 1 UCIOJIb30BaHUE
MEKCETEBBIX IKPAHOB.
8.CxaHepsl ysI3BUMOCTEH HHGOPMAITMOHHBIX cicTeM. CucTteMbl 0OHapykeHus atak. CucTeMbl
KOHTPOJI COACPKUMOTO.
9.CucrteMsl 3aIUTHI OT yTeuek naHHbIX (DLP-cucremsr).
10.BpenoHocHBIE IPOrpaMMBbIl, UX MPU3HAKH U KIACCUPHUKALIHSL.
11.KanaJsl pacipocTpaHeHHs U NPEayNpeEKICHNUE 3apaKeHNs BPETOHOCHBIMU ITPOTPaMMaMH.
12.Metop1 OOHapY>KEHUSI U yIaleHHs BPEOHOCHBIX TPOrPaMM.
13.ndpacTpyKkTypa OTKPBITHIX KIHOYEH B 3allIMIICHHBIX HH()OPMALIMOHHBIX CHCTEMAX.
14.IIpuHUIMITEI ayTeHTU(PUKALIMN HA OCHOBE MOJIEH «PYKOIOXKATUS.
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15.ITocTpoeHue cucTeMbl ayTeHTU(UKAIUK HAa OCHOBE aIMapaTHBIX U MPOTPaMMHBIX
TE€HEPATOPOB OJTHOPA30BBIX IMapoiel. Vcronp3oBaHre HENMPSMON ayTeHTU(PUKAIINH.
16. Apxurekrypa PKI. OT3bIB cepTH()HUKATOB, €70 IPUYHHBI U CTPATETHH.
17.Criicku OTO3BaHHBIX CEPTU(PHUKATOB, UX CTPYKTYpPA U BUIBL.

18.PacnipocTpanenue cepTU(UKATOB U CIIUCKOB OTO3BAHHBIX CEPTH(PUKATOB.
19.YmpaBieHue )XKM3HEHHBIM ITUKIIOM CEPTU(PHUKATOB.

20.Crioco0bl XpaHEHUS! JTMYHBIX (3aKPBITHIX ) KIIFOUEH.

MartepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI

1.Y9T10 moHumaercs nmoj nokaszarejeM 3alHIIEeHHOCTH HH(POPMALIMOHHOM cHCTeMbl?
OTtBeTsI:

a. Mepa ioBepusi, KOTOpasi MOXKET ObITh OKa3aHa CPECTBAM 3aIHUTHI

6. Mepa noBepusi, KOTOpast MOKeT OBbITh OKa3aHa IPOrpaMMHO-alapaTHON COCTABIISAIOIIEH

B. Mepa noBepus, KOTopasi MOXKET OBITh OKa3aHa CPEeICTBAM aHTUBUPYCHOM 3alUTHI

r. Mepa noBepusi, KOTopast MO>KET ObITh OKa3aHa METOAAM yIpaBJIEHUs TEPMUHATIAMU
Bepusriii otBet: 6. Mepa noBepusi, KOTopasi MOKET ObITh OKa3aHa IMPOrpaMMHO-
aIlrnapaTHOW COCTABJIAOIICH

2.Y9t1o0 Takoe nHpopmManuonHas cucrema?
Bepusliit otBet: Unpopmanmonnas cucrema (MC) — cucrema, npeHa3HadeHHas 171
XpaHEeHus, IoUcKa U 00pabOTKU MHPOPMALUH, U COOTBETCTBYIOIINE OPraHU3AI[IOHHBIE
pecypchl (4enoBevyeckue, TeXHuYeckue, GMHAHCOBBIE U T. [1.), KOTOpble 00eCeunBaoT U
pactipocTpaHsoT HH(HOPMAITHIO.

3.Urto Takoe yrpo3a uHpopMannoHHO 0e30MacHOCTH?
Bepubrii otBeT: Yrpo3a nHhopMannoHHONH 0€301MacHOCTH — COBOKYITHOCTh YCJIOBUN U
(akTOpOB, CO3/IAIOIINX ONACHOCTh HApyLIeHUs HHPOPMALIMOHHOM 0€3011acHOCTH.

4.Yto siBiIsieTcs OCHOBHOM QyHKIMeld nIeHTUH(UKALUM U ayTeHTUGUuKanuu?
OTtBeTsI:

a. Unentudukamus u ayreHTH()UKALNS JIOKATBHBIX TTOJIb30BaTeNei

6. Unentudukanys u ayTeHTU(UKAIMS yIAICHHBIX 0JIb30BaTeNnei

B. Unentuduxkanus u ayrenTudukanys ynaaeHHbIX IPOLIECCOB

r. UneHTtudukanus 1 ayTeHTU()UKALUS JIOKAIBHBIX MPOLIECCOB
Bepnblii otBeT: a. UaeHTudukanus u ayrTeHTUQUKALUS JIOKaIbHBIX M0JIb30BaTeNei

5.Yto Takoe IP-maker?
Bepnpriii otBet: IP-naker — ¢opmaTupoBaHHbIi 010k HHDOpPMAaLIUY, TIepeaBaeMbli 1O
KOMIIBIOTEPHOM CETH, CTPYKTYpa KOTOPOIO OIIpeesieHa IpoToKoaom IP.

6.UT0 Takoe MeKceTeBOM IKpaH?
BepHsiit orBeT: MexceTeBoi 3KkpaH — IIPOrpaMMHBIN WK ITPOrpaMMHO-aMnapaTHbIN
AJIEMEHT KOMIIBIOTEPHOMN CETH, OCYIIECTBISIONNI KOHTPOJIb U (PUIIBTPAINIO POXOASILErO
yepe3 Hero CEeTeBOro Tpaduka B COOTBETCTBUU C 3aJaHHBIMH MTPABUIIAMH.

II. Onucanue wkanvl ouenueanus

Oyenxa: 5 («OTIUYHO)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuku 6blnoIHeHus 3uanus: PaboTa BeIIOIIHEHa B paMKax "MPOABUHYTOT0"
ypoBHs. OTBETHI IaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYSCKUX PEIICHUAN

Oyenxa: 4 («XOpOIIIOY»)
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu vinoiHeHus sHanus: PaboTa BeIONHEHA B paMKax "6a3oBoro"
YpOBHS. BOJIITUHCTBO OTBETOB JaHBI BEPHO. B yacTh MaTepuana ecTh He3HAYUTEIbHBIC
HEJIOCTaTKH

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
12



Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINoHEHA B paMKax "Moporosoro"
ypoBHsi. OCHOBHAsI 4acTh 3a/IaHUs BHITIOJHEHA BEPHO. HA BOMPOCH YIITyOJIEHHOTO YPOBHS

Oyenxa: 2 («HEYIOBIECTBOPUTEIHHOY)
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa He BHIIOTHEHA WM BBIIOTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHHO

1I1. IIpaguna évicmaegnenus umo2o80i OYeHKU no Kypcy
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