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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [IK-2 CnocoOGeH mpuMeHsITh MaTeMaTHYECKHE METObl U MHHOBAIIMOHHBIE TEXHOJIOTHUHU TIPH

MIOCTPOCHUHU TIPOLIEAYP OIEHKU U YIIPABIICHUS PHCKAMHU HHPOPMAIIMOHHOW 0€301aCHOCTH
N/I-3 OcyniecTBiasgeT MOHUTOPUHT 3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH, B TOM
YHCJIE U UHCTPYMEHTAIbHBIMU CPEACTBAMU

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

dopma peanuzanuu: BeimonHeHue 3a1aHust
1. 1.KonTtponsnoe 3amanue Ne 1. [Ipaktuueckas pa3paboTka 3TanoB MPOBEICHUS ayauTa
nH(pOPMaLMOHHON 6e30MacHOCTH HH(GOPMALIMOHHON crcTeMbl opranusanuu (OTuer)
2. 2.KoutponpHoe 3ananue Ne 2. [Ipaktuka npuMeHeHus ckanepa 6ezonacHoctu (OTyer)
3. Bemmonnenue/3amura pedepara (Pedepar)
4. KontponsHoe 3amanue Ne 4. [Ipaktuka npumenenust MaxPatrol SIEM. (Otuer)

Dopma peanuzanuu: KoMreoTepHOE 3a/1aHKE
1. 3.KouTtponsHo 3amanue Ne 3. [Tpaktuka npumenenus DLP-cucremsr SearchInform
«Kontyp 6e3omacuoctu» (OTuer)

BPC nucuuminHbl

1 cemectp
Beca KOHTPOJIBHBIX MEPONIPUATHI, %o
Wnpnexc KM- | KM- | KM- | KM- | KM-
Paznen qucuumimHbl KM- 1 5 3 3 4

Cpox KM: 4 8 12 12 15

HNHdpopMalinoHHO-aHAIUTHYECKAs! 1eATEIbHOCTh B CUCTEME
o0ecnieueHrs 6€30MacCHOCTH X035HCTBYIOIIEr0 CyOBEKTa.

BBognasg Tema. +

Tema 1. AHanmuTHYecKast paboTa B TOBCETHEBHOM
NESTENILHOCTH NpeaAnpusitus B oonactu Ub.

Tema 2. Cuctemsl obecnieueHrs HHGOPMALTMOHHON
0€30M1aCHOCTH MPEIIPUATHS

Tema 3. UHpopManlMOHHO aHATUTHYECKUE CUCTEMBI 3aIIUTHI
U 0€30MacHOCTH

WHupopmalinoHHbIE TEXHOJIOTUU B CUCTEME
UH(HOPMAIMOHHO-aHAIUTUIECKOTO 00eCTIeUeHUS
0€30I1aCHOCTH

Tema 4. TexHonmoruu cucTeMbl HHPOPMAITHOHHO-
AHAIUTUYECKOTO o0ecTieueHns: 0€30MacHOCTH




Tema 5. DLP-cuctemb! GyHKIIMOHHUPOBAHUE U MOJICIIb. +
Tema 6. OcHoBbl hyHKIIOHUpOBaHUs DLP-cuctemsl
Kontyp nndopmanunonnoii 6ezonacHoctu SearchInform B + + + +
nH(OPMAIMOHHON CHCTEME OpraHU3aluu.
Tema 7. SIEM-cucTteMbl apXUTEKTypa U OCHOBBI +
(GYHKIIMOHUPOBAHHUS.
Tema 8. «Cépulludopm SIEM» apXuTeKTypa U OCHOBBI + + + + +
(bYHKIIMOHUPOBAHUS
Tema 9. «MaxPatrol SIEM» apxutekTypa u OCHOBBI + + + +
(YHKIIMOHUPOBAHUS.
Bec KM: | 25 25 10 15 25

$O6m1as yacts//IJ1s1 MPOMEKYTOYHON aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
I1K-2 N-3nk-2 OcymiectBisieT | 3HaTh: 1.KoutponsHoe 3amanue Ne 1. [TpakTudeckas pa3paboTka 3TaroB
MOHHUTOPHHT COBpEMEHHBIE TEXHUYECKUE | MPOBEACHH ayauTa HH(GOPMAIIMOHHON 6€30MacHOCTH HH(OPMAIMOHHON
3aIMIIEHHOCTH CpencTBa u cucteMbl opranuzanuu (OTuer)
KOMIIBIOTEPHBIX CHUCTEM U | HH(OPMALMOHHbBIE 2.KontponsHoe 3ananue Ne 2. [IpakTuka npuMeHEHUs CKaHepa

ceTeil, B TOM YHCIEe WU
UHCTPYMEHTAIbHBIMU
cpencTBamMu

TEXHOJIOTHH, UCTIOJIb3YEMbIE
JUIS pellieHus 3a1a4
UH(POPMAIIMOHHO-
AHAJIUTUYECKON
JESATEILHOCTH CIICIIHAINCTA
B oOnacTu
nH(}OpMaLMOHHON
0€30MacHOCTH

YMerts:

HCIIOJIb30BaTh
OTCYECTBCHHBIC H
3apyOeKHbIE HICTOYHUKHU
nHpopmanuu, coouparhb
He0OXOIMMBIE JTaHHbBIE
aHAJIM3UPOBATH X U
TOTOBUTH HH(POPMAITHOHHBIHA
0030p W/Wu aHATUTHYECKUI
OTYEeT

aHAJTM3UPOBATH H
coJiepKaTeIbHO
WHTEPIPETUPOBATH

6e3onacHoctH (OTUeT)

3.KontponsHo 3aganue Ne 3. [Ipaktuka npumenennss DLP-cuctemsl
SearchInform «Kontyp 6e3onacaoctu» (OT4eT)

KonTponbnoe 3aganue Ne 4. [Ipaktuka npumenenuss MaxPatrol SIEM.
(Otuer)

Brimonnenue/3amura pedepara (Pedepar)




Pe3yabTaThI OTyYEHHBIE C
UCIIOJIb30BaHUEM
UH(POPMAIMOHHO-
AQHATUTHYECKUX CUCTEM
0e30macHOCTH

BBITIOJIHATE COOp, aHATIH3 U
00paboTKy JaHHBIX,
HEOOXOUMBIX JUISl PEIICHHS
npoeCCHOHATFHBIX 33124
ayauTa HHPOPMAIIMOHHON
0e30macHOCTH
MH()OPMAIIMOHHBIX CUCTEM U
00BEKTOB HHPOpPMATH3ALUI




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 1.KonTpoJnHoe 3axanne Ne 1. [Ipaktuyeckasi pa3paéoTKa 3TanoB NpoBe/ieHUus!
ayauTa HHPOPMALMOHHO 0e301acHOCTH HHPOPMALMOHHON CHCTEeMbl OPraHU3 AN

®opmbl peaausannu: BelogHeHue 3a1anus

Tun KOHTPOJIBLHOr0 MeponpusaTus: Otuer

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpoueaypa mnpoBeaeHHsI KOHTPOJIBbHOIO MeponpuaTHs: (CaMOCTOSTENBHOE BBIIIOJIHEHHE
IIPAKTUYECKOTO 3aHSATHUA.

Kpartkoe cogep:xxanue 3aganus:
Hcnonb3yst MaTepHralibl JICKIIUU TIO TEME 2 U UHTEPHET - PECYPChI MPOBECTH aHAJIU3 OJTHOTO U3
HUKE NIEPEUUCIIEHHBIX BOIIPOCOB:

1. XapakTeprucTuKa 0COOEHHOCTEN BBIIOJIHEHUS MEPOIIPUSTUN TOCTAHOBKHU 3a/1a4H
U YTOYHEHUE IpaHul padoT;

2. XapakTepucTuKa 0COOEHHOCTEH BBIMOIHEHUSI MEPOTIPUSTHM 110 COOPY U aHATU3Y
nHpopMmanuu;

3. XapakTeprucTuka 0COOEHHOCTE!N BBIMOJIHEHNS MEPOIIPUATHI aHaIM3a JaHHbIX
ayquTa;

4. XapakTeprucTuKa 0COOEHHOCTEHN BBIIOJIHEHNS MEPOIIPUATHI 110 pa3paboTke
pEeKOMeH1alui 110 COBEPLICHCTBOBAHUIO CUCTEMBI 3aLUThI HH(OpMALIUH;

S. XapakTeprucTuKa 0COOEHHOCTEHN BBIMOJIHEHNS MEPOIIPUATHI TOATOTOBKH

AyJAUTOPCKOT'O OTUCTA.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeThb: BBINOIHATH COOp, aHAIN3 U 1.ITopsmok pa3pabOTKH CTPYKTYPHI OTYETA
00paboTKy JaHHBIX, HEOOXOIMUMBIX
JUTSL peleHus: npodeccrnoHalbHbIX
3a7a4 ayaura WHGOpPMAalMOHHOU
0e30MmacHOCTH  MH(POPMAIIMOHHBIX
CHUCTEM 151 00BEKTOB
nH(pOpMaTH3alUN

OnucaHue MKAJbI OlleHUBAHUS

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJTHOM 00BEME WJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoneHus snanus: OneHkKa "XopoIio" BEICTABISIETCS €CIH
OOJIBIIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHUE [Tl PEIICHUS 32,124

Oyenxa: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoneHus shanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CIIM 33JJaHue MPEUMYIIECTBEHHO BHITIOJTHEHO

Oyenka: 2




Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUJIN IMTPEUMYIICCTBEHHO HE BBIITIOJITHEHO

KM-2. 2.KonTpoJbHoe 3aganue Ne 2. [IpakTuka npuMeHeHUs1 CKaHepa 0€30MacHOCTH

®opmbl peaausanuu: BelogHeHue 3a1anus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25

IIpoueaypa mnpoBeaeHHsI KOHTPOJABbHOI0O MeponpuaTHs: (CaMOCTOSTENBHOE BBIIOJIHEHHE
IIPAKTUYECKOTO 3aHATHUA.

Kpatkoe cogepixanue 3ajaHusi:
Hcnonb3yst MaTeprabl JICKIUH 110 TeMe 4 U HMHTEPHET - PECYpPChl IPOBECTH aHAIIU3 OJHOTO U3
CKaHepoB 0€30MacCHOCTH, MOAIEP)KUBAEMbIX PA3IMUYHBIMU MPOPUILHBIMU OpraHU3alUsIMU U
BEHJIOpaMH.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: COBPEMEHHbBIE TEXHUUYECKUE 1.Ha3nauenue u o01ast XapakTepuCTUKa CUCTEMBI
cpeActBa M MH(OPMALMOHHBIE KOMILUIEKCHOTO MOHUTOPHHTa UH(OPMAILIMOHHON
TE€XHOJIOTHUH, MWCIONb3yeMbIE IS 0€30MacHOCTH Ha OCHOBE CKaHEPOB 0€3011aCHOCTH
pewieHus 3a1ad4 MHGOPMalMOHHO- 2.I1ops0K OLIEHKH 3alMIIEHHOCTH HHPOPMALMOHHOM
AHAIUTUYECKOU JIeSITENIbHOCTH CUCTEMBI C UCIIOJIb30BAaHUEM Ha OCHOBE MCIOIb30BaHUS
CrieManucTa B oOnactu CKaHepoB 0€30MacCHOCTH

MH(OpMallMOHHON 06€3011aCHOCTH

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beMe WIIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABICHHE AJIS PEIICHUS 3314

Oyenka: 3
Hudicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinonnenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CITU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoaneHus sHanus: OTNeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHEHO

KM-3. Beinosinenue/3amura pedepara

®opmbl peajau3anum: BeinoiHeHne 3a1aHus

Tun koHTpoabHOr0 Meponpusitus: Pedepar

Bec konTposbHoro meponpusitusi B BPC: 10

IIpouenypa mnpoBeaeHHUs] KOHTPOJBHOrO MeponpusaTHa: CaMOCTOATENBHOE BBIOJIHEHHE

pedepara.

KpaTkoe coaep:kanue 3a1aHus:




Hcnonb3ys MaTepHuaibl JIGKIKUU 110 TeMe 4 U 5 1 HHTEpHET - PecypChl MPOBECTH pa3padoTKy
pedepara o aHaIU3y MPAKTUYECKOTO IPUMEHEHHUS, OCHOBHBIX XapaKTEPUCTUK U
(YHKIMOHATIHHBIX BO3MOXHOCTEH, MPEUMYILECTB M HEAOCTATKOB 0OJHOM n3 SIEM-cucrem.

KoHTposbHbIe BONPOCHI/3a1aHUA:

YMeTs: HCTOJIb30BaTh 1.Apxurexrypa SIEM-cuctembl

OTEYECTBEHHBIE U  3apyOeKHbIC 2.Anroputm padotsl SIEM-cuctemsl

UCTOYHUKHU uHpopMaLuy, 3.XapakTepucTUKa IPUMEHEHUSI OCHOBHBIX MOZYJEH
cobupaTh HEOOXOAMMBIE JaHHBIC tunosoro pemenus SIEM-cuctemsl

AQHAIM3UPOBAaTh HUX M TOTOBUTH
UH(POPMALIMOHHBIA  0030p W/Win
AQHATUTHYCCKHHA OTYET

Onucanue MKAJbI OICHUBAHUA:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evinoinenus 3Hanus: OueHKa "Xopouo" BEICTABISAETCS €CIIU
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OueHka "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyT0OBICTBOPUTEIIHHO" BEICTABIISICTCS
€CJIM 3aJJaHUE BBIIOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO

KM-3. 3.KonTtpoJnHo 3ananne Ne 3. [Ipaktuka npumenenusi DLP-cucremsl
SearchInform «KonTyp 6e3onacnocTn»

®opmbl peanusannu: KoMneorepHoe 3a1aHue

Tun koHTpOBHOTrO MeponpusaTHs: OTueT

Bec kouTposabHoro meponpusitust B bPC: 15

IIpouenypa mnpoBeaeHHs1 KOHTPOJBHOrO MeponpuaTHa: CaMOCTOATENBHOE BBIOJIHEHHE
MPAKTUYECKOTO 3aHATHUS.

Kparkoe conepxxanue 3agaHus:
OCBOUTH OCHOBHBIE ITPUEMBI:
1. ucrionb30BaHus nMporpaMmMHoro komiiekca SearchInform ans nepexsata v moucka yreuek
KOH(UIEHIMATBHON HH(OpMaLnn
2. IpUEMBI pealn3aluy NepUOINIECKOr0 U ONIEPATUBHOTO KOHTPOJIS DKPAHOB 10JIb30BaTENEH,
a TaKke MeToJ1bl POPMHUPOBAHUS KPUTEPUEB MOMCKA KOH(PUIEHITUAIBHON HHPOPMAITIH «T10
aTpudyTaM» U «HEPaCMO3HAHHBIX .
3. npuemMbl GOPMUPOBAHUS TOUCKOBBIX 3aPOCOB KOH(UIEHIIMATBbHON HH(POpPMALIUK HA OCHOBE
KPUTEPHEB 10100 TEKCTa.
4. mprembl GOPMUPOBAHUS MOMCKOBBIX 3aIIPOCOB KOH(PHIEHIIMAIBHON HHPOPMAIIMK Ha OCHOBE
000U TEKCTOBBIX (hParMEeHTOB.




5. npuHIHMITEI GOPMUPOBAHMS PETYIISPHBIX BBIPAKEHUN 151 TOMCKA KOH(UACHIUATEHON
UHGOPMAIIUU U OBJIQJICTh METOIUKONH HACTPOMKHU CHCTEMBI ITepeXBaTa MpPOrpaMMHOTO
komruiekca SearchInform.

KoHTposbHbIe BONPOCHI/3a1aHUA:

YMerTs: aHAJTM3UPOBATh u 1.1.  Kak ycTaHOBHTb NapOJIb JIJIS ITOJIb30BATENs
coJepKaTeIbHO «Anmunuctparop» Windows Server?
UHTEPIPETHPOBATh  PE3YJIbTAThI 2.  Kak u3MeHHTH mapamMeTpbl YYeTHOM 3aITUCH B
MOJIyYEHHBIE C HCIOJIB30BaHUEM Windows Server?
UH(POPMAIMOHHO-aHATUTHYECKUX 3. Kak ycraHoBUTBH maposib Ha KOHCOJb Search
cucteMm 0€3011aCHOCTH Server?

4,  Kak ycTaHOBUTH I1apoJib Ha KoHcoab DataCenter?
5. Kak ycranoBuTb aposib Ha KOHCOJIb
EndpointSniffer?

6. Kak ycTaHOBUTBH IapoJib Ha KOHCOJIb
NetworkSniffer?

7. Kak ycranoBuTh napoib Ha KoHcolib ReportCenter?
8.  Kak ycranoButh naposs Ha ciayxOy AlertCenter?
9.  Uro takoe uHaeKc?

10. Kak pa3rpanuuuTh MpaBa AOCTyNa K HHAEKCaM?
2.1. Kak ucnonn3yercs «0eblii CIUCOK»?

2.  Kak ucronbs3yercst «4epHBINA CITHCOK»?

3. Uewm ornmyaetcs rio0anbHbIA GUIBTP OT GUIbTPa
10 MPOTOKOIaM?

4.  3auem nogxirodath AlertCenter k nuaexkcam?

5. Kakoii 1omkeH ObITh UHTEPBAJI OOHOBIIEHUS
UHIEKCOB?

6. Ilouemy HY)KHO OTKJIIOYAThH BBHIIOJIHEHHUE
pacriucaHus MOJIUTUKU?

7. Yrto Taxoe akTUBHBIN MHIEKC?

8.  Uro Takoe 10CTYyMHBINA HHAEKC?

3.1. K kxakuMm JeHCTBHUSIM MOYKHO NIPUBS3ATh
BKJIFOUEHHUE CHATHS CKPUHIIIOTOB?

2.  Kak u3MeHHTH 4acTOTy KaJpOB LISl peKUMa
BHUAcO3amucu’?

3. Kaxoe nHasnauenue omnmu LiveView arenra
MonitorSniffer?

4. MOHO Il C TOMOILBIO TPOTPAMMHOI'0 KOMILIEKCA
SearchInform npou3sBecTH MOUCK JaHHBIX MMEPEIAHHBIX
o poToKoITy http, 6azupysice Ha [P-agpece
noJtydaresns?

5. MoOHO 71 C TOMOIIBIO0 TPOrPAMMHOT0 KOMILJIEKCa
SearchInform oTcopTupoBaTh HaHHBIE NTepeIaHHbIC Ha
flash-HocuTens OT MaHHBIX MEPEAHHBIX HA KOMIIAKT
JTUCK?

6. MOXHO 71 ¢ TOMOIIBIO IPOTPAMMHOTO KOMITJIEKCA
SearchInform mpow3BecTy MOUCK TaHHBIX MEPEIAHHBIX C
nomoIpio yata Skype?

7. MOXHO 71 ¢ TOMOIIbIO MPOTPAMMHOI0 KOMITJIEKCa
SearchInform nmpoun3BecTy MOUCK JaHHBIX TIEPETAHHBIX
o mpoTokouy ftp, 6a3upysich Ha HapaBIEHUU
nepeaun’?

10




8. MoOHO 71 C TOMOIIBIO0 MPOrPAMMHOT0 KOMILIIEKCa
SearchInform mpousBecTy MOUCK NaHHBIX MEPETAHHBIX
o npotokouy http, 6azupysce Ha HanpaBIECHUN
nepeaaun’?

9. MoOHO JU C TOMOIIBIO TPOrPAMMHOT0 KOMILIEKCa
SearchInform nmpou3BecTH MOUCK JAaHHBIX MMEPEIAHHBIX
IO 3JIEKTPOHHOM MOYTE C UCTIOIb30BAHUEM CKPBITHIX
KOTIH?

4.1. Kak cHATh n1M(POBOI OTIEUYATOK U3 TEKCTA B
rpaduaeckom (aiine?

2.  MoxHo 11 cHATh U(PpoBOH oTreuaTok u3 pdf-
¢aiina?

3. MoxHO 1 CHATH U(PPOBOI OTIIEUATOK U3 java-
¢aiina?

4.  Kakue 10KyMEHTHI HELIeIECOOOPa3HO UCKATh C
noMoIbto kKputepus «I1o mudpoBsIM OTHEUaTKAM»?

5. Kak 00beauHs0TCs IpOCThIe 3alpPOChl B CIOKHBIE?
6. Kax mpoBepuTh CHHTAKCHC CIIOKHOTO 3arpoca?
5.1. B uewm pa3zauma Mexay QyHKIIMOHATHLHOCTHIO
KHOTOK «J100aBUTH CChUIKY» U «Jl00aBUThH 3HAYCHHE)
okHa «bubnHoTEeKa peryNspHBIX BBIPAKEHHI»?

2. Tlouemy B okHe «BbIOOp perynsipHOro BBIPAKEHUS»
MOTYT IPUCYTCTBOBATh HECKOJIBKO OJTMHAKOBBIX
Ha3BaHHUM PETYIAPHBIX BhIPAKECHUI?

6.1. Kak B ma6ione onpenenuTs mpoden?

2.  Kak B mabinoHe onpeaenuTh OTAeIbHOE CIOBO?

3. Kak B mabnoHe onpeaenuTh HeTyBCTBUTEIBLHOCTD K
peructpy?

4.  Kak B ma0joHe OnpeaeauTh aJlbTepHATUBY?

5.  Kak B mabnone onpeaenuTb rpynnupoBKy?

Onucanue MKAJbI OLEHUBAHUS :

Ouyenxa: 5
Huosienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinonneHus snanus: OneHkKa "XopoIo" BBICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenxa: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoineHus sHanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIECTBEHHO BBITIOTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyTOBICTBOPUTEIIHHO" BEICTABIIICTCS
€CJIN 3aJJaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYIIIECTBEHHO HE BBHIMOJTHEHO

KM-4. KontpoJbHoe 3aganune Ne 4. [Ipaktuka npumenennss MaxPatrol SIEM.

®opmbl peaausanmnu: BeinogHeHne 3a1anus
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Tun KoHTPobHOT0 Meponpusitus: OTueT

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBedeHUs] KOHTPOJIbHOTO MeponpusTus: CaMOCTOATEIHLHOE BBIMOJTHCHHE
NPaKTUYECKOTO 3aHSITHUS.

Kparkoe cogepxanue 3agaHus:
[les1b KOHTPOIBHOTO 3a/1aHUS: TTOJIyYEHHE TEOPETUYECKUX U IPAKTUYECKUX HABBIKOB pabOTHI €
SIEM mpoBepka 3Hanuit no padote ¢ SIEM-cuctemsr Kampan.

KoHTposibHbIe BONPOCHI/3aJaHUA:

YMeTh: aAHAIM3UPOBATh u 1.Kakue cyliecTByIOT albTepHATHBBI HCIIOJIb30BAHUIO
COJIepKaTEIBHO SIEM?

UHTEPIPETHPOBATH pe3yJIbTaThI
MOJIyYEHHBIE C UCIOJIb30BaHUEM
UH(OPMAIMOHHO-aHATUTHYIECKIX
cucTeM 0e30IacHOCTH

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLUeHKa "O0TIMYHO" BBICTABIISIETCS €CIIN 3aIaHUE
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO MMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OeHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABIICHHE JJIsl PEIICHUS 33124

Oyenka: 3
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBINOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
1 cemectp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

- Ymeepoicoaio:
3K3AMEHAIIMOHHbBIU BUJIET Ne 1 3as. xagh. BHT

Kadenpa .
HNY (benp . A.IO.Heescruti
beszonacnocmu u ungopmayuonrvix mexnoro2uil

«MDN» Ilpomoxkon 3acedanus
Hucuunnuna: Hughopmayuonno-anarumuueckue xachedps No3
cucmemul 6€30NACHOCU y
«16» dexabps 2020e.

1.  OOmas xapakTepuCTHKa MEPOIIPUATHI HHPOPMAMOHHO-aHATUTHICCKOH IEATETHHOCTH
COTPYIHUKOB HH()OPMAITMOHHOW O€301TaCHOCTH OpPTaHU3aIlnU

2.  XapakTepUCTHKa KIFOUYEBBIX BOZMOXXHOCTEH CHUCTEMbI KOMIJIEKCHOTO MOHUTOPHHTA
nH(popMaImoHHOH Oe3omacHocTr MaxPatrol 1o 3amuimeHHOCTH M COOTBETCTBUS CTaHAApTaM

3. 3amycTuTh BHPTYyaIbHBIH KOMITBIOTEP C YCTAHOBIEHHBIM MTPOrpaMMHBIM KoMruiekcom Kb
SearchInform. [Ipaktudecku chopmMHupoBaTh NapaMeTpbl COOCTBEHHON MOJUTHKH 0€30IaCHOCTH,
KOTOPBIE JIOJDKHBI BKJIIOYATh B ce0sl: pacliucanue MPOBEPKH U CIIMCOK MHIIEKCOB/0a3 TaHHBIX JUIs
MIPOBEPKHU KOH(pHIeHansHoi nHpopMarmn B UC

IIpoueaypa nposenenus

VYerHbII onpoc

L. Ilepeuens Kkomnemenyuii/uHOUKAmMOpPo8 u KOHMPOILHBIX 60NPOCOE NPOGEPKU PE3YbM AN 08

0Cc60€nUA 0ucuunﬂuubl

1. Komnerenunus/Muaukarop: N/1-3nk-2 OCylecTBIseT MOHUTOPUHT 3aLIUIIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH, B TOM YHCJIE U UHCTPYMEHTAIbHBIMU CPEACTBAMU

Bonpocel, 3aganus
1.ITonsiTne ayaura nHpOpMamOHHON 0€30MaCHOCTH, CBUAETENLCTBA U KPUTEPHS ayAUTa
UH(POPMALIMOHHOM 6€30MaCHOCTH OpraHU3aLUuU

2.XapakTepHcTHKa 3a/1a4 BHEIIHET0 U BHYTPEHHET0 ayAuTa NH()OPMALIMOHHON O€301MacHOCTH

3.CoctaB u o6ma;1 XapaKTCPUCTHKaA 3Talla IOCTAHOBKHU 3a/1a4 U YTOYHCHUSA I'PAHULL pa60T

MIPOBEICHUS ayuTa HH()OPMAITMOHHOM 0€30MacHOCTH HH(DOPMAITMOHHOW CUCTEMBI
(opranu3zanun)

4.CocraB u oOuias XxapakTepucTuKa 3Tana coopa 1 aHaian3a HHPopMaIuu ayauTa
nH(MOPMaIMOHHOK 6e30MacHOCTH WH(OPMAIIMOHHON CUCTEMBI (OpTraHU3aIuuN )
5.CocraB 1 00111as XapaKTepUCTHKA 3Talla aHaJIW3a JaHHBIX ayAuTa HH(HOPMalMOHHON
0e30macHOCTH UH(POPMALIMOHHOM CHCTEMBI (OpraHU3aIINN)

6.CoctaB u 0011as XapaKTepUCTUKa 3Tana pa3paboTKU PEeKOMEHIAIMHA ayIuTa
nH(pOpPMalMOHHON 6€30MacHOCTH HH(OPMALIMOHHON CUCTEMBI (OpraHU3allin)
7.CoctaB u 0011as XapaKTepUCTUKA 3Tara IMOATOTOBKH ayIMTOPCKOTO OTYETa ayAuTa
nH(pOpMalMOHHON 6€30MacHOCTH HH(OPMALIMOHHON CUCTEMBI (OpraHU3alnin)
8.0cHoBHBIE 331auK peniaemblie cuctemMoit MaxPatrol

9.XapakTeprcTrKa OCHOBHBIX BO3MOHOCTe MaxPatrol

10.Xapakrepuctuka apxutrekrypsl MaxPatrol
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11.0OcHOBHBIE CLIeHApUU BHEIPEHUS CUCTEMBI KOMIIJIEKCHOTO MOHUTOPUHTa HHPOPMALIMOHHOM
0€30MacHOCTH

12.9BomrononHOe pa3BuTHE U oBbIeHue 3¢ dextuBHOoCTH MaxPatrol

13.ITopsioK OLEHKH 3alUIIEHHOCTH HH()OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAaHUEM
MaxPatrol

14.MexaHu3MbI OLIEHKH 3alUIIIEHHOCTH HH()POPMALIMOHHBIX CUCTEM UHCTPYMEHTAMU
MaxPatrol

15.ITopsiIOK OIIEHKH 3alTUIIICHHOCTH HH(POPMAITMOHHOM CHCTEMBI ¢ UCTOIb30Banust DLP
CUCTEM

16.ITopsaoK OLEHKH 3alUIIEHHOCTH HH(OPMALIMOHHON CUCTEMBI C UCIIOJIb30BaHUEM (DYHKIIUU
MaxPatrol «Ananmu3z Web-npunosxxeHuii»

17.IlopsimoK OLEHKH 3alUIIEHHOCTH HH()OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAaHUEM
MaxPatrol «TectupoBanue Ha IPOHUKHOBEHHE)»

18.ITopsiaoK OLEHKH 3alUIIEHHOCTH HH()OPMALIMOHHONW CUCTEMBI C UCIIOJIb30BAaHUEM
MaxPatrol «Aynut SQL Servery.

19.ITopsaoK OLEHKH 3alUIIEHHOCTH HH(OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAaHUEM
MaxPatrol «Aynut Solaris»

20.ITopsaok HacTpOHKH MPO(UIIS A OLIEHKH 3aIUIICHHOCTH HHPOPMAIIMOHHON CUCTEMBI C
ucnonb3oBanuem MaxPatrol

21.ITopsinok onucaHusi ya3BUMOCTEN MPH OICHKE 3aIIUIEHHOCTH HHPOPMAITMOHHON CHCTEMBI
¢ ucronp3oBanneM MaxPatrol

22.Kontposnb coorBercTBus (Mexanu3Mbl Compliance Cisco) MaxPatrol

23 . Knaccudukamnust DLP-cuctem o cnocoOy oOHapyXeHus! yTeuku HHPOPMaLUu

24 Meroabl aHanu3a ucrnonb3dyemsle B DLP-cuctemax

25.XapakrepucTtuka apxutekTypsl DLP-cuctem

26.XapaKkTepucTHKa TEXHOJIOTUN MPEeIOTBPALICHUS YTEUKH HH(POPMAIUH ITPU HCTIOTb30BAHUH
DLP-cuctem

27.Ha3zHadyeHue, pelaeMsple 3aJa4l, OCHOBHBIE BO3MOXHOCTH, IIPEUMYIIIECTBA U HEJOCTATKH U
XapaKTEePUCTUKA TPUMEHEHUSI OCHOBHBIX MOJyJiei TunoBoro pemenus DLP-cucremsr Kb
SearchInform

28.0cHOBHbIE PUEMBI UCITIOJIb30BaHUsI TporpaMMHoro komiuiekca Kb SearchInform st
nepexpara M Moucka yredek KoH(uIeHInalbHOW HHPOPMALIUU

29.0cHOBHBIE PUEMBI pealIn3aliy MEPUOJUUECKOT0 U ONEPaTUBHOIO KOHTPOJIS SKPAaHOB
NOJIb30BaTeNeH, a TakkKe MeTO/bl (POPMHUPOBAHUS KPUTEPHEB MTOUCKA KOH(PHICHIIMATBHON
MH(pOpPMaLIUU «I10 aTpUOyTamMm» U «HEPaCIIO3HAHHBIX)»

30.0OcHoBHbI€ ITpHEeMbI (HOPMUPOBAHHS TOMCKOBBIX 3aIIPOCOB KOH(PUICHIIUAIBHOIM
MH(pOpMallU Ha OCHOBE KPUTEPHUEB MOJO0US TEKCTA

31.0cHoBHbI€ ITpHEeMbI (HOPMUPOBAHHS TOMCKOBBIX 3aIIPOCOB KOH(DUICHIIUAIBHOM
MH(pOpMalLMK Ha OCHOBE MOA00MS TEKCTOBBIX (PparMeHTOB

32 .Ilpunuunsl GopMUPOBAHUS PETYIISPHBIX BHIPAKEHUHN ISl TOUCKA KOH(UIEHITMATBHOM
nH(popMaluu. Metoanka HaCTPOHKH CHCTEMBI ITepexBaTa MPOrpaMMHOI0 KOMILIEKCa
Searchinform

33.Ha3naueHue, LIEJIM U 3aJa41 CUCTEMbI, OCHOBHBIE BO3MOKHOCTH «SearchInform SIEM»
34.ApxuTexTypa u anroput™ padbotsl cuctemsl «SearchInform SIEM»

35.IlpeumymectBa u HenocTaTku nmpoaykra «SearchInform SIEM».

36.XapakTepucTuKa NPUMEHEHHs] OCHOBHBIX MOJyJiel TUnoBoro pemenus SIEM-cuctemsl
SearchInform

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN

1.MndopmaiinoHHO-aHAIUTUYECKAs! 1eATEIbHOCTh CITYKObI 6€30IaCHOCTH 3TO
OtBeThI:
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Bepusiit otBet: MHbOpMaMOHHO-aHATUTHYECKAs AEATEIBHOCTD CIIYKOBI 0€3011aCHOCTH
(dbupMBI IpeIcTaBisIeT COO0N CHCTEMHOE TIOJIYICHHE, aHAJIN3 M HAKOTUICHHE WH(OpMaIUu
C 2JIEeMEHTaMHU POTHO3UPOBAHUS IO BOIPOCAM, OTHOCSAIIUMCS K 6€30MacHOCTH (PUPMBI, U
Ha 3TON OCHOBE KOHCYJIbTUPOBAHHE U MOJMOTOBKA PEKOMEHAINI pyKOBOJCTBY O
MIPaBOMEPHOH 3aIIUTE OT MPOTUBONPABHBIX MOCATATEIHCTB

2.@yukunun MAC
OTBeTHI:

BepHblii 0TBET: * 00eCeYnTh CBOEBPEMEHHOE TIOCTYIUICHUE HAJICKHOU U BCECTOPOHHEH
WHGOPMAIIMY TI0 HHTEPECYIOIUM BOIIPOCAM; * OIUCATh CIICHAPHUU JICHCTBHIMA
KOHKYPEHTOB, KOTOPBIE MOT'YT 3aTparuBaTh TEKYIIUE UHTEPECHl (PUPMBI; * OCYIIECTBISATH
MOCTOSIHHBI MOHUTOPHHT COOBITHIA BO BHEIITHEH KOHKYPEHTHOM Cpe/ie U Ha PHIHKE,
KOTOpBIE MOTYT UMETh 3HAUCHUE ISl HHTEPECOB (PUPMBI; * 00ecTieunTh OE30MacCHOCTh
cOOCTBEHHBIX HH(DOPMAITMOHHBIX PECYPCOB; * 00ecneYnTh 3P(HEKTUBHOCTH U UCKITIOUYNTH
nyOnupoBaHue Mpu cOope, aHAIM3€E U PACTIPOCTPAHCHUH WH(OPMAIIUH.

3.Ilepeuncnure OCHOBHBIC HANIPABJICHUS aHATUTHYECKON paObOThI
OTBeTHI:

BepHnbpiii orBeT: K 0CHOBHBIM HanpaBlIeHUsIM aHAJIMTUYECKOU paboThl, pa3pabaTbIBa€MbIM
Ha MHOTUX (prpMax, MO’KHO OTHECTH: aHAJIN3 00BEKTA 3aLUThI, AHAJIU3 YIPO3, AHAJIN3
KaHAJIOB HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MH(POPMALIUH, aHAIN3 KOMIUIEKCHOU
0e301acHOCTH (PUPMBbI, aHAJIU3 HAPYLICHUH peXKUMa KOH(PHUAESHIIMATbHOCTH, aHATIU3
MOJIO3PEHUH yTpaThl KOH(YUIACHINAIBHOW HHPOPMALIUU

4.Bu/bl HAPaBJICHUH aHATMTUYECKON PaOOTHI
OTBeThI:

Bepnpriii orBet: HanpaBnenus ananutuueckoil padbotsl, Begyuieiicss MAC ¢pupmsl, MOryT
OBITh MOCTOSIHHBIMH, IEPUOTUUYECKUMH U Pa30BbIMU. IlocTOSIHHBIE HanpaBIeHUs
aHAJINTUYECKOU paboThI ABJISAIOTCS Hanbosee BaxxHbIMU. [lepuoanueckue u pa3oBbie
HampaBJICHUs aHATMTUYECKON paboThl XapaKTePU3YIOTCS CBOEH KECTKON 3aBUCUMOCTbIO
OT MOCTOSIHHBIX HanpaBieHuH. [IpoMexyTku BpeMeHu, yepe3 KOTOpble MPOBOIATCS
UCCIIeIOBaHMs B 00J1aCTH MEPUOJMUECKUX HAlpaBIeHUI aHATUTHYECKOM paboThl, BCEIeNo
3aBHUCST OT pe3yJIbTaTOB aHAJIM3a M0 MOCTOSHHBIM HallpaBieHUsM. Pa30Bble HarpaBiIeHUs
aHAJIMTUYECKON pabOThI HE TOJIBKO JKECTKO 3aBUCAT OT MOCTOSIHHOMN aHAIUTHYECKOM
paboThl, HO U B MOJIABJISIONIEM OOJIBIIMHCTBE CIy4aeB SIBIISIOTCS CIEJICTBUEM PE3YyIbTaTOB
TaKMX UCCIIEJOBAHUM.

5.Uto nmpeaycMaTpuBaeT aHATMTUYECKOE UCCIIEIOBAHNE UCTOYHUKOB KOH(PUACHITHATBHON

uHpOpMaLuu
OTBeThI:

BepHblii OTBET: * BBISIBJICHHE U KJIACCU(PUKALIMIO CYIIECTBYIOMINUX U BO3MOXKHBIX
KOHKYPEHTOB M COTIEPHUKOB (PUPMBbI, KpUMHHAIBHBIX CTPYKTYP U OTAEIBHBIX MPECTYIMTHBIX
3JIEMEHTOB, UHTEPECYIOLIUXCS (PUPMOIL; * BBISIBICHUE U KiIacCU(PUKAIINIO MAKCUMAIbHO
BO3MOYKHOT'O YHCJIa UCTOYHUKOB KOH(UIEHIIMANBbHOM HH(pOpMaLUu GUPMBI; * BHISIBICHUE,
KJIacCU(PUKAIHMIO ¥ BEJICHUE TIepeuHs (YUEeTHOTO armapara) peaibHOro COCTaBa
LHUPKYIUpYIoIel B pupMe KoH(pUIeHIIMaNbHOM nHpopManuu (B pa3pe3e HCTOYHUKOB,
oOecrnieunBaeMbIX (PYHKUIUN U BUAOB pabOThI, C yKa3aHHUEM HOCHUTENEH — TOKYMEHTOB,
JIMCKeT, (aiiyioB U T. 1.); * U3y4EHHE JAHHBIX y4eTa OCBEJIOMIIEHHOCTH COTPYJHHKOB B
TaiiHe GUpPMBI B pa3pe3e KaKJ0ro pyKOBOJAUTENS U COTPYAHHUKA (B TOM UHCIe
TEXHUYECKOT'0 M BCIIOMOTATENIbHOT0), T. €. U3yYeHHE CTEIIeHN U JUHAMUKU PEaTbHOTO
BJIa/ICHU (B TOM YHCJIE CIIy4allHOTO) COTPYAHUKaMH KOH(PUIEHIUAIbHON HHPOpMaIIUei;
* U3y4eHHUe cocTaBa KOH(pUICHIIMATbHON HH(OpMAIK B pa3pe3e JOKYMEHTOB, T. €.
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M3YYCHHE MTPABIIIBHOCTH PacuCHEHHsI TalHbI (KOH(UISHIINATLHON HH)OPMALIUN) MEXKTY
JIOKYMEHTaMH U OTIpe/ieieHIEe N30BITOYHOCTH IIEHHOW WH(OpPMAIIUY B TJOKYMEHTaX; ® y4eT
Y U3YyYCHUE BBISIBJICHHBIX BHYTPEHHUX W BHEUTHUX, TOTEHIIUAIBHBIX U PEAbHBIX
(TacCCUBHBIX M aKTUBHBIX) YTPO3 KAKIOMY OTACIBHOMY UCTOYHUKY HH(POPMAIIHH,
KOHTPOJIb Mpoiiecca GoOpMUPOBAHUS KaHAIa HECAHKIITMOHUPOBAHHOTO JIOCTYIA K
nH(poOpManuy; * BeJICHWE U aHAIN3 TTOJIHOTHI MIEPEYHS 3alIUTHBIX MEp, TPEANPUHATHIX 110
KQKJOMY HCTOYHHKY, ¥ 3aIIUTHBIX MEP, KOTOPHIE MOTYT OBITh HCIIOJIb30BAHBI TIPU
AKTUBHBIX JCHCTBUAX 3JI0YMBIIIICHHHUKA, 3201arOBPEMEHHOE TIPOTHUBOICHCTBHE
3II0YMBINIJICHHHKY.
6.Uto npeaycMaTpruBaeT aHAIMTHYECKAs padoTa ¢ UICTOYHUKOM yIpo3bl KOH(PHUICHITUATBHOM
uHpopManun
OtBeThI:

BepHbIii OTBET: * BRISIBJICHUE U KIACCU(DUKAIINIO MAKCUMATILHOTO COCTaBa HICTOYHUKOB
yrpo3bl KOHQUACHIHATEHOW HH()OPMAIIMY; * YIET U U3YYCHUE KaXKAO0TO OTIIEIHHOTO
CyOBEKTUBHOTO BHYTPEHHETO U BHEIIHETO UCTOYHHKA, CTEIICHH €r0 OMACHOCTH (aHAIN3
pHUCKa) MPU peaii3aliy YIrpo3bl;, * pa3pabOoTKy MPEBEHTUBHBIX MEPOTIPUITHIH 11O
JIOKAJIM3AIMK U JTUKBUAAINUA OOBEKTUBHBIX YTPO3.

7.0OCHOBHBIM Ha3HAYE€HHUEM BCEX aHAIIMTUYECKUX METOHOB SIBIISIETCA . ...
OTBeTHI:

BepHnbiii 0TBeT: 00paboTKa MOTYYEHHBIX CBEJICHUH, YCTAHOBJICHHE B3aUMOCBSI3U MEXTY
(hakTaMu, BBISIBJICHUE 3HAYCHHMSI TUX CBSI3€H M BRIPA0OTKA KOHKPETHBIX MPEIIOKEHUI HA
OCHOBE JIOCTOBEPHOU U MOJTHOM, aHATUTUYECKU 00pab0TaHHON HHPOPMAITHH.
8.Uto siBnsieTcs 1enbi0 HHPOPMAIIMOHHO-aHATUTHYECKOM paboThl B 00J1acTU 00EeCTICUeHHS
nH(MOPMaIMOHHON 6€30MaCHOCTH MPEANPUITUS
OTBeTHI:

BepHriit oTBET: 11€71610 HH(POPMAITMOHHO-aHATIUTUYECKON PabOThI B 001aCTH 00ecTiedeHUs

nH(OPMALIMOHHON OE€30MaCHOCTH MPEANPHUATH MOXKHO CUUTATh IeJIeHAIIPaBIEHHBIN cOop,

00paboTKy 1 aHAN3 HHPOPMAIIHH, KOTOpasi CIIY>KHUT IS BRISIBIICHUS ¥ HEHTpaTU3aIlin

pEaNbHBIX U OTEHIIMATBHBIX BHYTPEHHUX M BHEIIHUX YTPO3 MPEANPHUSATHIO.
9.UndopmanmoHHO-aHaIUTHYECKast paboTa B 007aCTH 6€30MaCHOCTH, OCYIIIECTBIIsIeMast
COTPYIHUKAMHU HTOTO MOJPa3/eNieH s, JOJKHA BKIIOYaTh B ce04 .. ..

OTBeTHI:

Bepwnrriit otBeT: MH(DOpManmonHo-aHanuTuyeckast pabora B o0actu 0€301MacHOCTH,
OCyIIEeCTBIsIeMasi COTPYJHUKAMH 3TOT0 MOApa3eNeH s, JOJKHA BKJIIOYaTh B ce0s
cienyolye HanpasieHus: 1. AHanu3 oObEKTOB 3allUThl HH(OPMAILIUK, COCTABISIONINX B
LIEJIOM 3allUIAeMbIil 00bEeKT HHPOPMATU3AIMH, KOTOPbIE BKIIIOYAIOT B C€0s: - HOCUTEIH
KOH(UISHIINATHFHON HH(POpMAINH; - XpaHUJIHMINA W TOMEIICHUS, TAe XPaHITCS U
00pabaThIBaOTCA 3TH HOCUTEIIH; - 3laHUE MIPEIIPUATHS U IPU HEOOXOTUMOCTH
MpUJIeTAIONIAs K 3[aHUIO TEPPUTOPHS. 2. AHAIN3 BHYTPEHHUX YTPO3 MPEIIPHUSTHS,
BKJIIOYAIOIIUI B ce0sl CIIeyIONIe YIPO3bl: - BHYTPEHHHUE (BO3HUKAIOIINE B paMKaX CaMOro
MPEINPUATHS ) ICTOYHUKN HETAaTHBHOTO BO3JICHCTBUS HA WH(POPMAIIHIO; - IPUIHHBL,
0OCTOSITENILCTBA U YCIOBUS TAKOT'O BO3AEUCTBHS; - KaHAJIBI U METO/IbI
HECAHKIIMOHUPOBAHHOTO JAOCTYNa K HH()OPMAIMH CO CTOPOHBI BHYTPEHHUX UCTOYHUKOB
BO3/ICHCTBUS; - COLUAIBHO-TICUXOJIOTHYECKHE acTIeKThl BHYTPEHHEN Cpeibl MPeANpUsTus,
KOTOPBIE BIUSIOT MM MOTYT TIOBITUATH HA COCTOSTHUE 3alUTh HHQopMarwu. 3. AHaImn3
HJIEMEHTOB KOMITJIEKCHON CHCTEMBI 3aIUThl MHPOPMALIMHU NPEATIPUATHS, TAKUX,
HaTpuMep, KakK: - BUbI CPEJICTB 3aIINTHL; - METOJIBI M CPEJICTBA 3AIUTHI MHPOPMAINH; -
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KaJ[poBOe o0ecTieueHne 3aiThl HHPOPMAIUH MPEATPHUSATHUS; - PECYpCHOE 00ecIiedeHHe
3a1uThl HHGOPMALUU TPEIIPUITHS.
10.K uHCTpYMEHTANBHBIM CPEJICTBAM, OPUCHTHPOBAHHBIM Ha PEATH3AIUI0 COOCTBEHHO
aHanutrdeckux npunoxeHuid B MACOB otHocsTCs
OTBeTHI:

Bepuriit orBeT: CpeAcTBa: ® CTAaTUYECKOT0 aHaIK3a (TpaJullUOHHbIE PErJIAMEHTHPOBAHHbBIC
OTYETHl ¥ IUarpaMMbl); * IMHAMUYECKOTO aHaIu3a (IMHAMUYECKUE CUCTEMBbI MOAIEPKKHI
MIPUHATUS PEIICHUI); * MOACIUPOBAHUS U IPOTHO3UPOBAHUS; * BU3YaJTU3ALNH CBS3EH U
OTHOIICHUN MEXy 00beKTaMH UHTEPECOB (110 KOTOPHIMU MOTYT TOHUMATbhCS
(bu3nyuecKre U IOPUINICCKUE JTUIA, COOBITHS, SIBICHUS, TIPOIECCHI U T.I1.).

11.KakoBa cytb TexHonoruii, npumensaemsix B MACOB cTpaTernueckoro ypoBHs
OTBeThI:

Bepuslii oTBeT: * popmupoBanue 0a3bl 3HAHUH (TEMATUYECKOTO KaTajaora) ¢ KoMOMHanuen
"py4HOro" ¥ aBTOMaTH4ECKOro criocoda popMUpOBaHUS CHCTEMbI KATETOPUIA; *
HaBHUTAILMIO 110 0a3e 3HaHUH, C J00aBJICHHUEM HMIIH UCKIIIOUEHHEM U3 HEE HOBBIX
JOKYMEHTOB; * aBTOMAaTH3UPOBAHHBIN MOUCK B3aUMOCBSI3EH JTIOOBIX 0OBEKTOB,
MIPEJICTABIISIONINX BO3MOXKHYIO yIpo3y (COOBITHH, JIF0/IeH, TeJIeOHHBIX TEPETOBOPOB,
a/IpeCcOB U T.I1.); * BU3YaJIM3AlUI0 HAWJECHHBIX B CIIOKHO CTPYKTYPHPOBAHHOM
nH(OPMAINY BO3MOKHBIX OTHOIICHUH U CBSA3CH B Tpa)MueCcKOM U TaOJIMIHOM BHJAX, a B
psae caydaeB MX 00pa3HOe MPEACTABICHUE; * OTKPBITOCTh apXUTEKTYPHI, C
BO3MOYXHOCTBIO BCTPAMBAHUS ¥/VIIM HapallMBaHUS HOBBIX WH()OPMAIIMOHHBIX ITOJCUCTEM,
C yAaJIeHuEeM WY NepeKoHpUrypanueil yxe UMeroImuxcsl.

12.Ha3nauenue cuctemsl MaxPatrol 8
OTtBeTsI:

Bepusiit otBer: Cucrtema MaxPatrol 8 nmpennasHaueHna i odecriedeHus KOHTPOIIs

3alUIIEHHOCTH U COOTBETCTBUS CTaHAapTaM 0€301aCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
13.MexaHu3M TecTupoBaHus Ha mpoHukHOoBeHUe (Pentest) MaxPatrol 8

OTBeThI:

BepHslit otBeT: PexuM TecTUpOBaHUSA Ha IPOHUKHOBEHUE PEAIN3YET TPOBEPKH,

TUIIMYHBIE JJIS CKaHepa CeTeBOI'0 YPOBHS: HHBEHTAPU3ALlMOHHbIE, «OaHHEPHBIE)

MpoBepKH, (a33uHT, 1oA00p yueTHbIX 3anucei. Takxe B MaxPatrol 8 ecTsb

CIeLMAIN3UPOBAHHBIE IPOBEPKHU JJIS aHAJIM3a 3alUIEeHHOCTH BeO-pritoskeHnit 1 CYB/I.
14.Mexanusm cucteMHbIX npoBepok (Audit) B MaxPatrol 8

OtBeTsI:

Bepuslit oTBeT: PexM CHCTEMHOI0 CKaHMPOBAHHUS TO3BOJISIET IPOBECTH MHBEHTAPU3ALIUIO
anmnapaTHOro U MPOrpaMMHOT0 obecreueHusi, cOop KoH(pUrypanroHHbix napamerpoB OC,
ciyx0, CYB/I, mpukiiaAHbIX CUCTEM M CPEJCTB 3alUThl HH()OPMAINH, BBISBUTh
YSI3BUMOCTH, OIIMOKH KOH(UTYpaIli U KOHTPOJIMPOBATh OOHOBIICHUSI.

15.MexaHu3M KOHTpOJIs coOTBeTcTBUA cTanaapTaM (Compliance) B MaxPatrol 8
OtBerTsI:

BepHbiit oTBeT: PexuM KOHTPOJI COOTBETCTBUSA CTaHIapTaM IMO3BOJISIET IPOBEPATH
BBINOJIHEHUE TPEOOBAHUN POCCUNCKUX PETYIUPYIOIIUX OPraHOB, MEXTYHAPOAHBIX U
OTpaCJIEBBIX CTAaHIAPTOB, KOPIIOPATUBHBIX PETJIAMEHTOB.
16.Kakue kiitoueBble BO3MOXHOCTH UMEET KOHTPOJIb 3AIIUIEHHOCTH U COOTBETCTBHUSA
cranaaptam B MaxPatrol 8
OtBeThI:
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Bepnpsiit oreT: © [IpoakTuBHAas 3amuTa KOPIOPATUBHBIX PECYPCOB C MOMOIIBIO
aBTomMaTudyeckoro Monutopunra Ub; ¢ Apromaruzanus nporeccoB KOHTPOIIsS
COOTBETCTBHS OTpaciie "BbIM M MEKIYHApPOIHBIM cTaHAapTaM; ¢ Ouenka 3¢(GHeKTUBHOCTH
noapazaenenuit U'T u Ub ¢ momoripio pacmmpsieMoro Habopa MeTpuk 06€30MacHOCTH U
KPI; « CHmxenue 3aTpaT Ha ayAMT U KOHTPOJIb 3alUILEHHOCTH, ToaArotoBky UT u 1Ub-
MPOEKTOB; * ABTOMATHU3ALIM MPOILECCOB HUHBEHTAPU3AIIUU PECYPCOB, YIIPaBICHUS
YSI3BUMOCTSIMU, KOHTPOJISI COOTBETCTBHS MOJIUTUKAM 0€30MaCHOCTU M KOHTPOJIS
n3MeHeHui; * KOMIUIEKCHBIN aHaIN3 CIO0KHBIX CUCTEM, BKIIIOYasi CETEBOE 000pYA0BaHUE
Cisco, Nortel, Juniper, Huawei, mmarpopm Windows, Linux, Unix, CYB]] Microsoft SQL,
Oracle, mpunoxenunii Active Directory, Microsoft Exchange, Lotus, SAP/R3 u Web-
ci1y>k0bl COOCTBEHHOM pa3paboTkH; * BecTpoeHHas moaepxKa OCHOBHBIX CTaHIapPTOB,
takux kak [OCT MCO/M3BK 27001, SOX (Sarbanes-Oxley Act), PCI DSS (Payment Card
Industry Data Security Standard), NSA (National Security Agency), NIST (National
Institute of Standards and Technologies), CIS (Center for Internet Security); °
MakcumanbHasi aBTOMaTU3alMs IPOLECCOB CHUYKAET TPYA03aTPAThl U TO3BOJISET
OMEePaTUBHO KOHTPOJIMPOBATH COCTOSIHUE 3alTUIIICHHOCTH cucTeM; * [lognepxka 6a3bl
3HaHUN KOMaHA0N POGECCHOHATBHBIX KCIIEPTOB.

17.®yHKIMM aHATTN3a KaKUX 00BEKTOB MH(POPMAITMOHHOW CUCTEMBI PEATH30BaHbI B CHCTEME

MaxPatrol
OTBeTHI:

BepHbliii OTBET: *0nepaliioOHHbIE CUCTEMBI *CETEBOE 000PYI0BAHUE *CUCTEMBI YIIPABIICHUS

0a3aMu JJaHHBIX *HACTOJIbHBIC MPUIIOKEHUs *cepBepHoe [1O scrucTemMbl 6€301acHOCTH

*ousnec-punoxerust *ACY TII scuctemsl kpuntorpadu4aeckoi 3amuTsl HHGOpMaIm
18.Kakue ocHOBHBIE 3a/1a4u pemIaroTcs cucteMoit MaxPatrol

OTBeThI:

Bepnpriii otBeT: 1. Onenka appexTuBHOCTH CylecTBYOMmUX nporeccoB Ub ¢ momoripio
MeTpuK 6e3omacHocTH. 2. OueHka 3amunieHHocTd. 3. MuBenTapuzanus 4. Kontposs
noJINTUK 6e3omacHocTH. 5. KoHTpoiabs u3mepenuit

19.Uto npeamnonaraeT oleHKa 3alUIeHHOCTH B cucteMe MaxPatrol
OTBeThI:

Bepnsiit otBeT: *lIpoakTuBHAsA 3amMTa KOPIIOPATUBHBIX PECYPCOB C IOMOIIBIO
aBTOMAaTMYECKOI0 MOHUTOPHHTa MH(OPMAIIMOHHON 0€301aCHOCTH. *ABTOMATH3AIUS
MIPOLIECCOB KOHTPOJISL COOTBETCTBUS OTPACIEBBIM U MEXIYHAPOJAHBIM CTaHIapTaM.
*Ouenka >¢gdextuBHoctr noapaznenenuit UT u Ub ¢ momomisio pacmupsemoro Habopa
MeTpuk Oe3onacHocTy U KPI. *CHukeHue 3aTpaT Ha ayAUT U KOHTPOJIb 3alUIIEHHOCTH,
noarotoBky T n b npoekToB. *ABTOMaTH3a1Ms MPOLIECCOB MHBEHTAPU3ALUU PECYPCOB,
yIpaBiIeHUs YA3BUMOCTIMU, KOHTPOJISI COOTBETCTBHUS MOJUTHKAM O€30MacCHOCTH U
KOHTPOJISI U3MEHEHUH. *KOMIUIEKCHBIN aHalIN3 CIOXKHBIX CUCTEM, BKJIIOUasl CETEBOE
obopynoBanue Cisco, marpopm Windows, Linux, Unix, CYBJI Microsoft SQL, Oracle,
ceTeBble puioxkeHus 1 Web-ciry>k0b1 coOcTBeHHOU pa3paboTku. *BeTpoenHas
MOJ/IEPKKAa OCHOBHBIX cTaHaapToB, Takux kak [[OCT MCO/MDK 27001, SOX, PCI DSS,
NSA, NIST, CIS. sMakcuMmanbHasi aBTOMaTH3a1Us IPOLECCOB CHUXKAET TPYA03aTpaThl U
MO3BOJISIET OMIEPATUBHO KOHTPOJIUPOBATH COCTOSIHUE 3alllMIIEHHOCTH cucteM. *[lognepxka
6a3bl 3HAaHUK KOMaH01 MPO(ECCHOHATBHBIX KOHCYIbTAHTOB, IPU3HAHHBIX IKCIIEPTOB
OTpacIIu.

20.DLP-cucrema 5710 ....?
OTBeThI:
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Bepusriii otBet: DLP-cuctema (Data Loss Prevention) — 3To mporpaMMHBIH IPOAYKT,
CO3/IaHHBIH 715 MpeAO0TBpallleHusl yTeueK KOH(UICHIIMATbHON nH(OpMaLUY 3a Ipeieibl
KOPIIOPAaTUBHOM CETH

21.Kakue criocoObl 0OHApY)KEHUS YTEUYKH JaHHBIX peann3yioT DLP cucteMbl
OTBeTHI:

Bepusiit otBet: DLP cuctemsl pa3nuyaroT 1o crocody oOHapyKeHUsl yTEUKH JaHHbIX:
*ripu ucronp3oBanuu (Data-in Use) — Ha pabodem MecTe MoJIb30BaTels]; *IpH fepenade
(Data-in Motion) — B cetn komnanuy; *npu xpanenuu (Data-at Rest) — Ha cepBepax u
pabouux CTaHUUAX KOMIAHUU.

22 Kakwue nath crioco0oB aHanm3a ucrnonb3yercs B DLP cucremax
OTtBeTsI:

Bepusliit otet: Ilonck o cnoBapsM (110 TOYHOMY COBIIA/IEHUIO CJIOB, B HEKOTOPBIX
cliydasix ¢ yueroMm Mopgoiiorun); Perynspasie BolpaxeHnus. PerynspHbie BbIpakeHUus —
crcTeéMa CUHTaKCHUYECKOro pa30opa TEKCTOBBIX (pparMeHTOB MO (GOpMaATU30BAHHOMY
1a0JIOHyY, OCHOBaHHAsl HA CHCTEME 3aIMc 00pa3ioB i moucka. Hampumep, Homepa
KpPEIUTHBIX KapT, Tele(OHOB, agpeca e-mail, HoMepa nacrnopToB, JIMLEH3UOHHbIE KIIIOUH U
T.11. CpaBHeHue 1o Tumnam ¢aiinos. [loauTrkamMu 6€30MaCHOCTH MOXET OBITh 3arperieHa
OTIIPaBKa BOBHE HEKOTOPHIX TUINOB (aitnos. [Ipu 3TOM ecinu nosab3oBaTeab U3MEHUT
pacmmpenue (aiina, To cucTeMa BCe paBHO JI0JDKHA «OTIO3HATHY THII (aiiia u
IpEeINpUHATh He00X0AUMBbIe AeHcTBU. CTaTUCTUYECKUH («IIOBECHUECKUIT») aHAIN3
nH(pOpMAaIKY TI0 T0JIb30BaTeNsIM. Ecii mosb30BaTens UMEET JOCTYI K
KOH(HIEHIIMAIbHON UH(OPMAILMH, U B TO K€ BPEMsI OH I1OCELIAET ONpe/IeIeHHbIE CAUThI
(web-storage, web-mail, xakepckue 1 T.11.), TO OH HOMAACT B «TIPYIILY PHUCKa» U K HEMY
BO3MO’KHO IPUMEHEHHE JIOTOJTHUTENIBHBIX OrPaHUYUBAIOIINX MTOJIMTHK 0€30IacHOCTH.
TexHosnornu nUppPoOBLIX OTIIEYATKOB.

23.Apxurekrypa tunosoii DLP cucremsr?
Bepnsiii otBet: 1. [leHTpanbHBIN cepBep yNnpaBlICHHs], BBITOIHSAIOMNAN CIEAYIOIINE
¢byHKIMU: — 00BbEIMHEHHNE BCEX OCTAJIbHBIX KOMIIOHEHTOB PELICHHS B €IUHYIO CUCTEMY; —
oTpesieNIeHUE JIaHHBIX, COAEpKAIIUX KOHPUACHINATbHYIO0 HH()OPMALINIO; — CO3TaHHE,
pellakTUPOBaHKE U PAaCIPOCTPAHEHHUE MOJUTHK pabOThI ¢ KOHPHIEHIIMATBHBIMHI JTaHHBIMH;
— cbop, XxpaHeHue U 00pabOTKy UHIIMICHTOB, CO3/JaHUE U PACCHUIKY OTYETOB; —
MIPEOCTaBIIEHUE POJIEBOIO AOCTYMA K YIIPABIECHUIO CUCTEMON COTPYAHUKAM CITY>KObI
nH(popMalMoHHON O6e3omacHocTH; 2. Moaynu MOHUTOPUHTA U OJIOKUPOBKH
KOH(UIEHIIMATbHON HH(pOpMaIIK, IepeaaBaeMoii o ceTeBbIM KaHagaM. OHU MOTYT OBITh
MIpe/ICTaBIeHbl KaK OJHUM YCTPOMCTBOM, pealu3yIoIUM 00€ QYyHKIMHU, TaK U OTAEIbHBIMU
(manpumep, Network Monitor, Network Prevent for Web, Network Prevent for E-mail). 3.
ATeHTHI 17151 paboyuX CTaHIUI U CepBEPOB, 0OECIIEUNBAOIINE KOHTPOJIb: — [IEPEMEIIECHUS
KOH(MUIEHIMATBHBIX JAHHBIX HAa cMeHHbIe HocuTenu nHpopmanuu (USB, CD/DVD u nap.);
— MOMelIeHHsl TaHHBIX B Oydep oomeHa (pyHkius «BcraBka/KonupoBanue»); — QyHKIMH
CHSTHS CHUMKa ¢ 3kpaHa («Print Screen»); — KOHTPOJIb (PYHKIMU ITOMCKA
KOH(UIEHINATbHBIX JAHHBIX Ha JIOKAJbHBIX AUCKAX.

24 Ha3zunauenue Konrypa nndopmarmonnoit 6e3onacuoctu SearchInform»
OtBerTsI:

Bepnsiii otBet: Kontyp nndopmannonnoit 6e3onacsoctu SearchInform» — sto
komiuiekcHass DLP-cucrema 1t 3auThl OT IEMCTBUIM MHCANWIEPOB U yTEYEK
KOH(uIeHIMaNbHbIX AaHHbIX. «KoHTyp nH(popmMannonHoi 6e3omnacHoctu SearchInformy»
MpeHa3HaueH A7l KOHTPOJIsl HH(POPMAIIMOHHBIX TOTOKOB B PaMKaX JIOKAJIbHON
BBIYUCIIUTENbHON ceTH. KOHTPOIh BO3MOXKEH ABYMs ClIOCOOaMH, B 3aBUCUMOCTH OT
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UCTOJIb3yeMoro cepepHoro kommnonenta: SearchInform EndpointSniffer nnn
SearchInform NetworkSniffer.
25.CocraB 1 Ha3HauYeHUE MOAyJIel KoHTpous nHpopmanuu Kontypa nndopmamoHHOR
6e3omacHoctu Searchlnform»
OtBeThI:

Bepusriit otBet: Moaynu konTposs uadopmarmn: SearchInform EndpointSniffer —
wiardopma Juis nepexnara u OJIOKUPOBKH MHPOPMAITMOHHBIX TOTOKOB IIOCPEICTBOM
areHTOB, YCTAaHOBJICHHBIX Ha paboune craHiuu. AreHtsl SearchInform EndpointSniffer
MIPOU3BOJIAT TEHEBOE KOMMPOBAHUE MEpEXBauCHHON NH(OPMALIUY U HAPABJISIOT
noiry4eHHble gannele cepsepy SearchInform EndpointSniffer SearchInform
NetworkSniffer — miardopma nepexsarta u 6JOKMPOBKH HH()OPMAIIMOHHBIX TOTOKOB Ha
YPOBHE CETH.
26.CocraB 1 Ha3HAYEHUE MOTyJIel aHann3a uHbopmanuu Kontypa nadopmarmoHHoMl
6e3omacuoctu SearchInform»
OTtBeTsI:

Bepuslit otBet: Moaynu ananuza uHpopmanuu: Search Server — cepBep UHAEKCALUH U
noucka. SearchInform AlertCenter — sBiIsIeTCSI «<MO3TOBBIM IIEHTPOMY» CHCTEMBI «KOHTYD
uHpopmanronHo 6e3onacHoctu SearchInformy.
27.CocraB 1 Ha3HaUYeHUE MOyJIel epexBaTa nHpopmarru Konrypa napopMamoHHoHi
6e3omacHoctu Searchlnform»
OTtBeThI:

Bepusrii otBet: Moaynu nepexsara: SearchInform KeyLogger — mo3Bosnsier
IepexBaThIBaTh JaHHbIE, BBOJMMbIE M0JIb30BaTENIEM C KiaBuarypbl. SearchInform
FileSniffer — npenna3HaueH st KOHTPOIIS oneparyii ¢ haiiamu, XpaHsSIIUMHCS Ha
cepBepax u B 00mux cereBbix nankax. SearchInform Cloud & SharePoint —
npeAHa3HaveH A1 KOHTpoJis Tpaduka u3 0omauynbeix Xpanwiuil. SearchInform
FTPSniffer — npenxasnaden st KOHTPOJIS BXOIAIEro u ucxoxasiiero FTP-tpaduka Ha
ypoBHe pabouux ctaniui. SearchInform ProgramSniffer — npeanasnauen anis Benenus
ydyeTa aKTUBHOCTH I0JIb30BaTeNell B 3aIlyCKaeMbIX UMM MTPUIIOKEHUSX U Ha MOCEIaeMbIX
BeO-pecypcax Ha nmpoTsikeHuu padbodero aus. SearchInform PrintSniffer — npeanaznauen
U1 KOHTPOJISI COIEP’KUMOT0 IOKYMEHTOB, OTIIPABICHHBIX MOJIb30BATEIEM Ha M€YaTh
MIOCPEACTBOM KaK CETEBbIX, TaK U JIOKaJbHBIX NMpuHTEpoB. SearchInform HTTPSniffer —
npeJHa3HaueH JuId epexsara coodeHuil, nepegasaeMsix no HTTP-nporokoy,
MHJIEKCUPOBAHUS IEPEXBAYEHHBIX COOOIIEHUH U TTOJTHOTEKCTOBOTO MOMCKA IO HUM.
Monysb Takxke 1M03BOJIIeT KOHTPOJIUPOBATh paboTy COTPYIHUKOB U OTCIIEKUBATH UX
oOmenue B pabouee Bpemsi. SearchInform MonitorSniffer — npennasnaden nis
nepexBara HHPOpPMaLUU, 0TOOpakaeMOil Ha MOHUTOpax Mojib3oBaresiel. Pemenue
MOCTAaBIISIETCSI COBMECTHO € nporpaMMHbIM MoayiieM KeyLogger. SearchInform
MicrophoneSniffer — npennasnaden ai1st 3amucy pa3roBOPOB, BEAYIIUXCS COTPYAHUKAMH
BHYTpH oduca u B komanaupoBkax. SearchInform MailSniffer — npeanasnauen ans
nepexBara o4YToBOro Tpaduka Ha ypoBHE pabOUYMX CTAHLUH U CETEBBIX MPOTOKOJIOB,
MHJIEKCUPOBAHUS MOJyYE€HHBIX COOOIIEHUI U OCYIIECTBIEHUS TOUCKA 10 HUM.
SearchInform IMSniffer — npennasnaven s nepexsara COOOIEHUHN TOMYIsPHBIX M-
kinueHToB. SearchInform SkypeSniffer — nmpunosxenne nepexBaTeiBaeT ceaHCh
TOJIOCOBOI U TEKCTOBOM CBsA3U, SMS-coobuieHus u ¢aiiisl, nepeaBaeMble MpU IMOMOLIH
Skype. SearchInform DeviceSniffer — nporpaMMHbIii MOTyJTb, TIEPEXBATHIBAIOIIHIA
uH(popMalltIo, IepeiaBaeMyo N0JIb30BaTEIeM Ha BHELIHUE YCTPOICTBA, a TaKxkKe
OTCJI)KUBAIOIINN caM (aKT MOJKIIOYEHHS TaKoro poja ycTpoiictB. SearchInform
ADSniffer — xoHTposb 1 aHaNMN3 COOBITHH KypHaNOB Active Directory mo3Bossiet
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BBISIBJIATH I1OJIO3PUTENbHBIC ACHCTBUSA, KOTOPbIE MOTYT COBEPILIATHCS CUCTEMHBIM
aJIMMHHUCTpATOpoM KomnaHuu. TenedoHus — Moayib o0ecrieunBaeT nepexnar
ayJMO3BOHKOB U TEKCTOBBIX cooOmmeHui tenedonnn SIP yepes crangaptet GSM, A-Law,
u-Law u G.722. Monaynb mudpoBaHus JaHHBIX — OOecrieunBacT mu(poBaHue BCeX
TUIIOB JJAHHBIX, 3aIMUCHIBAEMbIX Ha BHEIIHUE ycTpoiicTBa Xpanenus USB.
28.KoHTpousb Kakux WH(HOPMAITMOHHBIX TIOTOKOB BBITTONTHAET KOHTYp MH(MOpMaIMOHHOM
6e3onmacuoctu SearchInform»
OTtBeTsI:

Bepwnsiii otBeT: «KoHTyp mHbOpMarmonHo 6e3omacHoctu SearchInform» moanepxupaet
MepPexBaT CICAYIOIMINX TaHHBIX: COOOIMIEHUS JIEKTPOHHOM IMOYTHI, OTHPABICHHBIC WIH
nosy4deHHsie 1o nporokoiam SMTP, POP3, IMAP, MAPI, NNTP, HTTP(S);
MT'HOBEHHBIE cO00MIeH s, nepeaannbie o npotokonam OSCAR (ciayx0b1 ICQ, AIM),
MMP (Mail.ru Agent), MSNP (Windows Live/MSN), XMPP (Google Hangouts, Jabber),
a TaK)Ke TEKCTOBBIC/TOJIOCOBEIE COOOIICHMSI U (Daiiyibl, IepeaBacMbie TIOCPEACTBOM
Microsoft Lync u Viber Desktop; cooOiienus u (aiinbl, OTpaBieHHbIE TPU TOMOIIH
Opay3epa B 49atbl, popymsl, 61101, cormanbhbie ceth (Facebook, LinkedIn, B Konrakre,
Moit Mup@Mail.Ru, Ognoxnaccuuku.ru, Google+, Mamba.ru u ap.); BXonsiue u
MCXOJSIINE JaHHBIC 00TAYHBIX CEPBHUCOB pU paboTe uepe3 BeO-unTepdeiic (Google
Docs, OneDrive (Microsoft), Office 365 (Office Online), DropBox, Evernote,
Anpekc.Juck Cloud.mail.ru, SharePoint); ocranoBka Tpaduka Ha YpPOBHE CETH Ha YPOBHE
ICAP — HTTP, FTP; naunnsle, nepeaaBaeMble Ha BHEITHUE YCTPOICTBA; UCTOPUS
orepanui ¢ (hairaMmu, pacroyioKEHHBIMU Ha HOYTOYKax; (hailiibl, OTIIpaBICHHBIC HITH
nosydeHHsle o FTP-coeannennio; copepkumMoe MOHUTOPOB HOYTOYKOB TOJIb30BATENECH,
a TaK)Ke HAXKATHs KJIABHII; Pa3TOBOPBI COTPYIHUKA, HAXOISAIIETOCS BHE 0duca,
JOKYMEHTBI, OTIIPaBJICHHBIE Ha [1e4aTh. TEKCTOBBIEC U T'OJIOCOBBIE CEaHCHI CBs3U Mo Skype,
daiinel 1 SMS-cooOreHwsl, TepeIaHHbIe W ITOTYYCHHBIE pU TToMotu Skype;
aKTUBHOCTH MOJIH30BATENEH U 3ayCKaeMbIX MU MPUTIOKEHUIH. KOHTPOJIb YCTPOMCTB Ha
pabouux CTaHIUSX.

29.Kakue npeaycTaHOBIEHHbIE YHUBEPCAIBbHBIE MMOJTUTHKU 0e30MacHOCTH BKItouaeT «KOoHTyp

uH(popmannoHHou 6e3onacHoctu SearchInformy :

OTBETHI:

BepHbIil 0TBET: KOHTPOJIIb OTKATOB M B3ITOYHHYECTBA; BBISIBICHHE HETAaTHBHBIX
HACTPOEHUH U CTOBOPOB B KOJIJIEKTHUBE; OIpeJIeIeHUe IPYII pUcka (poOieMsl ¢
aJIKOT0JIEM, HAPKOTUKAMH, KPYITHBIE JOJITH H T. [1.); KOHTPOJIb MEPCOHATBHBIX JAHHBIX
(macnopTa, HoMepa 6aHKOBCKUX KapT U Jp.); BBISBIECHUE OOILEHHS ¢ KOHKYPEHTaMH, C
YBOJICHHBIMH COTPYAHHKAMH; TIOCEIIEHUE 3aMPEIIEHHBIX CAlTOB; aHTHUTEPPOPUCTHUYECKHE
MOJIUTUKH U JIp.

30. Kakue ocHoBHBIE QyHKIMH BhITONHIET SIEM-crcrema
OtBeThI:

Bepuwsiii otet: 1. Onpenenenue u puxcarys naHHbIX 0 coObITHsIX Vb Ha ncTOYHMKAX
coOprTuit. 2. COop, punbTparus 1 nepeaada Ha cepBep MaHHBIX 0 coObITusAxX Ub. 3.
[Tonyuyenue, arperaiiusi, HopMaau3alus U XpaHEHUE MOCTYMAIOIMINX JaHHBIX. 4.
Koppensmus HopManu3oBaHHBIX TaHHBIX 0 coObITHAX UB. 5. BrisiBnenue coObrTHii
MpEANIECTBYIOIINX BOSHUKHOBEeHUIO HHIMAeHTOB 1b. 6. Onpexnenenue nnuuaentos Ub,
BBISIBIICHUE U pearnpoBaHue Ha HUX. 7. OOHOBJIeHHE 0a3bl 3HAHUI C BKITIOUEHUEM TTPaBUII
MPOTUBOICUCTBUS aTakaM M0 BbIsIBIEHHbIM HHIMAeHTaM Ub. 8. Opranuzanus
MOHUTOPHHTA JOCTYITHOCTH Y3JIOB U CIYK0. 9. ['eHepanusi OTYETOB pa3IMUHbBIX TUIIOB Ha
OCHOBE XpPaHUMBIX Ha CEpBEPE TaHHBIX.
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31.Kakue SIEM-cucrema umMeeT ypoBHU IIOCTPOEHUS
OtBeTsI:

Bepusliit otBet: 1. CO0p TaHHBIX: OCYILECTBIIAETCS OT UCTOYHUKOB PA3JIMYHBIX THUIIOB,
Hanpumep, (aiIoBbIX CEPBEPOB, MEKCETEBBIX SKPAHOB, AHTUBUPYCHBIX MIPOTPAMM U JIp.

2. praBHeHI/IC JaHHBIMU: JaHHBIC, XpaHAIIUECA B PEIIO3UTOPUHN, BBIAIOTCA 110 3alIpoCaM

MOJI€NIEN aHaIn3a JaHHBIX. 3. AHaAJIN3 JaHHBIX: PE3YJIbTaTOM SIBJISIFOTCSI OTUETHI B
MIpeIONpPeIeIEHHOM U TPOU3BOIBLHON (hopme, onepaTUBHAS KOPPENIALNS JaHHBIX O
COOBITHSIX, @ TAKXKE BbIIaBAEMbIC TPEAYIPEKICHHS.

II. Onucanue wikanvl oueHuBanus
Ouyenxa: 5

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuku 6blnoIHeHus 3uanus: PaboTa BeIIONIHEHA B paMKax "MPOABHHYTOTO'

'

YpPOBHA. OTBeTHI AaHbl BEPHO, YCTKO C(I)OpMYJ'II/IpOBaHHBIe 0COOEHHOCTH IMPaKTHYICCKUX peIJ_ICHI/Iﬁ

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu eblnoaineHus 3nanus: PaboTa BeinmojiHeHa B pamkax "0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUUTEIbHBIC
HEJOCTaTKH

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIONIHEHA B paMKax "moporooro"”
ypoBHs. OCHOBHAS 4acTh 3a/IaHUS BBITIOJTHEHA BEPHO. HA BOMPOCHI YIIIYOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoiheHus 3nanus: Pabora He BBITOJIHEHA WIX BBITIOJTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHLHO

1I1. Ilpasuna évicmasienusn umozo80i OyeHKu no Kypcy
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