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2

10.04.01 YUB 5490 UuDU O 2023/CYOC 3++



OHGHOLIHBIC MaTC€pHraJIbl 110 MPAKTUKE IIPEAHAZHAYCHBI JJI1 OLCHKH JOCTHXKCHUA O6yLIaIOH_II/IMI/IC$I 3aIlJIaHUPOBAHHEBIX PE3YJIbTAaTOB 06yquI/1>1 110

MPaKTUKe, 3Tana (OpMUPOBAHUS 3aINTAHUPOBAHHBIX KOMIIETCHUUH, TPOX 0K ICHUS TPAKTHKH.

OHGHO‘IHBIG MaTCpHraJibl 1O MPAKTUKEC BKIIHOYAIOT OONCHOYHBIC CPCACTBA IJIA NPOBCACHUS TCKYILICTO KOHTPOJIA U HpOMC)KyTO‘-IHOfI aTrTeCcTanuu.

3aHJ'IaHI/IpOBaHHBIe PE3YIbTaThI O6yLIeHI/I5I I10 IIPpaKTUKE, COOTHECCHHBIC C MHAUWKATOpaMU JOCTHUXKCHHA KOMIICTCHITHI:

Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHIUKATOpAa 10-
CTHKEHUA KOMIICTCHIIUN

3aniaHupoBaHHbIE Pe3y/IbTAaThl 00y4eHHs

YK-1 CnocobeH ocymiecTBIATh Kpu-
THUYECKUH aHaJIHU3 MPOOIEMHBIX CHTY-
anuii Ha OCHOBE CUCTEMHOTO MTOIX0/1a,
BBIPA0ATHIBATh CTPATETHIO JCHCTBHMA

N JI-1yk-1 BemomHseT mouck HeoOXou-
MO# HH(OPMAITUH, €€ KPUTHUCCKHIA aHa-
713 U 000011aeT pe3yybTaThl aHATN3a
TS pEIICHUs TIOCTABJICHHOM 3a/1auu

3HATH:

- (hyHIamMeHTaIbHBIE U NPUKIIAJHBIE IPOOIEMbI HH-
(hopMaMOHHOH 0€30MaCHOCTH B YCIIOBHSIX CTaHOB-
JIEHUs] COBPEMEHHOTO HH(OPMAIIHOHHOTO 00IIECTBA.

YMETB:
- BBISBJIATH IPOOJIEMHBIE CUTYAIMH, UCTIONIb3YS Me-
TOJIbl AaHAJIN3a, CHHTE3a U a0CTPAKTHOIO MBIIIJICHUSI.

NJI-2yk-1 AHAIH3UPYET MPOOIEMHYIO
CHUTYAIHIO U OCYIIECTBISET €€ JEKOMITO-
3UIMIO Ha OT/ICIbHBIC 3a1a9H

3HAaTh:
- OCHOBHBIC ME€TOABI KPUTUYCCKOI'O aHAJIM3a.

YMETB:
- OCYILIECTBJIATH OUCK PELIeHUH MPOOIEMHBIX CUTY-

alMii Ha OCHOBE JEHUCTBUH, SKCIIEPUMEHTA M OIIbITA.

NJI-3vk-1 BeipabaTeiBaeT cTpareruio pe-
IICHHUS! TOCTABJICHHOM 3a/1auu

3HAThb:
- METOAOJIOTHUIO CUCTCMHOI'O ITOAX0/4a.

YMETB:
- OTpe/ETATh B paMKax BBIOPAHHOTO aJlrOpUTMa BO-

MPOCHI (3a71a4M), MOJIeKAINE JATbHEHIIIeH pa3pa-
00TKe U mpeJIaraTb CocoObl UX PEHICHUS.

VYK-2 CniocobeH ynpasisiTh IPOEKTOM

NJ-1yk-2 YuacTByeT B ynpaBieHUU IPO-

3HaTh:
- OCHOBHBIC TpC6OBaHI/I}I, MPCABABIACMBIC K ITPOCKT-
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Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aHJIaHI/Ip0BaHHLIe pe3yJabTaThbl Oﬁy‘leHI/IH

Ha BCEX dTalax €ro >Xu3HCHHOIro K-
J1a

€KTOM Ha BCEX dTanax *XU3HCHHOI'O IIUK-
Ja

HOU paboTe M KPUTEPUU OIIEHKH PE3y/IbTaTOB MPO-
€KTHOH JIEATEIHLHOCTH.

YMETB:

- YMETh NIPEABUIETD PE3YJILTAT AEATEIbHOCTH U ILIa-
HUPOBATh ACUCTBUSA U1 JOCTHKEHUS JAHHOTO pe-
3yJabTaTa.

YK-3 CniocobeH opraHu3oBbIBaTh U
PYKOBOAHUTH pabOTOM KOMAH/IbI, BbI-
pabaTbiBasi KOMaHIHYIO CTPATETHUIO
JUTSL TOCTUKEHUS TTIOCTaBICHHOM LIeTTH

U JI-1yk-3 PykoBoauT ueHaMu KOMaHIbI
U1 JOCTHIKEHHUS IIOCTAaBJICHHON [en

3HaTh:
- IICUXOJIOTUIO MEKJINYHOCTHBIX OTHOIICHUH B I'pyIi-
Imax pas”Horo Bo3pacra.

YMETB:

- IUVJTAHUPOBATh KOMaH/IHYIO padoTy, pacrpenensiTh
NOPYYECHUS U IEJIErUPOBATh IOJTHOMOYUS YWICHAM
KOMaHIbl.

NJ-2yk-3 leMOHCTpHpYyeT HOHUMaHHE
MPUHILIUIIOB KOMaHAHOHN paboThI

3HATh:
- o6mue hopMbl OpraHu3aluu AeITeIbHOCTH KOJI-
JIEKTHUBA.

YMETB:
- CO3/1aBaTh B KOJUIEKTUBE ICUXOJIOIHYECKH Oe3-

OIACHYIO JIOOPOXKEIATEIbHYIO Cpey.

VYK-4 CnocobeH npuMeHsTh COBpe-
MEHHBIE KOMMYHHKATHBHBIE TEXHOJIO-
THH, B TOM YUCJIC HA MHOCTPAH-
HOM(BIX) sI3bIKe(axX), TS aKaJeMHuye-
CKOTO Y TIPO()EeCCHOHATBHOTO B3aHMO-
JNENCTBUSA

N-1yk-4 OcymiecTBIseT akaJeMHIeCcKOe
U poeCCHOHATFHOE B3aUMO/ICHCTBHE, B
TOM YHCJIC HA HHOCTPAHHOM A3BbIKC

3HATH:
- SI3BIKOBOM MaTepua (JIEKCUUYeCKUE eAMHULIBI U
rpaMMaTUYeCcKHe CTPYKTYpPbI), HEOOXOIUMBIN U J10-
CTaTOYHBIN JJ1s1 OOLIEHUS B pa3JIMYHbIX Cpe/lax U
cdepax peueBoi 1eATEIbHOCTH.

YMETh:
- IOHUMATh COZIepKaHHE HAyYHO-TIONYJSPHBIX U

10.04.01 YUBb 5490 NuBU O 2023/CYOC 3++




Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aniaHupoBaHHbBIE Pe3y/IbTaThl 00y4eHHs

HAyYHBIX TEKCTOB, OJJOTOB/BEO-CANTOB.

N1-2vyk-4 [lepeBoauT akageMudIecKre
TEKCTHI (pedeparsl, aHHOTAIUH, 0030PHI,
CTaThU U T.JI.) C ”THOCTPAHHOTO S3bIKa
WJIM HAa HTHOCTPAHHBIH SI3bIK

3HATh:
- A3BIKOBOM MaTepuall (JICKCUIECKUE SAUHUIIBI U
rpaMMaTHYeCKHe CTPYKTYPbI), HEOOXOAUMBIN U J10-
CTaTOYHBIH JJIsl OOIICHHSI B Pa3JIMYHBIX CpeiaxX U
cdepax peyeBoil eI TEIILHOCTH.

YMETh:

- IEPEBOJIUTH aKaJeMHUUECKHE TEKCThI (pedepaTsl,
AHHOTAIMH, 0030PbI, CTAThU U T.J.) C UHOCTPAHHOTO
SI3pIKA MJTM HA MHOCTPAHHBIN SI3BIK.

N J1-3vk-4 Ucnonb3yeT coBpeMeHHbIE UH-
(opMalMOHHO-KOMMYHUKATHUBHBIE CpEJI-
CTBa /Il KOMMYHHUKAaIUH

3HaTh:
- COBpCMCHHBLIC CPCACTBA PIH(bOpMaI_[I/IOHHO'
KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA.

YMETB:
- IOJJEP)KUBATh KOHTAKTHI IIPYU IIOMOLIH 3JIEKTPOH-

HOI TTOYTEIL.

YK-5 Cnocoben aHanu3upoBaTh 1
YUUTBIBaTh pa3HOOOpa3ue KynbTyp B
nporecce MEKKYIBTYPHOTO B3aUMO-
JNENCTBUSA

N-1yk-5 JleMOHCTpUpYET NOHUMAaHNE
0COOEHHOCTEH pa3NUYHbIX KYJIbTYp U
HaLWi

3HaTh:
- pa3JINYHbIE UICTOPUYECKHUE TUIIBI KYJIBTYD.

YMETh:
- 00BSACHUTH (PEHOMEH KYJBTYPHI, €€ POJib B YeJIOBE-

YeCKOU KU3HEAEATEILHOCTH.

NJI-2yk-5s BeicTpanBaeT colmanbHOe B3a-
UMOJICHCTBHE, YUUTHIBAsK 00IIee U 0CO-
OEHHOE PA3JINYHBIX KYJIbTYpP U PEIUTHH

YMETB:
- TOJIEPAHTHO B3aUMOJECUCTBOBATH C IPEICTABUTEIIS-

MU PA3JIMYHBIX KYJIBTYP.

YK-6 CriocobeH onpenensTs u peaiu-
30BBIBaTh MPUOPUTETHI COOCTBEHHOM
NESTETLHOCTH M CIIOCOOBI €€ COBEP-

NJ1-1yk-6 OLieHuBaeT CBOU PECYpPChl U UX
npeensl (JIMYHOCTHBIE, CUTYaTUBHBIE,
BpPEMEHHbIE), ONTUMAJILHO UX HCHOJIb3Y-

3HATB!
- OCHOBBI TUIAHUPOBAHHUS MTPO(ecCHOHABHOM Tpaek-
TOPHUH C yIETOM OCOOCHHOCTEN KaK MpogeccroHab-
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Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aHJIaHI/Ip0BaHHLIe pe3yJabTaThbl Oﬁy‘leHI/IH

HICHCTBOBaAHHA Ha OCHOBE CaMOOILICH-
KH

€T IJId yCIICIIHOI'O BBIIIOJTHCHUSA I10PY-
YCHHOI'O 3aJaHuA

HOM, TaK U IPYruX BUJIOB JI€ATEIHHOCTH U TpeboBa-
HHU pbIHKA TPY/A.

YMETh:

- IPOBOJUTH CAMOCTOSATEIIbHBIE UCCIIEIOBAHUS B CO-
OTBETCTBHH C pa3padOTaHHOW MPOTrPAMMOU | MPEJI-
CTaBJIAITh UX PE3YyJbTaThl B BUIE JOKJIAa WIN HAYyY-
HOM CTaThH.

NJI-2yk-s Onipenenser NpuOpPUTETHI JTNY-
HOCTHOI'O POCTa U CIIOCOOBI COBEPIIIEH-
CTBOBaHMS COOCTBEHHOM AESTEIbHOCTU
Ha OCHOBE CAMOOLICHKHU

3HATh!
- HaBBIKU ONPEJIENICHUS PEaTUCTUYECKUX LIeJIel mpo-
(eccroHaIBHOIO pocTa.

YMETB!
- HaXOJIUTh U TBOPUYECKU HCII0JIb30BATh UMEIOLINICS
OIIBIT B COOTBETCTBUM C 337a4aMH CaMOPa3BUTHSIL.

OIIK-1 Cnoco0OeH 060CHOBBIBATh Tpe-
OOBaHMSI K CUCTEME 00eCTIeYeHUs UH-
(dbopMaImoHHOM 6€30MaCHOCTHU U pa3-
pabaThIBaTh MPOEKT TEXHUYECKOTO
3aJJaHMs Ha €€ CO3JlaHue

N/I-1lomnk-1 CaMOCTOSATENIBHO OCBAaUBaeT U
aZlanTUPYET K 3alIUIIaeMbIM 00beKTaM
COBpPEMEHHBIE METO/IbI 00eCTICUeHUS HH-
dbopmarmoHHON 6€30MacCHOCTH, BHOBb
BBOJIMMBIE OT€YECTBEHHBIE U MEXKIyHa-
pOAHBIC CTAHIAPTHI

3HATh:
- TpeOOBaHUs K CUCTeMe oOecTieueHus] HHPpOopMaIly-
OHHOMU 0€30ITaCHOCTH.

YMETB:
- II0JIb30BaTh MEXKIYHAPOIHBIMU U OT€YECTBEHHBIMU

CTaHJapTaMM IJId 3alllUThI 00BEKTOB.

NJI-201mk-1 Opranu3oBaTh yrpaBieHHe
UH(POPMALMOHHOM 0€30MacCHOCTHIO

3HATH:
- METO/IbI YIIpaBJIeHUs HH(OPMALIMOHHON Oe3omac-
HOCTBIO.

YMETh!
- OPraHU30BbIBaTh pabOTy U YNPaBISATh IEPCOHATIOM
110 3a11UTe HUHPOPMALMOHHOM OE30MACHOCTH.

OI1K-2 CnocobeH pa3zpabaThiBaTh

N ]I-1onk-> AHaIM3upyeT yrpo3sl HHPOpP-

3HAThb:
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Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aniaHupoBaHHbBIE Pe3y/IbTaThl 00y4eHHs

TEXHUYECKHUU TIPOCKT CUCTEMBI (TIOI-
CUCTEMBI, KOMITOHEHTA CUCTEMBI)
obecrieueHrss ”HPOPMAITMOHHOH O€3-
OTaCHOCTH

MAaILMOHHOI 0€30I1aCHOCTH OOBEKTOB U
pa3pabaTheiBaTh METOBI IPOTHUBOICH-
CTBUS UM

- BO3MOXHbIE yTPpO3bl THPOPMAIIMOHHOI Oe30macHo-
CTH OOBEKTOB U METO/IbI TPOTUBOACHCTBHSI UM.

YMETh:
- pa3pabaTbIBaTh METO/IbI IPOTUBOACHCTBHS YIpO3aM
MH(POPMAIIMOHHON O€30MaCHOCTH.

OIIK-3 CniocobeH pa3pabaTsiBaTh Op-
TaHN3alMOHHO-PACIIOPS AU TEIIbHBIC
JIOKYMEHTHI 110 o0ecreueHuto nHpop-
MAaIMOHHOW 0€3011aCHOCTH

N 1-1onk-3 Opranusyer paboTy 1o co-
3JIaHHUIO WU MOJICPHHU3AIIUN CUCTEM,
CPE/ICTB M TEXHOJIOTUI 00eCIieueHuUs NH-
(dbopMarMOHHON O€30ITaCHOCTH B COOT-
BETCTBHH C MPABOBHIMUA HOPMATHBHBIMHU
aKTaMH ¥ HOPMaTUBHBIMU METOIMYCCKH-
mu gokymeHtamu @Cb Poccun, DCTIOK
Poccun

3HATh:

- MPaBOBBIE HOPMATUBHBIC AKTHI U HOPMATHUBHBIE Me-
toanueckue 10kyMeHTsl @Chb Poccun, ®CTIK Poc-
CHHU.

YMETh:

- OPraHu30BbIBaTh pabOTY MO CO3/IaHUIO UM MOJAEP-
HU3allUU CUCTEM, CPEJCTB U TEXHOJIOTUI obecneue-
HUsl THPOPMAIIMOHHOM 0€30MaCHOCTH.

NJ-20mk-3 PazpabareiBaeT npoekTs! op-
TaHW3aIMOHHO-PACTIOPSAIUTEIHHBIX J0-
KYMEHTOB, OM3HEC-IUIaHOB B cepe mpo-
(beccrnoHambHOMN IEATEIIEHOCTH, TEXHUYE-
CKOM U 3KCIITyaTallMOHHOM TOKyMEeHTa-
MY Ha CUCTEMBI M CPEJICTBA 0OecTeye-
HUS MH(OPMAIIMOHHOM 0€30MacHOCTH, B
TOM YHCJIE U Ha O0BEKTaX PHEPTETHKH C
KpUTHYECKOH MH(POPMAITMOHHON HH(pa-
cTpykTypoii, ucnonb3yromux ACY TII

3HATh:

- OPraHU3aLUOHHO-PACIIOPSIAUTENIbHBIE AESITENBHO-
CTH, TEXHUYECKOMN M IKCIUTYyaTallMOHHON JOKYMEHTa-
IIUU Ha CUCTEMBI U CpeJICTBa oOecrneueHus: uHpop-
MAaIlMOHHOI 0€30ITaCHOCTH.

YMETB:
- UCIOJIb30BaTh OPraHU3allHOHHO-

pacnopsAuTeNbHbIE TOKYMEHTHI B chepe npodeccu-
OHAJIBHOM JEATETbHOCTH, TEXHUUECKON U SKCILTya-
TAIMOHHOHN JIOKyMEHTAIIW Ha CUCTEMBI U CPE/ICTBA
obecrnieueHus MHHOPMAIIMOHHON OE30MaCHOCTH;.

N J1-3onk-3 OOOCHOBBIBACT M BBIIOIHSIET
HpaKTHYECKHE pAOOTHI [0 OPraHU3aIlK-
OHHOMY, TEXHUYECKOMY 00ECIIEUCHHIO

3HATB!
- 3HaTh METO/IbI 3aIIUTHI 10 OPTaHU3AIIOHHOMY,
TEXHUYECKOMY 00eCTIeUeHHIO O€30macHOCTH HH(OP-
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Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aniaHupoBaHHbBIE Pe3y/IbTaThl 00y4eHHs

Oe3omacHOCTH UH(OpMaLIUU B rocyiap-
CTBEHHBIX HH(POPMAITHOHHBIX CUCTEMAX

(TUC)

Maluu.

YMETb:

- 000CHOBBIBATH ¥ BBITIOJIHATH MPAKTUYECKUE PAOOTHI
10 OpPraHMu3alMOHHOMY, TEXHHYECKOMY obecrede-
HUIO 0€30IMaCHOCTH WH()OPMAIINH.

OIIK-4 Crioco6eH OCYIIECTBIISATE B
PYYHOM HJIM aBTOMATU3UPOBAHHOM
pexxkumMe coop, 00paboTKy U aHATTN3
HAYYHO-TEXHUUYECKOW UHPOPMAIIUH 110
TEMe HCCIIE0BaHUs, pa3padaTbiBaTh
TUTaHBI U TIPOTPAMMBI HAYYHBIX UCCIIE-
JIOBAaHUM U TEXHUYECKUX pa3paboTOK

NJI-1onk-4 Bemonasier c6op, 06paboTKy,
aHaJIM3 U CHCTEMAaTH3allUI0 HAyIHO-
TEXHUYECKOH MH(OPMAIHH TTO0 TEME UC-
CIIe/IOBaHUs, BEIOOP METO/IOB U CPEIICTB
peleHus 3a/1a4u, pa3padaThiBaTh ILIAHBI
U [IPOrPaMMbI TIPOBECHHUS HAYIHBIX HC-
CJIEIOBaHUM U TEXHUYECKUX pa3paboTOK

3HATB!
- METOJbI cOOpa, 00padOTKM, aHATTN3a U CUCTEMATH-
3allM¥ HAYYHO-TEXHUYECKOH MH(OpMAIIMU TIO0 TEME
UCCIICIOBaHMUS.

YMETh:
- pa3zpabarbIBaTh IJIaHBI U IPOrPAMMBI IPOBEICHUS
HAyYHBIX MCCIEAOBAHUN U TEXHUYECKUX pa3pabOTOK.

NJI-20nk-4 PazpabaTeiBaeT mpoeKT 3amu-
ThI UH(POPMAIIMOHHBIX AKTUBOB OpPTraHu-
3aIMH C UCTIOIB30BAHUEM AKTYAITBHON
HAyYHO-TEXHHUUECKON MHPOpMAIIH U
COBPEMCHHBIX HAYYHBIX I/ICCJ'IGI[OBEIHI/Iﬁ

YMETh:
- pa3zpabarbIBaTh MPOEKT 3aIIUTHI HHPOPMAIIMOHHBIX
AKTUBOB OpraHU3alLUH.

OIIK-5 Cnoco0OeH npoBOAUTH Hay4-
HBIE MICCIICIOBAHMUS, CTABUTH M PeajIi-
30BBIBATh (PU3NUECKHE U MAaTeMaTHie-
CKHE IKCIIEPUMEHTHI, 00pabaThIBaTh
pe3yJbTaThl UCCIIEAOBAHUH, 0POPM-
JSITh HAYYHO-TEXHIUUECKUE OTUETHI,
0030pBbl, TOTOBUTH 10 pe3ybTaTaM
BBITTOJTHEHHBIX UCCIICIOBAHUH HAYyd-
HBIE JIOKJIa/Ibl U CTAThH

U J1-1onk-s [IpoBoauT camocTodTebHbIC
MCCIIEIOBAHUS B COOTBETCTBUH C pa3pa-
0O0TaHHOM MPOrPaMMOil U MPEACTABISAET
WX PE3yNbTaThl B BUJE JOKIaAa WU
Hay4HOH CTaTbU

3HaTh:
- MCTOABI MPOBCACHUSA HAYUHBIX HCCHCHOBaHHﬁ,
BKJIIO4as OKCIICPUMECHTAJIbHBIC.

YMETB:
- INIAHUPOBATh CAMOCTOSTEIIBHYIO IEATEILHOCTD B

penieHny npodeccnoHaIbHBIX 3a/au.

N-20mk-5 [IpoBOAMT SKCTIEpUMEHTAIb-
HbI€ MCCIIEI0OBAHNS 3alMIIEHHOCTH 00b-
€KTOB C IPUMEHEHHUEM COOTBETCTBYIO-
X GU3NYECKUX U MaTEMaTHUECKUX Me-

3HaTh:
- MCTOABI MPOBCACHUSA HAYUHBIX HCCHCI[OB&HHIZ,
BKJTIOYas OKCIICPUMEHTAIBHBIC.
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Koa 1 HauMeHOBaHNEe KOMIIETEHIIMH

Koa u HauMeHOBaHMe HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aniaHupoBaHHbBIE Pe3y/IbTaThl 00y4eHHs

TOJIOB, TEXHUYECKUX U MPOTPAMMHBIX
cpeacTB 00pabOTKU Pe3yIbTaTOB KCIIE-
pUMEHTa

YMETh:

- MPOBOJAUTH IKCIIEPUMEHTAIBHBIE UCCIIEIOBAHUS
3alUIIEHHOCTH 00BbEKTOB C IPUMEHEHUEM COOTBET-
CTBYIOIIUX (PUZNYECKUX U MATEMATHUECKUX METO-
JIOB.

[TK-1 Cnocoben opraHu30BBIBaThH pa-
00Ty 1O yIpaBIeHHUIO (PYHKIIMOHUPO-
BanueM COWb opranuzaiuu B cOOT-
BETCTBUU C COBPEMCHHBIMU TPEHIAMH
nH(pOpMaMOHHOM 06€30MMacHOCTH, Ha
OCHOBE JIOKYMEHTAJILHOTO B UHCTPY-
MEHTAJILHOTO aHalln3a TEeKYILEro co-
CTOSIHHS 3aIIUIICHHOCTH HH(OpMaIK-
OHHOUN HH(PPACTPYKTYPbI

NI-1nx-1 [IpoBOAUT KOHTPOJIBHBIE TTPO-
BEpKH paboTOCTIOCOOHOCTH U AP PEKTHB-
HOCTH IPUMEHSIEMBIX ITPOTrPaMMHO-
anmapaTHbIX CPEACTB 3alIUThI HH(pOpMa-
117071

3HATB!
- METO/Ibl OLIEHKU YPOBHEH 0€301MacHOCTH KOMIIBIO-
TEPHBIX CUCTEM U CETEH.

YMETh:

- IPOBOJUT KOHTPOJIbHBIE TPOBEPKU PAbOTOCIIOCOO-
HOCTH 1 3PPEKTHBHOCTH MPUMEHSIEMBIX ITPOrPaMM-
HO-aMMapaTHbIX CPECTB 3aIIUTH HHPOPMAITIH.

[1K-2 Cnocoben npuMeHsTh MaTeMa-
TUYECKHE METO/Ibl 1 UHHOBAIIMOHHbBIE
TEXHOJIOTUH MPU OCTPOEHUU MPOIie-
Iyp OLIEHKH U YIPABJICHUS PUCKAMU
MH(OpMaLMOHHON 06€30MacHOCTH

N-2nk-2 [IpoBoauT O1IeHKY YPPEeKTHB-
HOCTH CHUCTEMBI 3alllUThl HH()OpMaIUK
ABTOMATH3UPOBAHHBIX CHCTEM

YMETh:
- pa3zpabarbIBaTh POEKTHBIC PELICHUS 110 3alIUTe
uH(bOpMaIlMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX.

NJI-3nk-2 OcyiecTBasieT MOHUTOPUHT
3aIIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM
U CeTeH, B TOM YUCJIE U UHCTPYMEHTab-
HBIMH CPEJICTBAMH

YMETB:
- pa3pabaThIBaTh HKCIUTYaTAIMOHHYIO JOKYMEHTa-

U0 Ha CUCTEMBI 3allIUThI I/IH(bOpMaIII/II/I aBTOMaTHu-
3UPOBAHHBIX CUCTCM.

PTIK-1 CriocoOeH akTHBHO y4acTBO-
BaTh B yNpaBJiIeHUH (PYHKIIMOHUPOBA-
HUEM CHUCTEeMBI o0ecrieueHust iHPop-
MarmonHo# 6e3omnacHoctu (COUB)
OpraHu3aIiy Ha OCHOBE COBPEMEH-
HbIX nojoxenuit CMUb

N -1prk-1 PazpabareiBaet TpeboBaHus
10 3aIuTe, POPMUPYET MOTUTUKH 0e3-
OTIaCHOCTH KOMIIBIOTEPHBIX CUCTEM U Ce-
Teu

3HATh:
- IOJTUTUKY 0€30TTaCHOCTH KOMITBIOTEPHBIX CHCTEM U
ceTel.

YMETh:

- pa3pabateiBaTh TpeOOBaHMsI 1O 3amuTe, HOPMHUPO-
BaTh MOJUTUKY 0€30MaCHOCTH KOMIBIOTEPHBIX CH-
CTEM M CETEM.
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Koa u HauMeHoBaHne komneTeHnuyu | Koa u HammMeHoBaHue HHAUKAaTOpAa 10-
CTHKCHUA KOMIICTCHIUN

3aHJIaHI/Ip0BaHHLIe pe3yJabTaThbl Oﬁy‘leHI/IH

N J1-2prk-1 [IpoBoauT ananu3 6e3o0macHo-
CTH KOMIIBIOTEPHBIX CUCTEM

3HATh:
- MOJIUTUKY 0€30IaCHOCTH KOMITBIOTEPHBIX CUCTEM U
CeTen.

YMETh:
- MPOBOAUTH aHAIM3 OE30MaCHOCTH KOMIIBIOTEPHBIX
CUCTEM.

10.04.01 YUBb 5490 NuBU O 2023/CYOC 3++
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Conep:kanue oneHoYHbIX cpeacTB. llIkana u KpuTepuu oeHNBAHUS.

Texkymmii KOHTPOJIb

TCKYH_II/Iﬁ KOHTPOJIb IPOBOJUTCA B TCUCHUEC IICPUOJA ITPOXOKACHUA ITPAKTUKH.

4 cemecTp

Ne KoHTposbHbIe MeponpusiTusi

Onen-
Ka

Ikana oneHUBaHUA

1 | CBoeBpeMEHHOCTH MOTYUYECHHUS 3a/1a-
HUS U HayaJia ero BBIMOJTHEHUS

3aIaHUC ITOJIYYCHO B CPOK, ITOAIIKUCAHO ITPEIIO-
AaBaTCJICM U CTYACHTOM, HPUHATO CTYJJCHTOM K
HUCITOJJTHCHHUIO

3aaHueC IMMOJIYy4YCHO C OIMO3JaHUCM HE Ooiice ueM
Ha 1 JACHDb IIPAKTUKHU, IIOAIIMCAHO IIPCIIOJaBaTe-
JICM U CTYACHTOM, IIPUHATO CTYACHTOM K HC-
ITOJIHCHHIO

3aIaHUC IMOJIYYCHO C 3allI03aHUEM HE 0oitee uem
Ha 2 JHA ITPAaKTHKH, IIOAIIKMCAHO IIPpCIioaaBaTe-
JICM U CTYACHTOM, IIPUHATO CTYACHTOM K HC-
ITOJIHCHHIO

3aaHuC IMOJTYYCHO C OIIO3AaHUEM OoJice yeM Ha
2 JHA IPAaKTHUKH, ITIOAININCAHO IIPEIIoaAaBaTCICM U
CTYACHTOM, IPUHATO CTYACHTOM K MCIIOJIHCHUIO

2 | PaBHOMepHOCTH pabOTHI B TEUCHUE
MPaKTUKHU

BhITOJIHEHO He MeHee 30 % o0bema 3amanus Ha
MIPAKTUKY B IMIEPBOM MOJIOBUHE NMPAKTHKE

BBINTOJIHEHO He MeHee 20 % o0beMma 3agaHus Ha
MPAKTUKY

BBITOJIHEHO He MeHee 10 % o0bema 3amanns Ha
MPAKTUKY

BhITOIHEHO MeHee 10 % oObeMa 3amaHus Ha
MPAKTUKY

3 | BeimonHeHue 3a1aHus Ha PAKTHKY B
IIOJHOM 00BEME

OTYCT BBIIIOJIHCH ITOJIHOCTBIO B COOTBETCTBHH C
3aIaHUCM, UMCET Y€TKOC IMOCTPOCHHUE, JIOTNUYC-
CKYIO ITOCJICA0OBATCIBbHOCTD U3JIOKCHHA MAaTCPU-
ajla

OTYCT BBIIIOJIHECH B COOTBCTCTBHH C 3aJaHHUEM,
OJHAaKO MMECT OTACIIbHBIC OTKJIIOHCHHUA U HCTOY-
HOCTHU B ITOCTPOCHUU, JIOTHYECKOM mocJca0oBa-
TCJIIbHOCTH HU3JIOKCHUS MaTCpHajlad

OTYET BBIINIOJIHECH B COOTBETCTBHH C 3aJaHHUEM,
OTHAaKO UMECT OTHCJIBbHBIC OTKJIIOHCHUA U HAPY-
INCHUA B JIOTUYCCKOM MU3JIOKCHUA MaTCpHrajia

OTBCT HC IIPEACTABJICH, 0o Hpe,Z[CTaBJ'IeHHHﬁ
OTYET HE COOTBCTCTBYCT 3aIaHUIO

4 | KauecTBO 0(popMIIEHHS OTYETHOM J10-
KyMEHTAIHH

Oruenka "oTINYHO" BBICTABIIAETCSA €CIU BBIIOJI-
HEHO B COOTBETCTBHUH C TPEOOBAHUSIMH, UMEET
OTIENbHBIE HEIOUETHI

Onenka "xopomo" BbICTaBIsAETCS €ciu 00Ib-
IIMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE
HanpaBJIeHUE JUIsl peLICHHs 3a1a4

10.04.01 YUB 5490 UuDU O 2023/CYOC 3++
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Ne KoHTpoJibHbIe MeponpusiTHs Onen- IlIkana oneHnBaHUSA
Ka
3 Onenka "y10BIETBOPUTENIBHO" BBICTABIISAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHIIOJIHEHO
2 OueHka "Hey0BIETBOPUTEIHHO" BBHICTABIISETCS
€CJIM HE COOTBETCTBYET MPEIbBISIEMbIM TPeOO-
BaHUSIM
5 | Auarnoctuka HaanpodeccrnoHalbHbIX 5 Jlnarnoctuka HaanpodeccnoHalbHbIX KOMIIe-
KOMIIETEHIINH (TECTUPOBAHUE) TEHLMH (TECTUPOBAHUE)
2 HEYJIOBJIETBOPUTEIHHO (TECTUPOBAHKE HE TIPO-

JICHO)

10.04.01 YUB 5490 UuDU O 2023/CYOC 3++
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IIpomeskyTouHast aTTecTAUMS

®opma NPOMeKYTOYHOI aTTecTallu B 4 ceMecTpe: 3a4eT

[TpomexxyTouHast aTTecTalys IPOBOJUTCS B COOTBETCTBUU C MOJIOKEHUEM O TPOMEKYTOUHOM
arrectaiuu ®I'bOY BO «<HNY «MBOW».

K npomexyTo4yHOlN aTTecTalluy JOMYCKAIOTCS CTYIEHTHI, MPEIOCTABUBIINE KOMILIEKT JOKY-
MEHTOB I10 pe3yJbTaTaM IPAKTHKH, IPOBEPEHHBIH PYKOBOAMUTEIEM IpakTuku oT MOWU, u nomy-
YUBIIHE MTOJIOKUTEIBHYIO OLIEHKY 10 TEKYIIEMY KOHTPOJIIO MO MPAKTHKE.

Ha mpomexxyTo4HO# aTTecTanuu 1o pe3yibTaTaM MPOXOKIACHUS MPAKTHKH 00ydaromemycs
3aJJal0TCSl TEOPETUYECKHE U MPAaKTUYECKHUE BOMPOCHI MO MPEICTABICHHOMY OTYETY W/WJIH Ipe3eH-
Talu.

[TpumepHBIii TepeueHb BOMPOCOB K MPOMEKYTOYHON aTTeCTallUU IO MIPaKTHKE:

1.30. Kakoe Hay4HO-MeTOIMYECKOE 00eCIeueHUEe HCIOIb3YeTCsl 00YUEeHUs! TEXHOIOTHIM
Kpuntorpaduueckoit 3amuTel uHGopMauu?

2.25. Kakoe cymiecTByeT HayqYHO-METOINYECKOe 00ecIiedeHHE U O0YICHHS TEXHOJIOTUSIM
CO3J1aHUsl yIOCTOBEPSIOLIEro IeHTpa Ha ocHoBe OpenSSL?

3.26. Kakoe cymiecTByeT Hay9HO-METOUIEeCKOe 0OecrieueHre Uik IPUMECHCHUS MEXaHI3MOB
3alUThl KOHQUICHIIMATBFHONW peueBoil HHPOpMAaIK B cerMeHTe KopropaTtuBHoii cetu VOIP?
4.27. Kakoe CyIlIecTByeT HayYHO-METOIUYECKOE 0OecrieueHue IJis 3alIUThl KOMMEPUYECKOM
TaliHBl B KOPIIOPATUBHOM MH(POPMAITMOHHOMN cucTeMe?

5.28. Kakoe cymiecTByeT HaydHO-METOAMYECKOE OOECTICYeHHE ISl paccieI0BaHHs WHITHICH-
TOB UH(POPMAIIMOHHOM 0€3011aCHOCTH MH(POPMAIIMOHHBIX CUCTEM?

6.29.Kakoe HaydYHO-METOIMYECKOE 00ECIICYCHUE HCITOJIB3YETCSl O0yUEHUS TEXHOJIOTHSIM 3a-
IIUTHI THPOPMAIIMOHHBIX CHCTEM OT Kubepartak B popmarte “attack-defense”?
7.1.Y1paBieHre KaKUMHU COOBITUSIMH BO3MOXKHO OCYIIECTBUTH B HHPOPMAITMOHHOM Oe30mac-
HocTH B SIEM-cucremax

8.32. Kakas moxkymeHTaIus JoJKHA OBITh pa3padoTaHa JjIsi CUCTEMBI 3alIUThl HH(POpMAIIUU B
ABTOMATU3UPOBAHHBIX CHCTEMaXx?

9.2.Kak He0o0X0JMMO MTPOBECTH CPAaBHUTEIbHBINA aHAJIN3 MPAKTUUECKUX MTPABUII CTaHAapTa
I'OCT P UCO/M3K 27002 u TpeboBaHUIT HOPMAaTUBHBIX JOKYMEHTOB 10 3amute KMN?
10.23. Kakoe cyiiecTByeT HayuHO-METOAMUYECKOe o0ecrieueHne ayuTa HH(popMalMoHHOM
6€301acHOCTH HH(OPMAIIMOHHBIX CUCTEM?

11.14. Kak pa3zpaboTaTh METOAMKY MPOBEIECHUS TECTa HA TPOHUKHOBEHNE B MH(POPMAIITMOHHBIE
cUCTeMbl (PMHAHCOBO-KPEIUTHBIX OPraHU3allMil Ha OCHOBE JIYULINX MPAKTUK?

12.20. Kak npuMeHsieTcss TEXHOJIOTHUsl MPoakTUBHOU 3auThl SIEM mipu MOHUTOpUHTE COOBI-
TUil HHOPMAIIMOHHOM Oe30macHOCTH?

13.9. Kakast cymiecTByeT OlleHKa BO3MOXXHOCTH CO3/IaHHs €IMHOW METOJAMKH 3allUTh HHPOP-
mauu?

14.16. Kak ocymiectBisieTcs: pa3padoTKa aJroOpuTMOB U METOAMK OLIEHKH 3((HEKTUBHOCTHU CH-
cTeM o0ecreyeHHs HH(POPMALMOHHOM 6€301MacHOCTH Ha UMUTAI[MOHHBIX MOJIENISX ?

15.24. Kakoe cymiecTByeT HAy4YHO-METOIM4YecKoe obecrieueHre st O0ydeHUsI METoIaM U
TEXHOJIOTUSIM aIMUHUCTPUPOBAHUS CETEBOIr0 000PYI0BAHHUS B 3AIIUIIICHHBIX HH()OpMAIOH-
HBIX cucTeMax?

16.17. MoaenupoBaHue POLIECCOB BIUSIET Ha aIrOpuT™M 00paboTku nHpopManuu Ha modoy-
HBIE 3JIEKTPOMarHuTHeIe n3nydeHus B [I9BM?

17.22. Kakoe cymiecTByeT HaydHO-METOANYECKOEe OOecTieueHre st 00yUeHHUsI TEXHOIOTUSIM
TECTUPOBaHUs O€30MACHOCTH MPHUKIAHOTO MPOrPaMMHOI0 00€CTIeYeHH s, UCIIOJIb3YEMOTO B
WEB-cepBucax?

18.21. Kakue ecTb NpoakTHUBHBIE CUCTEMBI HHPOPMAIIMOHHOIN 0€3011acCHOCTH U KaKhe 0COOeH-
HOCTH MX NPUMEHEHUS B KOPIOPATUBHBIX WH(OPMAIIMOHHBIX CHCTeMax?

19.19. Kak monenupyercs u onieHuBaercs ypoBeHb [IDMU niist cTalimoHapHBIX KOMITBIOTEPOB
OpraHU3alMOHHO-TEXHUYECKUMH METO1aMu ?
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20.7. Kakuie MOTyT BO3HUKHYTH TPOOJIEMBI PU CO3JIaHUS €TUHON METOIOJIOTHU TapaHTHPO-
BaHHOM 3aIUTHI HH(DOPMAIIMH JUTS PA3TIMYHBIX BUIOB TaliH?

21.31. Kakue cymecTByrOT IPOCKTHBIC PEIICHUS 110 3aIUTe HHPOPMAIIMH B aBTOMATH3UPO-
BaHHBIX CUCTEMaX?

22.13. Kak npoucxoaut pa3zpaboTKa OnucaTelIbHbIX BApUATUBHBIX MOJieNiell 00BEKTOB KPUTH-
4yecKoil nH(opMamoHHON HHPPACTPYKTYpHI?

23.15. Kak pa3pabaTbiBaeTCsi HAy4HO-METOIMYECKOE 00ecTIieueHrst 00yUeHUs aIMUHUCTPUPO-
BaHUIO 0€30MaCHOCTH OIEPAITUOHHBIX CUCTEM?

24.10. MopenupoBaHue KaKHUX MPOIECCOB HEMPEPHIBHOCTH OM3HECA CYIIECTBYET B HH(pOpMa-
UOHHOU O6e30macHoCTh?

25.4. Kak HE00X0IMMO pearupoBaTh Ha MHIIUACHTHI HH(POPMAIIMOHHOM 0€30MMacHOCTH B OaH-
KOBCKO cdepe ¢ ucnoabzoBanueM miaTgopmsl «SECURITY VISION»?

26.8. Kakwue cymecTByoT crnocoObl MOHHTOpHHTA Oe3omacHocTy loT-ycTporicTB Ha 6ase
MQTT-6pokepa?

27.12. Kak noBsIIIaeTCsl YPOBEHb JOBEPUS K TEXHOJIOTMH OJIOKYEIH C UCIOIb30BaHUEM OJI-
xona «O0ImHX KPUTEPUEB»?

28.6. Kak He00X01MMO MPOBOIUTH MOHUTOPUHT MOJUTHKU CETEBOM 0€30MacCHOCTH HA OCHOBE
MOJICJIU CLIEHAPUEB aTaK?

29.18. Kak pa3pabaTbiBaeTcs METOIMKA ITPOBEICHUS, BHISBICHUS U PACCIICIOBAHMS UHIIUICH-
TOB YTEYKU HHPOPMAIUHU B KOPIIOPATUBHBIX HHPOPMAITMOHHBIX CUCTEMAaX C HCIIOJIb30BAHHEM
DLP-cuctem?

30.3. Kakue cucremMbl MOHUTOpUHTA ZabbixX HCIOIB3YIOTCS B KAYECTBE CKaHEPOB O€3011acHO-
ctu?

31.5. Kakue cyiiecTBytOT TEXHOJOTMU BHEAPEHUS 001auHoM 3nekTpoHHoU noanucu B EAVIC
OTC POCCHUN?

32.11. Kak onenuBaercs 3p(hEeKTUBHOCTh CHCTEM YyIIpaBJICHHUS HH(POPMAIIMOHHOM Oe30TacHO-
CTH Ha UMUTAIIMOHHBIX MOJIEsX?

I[To pe3ynpraTamM NpoX0XKAE€HUS MPAKTUKU BbICTABIISETCS:

— OLIEHKA «3a4TeHO» - PaboTa BHINOIHEHA BEPHO MIIM C HECYIIIECTBEHHBIMU HEJI0OCTaTKaMH;

— OLICHKA «HE 3a4TeHO» - PaboTa He BBINOJIHEHA WIIM BBINOJIHEHA IPEUMYIIECTBEHHO HeElpa-
BUJIBHO.

B MPUIIOKCHUC K JUIIJIOMY BBIHOCUTCA OLICHKA 34 4 CECMECTDP.
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Ipuioxenne A

BAJLJIBHO-PEUTUHIOBASI CTPYKTYPA IPAKTUKHU

HpOI/I3BOIlCTBeHHaH NMpaKTHKA: NPpCAINIIJIOMHAsI MPaKTHKAa

(Ha3BaHHE MPAKTUKHN)

4 cemecTp

IlepeyeHb KOHTPOJIbHBIX MEPONPUITHI TEKYIIEr0 KOHTPOJIS yCIIeBAEMOCTH:

KM-1
KM-2
KM-3
KM-4
KM-5

CBOEBpEMEHHOCTD NIOJyUEHUS 3aJjaHKs U Hayajla €ro BBIIIOJIHEHUS
PaBHOMEpHOCTH pabOTHI B TEUEHHUE MTPAKTUKU

JuarnocTuka Haanpo(ecCHOHAIbHBIX KOMIIETCHIIUH (TECTUPOBAHUE)
BrimonHeHue 3a1anus Ha MPaKTUKY B IOJTHOM 00beMe

KagecTBO oopmiieHHs] OTIETHON TOKYMEHTAIUN

Buja npoMexyTOYHOM aTTeCTANMHU — 3a4ET

TpynoeMKoCTh NPaKTUKH - 6 3.€.

Beca KOHTpOIBHBIX MeponpusTHii, %o

Pasnen nucrunianHel Nunexc KM: KM-1 KM-2 KM-3 KM-4 Klg/l_
Cpok KM: 1 8 11 16 16
Texynui KOHTPOJIb IPOXO0KICHUS IPAKTUKU + + + + +
Bec KM: 10 30 10 40 10
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