MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienne noaroroku/cnenuanbHocts: 10.04.01 Undopmaunonnasi 6e30nacHOCTH
HaumeHnoBaHune 06pa3oBaTe/ibHOI NPOrpaMMbl. YHpaBJjieHHe HHPOPMALMOHHOI 0€301aCHOCTHI0
YpoBeHnb 00pa3oBaHusi: Bbicliee 00pa3oBaHMe - MarucTparypa

®opma 00yueHusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
MATEMATHYECKHUE MOJIEJIX PUCKOB

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

YacTsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.05.02.01

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

2 cemecTp - 3;

Yacos (Bcero) no yueoHomy
IJIAHY:

108 yacoB

Jexknun

2 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

2 cemecTp - 32 yaca;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

CamocrosiTesibHasi padoTa

2 cemecTp - 59,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYasi:
KosnokBuym
KontpoabsHas padora
JesioBasi urpa

IIpomeskyTouHast aTTecTALUS:

3ayer ¢ OLEeHKOM

2 cemectp - 0,3 yaca;
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NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu MwuH30B A.C.
[IpenoaBaTenn WNaenTibnratop R17801759-MinzovAS-e8de8907 A.C. MuHn3o0B
COI'JTACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren MyH308 A.C.
00pa3oBaTeILHOM MPOrpaMMbI Waermugnkatop | R17801759-MinzovAS-e8deB8907 A.C. MuH308B

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

x 4 Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi

Sk




1. HEJIM U BAZJIAYHU OCBOEHU A JUCHUIIIINHBI
Leab ocBOeHMA AUCHMIIMHBI. OCBOEHUE MPO(ECCHOHATBHBIX KOMIIETEHIIUI M0 MOJIETUPOBAHHUIO
yrpo3, OLIEHKE M aHAINW3y PUCKOB MH(POPMAIMOHHON O0€30HacCHOCTH C HCHOJIB30BAHUEM DPA3ITUYHBIX
COBpPEMEHHBIX METOJUK yIpaBJICHUs pUCKaMU HH(GOPMAIIMOHHON 06€30MacHOCTH
3agaum QU CHUIITTHHBI
- U3y4YEHHUE KJIFOUYEBBIX MOHATHI "HEONpeneIeHHOCTh' U "pucK", pa3IMYHbIX ACIIEKTOB YCUJICHUS
HEOIIPEAEIEHHOCTHU U MOJIE3HOCTU PUCKA B COBPEMEHHBIX YCIOBUSAX XO035HCTBOBaHMS;
- U3y4YeHHE KpUTEPHUEB KiIacCU(UKALIMU PUCKOB U BUJIOB PUCKOB B COOTBETCTBUU C BBIJCIIEHHBIMU
KPUTEPUSIMU;
- U3yYEHHUE TEOPETHUYECKUX OCHOB HUCCIIEAOBAHUS PUCKOB;
- U3yYCHUE TPAJAUIIMOHHBIX U COBPEMEHHBIX METOJIOB UCCIIEIOBAHUS PUCKOB, METOJIOB
KOJIMYECTBEHHOM OLIEHKU PHCKOB;
- 03HaKOMJIEHHE C OCHOBHBIMHM aKCHOMaMH U 3JIEMEHTaMU COBPEMEHHOM Teopuel pUCKOB U
CYILECTBYIOIIMMH KOHUENIUAMH PUCKA;
- IPAKTUYECKOE U3yUCHUE TOPSIIKA IPOBEIECHUS HCCIIEIOBAHUS PUCKOB HH(OPMAIIMOHHOMN
0€30I1aCHOCTH;
- IPAKTUIECKOE U3YUCHUE TIOPSIKA ONPEACIICHUS IICHHOCTH HH(POPMAIIK U KPUTEPUEB BEIOOPA B
PUCKOBBIX CUTYallUsSIX U IPUHATHUS YIIPABICHYECKUX PEIICHHH, a TAK)K€ METO/bl MOJEIMPOBAHUS 3TUX
PHUCKOBBIX CUTYalluid 1 0OOCHOBAHUS PEIICHHIA.

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs] KOMIIETeHIIUIi

KOI[ U HAMMCECHOBaHUE KOI[ U HAMUMEHOBaHUE 3al'lJ'IaHI/Ip0BaHHI)Ie pe3yJabTaThl oﬁyqemm
KOMIIETCHIIUHN HHAUKATOPA TJOCTUKCHUS
KOMIIETCHLIUN
PIIK-1 Croco6en aktuBHO | UI-2prk-1 [IpoBouT anamus 3HATh:
y4acTBOBATh B YIIPABICHUU | O€30MACHOCTH KOMIBIOTEPHBIX | ~ GyHnameHTanbHbIE U IPUKIIAHBIE
(GYHKIIMOHMPOBAHHEM CHCTEM pobIeMbl HH(POPMAIIMOHHOM
CHCTEMBI 00eCIICUCHUS 0€30MacHOCTH B YCJIOBHUSIX CTAHOBJICHUSI
UH(OPMAIMOHHO COBPEMEHHOT0 HH(POPMAITHOHHOTO
6esonacHoctu (COUB) o01IecTBa;
OpraHu3aluy Ha OCHOBE - yrpo3bl HH(OPMALIMOHHON O€30MacCHOCTH
COBpPEMEHHBIX TIOJIOKEHUH 00BEKTOB.
CMUB
YMETh:

- aHAJIM3UPOBATh (PyHJAaMEHTAJIbHBIE U
MPUKJIaIHBIE TPOOIEMbI
MH(POPMALMOHHOM 0€30MacHOCTH B
YCIIOBHSIX CTaHOBIICHHSI COBPEMEHHOTO
MH(OPMAIIMOHHOTO O0IIEeCTBA;

- IPOBOJIUTH IKCIIEPUMEHTAIILHBIE
UCCIIEIOBAHMSI 3aLUIEHHOCTH OOBEKTOB C
MPUMEHEHHEM COBPEMEHHBIX
MaTeMaTHYECKUX METOJIOB, TEXHUUECKUX U
MPOTrpaMMHBIX CPEACTB 00PaOOTKHU
pe3yIbTaTOB SKCIIEPUMEHTA.

2. MECTO JUCIHUILIUHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JlucuunimHa OTHOCHUTCS K OCHOBHOW Tpod)eCCHOHAIbHONW 00pa3oBaTeNbHOM MporpaMMme
VYmpasienne nHGopmanmonHoi Oe3omacHocThi0 (Manee — OITOIT), nanpasnenus moarorosku 10.04.01
Nudopmannonnas 6e30macHOCTh, ypOBEHb 00pa30BaHUs: BbICIIee 00pa30BaHUE - MAaruCTpaTypa.




Bazupyertcs Ha ypoBHE BhICIIEro oOpa3oBanHus (OaKataBpuar, CIIeUATUTET).

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOJTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCIUIUTMHBI COCTABIISIET 3 3a4€THBIX euHMIIbI, 108 Jacos.

Pacnipenenenue Tpy10eMKOCTH pa3zena (B 4acax) 1o BUJIaM y4eOHOI paboTh

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A ceMecT aTTeCTalluu
M pe /KOHTPOJIb
1 2 3 5 6 7 8 9 10 11 12 13 14 15
1 MopenupoBanue yrpo3 24 2 8 - 8 - - - - - 8 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
nHpopMaMOHHOH IToBTOpEeHNE MaTepuana o pasiery
0€30MacHOCTH "MoaenupoBanue yrpo3 nHGpOpMaIMOHHOH
1.1 Tepmunb! 1 24 8 - 8 - - - - - 8 - 6e3omnacHocTn"
OIIpeIeNICHNs: yrpo3a, IIodzomogKa K ayOumopHusimM 3aHAMUAM:
PHCK, MOJICITUPOBAHUE [TpopaboTka JeK1nH, BBIOJIHEHHE U
yIpo3, OLICHKA, MOJTOTOBKA K 3amuTe 1a0. paboTs
OLICHUBAHKE U aHAJIN3 Ilod2omoeka domauinezo 3adanusn:
PHCKOB [ToaroroBka KoMaIIHETO 3a1aHUS HAIIPaBICHA

Ha OTPabOTKy YMEHUH peleHus
npogeccCHOHANBHBIX 3a1a4. /loManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"MojenupoBaHue yrpo3 HHHOPMAIIHOHHON
6e3omacHocTH" MaTepuaty. JJonoJTHUTENTEHO
CTYZCHTY HEOOXOIUMO U3YyUUTH JTUTEPATYPY U
pazo0paTh IpUMeEpPHI BHIMIOJTHEHUS MO I00HBIX
3aganuil. [IpoBepka nomMamHero 3agaHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboTtam.

Ilod2zomoeka doknada, evicmynienusn:
3amaHue CBA3aHO C YriyOJICHHBIM H3YYCHUEM
pa3aenoB AUCIUILTUHEI H CAMOCTOSTEIEHBIM
MTOWCKOM MAaTEpPHAIIOB IS PACKPBITHS TEMBI
JToKJIaga. Matepualsl BEIIOTHEHHOH paboThl
MPEACTABIIAIOTCA B OJICKTPOHHOM BUIC UJIN B
(dhopMe pacrieyaTaHHBIX MTPE3EHTAIIMOHHBIX
craiiioB. B xauecTBe T€M AOKIAA0B CTYIEHTaM
MIPEJUIaraloTCsl CIeAYIONNEe BAPHAHTHI:

5




IToozomoeka K npaKmuuecKum 3anamusim:
W3yuenue maTepuana mo pasuaeny
"MopaenupoBaHue yrpo3 HHYOPMAIIMOHHOMN
0Oe30macHOCTH" MMOATOTOBKA K BBIIIOJTHEHUIO
3aJ[aHUil Ha IPaAKTHIECKUX 3aHATHUIX
Camocmoamenvhoe uyyuenue
meopemuyueckozo mamepuana: Vzyuenne
JIOTIOJTHUTEIBHOTO MaTepHaa o pasjieny
"MonenupoBaHue yrpo3 HHPOPMAIIOHHOH
6e3omacHoctu"”

H3zyuenue mamepuanog iumepamypHslx
UCHOYHUKOG:

[2], 1-84

YipasieHue puckamu
nHpopMaMOHHOH
0e300aCHOCTH

66

24

34

2.1

YipasieHue puckamy B
KOHLETIINH CTaHAApTa

20

10

2.2

YmpaBieHne puckamMu B
KOHIICTIIIUH CTaHIapTa
T'OCT UCO/MBK
27005

20

10

2.3

MuorodakTopHbie
MOJIETIH PUCKOB

26

14

Iloozomoska K mekywiemy KOHMpPOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"VrpapieHue puckamy HHGOPMALOHHOM
Oe3onacHocTH"

Tloozomosxa K ayoumopHvim 3auaAmuam:
[IpopaboTka JIeKIINH, BHIITOITHEHHE U
MOJITOTOBKA K 3auTe 1ab. paboTHI
Iloozomoexa domawnezo 3a0anus:
IToaroToBKa AOMAIITHETO 3aJaHKs HATpaBJICHA
Ha OTpabOTKy yMEHUIl peneHus
npodeccroHanbHBIX 3a1a4. JloMarHee 3a1aHue
BBIIACTCS CTYICHTAM I10 U3YYCHHOMY B pa3jieie
"YnpasieHue puckaMu HHPOPMALMOHHON
6e3omacHocTH" MaTepuany. JJonoTHUTENTEHO
CTYICHTY HEOOXOIUMO U3YyUUTh JUTEPATYPY U
pa300paTk MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3amanuil. [IpoBepka qOMaIIHEro 33 aHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboram.

Iloozomoeka 0oKknaoa, 8bICHYnaeHUsA:
3amaHue CBA3aHO C YriyOJICHHBIM H3YYCHHUEM
Pa3esoB AUCIUIUIMHBI B CAMOCTOSITEIbHBIM
MTOMCKOM MAaTEPHAIIOB IS PACKPBITHS TEMBI
JToKJIaga. Matepualbl BEIIOTHEHHOH paboThl
MPEICTABISIFOTCS B DJICKTPOHHOM BHIC WM B
(dbopme pacreyaTaHHbIX MPE3CHTAIMOHHBIX
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cnaiinoB. B kauecTBe TeM JIOKIJIAIOB CTY/IEHTAM
MPE/IaraloTCst CIEAYIONIIe BApUAHTHI:
ITodz0mogKa K npaKmuyecKuUM 3aHAMUAM:
Wzyuenne maTepuana mo paszneny "YnpaBieHne
puckamMu HHPOPMAITHOHHON Oe30macHoCTH"
MOATOTOBKA K BBITOJIHCHUIO 3aJaHUH Ha
MPaKTHIECKNX 3aHATHIX

Camocmoamenvroe usyuenue
meopemuyueckoz0 mamepuana: VIzyaeane
JIOTIOJTHUTENIBHOTO MaTepHaia o paszierny
"VrpapieHue puckamy HHPOPMALOHHOM
6e3omnacHocTn"

H3yuenue mamepuanog 1umepamypHsix
UCHMOYHUKOG:

[1], 1-106
[3], 5-25
3adeT ¢ OLIEHKOM 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 108.0 16 - 32 0.3 42 17.7
Hroro 3a cemecTp 108.0 16 - 32 - - 0.3 59.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausaTust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoekTtam/padotam; MKKII — nnauBHtyanbHble KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBslie KOHCYIbTallMK MO pa3jienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texymmii koHTposb; [TA — npomexyTrouHas

aTTeCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Moodenuposanue y2po3 ungopmayuonHou bezonacnocmu

1.1. TepMuUHBI U ONPEIEIICHUS: YTPO3a, PUCK, MOJCIUPOBAHUE YTPO3, OL[CHKA, OLIEHUBAHUE U
aHaJIU3 PUCKOB

Lenu u 3agaun kypca. CTpyKTypa AUCUMILTUHBL U TpeOOBaHUs K pe3yibTaTaM U3y4eHHs Kypca.
Hcropust pa3BUTHS METOAUK YIPABJICHHUS PUCKAMU B PA3UYHBIX KOHLEMLUSIX CO3JAaHUS CHCTEM
uH(popMallMoOHHON Oe3omacHocTH. MozaenupoBanue yrpo3 uHbopManuonHoi 6esonacHoctu. Llemn
W 3a7a4d MOJICTUPOBaHUs yrpo3 HH(POpPMAMOHHOW Oe30macHOCTH. Pa3nuuHbie MOAXOIBI K
dbopMan30BaHHOMY OMHCAHHUIO YIpo3 HMH(pOpMAIMOHHOI OezonmacHocTu. ba3oBas mMozens yrpos:
JIOCTOUHCTBA M HepocTaTku. COBpEMEHHBIE MOAXOAbl K MOJICIUPOBAHUIO YIpo3 Ha OCHOBE
BepOagbHOrO  (OMHMCATEIBHOr0), MAapaMeTPHUUYEeCKOro W KOTHUTHBHOTO — MOJEIUPOBAHUS.
JlocTOoMHCTBA ¥ HEIOCTATKU 3TUX MOJIX0/I0B K MOJEIHUPOBAHUIO YIPO3..

2. anagﬂeﬂue pucKkamu MHd)ODMaquHHOIZ bezonacrocmu

2.1. YrpaBneHue puckaMu B KOHILIETILIMY CTaHAapTa

Konuenuus ynpaenenus puckamu B crangapre CIIA NIST 800-30 «PykoBoactBo 1o
yrpaBieHuto uHpopManmoHHbIMU puckamMu WUT-cuctem». JleBIATH 3TAaloB METOJOJIOTHH OLEHKU
PHCKOB: XapaKTepPUCTUKA CUCTEMBbI, UIEHTHU(PUKALNS YIPO3, HIEHTHU(PUKALUS YI3BUMOCTEH, aHATIN3
MEPONPUITUA 3alIUThl, ONPEIEICHUE BEPOSTHOCTEH MCIOJIb30BAaHUS YSI3BUMOCTEH, aHanu3
BO3/ICUCTBUS, OIPEICIIEHUE PUCKOB, PEKOMEHJAIMMU 110 MEpPONPUATHIM 3alluThl, pa3paboTKa
UTOTOBBIX JOKYMEHTOB. KoHIenuus yrnpaBiieHHs puckamMu B OpuTaHCKoM craHmapte BS-7799-3.
Yetsipe (a3bl yrpaBieHHsl pUCKaMH: OLIEHKa PUCKOB, BKIIIOYAIOIIAs aHAJIU3 U BBIYUCICHNUE PUCKOB;
00paboTKa pucKka — BBIOOP M peannu3anus Mep U CPEeACTB OE30MACHOCTH; KOHTPOJIb PUCKOB ITyTEM
MOHUTOPHHIa, TECTHUPOBAHUS, aHAJIM3a MEXAHHW3MOB O€30IaCHOCTH, a TAKXKE ayauTa CHUCTEMBI;
ONTUMM3ALMS PUCKOB ITyTEM MOJU(UKAILIMY U OOHOBJICHUS MPaBUJI, MEP U CPEJCTB O0€3011aCHOCTH.
JocronHcTBa M HepocTaTku cranaapra. Jpyrume koHuenuuu ynpasiaeHus puckamu: COBIT,
CORBA wu np..

2.2. Ynpasnenue puckamu B koHuenuuu cragaapra 'OCT UCO/MBK 27005

Hasnauenue crannapra. O6nacte JeHCTBUS CTaHAApPTa U €ro IPUMEHUMOCTb. OCHOBHBIE 3TaIlbl
npoliecca MEHEDKMEHTa pUCKa HH(POPMALMOHHOM O€30MacHOCTH: YCTaHOBJEHHE KOHTEKCTa,
OlICHKa pucKa, oOpa0oTKa puCKa, NPUHITHE PHUCKA, KOMMYHHUKallUs pHUCKAa, MOHUTOPUHI U
nepeoleHka pucka HH(popManmoHHOH Oe3omacHOcTH. OCOOEHHOCTH CTaHJapTa M MPOLIECCHBIN
NOAXOJA K oLeHKe pUcKOoB. CyIIHOCTh U COJEpKAHUE MPOLECCHOrO IMOAXO0JAa K OLIEHKE PHCKOB.
JlocToMHCTBa M HEAOCTATKU CTaHAapTa. BO3MOXKHbBIE HAIPABIEHUS €T0 PA3BUTH..

2.3. MHorohakTopHbIE MOJIEIN PUCKOB

Konuenius MHOro(akTOpHBIX MOJieNell PUCKOB, O3BOJISIOIIAs YUUTHIBATh KPOME OCHOBHBIX U
JOTIONTHUTEIbHBIE (AKTOPbI, a TaKXe COOTHOIIEHHS Mexay HuMH. [loHsTHe «cTpaTerus
yIpaBJIeHUs» pHUCKaMH. MeToJMKa aHajlu3a PUCKOB C HCIOJIb30BAHHEM MHOTO(AKTOPHBIX 5
Mojenei. 3amauyu, peuiaeMble C HMCMHOJIb30BaHMEM MHOTO(AKTOPHBIX MOJENEH yrHpaBiIeHUS
puckamMy. MIMUTallMOHHOE MOJENIMPOBAaHME HAa OCHOBE MHOIO(AKTOpHBIX Mojeneil. OCHOBHBIE
ATarnbl Ipolecca MEHEeKMEHTa prucka HH(POpMaIIMOHHONW 0€30MaCHOCTHU: YCTaHOBJIEHUE KOHTEKCTa,
OlIGHKa pHUCKa, 00paboTka pHCKa, NPUHATHE pPUCKA, KOMMYHHUKALUS PHUCKA, MOHUTOPUHI H
MepeoIeHKa prcka HH(POpMAIMOHHON Oe3omacHOCTH. OIEHKA IMOTPEITHOCTEH MOICIUPOBAHUS.
Metoauka aHalu3a PUCKOB C HCHOJIb30BAaHMEM MHOTO(AKTOPHBIX Mozenei. MmuranuoHHoe
MOJIEJIMPOBAaHUE HAa OCHOBE MHOTO(akTOpHbIX Mozeneil. OleHKa NOorpenHocTed MOAeTnPOBAHNUS.
MonenupoBaHie pUCKOB MH(OpMarMOHHOW Oe30macHOCTH Ha mpumepe monenu ¢(unmana AKBD.
[TocraHoBKa Aen0BOW UTPhl. AHAJIN3 UCXOIHBIX JAHHBIX U PE3YNIbTAaTOB ayAuTa MH(GOPMAIMOHHON
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Oe30macHOCTH. AHaNNU3 OM3HEC-TIPOLIECCOB MOJIENH X03sicTBYOIEro cyonrekra. Knaccudukanus n
OLICHKa IICHHOCTH HWH(QOPMALMOHHBIX AaKTMBOB OpraHu3aluu. MopaenupoBaHue  yrpos
uHpOpMaMOHHOM Oe3omnacHocTH. OIEHKa U MOJCIMPOBAHIE PHCKOB IPU PA3IUYHBIX CTPATETHAX
ynpaBieHuss uMH. Pa3paGoTka 1utaHa ympasieHus puckamu. OOOCHOBaHHME IpelaraeMblxX
PELICHUH YIIPaBICHUS PUCKAMH..

3.3. TeMbl NpaKTHYECKUX 3AHATHI
1. 2. PazpaboTka MeTOIMKHN MojieTupoBanus yrpo3 B ctanaapre IDEFO;
2. 9. PazpaboTka 1uaHa yrpasieHus: puckamMu. OOG0CHOBaHHUE MPEIaraéMblX PEIICHHMA
yIpaBJIEHUS PUCKAMU;
3. 8. AHanM3 UCXOIHBIX JaHHBIX U PE3YJIbTATOB ayIuTa HHPOPMAIMOHHON 0€30M1aCHOCTH.
AHann3 OU3HEC-TPOIIECCOB MOJIEIIH XO3SHCTBYIONIETO CyOhEeKTa;
4. 7. MopenupoBaHue pUCKOB HH(DOPMALIMOHHOW O€30MMaCHOCTH Ha IPUMEPE MOJIEIIN
¢mmana AKB;
5. 6. Pa3paboTka METOIMKH yIpaBiIeHUs pUCKaMU MHOTO(aKTOPHBIX MOJIeeH B CTaHAApTe
IDEFO. Pa3zpaboTka msTH 3TanoB yrnpaBieHHs] pUCKaMH Ha MOJICTH X03SIHCTBYIOIIETO
CcyOBbeKTa ¢ METOAUKaMHU, IIabJIOHAMU U TIPUMEPaMH BBITIOJIHEHUS B DJIEGKTPOHHOM BUJIE;
6. 5. Pa3paborka Mmeronuku ynpasieHus puckamu 1o I'OCT 27005 B crangapre IDEFO;
7. 4. Pa3paboTtka MeTonuku yrnpasieHus puckamu BS 7799 B crangapte IDEFO;
8. 3. Pa3zpabotka metoauku ynpasienust puckamu NIST B crannapre IDEFO;
9. 1. [IpumMeHeHre METOIUK MOICTUPOBAHUS YTPO3 HAa IPUMEPE MOEIN X03SIICTBYIOIIErO
cyOBeKTa.

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPEyCMOTPEHO
3.5 KoncyabTauuu

[pynnoewle koncyremavuuu no paszoeaam oucyuniunsl (I'K)

1. OGcyxnaenue matepuanoB Mo keiicam paszzaena "MoaenupoBanue yrpo3 HHGOPMaIMOHHON
6e3onacHocTu”
2. OOcyxaeHre MaTepHalioB 1O Keicam paszena "YmpasieHHe pucKaMu WHPOPMAIMOHHOM
6e3onacHocTu"”
Texywuii konmpons (TK)

1. KoHcynpTanuu HampaBieHbl Ha MOJYYEHUE MHIMBUAYAIBHOTO 3aJaHUsl JUIS BBITOJIHEHUS
KOHTPOJBbHBIX MEPONpHUITUH 1o pazaeny "MopenupoBaHue yrpo3s HHQOPMaIMOHHOM
6e3onacHocTu”

2. KoHcynbranuy HampaBieHbl Ha MOJyYeHHE WHAWBHUIYATBHOTO 3a/aHUS JIJISl BHITTOJTHEHHUS
KOHTPOJIbHBIX MEpOIpUATUI 1o pa3zaeny "YipaBiieHHEe puUCKaMH HH()OPMAIMOHHON
6e3onacHocTn"

3.6 TemaTnka KypcOBBIX POEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPEAyCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB THCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena
JTUCLHUTLIUHEI (B

O1neHoYHOE CPEICTBO
(TN 1 HAUMEHOBAHUE)

3angaHupPOBaHHBIE PE3yJbTaThl 00Y4YEHUS 10 AUCLUILINHE Konbt
COOTBETCTBUM C
(B COOTBETCTBHH C pa3aeoM 1) WHJUKATOPOB 1.3.1)
1 | 2
3HaTh:
yIrpo3bl HHHOPMAITMOHHOM 0€3011aCHOCTH 00BEKTOB Komnoxksuym/Komnoksuym Ne 1
KonTposbaoe 3ananue Ne 1
Komnoksuym/Kosnokuym Ne2
WI-2priic-1 + KonTtponsHast padora/KonTponbsHast
3agaHue No2
Henosast urpa/KonTtposbHas
3agaHue Ne3
¢byHIaMeHTaIbHBIC U PUKIIAHBIE TIPOOIEMbI HHPOPMALIMOHHOM Komnoxksuym/KomnokBuym Ne 1
0€30IaCHOCTH B YCJIOBHUSX CTAHOBJIEHUSI COBPEMEHHOTO KonTponsHoe 3ananue Ne 1
MH(OPMALIMOHHOTO 00IIIeCTBa
(opman m Konnoxsuym/Kommnoksuym Ne2
VT-2pric + KonTtponbHas padora/KoHTponbsHast
3amanne Ne2
Henosas urpa/KonTtposbHas
3aganue Ne3
YMersn:
MIPOBOAUTD SKCIIEPUMEHTAIIbHBIE UCCIIEIOBAHMS 3AIIUIIEHHOCTH OOBEKTOB Komnoxksuym/Komnoxsuym Ne 1
C IPUMEHEHUEM COBPEMEHHBIX MaTEMaTUUECKUX METO0B, TEXHUUECKUX U KonTponsHoe 3ananue Ne 1
MIPOrPaMMHBIX CPEJICTB 00paOOTKHU pe3yIbTaTOB IKCIIEPUMEHTA
porp pea p pesy p KomnokBuym/KomnokBruym Ne2
VT-2pric + KonTtponbHast padora/KoHTponbsHas

3aganue Ne2

Henosas urpa/KoHTponbHas
3aganue Ne3
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aHATM3UPOBaTh (QYHIAMEHTAIBHBIC U TIPUKJIATHBIC TIPOOIEMBI
nH(OPMAIIMOHHON OE30MACHOCTH B YCIOBHUSIX CTAHOBJICHUS COBPEMEHHOTO
nH(pOpMaMOHHOTO 00IIIeCTBa

N -2prik-1

Komnoxsuym/Komnoksuym Ne 1
KontponbHoe 3ananne Ne 1

Komnoxsuym/Komnoksuym Ne2

KonTtponsHas padora/KontponbsHast
3aganue Ne2

Henosas urpa/KonTtposbHas
3aganue Ne3
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
2 cemecTp

®dopma peanuzanuu: 3anmra 3aaaHus
1. KonnokBuym Ne 1 Konrtpoasnoe 3ananue Ne 1 (KommokBruym)
2. KomnoxBuym Ne2 (KosokBuym)

Popma peanuzamu: KommerorepHoe 3aganue
1. KontponbHas 3aganue Ne3 (JlemoBas urpa)

Popma peanmzanuu: [TucemenHas pabora
1. Kontponbnas 3ananue No2 (KontponpsHas padota)

banmibHO-pedTUHTOBasA CTPYKTYpa AUCLUILINHBI SABIISETCS NPUIOKEHUEM A.

4.2 IlpoMe:xyTOUYHasl aTTECTALUSA 110 AUCHHUILJIMHE

3auem c oyenxou (Cemecmp Ne2)
Onenka omnpezensercs MO0 COBOKYIMHOCTH Ppe3yJIbTaTOB TEKYLIEro KOHTPOJIS YCIIEBa€MOCTH B
cootBeTcTBUU C [lonoxeHnem o 0auIbHO-peUTUHTOBOM cucteMe ais ctyaeHToB HUY «MOW»

B nunnoM BeICTaBIsETCS OICHKA 3a 2 CEMCCTD.

IIpumeuanue: OnieHOYHBIE MaTEpUAIbI 10 AUCLMILIMHE NPUBEIEHBI B (POHAE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. Mun3os, A. C. YopasneHnue puckamu nHpopMmalnoHHol 6e3omnacHoctd : [MoHorpadus] / A. C.
Mumn3os, A. 1O. Hesckuii, O. P. baponos ; pen. A. C. Mun3os ; Han. uccnen. yu-t "M3OHN"
(HUY"MBHN"), UnxeHepHO-3KOHOMMY. MH-T HallMOHAIbHOTO ucciel. yH-ta "MOU", Kadenpa
"bezonacnoctu n Mupopmarmonnsix Texnonoruit" (BUT) . — Mocksa : BHUUreocuctem, 2019 . —
106 c. - ISBN 978-5-8481-0240-6 .,

2. Mun30B, A. C. MeTto10510TUsl TPUMEHEHUS] TEPMUHOB U OTIpeieNieHuil B chepe
MH(}OPMaLMOHHON, 3KOHOMHYECKON M KOMIIEKCHOM 0e30macHOCTH OU3Heca : yueOHo-
metoaunyeckoe nocobue / A. C. Munsos, JI. M. KynOyraes, Hai. uccnen. yn-r "MOH1", Un-1
oe3omacHocTr 6uzneca MOU (TY) . — M. : BHUWreocucrem, 2011 . — 84 ¢. - ISBN 978-5-8481-
0083-9 .;

3. Hectepos C. A.- "AHanu3 u ynpaBiieHHe pUcKaMH B MHQOPMAIIMOHHBIX CCTeMax Ha 6aze
orepanuoHHbIX cucteM Microsoft”, (2-e u3n.), UsnatensctBo: "MHTYUT", Mocksa, 2016 - (250
c.)

https://e.lanbook.com/book/100566.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHOe odecrneyeHHe:
1. CHO "IIpomereit";

2. Office / Poccuiickuit makeT 0(UCHBIX IPOrpamm;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;
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4. Buneoxondepenuuu (Maitan, Coepmxas, BK u mp).

5.3 UuTepHeT-pecypcsl, BKJIIOYast NpodeccHOHAIbHBIE 0a3bI JaHHBIX U HH(POPMAIIHOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/
2. baza nannbix Web of Science - http://webofscience.com/
3. ba3za nannbIx Scopus - http://www.scopus.com
4. HaunoHabHasi JIeKTPOHHAs1 0ubmoTeka - https://rusneb.ru/

5. Dnexrponnas o6udmoreka MOU (36 MOH) - http://elib.mpei.ru/login.php

6. ITopTan oTKpLITHIX AaHHBIX Poccuiickoii ®@exepanuu - https://data.gov.ru

7. Ba3a OTKpPBITHIX JaHHBIX MPO(eCcCHOHAILHBIX CTAHAAPTOB MUHHUCTEPCTBA TPYAA U
conmnabHoi 3amuThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/
8. ba3za oTkpbIThIX JaHHBIX PocpunmonuTopunra - http://www.fedsfm.ru/opendata
9. DaekTpoHHasi oTKpbITas 6a3a 1aHHbIX '"Polpred.com O630p CMHU" -

https://www.polpred.com

10. HauuoHaIbHBII MOPTAaJI OHJIAKH 00y4yeHusi «OTKpbITOE 0O6pa3oBanue» - https://openedu.ru
11. O¢puunanbHblii caiiT @eaepaabHOr0 areHTCTBA M0 TEXHUYECKOMY PeryJHpOBAHUIO H

MeTpoJioruu - http://protect.gost.ru/
12. OTkpbiTas yHuBepcuterckas nngpopmaunonnas cucrema «POCCHUSD -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

Tun noMeneHust

Homep ayauropun,
HaHMeHOBaHHe

OcHalenue

Y4eOHble ayIuTOpUN
JUTSL TIPOBEICHUS
JIEKIIMOHHBIX 3aHATHH U
TEKYIIEro KOHTPOJISI

M-511, YuebHnas ayautopus

napra, CTOJI IpEenojaBaTelis, CTyl,
MYJIbTUMEIUUHBIA ITPOEKTOP, IKPaH,
JI0OCKa MapKepHasi, KOMIIBIOTED
MePCOHAJIbHBIN

K-601, Yuebnas aynuropus

IapTa co CKaMbeH, CTOJI IIPENOAABATEI,
CTYyJ, TpuOyHa, JOCKa MENoBasd,
MYJIbTUMEANIHBIN IPOEKTOP, IKPaH

VY4eOHble ayIUTOPUH
JUISI IPOBENIEHUS
NPaKTUYECKUX 3aHITUH,
KP u KII

M-508, YueOHas
nabopatopus "CereBas u
KpunTorpaduueckas
3ammTa"

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEAUNHBIN IPOEKTOP, IKPaH,
KOMIIBIOTEP MEPCOHAIBHBIN,
KOHIUIIMOHED, CTEH T 1a00paTOPHBIH

VY4eOHble ayIUTOPUH
JUISl TIPOBEJICHUS
IIPOMEKYTOUHOU

aTTecTaluu

M-511, Yuebnast aynutopus

napTa, CTOJI IpernoaaBaTes, CTyIl,
MYJIbTUMEAUNHBIN IPOEKTOP, IKPaH,
JI0OCKa MapKepHasi, KOMIIbIOTED
MEPCOHAJIbHBIN

K-120, MamuHHEIH 3a71
MBI

cepBep, KOHIUIIMOHEP

Ilomemmenus misa
CaMOCTOSITEIILHOU
paboTHI

HTb-201, KomnerorepHslit
YUTAIBHBIN 371

CTOJI KOMITBIOTEPHBIN, CTYJI, CTOII
MMACbMEHHBIN, BEIIAIKA ISl OJEXKIbI,
KOMIIBIOTEPHAs! CETh C BBIXOAOM B
HNHTepHeT, KOMIIBIOTEDP MEPCOHAIBHBIN,
IIPUHTEDP, KOHAULIMOHED

K-307, Yuebuas
nabopatopus "OTKpsITOE
IPOTPaMMHOE
obecnieyenue"

CTOJI IIPENOaBATENS], CTOJI
KOMIIBIOTEPHBIH, CTOJ Y4eOHBIH, CTY,
BEIIAJIKA JUIsl O1€XKIbl, TyMOa,
KOMIIBIOTEPHAs! CETh C BBIXOJOM B
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HNuTepHeT, MyIbTUMEIUINHBIN TPOECKTOP,
3KpaH, J0CKa MapKepHasi, cepBep,
KOMIIBIOTEP MEPCOHATBHBIN,
KOHJIULIMOHED

K-302, YuebHnas

CTOJI Ip€rogaBaTeis, CTOJI

naboparopus KOMITBIOTEPHBIH, CTYII,
"NurdopmaniioHHO- MYJIbTUMEIUHHBIA TPOCKTOP, IKPaH,
AQHATUTUYCCKUE JIOCKa MapKepHasi, cepBep, KOMITLIOTEP
TEXHOJOTUM" MePCOHAJIbHBIN, KOHJAUIMOHED
Ilomenenus mis M-510, YueOHas CTYJI, CTOJI IUCbMEHHBIN,
KOHCYJIbTUPOBaHUS naboparopust MYJIbTUMEAUMHBIN POEKTOP, SKPaH,
UH(OPMAIIMOHHO- JI0CKa MapKepHasi, KOMITBIOTEp

AHATUTUYECKUH TEXHOJIOT NI
- KOMIIBIOTEPHBIN KJ1acc

HCpCOH&J’IBHBIfI, KOHIUIHOHED

Ilomenienus st
XpaHeHUs
0o0opyoBaHus U
y4eOHOr0 UHBEHTaps

K-202/2, Cknan kadeapbt
BUT

CTCIIAX I XpaHCHUS UHBEHTApS,
CTOJI, CTYJI, KA sl JOKYMEHTOB,
mKad Ui XpaHeHUs UHBEHTapsI, TyMOa,
3aracHbIe KOMIUICKTYIOIINE JIJIs
o0opynoBaHus
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

MaremaTudeckue MOJICIIN PUCKOB

(Ha3BaHME AUCIMILIMHBI)

2 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KommokBuym Ne 1 KortponsHoe 3aganue Ne 1 (KommokBuym)
KM-2 Komnoksuym Ne2 (KosmnokBuym)

KM-3 Kontpoasnas 3ananue Ne2 (KontpospHas paboTa)

KM-4  KontponbHas 3anganue Ne3 ([enosas urpa)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

Nunexc KM- | KM- | KM- | KM-
Howep Paznen aucuumuimabl KM: L 2 3 4
paszena AT AER Henens 4 8 12 15
KM:
1 MonenupoBanue yrpo3 HHGOPMAIIMOHHOMN 0€30MacHOCTH
11 TepMUHBI U ONIpEETEHUS: YTPO3a, PUCK, MOJICIIUPOBAHUE + + + +
) yIpo3, OLICHKA, OIICHUBAHHUE U aHAJIU3 PUCKOB
2 VYnpasienue puckamu HHOOPMAIIMOHHOK 0€301acHOCTH
2.1 anaBneHHe pHUCKaMH B KOHLCTIIIMY CTaHJAapTa + + + +
29 VYnpasnenue puckamu B koHenuuu ctangapra [OCT + + + +
) NCO/MDBK 27005
2.3 MHorogakTopHble MOAEIN PUCKOB + + + +
Bec KM, %: | 25 25 25 25
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