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MuHHCTEPCTBO HAYKH

U BbIcuIero oopazosanusi P@®
®I'OY BO «<HHRY «MIN»

HHCTUTYT JUCTAHLHOHHOI'O

IIpunoxxenue b

.l

VILI,AO

U JOIMOJIHUTEJIBHOI'0 06p330BaHI/ISI

AHHOTALIMH PABOYUX ITPOT'PAMM JUCLMILINH (MOAY.IEI)
JTOMOJTHUTEJIBLHO OBPA3OBATEJILHOI ITPOTPAMMEI

npogpeccuonanvoii nepenodzomogxu
«be3onacnocmsb agmomamuzupoeannvix cucmemy,

Paznen(npeamer) 3auuuiennvie ungopmayuonnsvle cucnmemol
CopepxaHue TUCLUILINH ®opma TK Konungectso
4acoB

(Momyeit)

HaumenoBau
ue
MUACLUILIIUH

(Momyeit)
Ananusz yepos [TpoGiemb! 6e3omacHOCTH Hem

ungopmayuo | WMHOOPMAITMOHHBIX CUCTEM.
HHOU VYTrpo3bl U ySI3BUMOCTH
bezonacrocm | TPOBOJHBIX KOPIIOPATUBHBIX
u ceTel. YTpo3bl U YA3BUMOCTH
OECIIPOBOIHBIX CETEH.
[Tpo6nemsr 6e30macHocTH [P-
cerel. CriocoObl o0ecrieueHus
MH(pOpMaLOHHON
6e3omacHocTu. [1yTH pemenus
POOJIEMBI 3AIUTHI
uHpOpMaLnu.
OCHOBHBIE TIOHATHS TTOJIUTHKH
6e3omacHocTH. Onucanue
npobaembl. O0JIacTh
npuMeHenus. [lo3unus
opranusanuu. Pacnpenenenue
poneit 1 00s13aHHOCTEH.
VYrpaBineHYeCKHE MEPBI
obecrieyeHus
nH(pOpMaLOHHON
6e3onacHocThi0. CTpyKTypa
MOJINTUKU O€30MacCHOCTH
opranu3zaiuu. bazopas
MOJINTUKA O€30MMaCHOCTH.
Crnenanu3upoBaHHbIE
MOJINTUKU O€30MaCHOCTH.
ITpornetypsl 6€30MaCHOCTH.
Ponb crangapToB
H(pOpMaLOHHON

139

Hem

Tlonumuxa
beszonacHocm
u

Hem

Cmanoapmei
uHgopmayuo




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

HHOU
beszonacHocm
u

6e3omacHoctu. Poib
CTaHJapPTOB
UH(POPMALIMOHHOM
oe3onacuoctu (B). ITepBoe
MOKOJICHUE CTaHaPTOB
nH(}pOpMaITMOHHOM
0e3omacHoctu. HoBoe
MTOKOJICHUE CTaH/IapTOB
UH(POPMALIMOHHOM
6e3onacHocTH. CTaHAApTHI
ISO/IEC 17799:2002.
CrangapThl 1
OECIIPOBOIHBIX CETEH.
Crangaptel UHQOPMALIMOHHOM
6e3omacHocTH B MIHTEpHET.
Mex1yHapoaHbIi CTaHAAPT
UH(POPMALIMOHHOM
6e3omacHoctu ISO 15408.
MexyHapoaHbIi CTaHIAPT
nH(pOpMaITMOHHOM
6e3omacHoctu ISO 15408
«O01ue KpuTepuu
0e30macHOCTH
MH(OPMAIIMOHHBIX
TEXHOJIOTHI.
OTtedecTBEHHBIE CTAaHAAPTHI
0e30macHOCTH
MH(OPMAIIMOHHBIX
TexHooruii. Poccuiickmit
crangapt 'OCT P UICO/M3OK
15408 «MeTosb! 1 cpeacTBa
obOecnieuecHUsI 0€30ITACHOCTH.
I'OCT P 50739-95 «Cpenctna
BBIYUCIIUTEIIEHON TEXHHUKH.
3amuTa oT
HECaHKIIMOHUPOBAHHOTO
J0CTyTa K HHGOPMAITHI.

Mamemamuu
eckue mooenu
3aUULYEHHBIX
uHgopmayuo
HHBIX cucmem

OCHOBHBIE NIOHATHUS U
oTpesieNICHUs], UCTIOIb3yeMbIe
IIPY ONIMCAaHUH MOJAEIIEN
0e301macHOCTH
UH(POPMALIMOHHBIX CHCTEM.
DIIEMEHTHI TEOPUU 3AIUTHI
uHpopMaIuu.
MareMaTrnyeckne OCHOBBI
MoJiesielt 6€30MacHOCTH.

Pacuemnoe 3a0anue




KonnuectBo

HaunmenoBan
ue
JMUACLUILIIUH

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

qaCoB

(MotyIeit)

Knaccudukanus moaeneit
0€301acHOCTH
UH(OPMAIIMOHHBIX CUCTEM.
Marematuyeckue MOJENH
JTUCKPEIIMOHHOTO U
MaHJATHOTO pa3rpaHUuCHUs
nocryna. Moaens
Xappucona-Py330-Yinbmana.
Mopenb pacnpocTpaHEeHUS
npas nocryna Take-Grant.
Mogens bemna-Jlallanyna.
Mozaens bubda. Moxenu
POJIEBOTO pa3rpaHUYCHUS
nocryma. [Tonsitue ponaeBoro
pasrpaHUYeHUS TOCTyIa
(PPII). bazoBas moaens PPJI.
Mopenb aiMAHUCTPUPOBAHUS
PP/I. Monens MaHAATHOTO
PP/1. [Ipo6nembl mpuMeHEHNUS
Mojieseit 6€30macHOCTH MpU
MMOCTPOCHHH 3aIUIIICHHBIX
UH(OPMAILIMOHHBIX CUCTEM.
[Tpobnema agexkBaTHOCTH
peanu3ainuyi MOAeTu
0€30MacHOCTH B peabHON
MH(OPMALIMOHHON CUCTEME.
[TpoGnemsbl peanuzauu
MOJIUTUKU OE30MaCHOCTH.
[TonuTuka 6e30macHoOrO
aJIMHUHHCTPUPOBAHUSI.

Apxumexmyp
a
3aUUUEHHOU
unghopmayuo

HHOU
cucmemvl

Konnenmus rmodansHOro
yIpaByieHUs! 0€30MaCHOCTHIO.
Konnenmus GSM (Global
Security Management).
Ocnognble cBoiicTBa GSM.
['moGanpHas 1 TOKaIbHAS
MOJIUTHKA O€30MaCHOCTH.
OYHKIIMOHUPOBAHUE CUCTEMBI
YIIpaBIICHUS CPEIACTBAMH
6e3omacHoctu. HazHaueHnwue
OCHOBHBIX CpCICTB
0e30MmacHOCTH. 3amuTa
pecypcoB. YIpaBlieHUE
CpeICTBaMU 3alIHTHI.
VYpasieHue nojab30BaTEIsIMU

U MpaBaMM JOCTyNa. AyJIUT U

Hem




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

MOHUTOPHUHT 6€30aCHOCTH
UH(POPMAIIMOHHBIX CHCTEM.
ObecrieueHrie 6€30MaCHOCTH
obnayHbIxX cucteM. O0IIHe
TpeOoBaHUS K OE30MACHOCTH
00JTAYHBIX TEXHOJIOTHA.
be3omacHocTh cereBoii yacTu
o0Oaka. bezomacHocTh
CEpBEpHOIT YyacTH 00JIaKa.
be3onacHOCTh XpaHeHUs
JAHHBIX U TPHJIOKCHHH.
CpencTBa 3amuThbl
UH(POPMAIIMOHHBIX CHCTEM.
OpraHu3anus 3auThl OT
BHUpYyCOB. MexkceTeBble
skpanbl. CpencTa
OOHapyX eHUS U

MPEIOTBPAIICHHS BTOPKEHUH.

CpencTBa npeoTBpalieHus
yreuek. Cpeacrsa
mudpoBanus. Cpencraa
IBYX(haKTOpHOU
ayTeHTU(UKALINN.
OpnHokpaTHas
ayreHTuukanus. JloxHbie
MH(OPMAIIMOHHBIE CUCTEMBI.

Memoowt
OYeHKU
pUuckos

ungopmayuo
HHOU
bezonacrocm
u

IIpouecc OLEHKN PUCKOB U
YIIPaBJICHHS] PUCKOM
MH(pOpMaLOHHON
6e3omacHoctu. Iponecc
onieHkH puckos Mb:
UICHTU(UKALHS PHCKOB,
AHaJIN3 PUCKOB, OLICHUBAHNE
PHCKOB, 00pabOTKa PUCKOB.
[Ipouecc ympaBiieHUSI pUCKOM
Ub. IIporpaMMHBbIi
WHCTPYMEHTApHUM JIIs
ynpasienus puckamu Ub.
Metonnka CRAMM.
Metoauka I'PU®D. MeTonuka
RiskWatch. MeTtoauka
CORAS. Meronuka MSAT.

Hem

Tecmuposanu
e 3auumul

Mopens onacHOCTEM.
JIeKOMITO3UIIMS TPUIIOKEHUSI.
PamxupoBanue narepdericon

110 CTENEHU YA3BUMOCTH.

Hem




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

ATaku 1o Ki1accupUKaIu
STRIDE. Co3nanue
WHCTPYMEHTOB JISI IOMCKA
nedexroB. Co3gaHue TecT-
IJIJAHOB HA OCHOBAHUM MOJIEJIH
onacHocreil. Co3maHue TecT-
mana. OnpeneneHue
«TIOBEPXHOCTH MOPAKEHUS.
Ormpezenienre OCHOBHBIX
BEKTOPOB aTaKH.
TecTupoBanue ¢ madIoHaMu
6e3omacHoct. CKBO3HOE
TECTUPOBAHUE.

Paznen(nipenmer) Ynpaenenue npoexkmamu 6 cghepe unghopmayuonnoi

0e3zonacnocmu
HaunmenoBan CopepxaHue TUCLUILINH ®opma TK Konungectso
ue (Momyeit) 4acoB
JICITUTUTAH
(Momyeit)
Obocnosanue OCHOBHBIE OTIpE/ICTICHHS B Hem 121
npoexma 6 MIPOSKTHOM YITPABJICHUHU.
cghepe Wuunmanus npoexTa.
uHgopmayuo
HHOU
bezonacrnocm
u
Ilnanuposanu PazpaboTka coneprxanus Hem
e npoexma 8 npoekTa. PazpaboTka
cghepe pacmucaHus MPOEKTa.
unghopmayuo [TnanupoBaHue pUCKOB
HHOUL poekTa B cepe
bezonacnocm UH(POPMALIMOHHOM
u 0€30MMacHOCTH.
[TnanupoBaHue YeIOBEUECKUX
pPECYPCOB MPOEKTA.
IInanupoBanue
KOMMYHHKAITH U YIIPaBICHUS
KOH(UTYypaIyei B MPOEKTe.
Dasvl VYnpapneHue npoeKToM Ha Hem
UCNOJIHeHUS U ¢daze mpoeKTUPOBAHHUS.
gHeOpeHUs. YmpasiieHrue IpOeKTOM Ha
npoexma (daze BHeIpEHHUS.
cghepe
ungopmayuo

HHOU




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JCITUTLIAH
(MotyIeit)
bezonacrhocm
u
Paznen(npeamer) Texnonozuu obecnevuenus unghopmayuonnoi 6e3onacnocmu
Haumenosan Conepxanue TUCIUILIAH ®opma TK KonnuectBo
ue (MoptyIieit) 4acoB
JTUCIUILIAH
(MojtyIeit)
Obwue AHanu3 yrpo3 6€301acHOCTH. Hem 121
npoobiemul YTpo3bl U YSI3BUMOCTH
ungopmayuo | WMHOOPMAITMOHHBIX CUCTEM.
HHOU Crioco0sI obecriedeHUs
bezonacrHocm nH(pOpMaITMOHHOM
u 6e3omacHoctu. [TonmnTuka
6e3omacHoct. CTaHIApPTHI
UH(POPMALIMOHHOM
6e3omacHocTH. Ponb
CTaH/IapTOB
uH(pOpMaIMOHHOM
6e3onacuoctu (1B).
MesxTyHapoIHbIE CTaHIAPTHI
UB. OteuecTBeHHbBIC
CTaHAapThl OE30MaCHOCTH
MH(OPMALIMOHHBIX
TEXHOJIOTHM.
Texnonozuu TexHonmoruu obecrneueHus Hem
3auumol 0€30MacHOCTH ONEPALMOHHBIX
OaHHbIX cucteM (OC). [TpoGnemsr
obecrnieueHns 6€30MacHOCTH
OC. Yrpo3sl 6€3011acHOCTH
OC. TlondaTue 3aMIIeHHON
OC. Apxutekrypa
noacuctemsl 3amuTsl OC.
AyauT 1 MOHUTOPUHT
0€30MacHOCTH.
Knaccudukamnms metooB
aynuta. TeXHOJIOTHH ayauTa
Oe3omacHOCTH. AHaAMH3
CUCTEMHBIX JKypHAJIOB.
Texnonocuu TexHOoM0rnn MeXCeTEBBIX Hem
3auumol 9KpaHOB. OYHKIINH
Mediccemesoe | MeEXCeTeBbIX sKkpaHoB (MD).
0 0bmeHa OcobenHoctu
OaHHbIMU dbyHKIMOHUpOBaHUsA MD Ha

PAa3JIMIHBIX YPOBHAX MOICIN

OSI. CxeMBbI ceTeBOH 3aIUTEI




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

Ha 6aze MD. OCcHOBBI
TEXHOJIOTUH BUPTYaJIbHBIX
3al[MIIECHHBIX CETEH.
Konnenmus noctpoeHus
BUPTYJIbHBIX 3aLTUIICHHBIX
cereit VPN. Kiaccudukanmst
cereit VPN. VPN - pemienus
JUISL IOCTPOCHHUS
3al[MIIECHHBIX CETEH.
Texnonoruu
UH(POPMALIMOHHOM
0€30MacHOCTH Ha CETEBOM U
TPAHCIIOPTHOM YPOBHSX
cemuypoBHeBoit mogenu OSI.
Ob6ecneuenne Mb Ha ceteBoM
YPOBHE C TOMOIIBIO
npotokoiioB [PSec
(ITpoToxosbl 6€30MaCHOCTH
AH u ESP, npoTokon
ynpasnenus kinodamu [KE).
O6ecneuenne Mb Ha
TPAHCIIOPTHOM YPOBHE C
MTOMOIIIBIO TTPOTOKOJIOB
SSL/TLS u SOCKS. 3ammura
OECIIPOBOIHBIX CETEH.
TexHomorus TpaHCIAIUU
ceTeBbIX ajipecoB NAT.
NudpactpykTypa 3auiThl Ha
MIPUKJIATHOM YPOBHE
cemuypoBHeBoit mogenu OSI.
[Tpotokonsr PGP u S/MIME.
Opranu3anus 3alMIeHHOTO
YAQJIEHHOTO JIOCTYTIA.
[TpoTokomnsl ayTeHTUDUKAITIH
YAAJIEHHBIX NOJIb30BATENICH.

Texnonocuu
0OHapyHCceHU
A
BMOPIHCEHUL

AHanu3 3aiIeHHOCTH U
oOHapyXeHHE aTak.
Konrenius ananTuBHOTO
yrpaBiieHus: 6€30MacHOCTHIO.
Texnonoruu ananmsa
samuieHHoctu. CpeacTra
aHalM3a 3allUIIeHHOCTH
CCTEBBIX ITPOTOKOJIOB U
cepBucoB. CpeacTBa aHaIN3a
samumesaocta OC.

TexHonornu oOHapy>KEHUs

Hem




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JCITUTLIAH
(MotyIeit)
atak. Knaccudukamnus cucrem
oOHapyXeHHs aTak.
Paznen(npenmer) Ungpopmayuonno-ananumuueckue cucmemsl 6€30nacHoOCmU
Haumenosan Conepxanue TUCIUILIAH ®opma TK KonnuectBo
ue (MoptyIieit) 4acoB
JTUCIUILIAH
(MojtyIeit)
Hngopmayuo |  Ananurudeckas padboTa 1mo Hem 121
HHO- HCCIIEIOBAHUIO
aHanumuyeck uH(pOpMaITMOHHOM
as oe3omacHocTr. TpeboBaHUS K
OoesimenbHOC HH(pOPMaIMOHHO-
mo 6 AHAJTMTUYECKOMN cHUCTEME
cucmeme obecrieueHrst 6€30MMacHOCTH.
bezonachocm | MeTonndecKue OCHOBBI cOOpa
u U aHanu3a uHpopMaluu B
cdepe 6e30MacHOCTH.
Opeanuzayus KonkypeHTHas pa3Beka. Hem
npomugooetic IIpotuBonelicTBUE
meus MIPOMBIIIJICHHOMY IITTHOHAXKY.
310yMbluiier | 3aliuTa KOMMEPUYECKON TaillHbI
Holl Ha MPEANpPUATHH.
oesimenbHOoC
mu
Texnonocuu Craructuueckuii aHam3 Hem
unghopmayuo naHHbIX. UHCTpYMEHTHI
HHO- WHTEJUICKTYaJIbHOTO aHanu3a
aHanumuyeck naHHbIX. CTpyKTypa
020 MH(pOPMaIMOHHO-
obecneuenus AHATUTUYECKOU CUCTEMBI
be3onacnocm | obecrieueHus: 6€30MaCHOCTH.
u
Paznen(npenmer) Cospemennvle mexnonozuu unghopmayuoHHuwvx cemeil
HammMenoBan Conepxanve TUCUUTIIAH ®opma TK KommugectBo
ue (Momyeit) 9acoB
JACTTUTUTAH
(Monyneit)
Beeoenue 6 OcobeHHOCTH OpraHu3aIuu Hem 139
coepemenHbvle WH(OPMAIIMOHHBIX CEeTEeH.
mexnonoeuu | CoBpeMEHHBIE TEXHOJIOTHU B
ungopmayuo OpTraHHu3aI’

HHbIX cemell

MH(OPMALIMOHHBIX CEeTEH.




®opma TK

KonnuectBo

HaumenoBan Conep

ue
JUCIUITIIINH

YKaHWUE TUCITUTUINH
(Mopyieit)

Hem

qaCoB

(MotyIeit)
Opeanusayus
uHgopmayuo

HHBIX cemell

cpen

HH

u

ApXUTEKTYpa, KOMIIOHEHTHI U
(YHKLMOHUPOBaHUE
UH(POPMALIMOHHOM CETH.

Opranuzanus KOMMYTaLUU

uHpopmanuu B cetd. CeTeBbie

Mapupyruzanus
nH(pOpMaLIUU. TEXHUYECKHE
MPOrPAMMHO-AIIAPATHBIE

CoBpeMeHHbIE OECTIPOBOIHBIE

XpaHeHUs HHPOpMALUU
CBEPXOOJBIION EMKOCTH.
CoBpeMmeHHbIe TPUOOPHI U
YCTPOWCTBA NPUKIIATHOTO

IIpEeAHA3HAYEHHBIE [
MH(POPMAIIMOHHBIX CETSIX.

NudopmarnmonHas cetb
cucteMsl "YMHBIH 10M".

KOMMYTAaTOPBI.

CTBa MapaipyTu3saluu.

KaHaJIbl Iepeaayn
dopmarmu. Cpencraa

npeaHa3Ha4YCHMA,

HUCIIOJBb30BaHUs B

OO6nauHble TEXHOJIOTHH
XpaHEHHS U JIOCTYTIA K
Hpopmanuu. ['mobanbHbIe
MH(OPMAIIMOHHBIE CETH.

Hem

Obecneuenue
3aUUUEHHOC
mu
uHgopmayuo
HHbIX cemell

Hcnonb3oBanue
0O0IIEeTOCTYITHBIX KaHAIOB
nepenayu uHMGopMaIuu.

Opranu3zaiys nepcoHalbHbIX

Y KOPIIOPATHUBHBIX CETeH U
rnmojcerei. 3ammra
uH(pOpMaIlMK B KaHaIax
00IIIEr0 UCIOIBb30BaAHMUS.

Hem

AJIMUHHCTPUPOBAHHE

Bonpocubi
obecneuenus MH(OPMAaLIMOHHBIX CEeTEH.
aghghexmugno CucreMsl U cpescTBa

cmu HaOJI0/IEHUS M KOHTPOJIS
ungpopmayuo | nHOOPMAIMOHHOTO OOMEHA U
HHbIX cemetl | COIEPKUMOTO MHPOpMAIUH.
TexHosmoruu
oOecrnieunBaroIye
s dexTuBHOE
(GYHKIIMOHUPOBAaHUE
UH(POPMALIMOHHBIX CETeH.




HaumenoBan CopepxaHue TUCLUILUINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JUCLUTUTMH
(MotyIeit)
Ilepcnexmuse TenneHuuu pa3BuTHs Hem
Hble MH(POPMALIMOHHBIX CEeTeH,
HanpasieHus NEPCIIEKTUBHbBIE CETEBBIE
pazeumus TEXHOJIOTUH.
ungopmayuo

HHbIX cemell

Paznen(nipenmer) Texnonozuu u memoowt 3augumasl uHpopmauuu 6 cemu

Humepuem
HaunmenoBan CopepxaHue TUCLUILINH ®opma TK Konnyectso
ue (Momyeit) 4acoB
TICITUTUTAH
(Momyeit)
OcHosbl Yrpo3sl nHOOPMATHOHHON Hem 139
bezonachoti 0e30MacHOCTH B CETH
pabomol 6 Wutepuer. [IpuHImIIE!
cemu 0€301acHOT0 HCIIOIb30BAHMUS
Hnmepnem HNutepHer-pecypcos.
TexHonoruu 6e30macHoi
nepeaayn nHGHoOpMaIiy B
cetu HTEpHET.
Cpeocmea 3ammura OT BPEAOHOCHOTO Hem
3auumol porpaMM U crama.
ungopmayuu | MexceTeBoe SKpaHUPOBAHUE.
8 Opranuzanus BUPTYaTbHBIX
KOMNbIOMepH 3amuuieHHbIx VPN-ceTei.
bIX Cemsx
Obuapyosicenu | TloHsTue M K1accupUKaIs Pacuemnoe 3aoanue
eu aTaK Ha KOMITbIOTEPHBIE CETH.
npeoomsepawy | MeToasl OOHApYKEHUS aTak.
eHue CucreMbl 0OHApY>KEHUS
8MOPIHCEHU BTOP>KCHUM.

Paznen(npenmer) Hnugpopmayuonnan 6e3onacnocms KomnplomepHvix cemeil

Haumenoan CopepxaHuie TUCITUTLIAH ®opma TK KonnuecTtso
ue (MofyIeir) 4acoB
TUCITUTLIIAH
(MotyIeit)
Obwue BBenenue B qucuMILIUHY. Hem 139
80NpOCHL OCHOBHBIE TOHATHS U
ungopmayuo | onpexnenenus. [IpoGiems! u
HHOU yTpo3bl HHHOPMALIMOHHON
bezonacnocm 0€30ITaCHOCTH CEeTEeM.
u OTedecTBEHHbBIE U
KOMNbIOMEPH 3apyOexHbIe CTaHAAPTHI
blX cemell UHPOPMAITMOHHOM




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JTUCUHUTLITNH
(MotyIeit)
0e30macHOCTH
KOMITBIOTEPHBIX CETEH.
Hngopmayuo BBenenue B ceTeBoit Hem
HHas nH(OPMAIIMOHHBIA OOMEH.
besonacnocm | MexcereBble dKpanbl (MD).
b [P-cemeii CxeMbl CeTeBOi 3alTUThl Ha
6a3e MD. Kareropuu ceteBbix
atak. TexHomoruu
0OHapY>KEHUS CETEBbIX
BTOP>KEHHM.
Texnonocuu Buptyanbssie 10KkaibHbIE Hem
8UPMY AL cetu. Kondurypuposanue
X BUPTYAIbHBIX JIOKATbHBIX
3AUUUEHHBIX cerell. BupryanbHsle
cemeil 3amuiieHasle ceTd VPN,
TexHoI0ruu U NPOTOKOJIbI
VPN. Iloctpoenne VPN Ha
OCHOBE MapLIpyTHU3aTOPOB.
Ungopmayuo | TloHSATHE M pa3HOBUIHOCTH Hem
HHAs MIPOMBIIUICHHBIX
bezonacnocm WH()OPMAITMOHHBIX CETEH.
b [Tpomsimnensstit Ethernet.
npomviuiiens | VIHTErpupOBaHHBIE CUCTEMBI
biX cemell MIPOMBILLIIEHHOU
aBTOMAaTH3AIMH. 3aIlnuTa
MH(}OPMALIMOHHBIX CeTel Ha
MIPOMBIIITICHHBIX
MPEANPUATHSIX U 00BEKTaX
KPUTUYECKON
MH(PACTPYKTYPBHI.
Sawuma 3aluIIeHHBIC CUCTEMBI Hem
becnposoombl OEeCIIPOBOTHOM CBSI3H.
X cemeti becnipoBoaHbIE BUpTYaibHbIE
nepeoauu CETH.
ungopmayuu

Paznen(npenmer) Kpunmoczcpaguueckue memoowt u cpeocmaea 3auiunivl

UHpopmayuu
Haumenoan CopepxaHuie TUCITUTLINH ®opma TK KonmuecTtBo
ue (MofyIeir) 4acoB
TUCITUTLIIAH
(MoyIeir)
Beeoenue 6 BBenenue B kpuntorpaduro. Hem 163
Kpunmoepagh OCHOBHBIE OTpE/IeTICHHS.
uto HcTopus kpunrorpaduu.

Knaccudukanms




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JUCLUTUTMH
(MotyIeit)
KpUITOAJITOPUTMOB.
Mamemamuu MopynbHas apudpMeTHKa U Hem
ecKue ocHogbl | anredpandeckue CTPYKTYpHI.
Kpunmoepag) | ApudmeTuka 1meibX YUcel.
uu MonynbHas apudmeTnka.
Marpuiisl. JIuneitHoe
cpaBHeHHE. Anredpandeckue
crpykrypsl. [lons I'anya.

['eHepanus 1 TeCTUPOBaHUE
IICEBJIOCITyYalHbIX
Moce0BaTeIbHOCTEH.

CrtpykTypa reaeparopa
MICEBIOCTYYatHBIX
IIOCJIEI0OBATEIbHOCTEN
(I'TICIT). AnropuT™Mbl
TEHEPALMH IICEBIOCIYYaNHBIX
nocea0BaTeIbHOCTEN
Kpunrorpaduueckue crorikue
I'TICII. TectupoBanue I'TICIL
Cummempuun CoBpemeHHbIe OJI0YHBIE Hem
as mmdpsl. Ctanmapt
kpunmozpag | mudpoBanus DES. Pexumbr

us pabots! anroputma DES.

Cranpapt mmdposanus AES.
Poccuitckuit cranmapr
mdposanus. Ctannapt
mmdposanus 'OCT P 34. 12-
2015 (Marma u Ky3Heuuk).
CoBpeMeHHbIe HIH(PBI
notoka. [Iudp onHopazoBoro
onokuoTa. [IpuHImn
ucnonsizoBanus ['TICIT npu
HOTOYHOM MIH(POBAHUM.
Iudp RC4. udposanue,
HCIIOJIB3YIOLIEE COBPEMEHHBIE
PPl C CHMMETPUYHBIM
kitouoM. [Ipumenenne
COBPEMEHHBIX OJIOYHBIX
mmdpos. Mcnonb3oBanue
mu@poB notoka. Metoasl
MOBBILIECHUS
KPUIITOCTOMKOCTH
CUMMETPUYHBIX
KPUIITOCHCTEM.




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JTUCUHUTLITNH
(MotyIeit)
Acummempuy Kpunrocucrema RSA. Hem
Has [TpunHnun padboTsl
Kpunmozpagh COBPEMEHHBIX
us ACUMMETPUYHBIX
KPUITOCHUCTEM.
Kpunrtocucrema RSA.
Kpunrocucrema Onb-I"amans.
Kpunrocucrema Pabuna.
Kpunrocucremsl Ha OCHOBE
METO/1a IUTUIITUYECKUX
KPUBBIX. DJUIMIITHYECKUE
KpPUBBIC B BEIIECTBEHHBIX
YHCIIaxX, UM THYECKHUE
KpuBbIe B nosix ['anya,
KpUITOTpadust
SIUTANTAYECKOU KPUBOMH,
MOJIEUPYIOIIast
Kpunrocucremy Dib-I"amars.
Llenocmnocm |  ObecrieueHne MEITOCTHOCTH Hem
bU Mepe1aBaeMbIX JaHHBIX.
yemanoenenu [lenocTHOCTH COOOILIEHNS.
e Crnyuaitnas mogens Oracle.
noonunHocmu | Y CTaHOBIIEHUE TIOJTMHHOCTH

COOOLIeHHUS.
Kpunrorpaduueckue xem-
¢bynkuuu. repatuBHble Xem-
¢dbynkuun. Cxema Mepkens-
Hamrapaa. Xem- GpyHKIuu,
OCHOBaHHbIE Ha OJIOUHBIX
mmdpax. Cxema Pabuna.
AnroputMm 6€301MacHOTo
xempoBanus SHA. ugp
Whirlpool. Poccuiickuit
CTaHJapT XEIINPOBAHUS
I'OCT P 34.11-2012.
OnexTpoHHas 1HdpoBas
MOANMUCH. AITOPUTM
(bopMHpOBaHUS YEKTPOHHOMH
nudposoit moanucu (D).
Cxema DLIT RSA. DHII Dm1b-
INamans. ST [HIxoppa.
Crannapt nuQpoBoi MOANNUCH
DSS. Cxema DI
AJUIMNTUYECKON KPUBOU.
Poccutickuii cragmapt ST
I'OCT P 34.10- 2012.




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

YcraHoBIEHNE TOMIMHHOCTH
o0bekTa. AyreHTudukanus Ha
OCHOBE IapoJI.
OnHOpa3oBbIi Napodib.
Cucrema ycTaHOBJICHUS
MOJIMHHOCTH «3aIpoc-
oTBeT». [loaTBEpKIeHUE C
HYJIEBBIM pa3rialleHUuEM.
IIporokon @uara-llamupa.
buomeTtpus.
DU3NOIIOTNYECKUE U
MOBEJEHYECKNUE METO/IbI
OMOMETpUH.

Ynpaenenue
Kpunmozapagh
uyeckumMu
Kaouamu

I'enepanus u xpaHeHue
KpUNTOTpagpUUECKUX KIFOUEeH.
Crangapt ANSI. X9.17.
MeToibl XpaHEHUs KI0UYEBOM
uHpOpMaLUU. AJITOPUTMbI
0€30MacHOro pacipereIeHus
kiroueit. [Ipsmoii oomeH
KJIFOUaMU MEXTY
noJsib3oBarensiMu. Cucrema
«3anpoc-0TBET». AITOPUTM
Hunpoma-Ilpenepa.
Anroput™m uddu-Xenamana.
Hcnons3oBanue Llentpa
pacnpeneseHus KIKYen.
WNudpactpyxrypa PKI.
Crangapt X.509. Cucrema
Kerberos.

Hem

Ocnogul
COBpeMeHHOU
cmezanozpag

uu

Ienu creranorpagumu.
IIpakTHyeckoe npUMeHEHNE
cTeraHorpagumu.
Knaccugukarus anroputMon
crerasorpaduu. LHudpossie
metkH. L{uppoBsie BossiHBIE
3Haku. CKpbITas nepeaada
MaHHBIX. 3allluTa
MOJJIMHHOCTHU JTIOKYMEHTOB U
ABTOPCKMX IIPAB
cTeraHorpapu4ecKuMu
METOJIaMHU.

Hem

Ocnoewl
KpUnmoaai
uza

0O0630p MeTOI0B
KpUMNITOaHATN3a. MeToabl

KpHUIITOAHATTN3A.
Kpunroanann3 6104HBIX

Hem




HaunmenoBan

Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JUCLUTUTMH
(MotyIeit)

mmdpoB. YacToTHBIH

KpHUIITOAHAJIN3. COBpeMeHHBIe
MCTObI KpUIITOAHAJIU3A.

JudbdepeHnmanbHbIN

KpunroaHanus. JIMHEHHbIH

KpUIITOAHAJIHU3.
NHTEpnOIAIMOHHbII
KpunToaHaiaus. MeTo bl

KpHUIITOaHAJIN3d, OCHOBAHHBIC

Ha c1a00CTH KITFOUEBBIX
pa3BepPTOK.

Paznen(nipeamer) Kpunmozpaguueckue memoowst u cpeocmaea 3auiunvl
ABMOMAMUIUPOBAHHBIX CUCHEM

HaunmenoBan CopepxaHue TUCLUILINH ®opma TK Konnyectso
ue (Momyeit) 4acoB
JICITUTUTAH
(Momyeit)
Pasnen(npeamer) Ilpozpammmuo-annapamusie cpedcmea 3aujumul uHGopmayuu
Haumenoan Copepxanuie TUCIUTLIAH ®opma TK Konnuectso
ue (Mopyieit) 4acoB
TUCITUTLTAH
(MotyIeit)
Obwue OCHOBHEIC CBEJICHHUS 00 Hem 139
80NpOChHl HCTOYHUKAX U HOCUTEIISX
obecnevenuss | 3amuiaeMon HHGOpMaIUu.
bezonacnocm | TIpUHIMIIBI OpTaHU3AIUHN U
u KOMIUIEKCHBIN TIOJIXO]] K
CpeACTBaM 3aIlIUTHI.
OcHoOBHBIE MEPBI
MPOTUBOICUCTBUS
HECaHKIIMOHHUPOBAaHHOMY
JIOCTYITY.
Cpeocmsa MeTtosl obecrieueHus Hem
o714 UJCHTUQUKAIUT U
KOHMPOJIA U ayTeHTU(UKALUN
ynpaeéneHus | ToJyib3oBarenen. TexHomornu
oocmynom UICHTU(PHUKAIIMY YeTIOBEKA.

Hocurenn
UACHTU(DUKAITMOHHBIX

IIPU3HAKOB. buomerpuueckue

METO/bI UACHTU(DUKALIUH.
[IpuHIMIIBI TOCTPOEHUS U
(GYHKIIMOHUPOBAHUS
JJIEKTPOHHBIX 3aMKOB.




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JUCLUTUTMH
(MotyIeit)
KopoBsrii 3aM0K ¢ Ta0IeTKOM.
KomoBblit 3aMOK ¢
OECKOHTAKTHOM KapTOH.
Perucrpanus coObITHI.
Cpeocmesa OrpanuyueHue J0CTyma K Hem
o4 KOMIIOHEHTaM
npeoomapauy BBIUHCIUTEIbHBIX CUCTEM.
eHus OcHOBHbIE NPUHLUIIBI U
HeCauKyuoHu | CIOCOOBI 3aIIUTHI TPOTPAMM.
POBAHHO20 [TpuBsizka nmporpamMm K
oocmyna K annaparype. Merozabl
npozpammam napoabHOM 3amuThl 1 PIN-
Komnviomepa | Koabl. Paznenenue ypoBHen
NpUBWIETHH. 3amuTa
MPOTPaMM IIPUBSI3KOM K
HOCHUTEII0 HHPOpMAIUH.
3aruTa ¢ oMoIIbI0
ANEKTPOHHBIX KITFOYEH.
YHuBEpCcabHAsI 2JIEKTPOHHAs
kapta. CriocoObI orpeneseHus
(akTa HE3aKOHHOTO
UCIIOJIb30BaHUs IPOrPaMM.
CniocoOblI 3a1KThl TPOTrpaMM
OT HE3aKOHHOTO
MCIIOJIb30BaHU.
["apaHTUpOBaHHOE yAaJIeHHUE
JTAaHHBIX.
Cpeocmea Knaccugukanus u cTpykTypa Hem
0OHapysiceHu | TEXHUYECKUX KaHAJIOB YTEUKHU
au uHpopmanuu. Buasl u
opeanuzayus | pu3nYecKas Npupojia KaHaJIOB
3auumol om yTe4KH UH(OpMAIK TPU
ymeuex sKkcrTyatanuu OBM.
ungopmayuu OCOOeHHOCTH yTEUKH

nH(pOpMaLNHU O
TEXHUYECKUM KaHaJaM.
XapakTepucTuKu
TEXHUYECKHUX KAHAJIOB yTEUKU
uHpopmanuu. OnTuyeckue
KaHaJbl yTeUKU HHPOPMALIUH.
Pannokanainsl yreuku
uHpopManuu. AKYCTUYECKHE
KaHaJbl yTeYKy HH(GOpMaLUu.
BemecTBeHHbIE KaHAJbI
yreuku uHpopmanuu. [lonck
HE3aKOHHBIX YCTPONCTB




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JUCHUITIINH
(MotyIeit)
yTe4yeKk HH(pOopMaIum.
PykoBoauTenn
(DI/IJII/IaJI MSI/I BT MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»
: Ceefenua o Bragensue L3N M3aKn B H
CMOJ’IGHCK, HHH Bnageney, MakcUMKWH B.JT. o
"OHepreTuk" Vaermvdmratop  R9e14050c-MaximKINVL-G14050C2) MakcuMKuH
(IOJKHOCTD) (moamnucek) (pacudpoBka
MIOJITIUCH)
MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»
Ceefenua o Bragensue L3N M3aKn
Bnageney KpoxuH A.T.
Haganeauk OJII10 Maermvbatop R60461005-KroKNINAG-aa3017a4 A.I'. Kpoxun
(1OIKHOCTB) (moxmnuce) (pacuudpoBka

MOJITIHCH)



