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«IIpoexmuposanue u mexnHuueckoe coOnpo8oIHcoOeHue apxXumexKmypl 10pa

KOpnopamugHoil cemu npeonpusmus),

Paznen(nipenmer) Cemesasn unghpacmpykmypa saopa KopnopamueHoii cemu

npeonpuamus
HaunmenoBan CopepxaHue TUCLUILINH ®opma TK Komunyectso
ue (Momyeit) 4acoB
JUCLUIUINH
(Momyeit)
Texnonozuu 1. OcHOBBI KOMMYyTaIUU 2. Hem 114
Kommymayuu | MeXxaHUXMbl KOMMYTaIuu 3..
VposHsL A0pa [IpoTokosibl KaHAJIBHOTO
Kopnopamue ypoBHs 4. [Iporokon CDP.
HOU cemu ITIporokos LLDP 5.
npeonpusamus Texnonoruss VLAN 6.
[Iporokon VTP 7Texnonorus
Etherchannel 8IIporokon STP
9Kouduryparnus npoTokosa
STP. Koudurypanus
nporokosia RSTP.
Kondurypauus npotokona
MST 10Apxurektypa
0ecIIpOBOIHBIX JIOKAJIBHBIX
BBIUHCIIUTENbHBIX CETEeH
1 1ITonxo1bl MPOEKTUPOBAHUS
OECIIPOBOIHBIX JTOKATBHBIX
BBIUHCIIUTENIBHBIX CETEN
Bseoenuu 6 1. [lonsTus Hem
MexHon02UU aMMHHUCTPaTUBHON
Mmapwipymusa nuctaHuuu 2. TexHonorus
yuu VRF-lite 3. Cratnyeckas
MapupyTrusanus 4.
Mapupytuzanys Ha OCHOBE
ONPEAEICHHBIX MOJIUTHK 5.
Mapupyrusanus u
texHonorust VRF 6.
DuibTpanys MapupyToB 7.




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

PenucTpuObionust MapupyToB
¥ cymMapu3anus 8.
AyTeHTH)UKAIHS B

IPOTOKOJIAX MapIIpyTU3ALUH

9. IlpoTokon oOHapyx)eHHE

JIBYHAINPaBJICHHON MEPEChUTKH
(BFD)

Ilpomoxon
EIGRP

1. YcraHoBneHue cocencTra
2. BeiOop nydiero Mapuipyra
3. Hactpoiika, nouck u
YCTpaHEHHE HETOJA0K.

Hem

Ilpomokon
OSPF

1. YcranoBieHue coceacTna
2. BeiOop nyurniero mapuipyra
3. Hacrpoiika, mouck u
yCTpaHEHHUE HETIOJIA 0K,

Hem

IIpomokon
BGP

1. YcranoBieHue coceacTna
2. BeiOop nyurniero mapuipyra
3. Hacrpoiika, mouck u
yCTpaHEHUE HEMOJAJIOK.

Hem

Obcnyacusan
ue u
MOHUMOPUHE
cemesou

ungpacmpyx
mypbl

1. CpenctBa 1MarHOCTUKU
COCTOSIHUS CETEBOU
uHpacTpykTyps! 2. [lepexsat
U aHalu3 ceTeBoro Tpaduka 3.
Texnomorust SPAN 4.
Texnonorus RSPAN 5.
Texnomoruss ERSPAN 6.
TexHonorus nepexsara
Tpaduka Ha 000pyIOBaHUU
Cisco 7. CpenctBa
muarnoctuky 110 I0S-XE 8.
TpacupoBka makeToB 9.
CpencTBa y1aneHHOTO
yIPaBJICHUS CETEBHIM
obopynoBanueMm 10.
[Iporokon NETCONF 11.
[Iporkon RESTCONF 12.
IIporokosn SNMP 13.
JlorupoBanue coObITHI Ha
ceTeBOM obopynoBaHuu 14.
[Tporoxon Netflow 15.
Texnonorus IP SLA

Hem

Ynpaenenue
2pynnosotl

paccoulakou
mpaguka

1. Ilpotokon IGMPv2.
IIporokon IGMPv3 2.
Texnonorus IGMP Snooping.
Texnonorus PIM Snooping. 3.
ITporokon MLD 4.

Hem




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JTUCUHUTLITNH
(MotyIeit)
CewmeticTBo nporokonos PIM
Cemesvie 1. ITpoToKoJIBI 151 CO3/TaHUS Hem
cepeucyl M30BITOYHOCTH IIUTIO3A T10

ymonuanuto 2. [Iporokon
oOHapyxeHus cocezeii B [pvo
3. Ilporokos NTP 4.
[Tporoxon DHCP 5.
ABTOKOH(UTYpaIUs CETEBOTO
anpeca B IPv6 6. Texnomorus

TPAHCIAIUN CCTCBLIX aAPCCOB

Paznen(npenmer) Apxumexmypot cucmem céasu (menieKoMMyHUKaAyuil) aopa
KOpnopamugHoil cemu npeonpuamus

Haumenoan Copepxanuie TUCIUTLIAH ®opma TK Konnuectso
ue (MopyIieit) 4acoB
JTUCIUTLTAH
(MoyIeit)
Obecneuenuss | 1. KOMIIOHEHTHI TEXHOIOTUU Hem 18
mpebyemozo QoS 2. Hacrpoiika
Kavecmea TexHojoruu QoS
obcnyHcuean
us mpaguxa
IIpocpammuo | 1. BHegpeHune nmporpaMMHOTO Hem
- pemenus Cisco SD Access 2.
onpedensemvl | MOHUTOPHUHT U yCTpaHEHHE
1l docmyn HEHCIIPaBHOCTEH
IIpoepammuo | 1. OCOOEHHOCTH apXUTEKTYPHI Hem
e peuierue pemenust Cisco SD-WAN 2.
Cisco SD- BHenpeHnue mporpaMMHOTO
WAN pemenust Cisco SD-WAN 3.
MOHUTOPHHT U yCTPAaHEHHE
HeHcIpaBHOCTEH 4.
CpaBuenue pemenus Cisco
SD-WAN c TpaAHIIHOHHBIMU
peIeHUSIMH
IIpoexmupos 1. ApxuTexTypsl Hem
aHue cemell KOpPITOPAaTHBHBIX CeTel
nepeoadu nepeaaun qaHHbIX 2. CereBas
OaHHbIX ®dabpuka 3. MexaHU3MBI

oOecrieyeHns: BEICOKOM
noctynHoctd 4. CpaBHEeHHE
pelieHuii ¢ COOCTBEHHOH U
o0auHOM HHPpaACTPYKTypoii




Paznen(npeamer) Mexanuzmot obecneuenus 6€30nacHOCmu cucmem céAa3u

(menekommyHuKkayuii) A0pa KOpnopamueHoil cemu npeonpusmus

Haumenopan
ue
JHCIUATLINH
(MotyIieit)

Coneprxanue TUCUUTLITAH
(MopyIieir)

®opma TK

KomunuectBo
JacoB

Mexanuzmoi
u
MexXHON02UlU
obecneyenus
bezonacrocm
uHa
KAHAIbHOM
Ypo8He

1. MexaHu3MBbl U TEXHOJIOTUHA
o0ecrieuenns 0€30MacHOCTH
Ha KaHAITBHOM yYPOBHE

Hem

Mexanuszmot
u
MexXHON02UlU
obecneyenus
bezonacrocm
uHa
cemesom
YpogHe

1. MexaHuU3MBbl U TEXHOJIOTUHA
o0ecrieueHuss 0€30MaCHOCTHA
Ha CETEBOM yPOBHE

Hem

Mexanuszmot
u
MexXHON02UU
obecnevenus
bezonacrnocm
u ons

npomoxona
IPv6

1. MexaHu3MBbl U TEXHOJIOTUHA
o0ecreuenus 0€30acHOCTH
Uit poTokosta [IPv6

Hem

Texnonocus

IEEE 802.1X

1. Texnonorus IEEE 802.1X.
2. AyreHtuduxanus
KOMITbIOTEPA HA MOPTY
KOMMYTaTopa

Hem

20

Paznen(nipeamer) Memoowt aemomamu3zayuu ynpasieHus u HACMPOUKU CUCHEM

cea3u (meneKoOMMYHUKAYUIL) A0PaA KOPROPAMUGHOU CEMU NPEONPUANUSL

HanmenoBan CopepxaHue TUCIUILINH ®opma TK Komnuectso
ue (Momyeit) 4acoB
JACITUTUTAH
(Monyneit)
Dopmambol 1. ®opmartsl 1151 XpaHEHUS 1 Hem 14
ons xpanenus | oomena uapopmarmeit. JSON.
u obmena XML.YANG
ungopmayue
. JSON.
XML.YANG
Asmomamusa 1. ABTOMaTH3aIus C Hem
yus ¢ MOMOIIIbIO CLIEHAPUEB

NOMOUWUbIO




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JTUCUHUTLITNH
(MotyIeit)
cyenapues
Ilpoepavmup | 1. 1IpumMepbl UCTIOIB30BaHUS Hem
yemocmb TEXHOJIOTHI
cemesoti MIPOrpaMMUPOBAHUSI CETEBOI
ungpacmpyx UHOPACTPYKTYPHI 2.
mypol [Iporpammuoe pemenue Cisco
DNA 3. Chef 4. Puppet 5.
Ansible 6. SaltStack
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