IIpunoxxenue b

.l

VILI,AO

MuHHCTEPCTBO HAYKH
U BbIcuIero oopazosanusi P@®
®I'OY BO «<HHRY «MIN»
HHCTUTYT JUCTAHLHOHHOI'O
1 I0TIOJIHUTEJIbHOI0 00pa30BaHus

AHHOTALIMH PABOYUX ITPOT'PAMM JUCLMILINH (MOAY.IEI)
JTOMOJTHUTEJIBLHO OBPA3OBATEJILHOI ITPOTPAMMEI

noevluenua Keanupukayuu
«lugpposaa noocmanyusa. llpumenenue cmandoapma MIK 61850,

Paznen(nipeamer) Hugposas noocmanyusn

HaunmenoBan CopepxaHue TUCLUILINH ®opma TK Konungectso
ue (Momyeit) 4acoB
JCITUTUIAH
(Momyeit)
Hasnauenue | HazHaueHue u uenu CO31aHUs Hem 70
u yenu ACVYTII noxcra"nuuii.
co30anus Oyukiuun ACYTII
ACYTII noactaniui. O630p
nOOCManyui. neiicrByromux HT/I.
Dyuxyuu Apxurexrypa ACYTII
ACYTII noactannwuii 110-750 kB.
nOOCMAHYULL.
Ob30p
oeticmsyowu
x HT]].
Apxumexmyp
a ACVTII
noocmaHyutl
110-750 xB.
Jloxanvnvie | JIOKambHBIE BHIYACIUTEIBHBIE Hem

eblyuciumeilb
Hble cemu 6

cetu B ACYTII moacranuuii.
[IpuHUUMIIBI TOCTPOEHUS

ACYTII pe3epBUPOBAHHBIX
HOOCMAHYUU. OTKa30yCTOWYUBBIX
Ipunyunsr | JTOKaJIbHBIX BBIUMCIUTEIbHBIX
nocmpoeHus cereit 1ia ACYTII
pesepsuposa noncranuil. [Iporokosr
HHbIX nepeaayn faHHbx (MOK
OMKA30yCMo 61850, MDK 60870-5-104,
UYUBLIX OPC, Modbus).
JIOKAbHBIX
8LIYUCTUMEND
HbIX cemell

o ACVTII




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JCITUTLIAH
(MotyIeit)
nOOCMAHYULL.
Ilpomoxkonwt
nepeoavu
OaHHBIX
(MOK 61850,
MOK 60870-
5-104, OPC,
Modbus).

Peaucmpayus Perucrpanus aBapuitHbIx Hem
ABAPULIHBIX coObiTuii B ACYTII
cobvimuii 8 NOJICTaHIMI. ABapuitHO-

ACYTII peaynpeaUuTEIbHAs
nOOCMAHYULL. curnanuzanus B ACYTII
Asaputino- MOJICTaHIINI. AJIbTepHAaTUBA
npeoynpeoum | 1[C. Peanu3zanus GpyHKIwiA
ebHas MOHHMTOPHHTA CHIJIOBOTO

CUCHAU3AYU obopynoBanus B ACYTII
26 ACYTII MoACTaHIMH. Peanmn3amus

nOOCMAaHyui. byHKIni

Anvmeprnamu ABTOMATHU3MPOBAHHOTO

6a L]C. ynpasieaus KA B ACYTII
Peanuzayua | nonacranuuii (0,4 xB, 110-220
@dynxyuii kB, 330-750 kB). Peanuzamus

MOHUMOPUHS byHKIIUH
a cuno8o2o ABTOMATH3HUPOBAHHOTO

0bopyoosanu YIPaBIEHUS CPEACTBAMU
26 ACYTII KOMIIEHCAIIU1 PEaKTUBHOM

noocmanyuil. | MOIIHOCTU U PETYTUPOBAHUS
Peanuzayusa Hanpspkenus B ACYTII
@yHryuil noactannuit (YIIIP, P,
asmomamu3su BCK, PIIH).
POBAHHO20
Vnpaenenus

KA 6 ACYTII

noocmaHyutl

(0,4 kB, 110-

220 kB, 330-

750 kB).

Peanuzayus

@yukyuil

asmomamu3su
POBAHHO20

Vnpaenenus

cpedcmeamu

KOMneHcayuu

DeaKmusHou




HaumenoBan Copepxanue TUCLUILINH ®opma TK KonnuecTtBo
ue (Mopyieit) 4acoB
JCITUTLIAH
(MotyIeit)
MOwHOCMU U
pe2yiuposaH
us
HAanpsHCceHUs
6 ACYTII
noocmaHyutl
(VILLIP, LLIP,
bCK, PIIH).
Hugpopmayuo HNudopmannonnoe u Hem
HHOe U JTUHTBUCTUYECKOE
JUHSBUCMUYE obecneuenue ACYTII
cKoe nonactanuii. [IpuHImIBI
obecneyenue KJaccu(puKaum u
ACYTII KOJUPOBaHUS HHPOPMAIIH.
noocmanyui. | OCOOEHHOCTH OpraHU3aLUU
Ipunyunsr | omepaTuBHON OIIOKUPOBKH Ha
Kaaccuguxay pacrpenenuTeNbHbIX
uu u YCTPOMCTBAX MOJCTAHIIHIA
KOOUpOo8anus HOBOT'O TIOKOJICHUS
ungopmayuu. | (mporpaMMHasi OJJOKHPOBKA B
Ocobennocm ACYTII). Opranusanus
u ABTOMATHU3UPOBAHHBIX
opeaHuzayuu pabouunx mect B ACYTII
onepamuenoi | mojactanuui. [lepcnekTuBHbIC
OI0KUPOBKU HATIPABIICHUS PA3BUTHS
Ha ACVYTII nogcTa"Huuii.
pacnpedenum | VHTENNEKTyaabHbIE CUCTEMBI
e/IbHbIX MOHHUTOPHHTA, YIIPABIECHUS U
ycmpoucmea 3aIUThI
X ANEKTPOIHEPTETUUECKUX
noocmaHyutl CHCTEM.
H08020
NOKOJIeHUs
(npoepammua
5 O10KUpPOBKa
6 ACVTII).
Opeanuzayus
agmomamu3su
DPOBAHHBIX
pabouux
Mmecm
ACYVTII
nOOCMAHYULL.
Ilepcnexmue
Hble

Hanpaejlenus




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

pazeumusi
ACYTII
nOOCMAHYULL.
Unmennexmy
anbHbvle
cucmemol
MOHUMOPUHL
a,
YnpasieHus u
3auumol
91eKMpPOIHED
2emuyecKux
cucmem.

Ipunyunwi
nepeoavu
OaHHbBIX 8

JIBC.
Mooenv OSI.
Hpunyun
cemesou
aopecayuu.
Ananus
mpaguxa
KOMNbIOMEPH
biX cemel

Ethernet ¢
HOMOUBIO

110

WireShark.

OcHogvl
HACMPOUKU
cemesbix
KOMMYmMamo
pos.
Hacmpoiixa
0yonUpoB8aHu
5 naKkemoes
00H020
nopma
cemegoz2o
KOMMYmMamo
pa Ha opyeom
(Port
Mirroring).

- IPUHITUIIBI TIEpEeIavn
mauabix B JIBC - mozens OSI
- IPUHIIUT CETEBOM
aZpecaluy - aHaiau3 Tpaduka
KOMITBFOTEPHBIX CETeH
Ethernet ¢ momorisro 11O
WireShark - ocHOBEI
HAaCTPOMKH CETEBBIX
KOMMYTaTOpPOB - HACTPOWKa
TyOITMpOBaHUS MTAKETOB
OJIHOTO TIOPTa CETEBOTO
KoMMyTaTopa Ha apyrom (Port
Mirroring)

Hem

Tpunyun
pabomwl

- IPUHIINAT PAOOTHI CETEBBIX
YCTPOMCTB YPOBHS 2 MOJENH

Hem




Haumenopan
ue
JHCIUATLINH
(MotyIeit)

Coneprxanue TUCUUTLITAH
(Mopyieit)

®opma TK

KonnuectBo
4acoB

cemesbix
ycmpoucme
ypoeHs 2
mooenu OSL.
Hpunyun
pabomol
cemesbix
ycmpoucme
ypoeHs 3
mooenu OSL.
Ocnogul
cmanoapma
MOK61850.
Hacmpoiixa
cmamu4ecko
u
mapwpymusa
yuu.
Hacmpotixa
cemesoul
aopecayuu.
NAT / NAT
1:1.
Hacmpouixa
cnucka
VHpaegnenus
oocmynom
(mabauya

ACL).

OSI - mpunLIUT pabOTHI
CETEBBIX YCTPOMCTB YPOBHA 3
mozenu OSI - 0CHOBBI
cranapra MOK61850 -
HACTPOKKA CTaTUYECKON
MapIIpyTH3alKU - HACTPOUKa
ceteBoii anapecanuu. NAT /
NAT 1:1 - mactpoiika criucka
YIPaBJICHUS TOCTYIIOM
(Tabmuma ACL)

Ilpomoxon
SV
cmanoapma
MOK 61850.
Ilpomoxkonvt
CUHXPOHU3AY,
uu epemenu
PTPv2, PPS,
IRIG-A,
IRIG-B.
T'enepayus
SV-nomoxkos
HA Pa3HbIX
MepMUHanNax
P3.
Hacmpoiixa
VLAN.

- [Iporokon SV crangapra
MDBK 61850 - [IpoTokoss
CUHXPOHH3ALMH1 BPEMEHU
PTPv2, PPS, IRIG-A, IRIG-B
- 'enepanust SV-oTokoB Ha
pa3HbIX TepMuHanax P3 -
Hactpoiika VLAN

Hem




HaunmenoBan

KonnuectBo

ue
JUCIUITIIINH

Copepxanue TUCLUILINH ®opma TK

(Mopyieit)

qaCoB

(MotyIeit)
IIpomokon
GOOSE
cmanoapma
MOK 61850.
IIpomokon
MMS
cmanoapma
MOK 61850.
Hacmpotixa
nepeoavu
GOOSE
coobuenuti
MeHCoy
MePMUHAAM
u.
Hacmpoiixa
npuema MMS
coobwenutl 8
SCADA.

[Iporokos MMS crannapra

- IIpotoxon GOOSE Hem

crannapra MOK 61850 -

MDBK 61850 - Hactpotlika
nepeaaun GOOSE
COOOIICHUHN MEXKTY

TepMuHanamu - Hactpolika

npuema MMS cooOrieHuii B
SCADA

Hem

Omeemul Ha
80NPOCHI NO

OTBeTHI Ha BOIIPOCHI ITO KYypCY

Kypey

PykoBoaurens

MNopnucaHo 3NeKTPOHHO| noanuckio $TEOY BO «HHUY «M3U»
CeeneHuna o enagensue L3N M3KU
ApuunweBckuia 9.J1.
e1a0cOff-ArtsishevskyYL-f4aflcc

Bnaaeney
WaenTndukatop

SIJLL
ApuunieBcKuit

P3uAD

MNopnucaHo 3NeKTPOHHO| noanuckio $TEOY BO «HHUY «M3U»

CeeneHuna o enagensue L3N M3KU

KpoxuH A.T'.

Bnaaeney

R6d4610d5-KrokhinAG-aa301f84

WaenTndukatop

A.I'. Kpoxun

Haganeauk OII1O



