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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-1047 CnocoGeH moHUMATh MIPUHITUITEI padOTHl COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJIOTUH U UCTIOJNIBb30BaTh UX JUISl PEIICHU 3a/1a4 TPOo(peCCUOHATIBHOMN 1A TebHOCTH
N]I-8 [Ipumensier cpeacTBa nHOOPMAITMOHHBIX, KOMITBIOTEPHBIX M CETEBBIX TEXHOJIOTUH TSI
MIOWCKa, XpaHeHHs1, 00padOTKH, aHaIM3a U PEACTABICHUs HHPOPMALIUU

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaiuu: 3aniuTa 3a1aHus
1. 3ammTa naboparopHoi padbotsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS 3ALUIIIEHHBIX
onepanroHHbIX cucteM" (KoHnTponbHas pabora)
2. 3ammuTa aboparopHoii padotsl "HacTpoiika U JuarHocTUKa CETeBOM MOJACUCTEMBI"
(KonTpoawpHas pabora)
3. 3ammra naboparopHoi padbotsl "Hactpoiika cepBrca aBTOpU3alNK, TUATHOCTUKA U
ycTpaHeHHe HeucIpaBHOCTel QyHKIIMOHUPOBaHUs onepaninoHHon cuctembl” (KoHTponbHas
pabora)
4. 3amura nabopaTopHOil paboThl "YcTaHOBKA U HACTPOIKA CTaHJAPTHOTO HA0Opa CEpBUCOB"
(KontponpHas pabota)

BPC aucuunjavHbl

S cemecTp

IlepeyeHb KOHTPOJIBHBIX MePONPHUATHII TEKYIIEro KOHTPOJS yCHeBaeMOCTH IO

AUCUHHUILINHE:

KM-1 3ammra nabopatopHoit padotsl "MHCTpyMEHTH aAMUHUCTPUPOBAHUS 3AIUILIEHHBIX
oneparuonHbix cucteMm" (KoHtponsHas padora)

KM-2 3amura maboparopHoit paboTsl "HacTpoiika U THarHOCTHKA CETEBOM MOJICUCTEMBI"
(KonTponbHas padota)

KM-3 3amura mabopatopHo# padoThl Y CTaHOBKA W HACTPOIKa CTaHIaPTHOTO Habopa cepBUCOB"
(KonTponbHas padota)

KM-4 3amura maboparopHoit paboTsl "Hactpoiika cepBruca aBTOpU3aliy, THarHOCTUKA U yCTpaHEHHE

HEUCTPaBHOCTEH PYHKIIMOHUPOBaHUS onepanonHoi cucremsl" (KonTponsHas paborta)

Bujx npomexyTo4HOI aTTecTannu — 3a4eT ¢ OLIEHKOM.

Beca KOHTPOJIBHBIX MEPONIPUATHIL, %o
Nupekc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 3 6 9 12

Pazngen nucumimHe




OcCHOBBI KOMIIBIOTEPHOM 0€30MaCHOCTU U 6a30BbIE HHCTPYMEHTHI
aJIMUHUCTPUPOBAHUS ONEPAMOHHON CUCTEMBI

ApXI/ITeKTypa U KOMITIOHCHTEI OHepaHI/IOHHHX CUCTECM Ha 6336 sapa
Linux

OCHOBEI KOMHBIOTepHOfI 0e30macHOCTH

[IprHIIMIIBI CETEBOTO B3aUMOAEHCTBUS U CTPYKTYpa CETEBOU
MOJICHICTEMBI 3aIlMIIEHHON ONEePAallMOHHON CUCTEMBI

OcHoBHbIe ipoToKOoIIBI cTeka TCP/IP.

MexceTeBol SKpaH

VYcraHOBKa M HACTPOHKa CTaHAAPTHOTO HabOpa CEpBHCOB

AJIMUHHCTpUpPOBaHHE BEO-CATOB M 3JIE€KTPOHHOM MOYTHI.

AJMUHUCTpPUPOBAaHKE OA30BBIX CETEBBIX CEPBUCOB OpraHU3aLuU

Jnarnoctuka

Unentudukanus, ayrTeHTU)UKAIIST U aBTOPU3ALIHS
OJIL30BaTeNe

I[I/IaFHOCTI/IKa HeHCHpaBHOCTeﬁ B SaHlHIHeHHOﬁ OHepaHHOHHOﬁ
CHUCTCMBI

Bec KM:

25

25

25

25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunekc Nunukarop
KOMIIETEHIINHU

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

OIIK-1047 N 1-8ormk-1047 [Ipumenser
cpeicTBa
WH(POPMALMOHHBIX,
KOMITBIOTEPHBIX W CETEBBIX
TEXHOJIOTHH JUIS  ITIOMCKA,

XpaHEeHHUS, 00paboTKHw,
aHaM3a W TPEICTaBICHUS
uHpopmanuu

3HaTh:!

COCTaB U CTPYKTYpPY
3alUIIEHHbBIX
OIIEPALIMOHHBIX CHCTEM
MPUHIUIIBI UISHTH(PHUKALNY,
ayTeHTU(UKALUU U
aBTOPHU3ALIUHU NIOJIb30BaTENEH
YMersb:

HCII0JIb30BaTh CTaH/IapTHbHIE
nHcrpymenTsl OC n
HAaCTpauBaTh JOCTYI K
¢aitnam

UCKATh U YCTPAHSTH
HEUCIIPABHOCTH B
(YHKIIMOHUPOBAHUH
OIIEpPaAIIMOHHOM CHCTEMBI

KM-1 3ammura naboparopHoii paboTsl "MHCTpYMEHTHI aIMUHUCTPUPOBAHHUS
3alUIIEHHBIX onepannoHHbIX cucteM" (KoHnTponbHas padboTa)

KM-2 3ammra naboparopHoii pabotsl "HacTpoiika u JHarHOCTHKa CETeBOU
noacuctemsr" (KonTpoasHas paboTa)

KM-3 3ammra nabopaTtopHoit paboTsl "YCcTaHOBKA U HACTPOMKa
cTaHgapTHoro Habopa cepBucoB" (KonTponpHas padota)

KM-4 3ammra naboparopHoii padboTsl "HacTpoiika cepBrca aBTOpH3aIiHy,
JIMAarHOCTHKA U YCTPaHEHHE HEUCTIPABHOCTEH (DYHKIIMOHHUPOBAHUS
onepaioHHoil cucreMsl" (KontponpHas pabota)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadopatopHoii padorsl "MHCTPYyMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIEHHBIX ONlePAIlMOHHBIX cucTeM"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJIB3YS NPOHEHHbIN MaTepuas. OOpaTuTe BHUMaHHUE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBIITOJHCHUA 3aJaHrd BHUMATCIIBHO O3HAKOMBTCCH C KaKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3artaHupOBaHHBIC PE3YNIBTATHI 00yUeHUs 110 | Bompockl/3amanus 11 IpOBEPKU
JIMCIUTUTAHE

YMeTb: UCKaTh U YCTPAHATh HEUCIIPABHOCTH 1.Bonpoc: Kakas koMaHaa UCIIONIb3yeTCs s
B (GyHKIIMOHUPOBAHHUH OnepaluoOHHON noucka (aisioB pazmepom 6o:b11e S0 MB B
CHCTEMBI manke /home/userl?

find /home/userl -size +50M

grep /home/user1 -size 50M

search /home/userl -size >50M

locate /home/userl -size 50M

find /home/userl -size >50M

find /home/userl -name +50M

search /home/userl -name 50M

locate /home/userl -name +50M

® NG AW

IpaBuabueiii orBet: find /home/userl -size
+50M

Onucanue MKaJbl OLICHUBAHUA:

Oyenxa: 5 («OTIUYHO)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuku eoinonnenus 3uanus: OueHka "oTINYHO" BBICTaBIAETCS €CIIM 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00bEME WITH BBITIOJHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOIIIOY»)
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoineHus snanus: OneHkKa "XopoIo" BEICTABISIETCS CIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3 («yIOBIETBOPUTEIHEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJJaHUE BBHITIOJIHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BHITTOJIHEHO

KM-2. 3amura sadoparopHoii padors! "HacTpoiika u INarHocTuka cereBoi
MOJACHCTEMBI"

®opmbl peau3anum: 3anIuTa 3aJaHUA

Tun kouTposbHoro meponpusitusi: KonrposbsHas padora

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHHsi KOHTPOJIBbHOrO Meponpustus: IIpeaBapurenbHas HDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHOil pabOThI B COOTBETCTBUHU C
3aganueM. IloaroroBka K 3aluTe 10 NPONHJCHHBIM MaTepUalIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIb3Ys MPONUIEHHbIN MaTepuan. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWAHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, IJIe HY>KHO BBECTH IIPABHJIbHBIN OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBIIIOJHCHHUA 3aJaHrd BHUMATCIIbHO O3HAKOMBTCCH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE NPABUIIbHbBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, MIOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaax.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3anyaHupOBaHHbIE Bomnpocel/3aganust 171si IpoOBEPKU

pe3ynbTaThl OOydYeHHUs 1O

JTUCIUIUINHE

YMers: HCII0JIb30BATh 1.Bonpoc: Kakue napameTpsl 1 ¢ailsl HCTIONb3YIOTCS IS
CTaHJAPTHBIE HWHCTPYMEHTBI HacTpoiiku ARP B onepannoHHoO#M cucteme, 1 4TO OHH
OC u HacTpamBaTh JOCTYI K 03HA4aT?

daiinam 1. gc_stale_time (Bpema xpaHeHUs ycTapeBLUMX 3anucei),

base_reachable_time_ms (6a3oBoe Bpems A40CTyNHOCTM coceaen),
gc_threshl (noporosoe 3HayeHue ans 3anycka cbopa mycopa) -
/proc/sys/net/ipv4/neigh/default

2. base_reachable_time_ms (Bpema gocTynHoCTK 3anucu B
MWUAIUCEKYHAAX), retrans_time_ms (MHTepBan NOBTOPHbIX
3anpocos), delay_first_probe_time (3ageprkKka nepesn nepsbim
3anpocom) - /etc/network/interfaces

3. base_reachable_time_ms (6a3oBoe Bpemsa AOCTYNMHOCTM coceaei),
retrans_time_ms (Bpema mexay NOBTOPHbIMM 3anpocamm),
delay_first_probe_time (3agep»Ka nepes nepsoi NPoBepKoi) -
/proc/sys/net/ipv4/neigh/default

4. proxy_arp (BkaouyeHue/sbikntouyeHme proxy ARP), ucast_solicit
(MaKcMmanbHoe Ko/IMYecTBo 3anpocoB A/1A 04HOALPECHOTO OTBETA)
- /proc/sys/net/ipv4/arp_config

5. proxy_arp (BkaouyeHne/BbiKkAOYEHME NPOoKcMpoBaHmsa ARP),
gc_stale_time (Bpema xpaHeHUs ycTapeBLWMX 3anuceit), ucast_solicit
(MaKcMmanbHoOe KOIMYecTBO 04HOAAPECHbIX 3aMPOCOB) -
/proc/sys/net/ipv4/neigh/default

6. gc_thresh3 (MakcMmanbHOe KOAMYECTBO 3anuMcei B Kalle),




3anjgaHUupOBAHHBIE Bomnpocsi/3aganust 11t mpoBepKH
pe3ynbTaThl OOydYeHHUs TIO
JUCITUILINHE

app_solicit (MakcMMmanbHOE KO/IMYECTBO 3aMpPOCOB MPUJIOXKEHUSA) -
/etc/arp.conf

IIpaBuiabHbIi oTBeT: gC_stale time (Bpemst XpaHCHHS
yCTapeBIIMX 3amuceit), base reachable time ms (6a3oBoe
BpEMs IOCTYITHOCTH coceneit), gc threshl (moporosoe
3HaYCHUE JUIsI 3aIycka coopa Mycopa) -
/proc/sys/net/ipv4/neigh/default

Onucanne MKAJbI OIleHUBaAHUS:

Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinonanenus 3aoanus 6 npoyenmax. 70
OnucaHnue xapaxmepucmuxu 6vlnoineHus 3Hanus: OLUeHKa "O0TIMYHO" BBICTABIISIETCS €CIIN 3a1aHIE
BBIIOJIHEHO B TIOJTHOM 0O'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILIO0»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABIICHHUE ISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBHIOJIHEHO

KM-3. 3amura jaéopaTopHoii padoTs! "YCcTaHOBKA M HACTPOiiKa CTAHAAPTHOIO
Ha0opa cepBHCOB"

®opmbl peanu3anuu: 3alinTa 3a1aHUSL

Tun kouTpoabHoro Meponpusitusi: KontponsHas padora

Bec konTposbHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIbHOro Meponpustus: IlpeaBapurenbHas NOATOTOBKA K
BBIMOJHEHHUIO JabopaTtopHoil pa®oThl. BrimonmHeHue mabopaTopHOil pabOTHI B COOTBETCTBHH C
3ananueM. [loaroroBka K 3ammre MO MPONUIEHHBIM MaTepUaIaM.

Kpartkoe cogep:xkanue 3aiaHusA:
OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJIB3YS MPONUIEHHbIN MaTepuas. OOpaTuTe BHUMaHUE, YTO
B HEKOTOPBIX BOMPOCAX MOXKET ObITh HECKOJIBKO NMPaBUIIbHBIX BAPUAHTOB OTBETA, & TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, I'/I€ HY’KHO BBECTH NIPaBUIIbHBIN OTBET CaMOCTOSTENBHO. /1
YCIIEITHOTO BBIMIOJIHEHUS 3aJaHUs] BHUMATEIbHO 03HAKOMBTECH C KaXK/IbIM BOIIPOCOM U
BbIOEpUTE BCE NPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJTYUYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3anymaHUpoOBaHHbIE  pe3ynbTarhl | Bompockl/3ananus A1 MpoBEpKU
00y4YeHHsI 110 TUCHUTUIMHE

3HaTh: COCTaB M CTPYKTYPY 1.Bonpoc: Kakue U3 ciieyronmx yTBepKICHHUI




3anjgaHUupOBAHHBIE

pe3yIbTaThl

06yquH;1 10 AUCLHUIIIINHE

Bonpocsi/3aganus 11t mpoBepKu

3alIUIICHHBIX
CHUCTEM

OI€palnOHHBIX

OTHCBIBAIOT MPUHIUIIEI paboTel DHCP?

1. DHCP-cepBep Ha3nauaer IP-anpeca ycrpoiictBam B
CETH aBTOMATHYECKH.

2. Kinent otnpasiiser 3anpoc Ha [P-agpec ¢ nomonibro
coobmenuss DHCPREQUEST.

3. DHCP-cepgep ucnonbiyet npotokon ICMP mist
MPOBEPKHU JOCTYNMHOCTH [P-aapecos.

4. DHCP-xnuent HaunHaeT nporecc apenasl [P-agpeca ¢
otrnpaBku coobmienuss DHCPDISCOVER.

5. DHCP-xieHT u cepBep B3aUMOJICHCTBYIOT 10
npotokoay TCP.

6. DHCP-cepBep MoxeT Ha3HAUaTh YCTPOWCTBA
cratuueckue [P-anpeca na ocnoBe ux MAC-aapecos.

7. KiIMeHT OJKEeH BpY4HYIO ITOATBEPK1aTh HA3HAYCHUE
IP-anpeca nepen ero UCoab30BaHUEM.

8. DHCP-cepep xpanut nndopmanuio o6 apernax IP-
a/IpecoB B clielMaIbHON 0a3e NaHHBIX.

IIpaBuabHblii oTBeT: 1, 2,4, 6, 8

2.Bomnpoc: Kak nporokon DNS npeobpazyeT nomeHHOe
nums B [P-anpec? BriGepure npaBUiIbHbIE YTBEPKACHMUS:
1. DNS ucnons3yer nporokon HTTP g nepenaun
3alpOCOB U OTBETOB MEX]1y KIIMEHTOM U CEPBEPOM.

2. Knuent ornpasnsier DNS-3anpoc Ha nonyyenue [P-
azapeca JuIs JoMmeHHoro uMeHu Ha DNS-cepBep, ucnosnb3ys
nporokos UDP no nopry 53.

3. Ecu DNS-cepBep He 3Haet [P-aapec, oH peKypCcHBHO
OTHpAaBIIAET 3anpoc K IpyruM DNS-cepBepaM, HauuHas ¢
KOPHEBBIX CEPBEPOB.

4. DNS-3anpocs! Bcerga npoxoast uepe3 SSL/TLS s
oOecrnieueHus: 6€30MacCHOCTH.

5. DNS mosxer ucnons3oBath npoTtokon TCP, ecnu pazmep
oTBeTa mpesblnaer 512 OailT.

6. DNS-3anpocel MOTyT K3IIMPOBaThCS Ha
MIPOMEXKYTOUHBIX CEpBEPax JJIs YMEHbIIEHUS BPEMEHU
OTKJIMKA.

7. Knuent otnpasisieT DNS-3anpocel HenmocpeaCcTBEHHO
Ha kopHeBbie DNS-cepBepsI.

8. DNS-cepsep Bo3Bpainaet [P-anpec JoMEHHOro UMEHU
WA COOOIIeHNEe 00 OMMUOKE, €CITM UMS HE MOYKET OBIThH
paspelieHo.

Bri6epute npaBusbHbIE YTBEPKICHUS:

2,3,56,8

NP NWE NP
WNWAWAN
ArhrO OO W
goON~NOo oM
00 00 0O 00 O GO ~

IIpaBuabHblii oTBeT: 2, 3,5, 6,8




Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABIICHHE [Tl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE PEUMYIIECTBEHHO BBITTOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-4. 3amura nadopatopHoii padorsl ""HacTpoiika cepBuca aBropusanum,
AUATHOCTHKA M YCTPAHEHHE HEHCIIPABHOCTEeH PyHKIMOHUPOBAHUS ONePALMOHHON cucTeMbl'

®opmbl peau3anum: 3anIuTa 3a1aHus

Tun KOHTPOABLHOT0 MeponpusiTus: KorrponsHas padora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBedeHHs] KOHTPOJIbHOr0 Meponpusitusi: I[IpeaBapurenbHas IOATOTOBKA K
BBINOJIHEHUIO J1A00paToOpHOi paboThl. BeimosHeHHe 1abopaTopHOW pabOThl B COOTBETCTBUU C
3amanueM. [loAroToBKa K 3alIMTe IO MPOUICHHBIM MaTepraIaM.

Kpatkoe conepxxanue 3agaHus:
OtBetbTe Ha 40 BOIPOCOB TeCTa, UCIIONb3Ys POUIEHHBIH MaTepuan. O6paTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY>KHO BBECTH NPABUIIbHBINA OTBET CaMOCTOSTENbHO. 15
YCIIEITHOTO BBINIOJIHEHUS 3aJaHUsI BHUMATEIIbHO O3HAKOMBTECH C KaXIbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JIEKLIUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3aHJIaHI/IpOBaHHBIe PE3YJIbTATHL BOHpOCLI/ 3alaHus U IIPOBCPKU
06y‘I€HI/I$I MO JUCHUIIJIINHE

3HaTh: TPUHIUITBL 1.Bonpoc: KakoBa ocHOBHast pojib CECCHOHHOI'O KJII04a B
UACHTU(PUKAIIH, npotoxkoiie Kerberos?

ayTeHTU(UKANK U aBTopu3anuu | 1. OH ncnonbsyetca Ana WndPoBaHNA BCEX JaHHbIX MEXAY
MIOJIB30BaTENEN knneHTom n KDC.

2. OH obecneunBaeT BpeMeHHYI ayTeEHTMOUKALMIO KANEHTa Ha
cepBepe B paMKax 04HOW ceccum.

3. OH ucnonbayeTca assa obMeHa KAYaMmn MeXay KNMEHTOM U
cepBepom.

4. OH CNYXKUT 18 XpaHEeHMA YYeTHbIX AaHHbIX N0/ib30BaTeNs.

5. OH ucnonb3yeTca as reHepauum BCexX ApYrux Kntoyem B
Kerberos.

6. OH XPaHUTCA Ha cepBepe anAa ,u,aaneﬁu.lero MCcnoab30BaHUA.
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3anjgaHUupOBAHHBIE

pe3yabTaThl

06yquH;1 10 AUCLHUIIIINHE

Bonpocei/3aganus 1iist mpoBepKH

7. OH Hy}KeH AN1A CUHXPOHU3aL MM BPEMEHN MEXKIY KMEHTOM U
cepBepom.
8. OH ucnonb3ayeTca Ans cosaaHna buneta cnyxbbl (TGS).

IIpaBuabHblii oTBeT: OH 00CCIIEUnBaET BPEMEHHYIO
ayTeHTU(UKALMIO KIIMEHTAa Ha CepBEPE B paMKaxX OJHOU
CECCHMU.

2.Bompoc: PaccmoTpum cnenyromnyto ctpyktypy LDAP-
3aIUCH:

dn: uid=jdoe,ou=IT,dc=example,dc=com
objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: person

objectClass: top

cn: John Doe

sn: Doe

uid: jdoe

mail: john.doe@example.com

ou: IT

Kakwne n3 CJICAYHOIIUX YTBep)KI[eHI/Iﬁ IIpaBUJIbHO

OIHCHIBAIOT AJIEMEHTHI HH(popMarmoHHOK Moaenn LDAP,

IPUCYTCTBYIOLIME B 3TOM 3amKch?

1. dn (Distinguished Name) ornpenensieT yHUKaJIbHBIA TyTh

K 3anucu B LDAP-nepese.

2. objectClass onpenenser HabOp aTpHOYTOB, KOTOpbIE
MOTYT OBITh BKJIFOUEHBI B 3aIUCh.

3. Atpubyt cn (Common Name) ucnoyb3yercs ajis
XpaHEHUs TIOJHOTO UMEHU T0JIb30BaTES.

4. AtpubyT sn (Surname) ucnonb3yeTcs 1 XpaHEHUs
MMEHU MOJIb30BaTENS.

5. uid (User ID) siBasieTcst 00s13aTeNIbHBIM aTPUOYTOM IS

Bcex 3amumceit LDAP.

6. mail onpeesnseT 3JIeKTPOHHYIO MTOUTY MOJIb30BaTENs U

JIOJKEH OBITh YHUKAIBHBIM JUTS KaXIOH 3aIicH.

7. Atpulyt ou (Organizational Unit) yka3siBaeT Ha
MIOJIpa3/IeIeHUE TTOJIb30BATENS B OpraHU3aIHH.

8. dc (Domain Component) ucnosab3yercs I yKa3aHus
JIOMEeHa, K KOTOPOMY TTPHHAJICKUT 3aTIHCh.

BriOepute npaBuiIbHBIE YTBEPKICHUS:

1,2,3,7

WP NP RPN

ADWNNWW

(S W IR NS, BN

~N~N o~ oo
o)

IIpaBuabublii oTBeT: 1,2, 3,7, 8
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Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evtnoanenus 3nanus. OueHka "yJ10BICTBOPUTEIBHO" BBICTABIISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CIIM 3a/IaHUE BBITIOJTHEHO HEBEPHO HJIU NMPEHMYILECTBEHHO HE BBIITOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

VYr1Bepxaao:
3aB. kadenpoit BMCC
Bummsikos Cepreit Bukroposny

Buaer Nel
HUY MBU
Kadeapa BMCC
JucunninHa A MUHICTPHPOBAHHE 3alTUIIIEHHBIX OTIEPAIlHOHHBIX
CUCTEM
Bomnpocsl

1. Kakue kimo4eBble CHCTEMHBIE BBI30BEI CYNIECTBYIOT B LinuX, M KAKOBBI UX OCHOBHBIC ()YHKIIUH?

2. Kak opranuzoBana (aiinoBas cucrema B Linux? Kakne ocCHOBHBIE KaTaJIOTH CYIIECTBYIOT U KAKOBO
WX Ha3HayeHue?

IIpoueaypa nposenenust

Onenka onpeenseTcs MO COBOKYIMHOCTH PE3yJIbTaTOB TEKYLIEr0 KOHTPOJI YCIIEBAEMOCTH B
cooTBeTcTBUM ¢ [lonoxeHneM o 6auIbHO-peUTHHTOBOM crcteme uid cTyaeHToB HIMY «MOW».

|. Ilepeuens komnemenyuil/unOuUKamopo8 u KOHMPObHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8
0CGOCHUA OUCUUNIUHDI

1. Komnerenuusi/Muankarop: UJ-8ork-1047 [Ipumensier cpencrra nHGOpMaIMOHHBIX,
KOMITbIOTEPHBIX U CETEBBIX TEXHOJIOTUH JIUIsl TOMCKA, XpaHEeHUs1, 00pabOTKH, aHATN3a U
npeJicTaBlIeHUs] HHpOpMaLuu

Bomnpocel, 3axanus
1.KakoBa cTpyKTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphl ONIEPALlMOHHON CHUCTEMbI Ha Oa3e
aapa Linux?
2.Kak siapo Linux B3anMOJEHCTBYET C MOIB30BATEIbCKUMU ITpOrpaMMaMu U 000py1oBaHuEeM?
3.YTo Takoe CUCTEMHbIE BBI30BbI U KaK OHH 00ECTIEYMBAIOT B3aUMO/ICHCTBHE IPUIIOKEHUH C
aapoMm Linux?
4.Kak opranuszoBana Qaiinosas cucrema B Linux? Kakue ocHOBHbBIE KaTaloru CyIecTBYIOT U
KAaKOBO MX Ha3Ha4eHHe?
5.Kak ocymecTBisieTcst ynpasJeHHe M0oIb30BaTeNIIMU U rpynnamu B Linux? Kakue komansl 1
(alibl HCTIONB3YIOTCS JIJISl 3TOTO?
6.Kak HactpanBaroTcs npaBa JI0CTyINa JUis oJIb30BaTeNel ¥ rpymn B ¢ailioBoii cucreme
Linux?
7.Kakue MeToibl ynpaBieHus MpoleccaMy CyIIecTBYIOT B Linux, U KaKk OHU pealn30BaHbI?
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8.Kak MOHO KOHTPOJIMPOBATH U YIPABJIATH IPOLIECCAMU C IIOMOILBIO KOMaH/ M CHCTEMHBIX
BbI30BOB B Linux?

9.Kak cucrema Linux 06pabaTbiBaeT MPUOPUTETHI MIPOILIECCOB U YTO TAKOE IIIAHUPOBIITUK
3agayq’?

10.KaxoBbI OCHOBHBIE METO/BI YCTAHOBKM M OOHOBJIEHUS Mporpamm B Linux?

11.Kak aBromaTu3upoBath 3a1auu B Linux ¢ momompto shell-ckpunrtos u ansible?

12.Kakue TeXHOJIOTUHU BUPTYAJIN3aLUU MOAAEPKUBatOTCs B Linux?

13.Kak HacTpouTh 3a1a4M MO paCIUCAHUIO?

14 .KakoBbI OCHOBHBIE IIEJTH KOMITBIOTEPHOW OE€30MACHOCTH U KaK OHHU JIOCTUTAIOTCS B
OTEepPAIMOHHBIX CUCTEMaXxX?

15.Kakue cymecTByrOT BU/Ibl aTaK Ha OIIEPALlMOHHBIE CUCTEMBI, U KaK OHU peau3yroTcs?
16.Kakue cyimecTByrOT MOJIeu gocTyna K 3amuieHHoi nadopmaruu (DAC, MAC, RBAC)?
17.Kak mpoucxoauT HacTpOiKa ceTeBOro nHTepgeiica u ynpasieHue ero cocrosiuueM B Linux?
18.Kakue cymiecTByl0OT MEXaHU3MBbI yIIpaBiieHUd U pacnpenenenus [P-anpecos B cetn?
19.Kax pabotaet nporokon ARP u /7151 4ero oH UCIoNb3yeTcs B CeTAX?

20.Kak pa6oraet npotokon ICMP u kakue Turisl cooOIIeHn 0H 00padaTbiBaeT?

21.Kax paboTaroT coKeThl B LinuxX u Kak OHM MCIIOJIB3YIOTCS Ul CETEBOTO B3aUMOICHCTBUS?
22 Kak paboraetr SSH u kak oH obecnieunBaeT Oe3onacHoe ynanéHHoe ynpasienue? Kakue
METO/bI ayTeHTU(UKAINH MToAepkuBatoTcss B SSH 1 Kak OHM HacTpauBaroTCs?

23.Kako# myTh IPOXOJUT CETEBOM MaKeT B ONEPALMOHHON CUCTEME OT MpUEMa J10 epeaadn?
Kak ocymecTBisiercst pumbTparyst 1 MapmpyTu3anus makeros B Linux?

24 Kakuie HHCTPYMEHTBI UCIIONB3YIOTCS /ISl HACTPOMKHU MEXCeTeBOro 3kpana B Linux?
25.Kakue ponu BeInonHAOT potokossl ESMTP u IMAP B npouiecce oTiipaBku 1 OJTy4eHUS
oYTHI?

26.Kaxk paboraer mporokoin DHCP u xak on oOecrieunBaeT aBToMaTuyeckoe Ha3HaueHue [P-
agpecoB?

27.Kak paboraet npotokosn DNS 1 kak npoucxoauT pa3pelieHue JOMEHHbIX UMEH B IP-
aapeca?

28.Kakne KOMIIOHEHTHI BKJIFOYAIOT B C€0s1 CUCTEMBI YITpaBICHUs UACHTU(UKAITEH?

29.Kak pabotaet npotokon LDAP u kak OH UCIIONB3yeTCs AJsl yIpaBiIeHUs UIeHTUDUKAIIUEH
U J0CTYTIOM?

30.Kak pabotaer npotokon Kerberos, u kak oH o0ecriednBaeT ayTeHTU()UKALIUIO B CETAX?

MaTepnanbl AJIA MIPOBEPKU 0CTATOYHBIX 3HAHUH

1.Kakne ocHOBHbIE KOMIOHEHTHI COCTABIISIOT APXUTEKTYPY ONEPAMOHHON CUCTEMBI Ha 0a3e

anpa Linux? Ilepeunicnute ux GyHKIIMN U Ha3HAYECHHE.
OtBeTsI:

[TepeunciieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusriit otet: Anpo (Kernel) Sapo siBisieTcst eHTpaibHBIM KOMIOHEHTOM
ornepaioHHoi cucreMsl Linux. OHO ynpaBiisieT OCHOBHBIMH CUCTEMHBIMH PECYpPCaMH,
TaKMMH KakK IaMsTh, IPOLIECCOPBI, U YCTPOHCTBA BBOAA-BBIBOAA. S IpO Takke
MpelocTaBisgeT UHTEp(dENchl ISl B3aUMOIEHCTBUS C allapaTHbIM 00eCIeYeHHUEM.
ITpumep: Korna nporpamma 3anpamuBaet ¢aiin Ha TUCKe, 11po 00padbaTeIBaeT 3ampoc,
B3aMMOJIEICTBYS ¢ (ailioBOIl cUcTeMOil U apaliBepaMu IHUCKa, YTOOBI U3BIICYb
HeoOxonumeie qanubie. O6onouka (Shell) O6onouka — 310 HHTEpdEHC MEKTY
noJib3oBareseM U aapoM. OHa HHTEpPHPETUPYET KOMaHIbl, BBOAUMBIE TIOJIb30BaTENIEM, U
nepeaaeT ux SApy A BelogHEHHsL. O00J104Ka MOXKET OBITh KOMaHAHOM CTPOKOM
(manpumep, Bash) unu rpapuyeckum unrepdeiicom. [pumep: IloaszoBaTens BBOIUT
KoMmaHny ls B o6onouke Bash, n 06onouka nepegaer 3Ty KOMaHay sIpy, KOTOpoe
BBITIOJTHSIET COOTBETCTBYIOIIYIO CUCTEMHYIO (DYHKIIHIO JIsl OTOOpa)KeHHsl criucka (paisos.
daitnoBas cucreMa PailyioBasi CUCTEMa YIPABIAET XpPaHEHUEM U JOCTYIIOM K JAHHBIM Ha
XKECTKUX TUCKAX U JPYTUX YCTpOHCTBaxX XxpaHeHus. OHa opraHu3yeT JaHHbIE B BUJE
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(ailnoB 1 KaTaJIOroB U MpeAOCTaBIsAeT UHTEpdEc st uX yTeHus U 3anucu. [Ipumep:
daitnoBas cuctema ext4 odbecrieunBaeT HaJIe)KHOE XPaHEHNUE JAHHBIX C TTOIIEPIKKOM
KYPHAIMPOBAHUS, YTO IOMOTAET 3ALIUTUTH JaHHBIC OT MOBPEXKACHUS MPU COOSIX CHCTEMBI.
HpaiiBepbl ycTpoicTB [[paliBepbl yCTPOMCTB — 3TO CHEIUATIbHBIE MOJIYJIH, KOTOPHIE
IIO3BOJISIIOT SIIPY B3aMMOJEMCTBOBATH C allllapaTHBIM 00€CIIEYEHUEM, TAKUM KaK CETEBbIE
KapThl, )KECTKHE TUCKU, IPUHTEPHI U T. A. OHU abcTparupyror AeTanu paboThl YCTPOHCTB,
npenocTaBisis yHU(DUIUPOBaHHbIN nnTepdeiic s sapa. [Ipumep: [paiiBep ceTeBoit
KapThl oOecreynBaeT nepeaavyy JaHHBIX MEXKIY SApoM Linux u ceTeBbIM afanTepom,
MO3BOJISISI CHCTEME TIOJIKITI0YaThes K ceTh. Cuctemubie 6nbanoreku CucTeMHBIC
OUOIMOTEKH MPEIOCTABIIAIOT MHOXKECTBO (DYHKIIHMI, KOTOPbIE MOT'YT HCIIOJIb30BATHCS
npunoxenussMu. OHU BKIIOUYAIOT B cedst oubmmorexy C (glibc), kotopas conepxut
GbyHKIMY 1715 paboThl ¢ (haiimamu, CTpOKaMH, MPOLECCAaMH U MHOTUMU JAPYyTUMHU 0a30BBIMU
onepauusmu. [Ipumep: Korna npunoskenue ncnomip3yer GyHKIuUio printf ais BeiBo1a
TEKCTa Ha dKpaH, 3Ta QYHKIHS IPEIOCTaBISAETCS CUCTEMHON OnbmmoTekoit glibc.

2.Kakwue CymniecTByIOT CUCTEMHBIE BBI3OBHI B Linux, U KakoBa UX pojb?
OTtBeTsI:

[ano onpeznenenue. [IpuBeneHs! npuMepsl.
Bepwnbsiii otBeT: Onucanue: CucTeMHbIE BEI30BBI — 3TO UHTEpQEiic Mexay
I10JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIIMOHHOM cucTeMbl. OHU TO3BOJISIOT
MIPUJIOXKEHUSM 3alpalluBaTh YCIyTd, MPeJoCTaBsieMble IAPOM, TaKHE KaK yIpaBiIeHHE
nporeccamu, (hailJIOBBIMU CHCTEMaMH, CETEBBIMH B3aUMOJICHCTBHSIMU U aIlapaTHBIMU
pecypcamu. [Ipumep: CucteMHBbIH BBI30B open() UCHOIb3yeTcs Ui OTKPBITUS (aiina.
Korna npuiosxenne BeI3biBaeT open(), Sapo OTKPBIBACT yKa3aHHBIN (aii 1 BO3Bpanaet
(baitoBbIi 1eCKPUNITOP, KOTOPHIN MPUIOKEHHUE 3aTEM MOXKET UCIIOIB30BaTh AJIs YTCHUS
WM 3anKucH JaHHBIX. OCHOBHBIE KATETOPUU CUCTEMHBIX BbI30BOB

3.Kak paboratot mozenu foctyna K 3amuménHoi nudopmanuu B OC?
OTBeTHI:

[TepeuncieHbl MOAEIN KOHTPOJIS JOCTYyIa
BepHnpiii otBeT: CylecTBYIOT MOEIN KOHTPOJIS JOCTyMa, Takue Kak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu ompenensioT, KTO U KaK MOKET MOJIYUYUTh JOCTYII K pecypcaM CUCTEMbI Ha OCHOBE
IIPEIONPEAEIIEHHBIX IPABUII U ITOJIUTHK.

4 Kak pabotaet nmpotokos ARP, u Kakyro posib OH UTPAET B CETEBBIX B3aUMOJICUCTBUIX?
OTBeThI:

Jano mpaBmIbHOE OMpeieJIeHuEe TPOTOKOJIA M €T0 OCHOBHOW (DYHKIIHH.
Bepusriit otBet: ARP (Address Resolution Protocol) ncnons3yercs st npeodpazoBaHus
IP-anpecoB B MAC-aapeca. Korjga ycTpoiCTBO XOU€T OTIIPABUTH JAHHBIE B JIOKAJIBHOM
ceTH, oHo 3anpamunsaeT MAC-aapec no uzsectHomy [P-anpecy ¢ nomompbro ARP-
3ampoca.

5.Kak paboraer SSH u xak oH o0ecreunBaeT 6€30MacHOE MOAKIIOYEHHE K YAaTEHHBIM

cucreMam?
OTBeThI:

JlaHO KOppEeKTHOE OIpeieIeHHE.
Bepnsiii otBet: SSH (Secure Shell) o6ecnieunBaet mudpoBaHue TaHHBIX MPU yIATEHHOM
yrpaBieHUH cucteMamu. [loakimoueHre npoucxoquT yepe3 ayTeHTUPUKaIuio (aposib
WJIH KJIF0Y) C UCIIOIb30BaHNEM IU(PPOBaHUS JaHHBIX ceccuu. s HacTpoiiku
ucrnonb3yrores (aiin /etc/ssh/sshd _config.

6.2Tanbl 00pabOTKU CETEBOro MakeTa B ONepaluoHHON cucteme Linux
OTtBeTHI:

[Tepeuncrnens! sTans 06padboTku cereBoro nakera B OC
Bepwnrriii oteT: 1. [Tomyduenue cereBoro nakera Ha uHTepdeiice Kornma maker mocrymaer
Ha ceTeBoi uHTEpdeiic (Hanpumep, Ethernet), ceTeBoit anantep npuHUMaeT €ro U
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nepenaér B cereBoi ctTek siapa Linux. [pumep: Ipu nonydenun ICMP-3anpoca (ping) Ha
ceteBoit mHTEpdeiic eth(, apaiiBep ceTeBoi KapThl MepenaéT maker B AApo. 2. O6padoTka
Ha YPOBHE CETEBOT0 AparBepa [paiiBep ceTEBOro ajantepa KOMUPYET NAKET U3
anmnapaTtHoro Oydepa B ornepaTUBHYIO IaMATh. 3aTeM MAKeT IepejaeTcs B CETEBOM CTEeK
aapa s nanpHenen oopadbotku. [Ipumep: [Taker ICMP (ping) nepenaéres apaiiBepom
ceteBoit kapThl B cTrek TCP/IP nns nanpHeimen mapuipyruzanuu. 3. OuiabTpanus u
obpaboTtka makera B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBeHHAas 32
¢dunpTparuio naketos. [Taker nmpoxoaut yepe3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAaY€HUS U
npoucxoxaenus. [Ipumep: Ecnu HacTpoeno npasuiio B iptables, koTopoe 010kupyet
ICMP-3ampocsl, maker OyzaeT oTUIbTPOBaH U OTKJIOHEH Ha dTare INPUT. 4.
Mapupyru3zanus nakera Ecinu nakeT He OTQHIBTPOBAH, SAPO MPOBEPSET TAOIUILY
MapuIpyTU3aLUH, YTOOBI ONPEIEIINTh, HYKHO JIM NIepeaTh MaKeT JOKaIbHOMY IPOLEecCy
WJIM MapLIPpyTU3UPOBATh €ro Ha Apyrou y3en B cetu. [Ipumep: Ecnu [P-agpec Haznauenus
COOTBETCTBYET JIOKAJIbHOMY aJJpeCy, MaKeT HampaBisieTcsi Ha 00padoTKY JTOKAIbHOMY
MIPOLIECCY; MHAaYe — IePeaipeCOBBIBACTCS YepPEe3 COOTBETCTBYIOIMINM HHTEpPEIiC. 5.
IIpoToKoJIbI YpOBHS TPAHCIIOPTHOTO YpOBHA Eciy naker npenHa3HayeH IS JIOKaIbHOIO
XO0CTa, s,Ipo 00pabaThIBAaET €ro Ha YPOBHE TPAHCIIOPTHOTO IpoTokona (Hampumep, TCP,
UDP, ICMP). Crauana npoBepsieTcs HOpT Ha3HAYEHUs, YTOOBI IEpeaTh MAKET
COOTBeTCTBYIOLIEMY npuinoxenuto. [Ipumep: Ecinu sto TCP-naker, on Oyner
aCCOLIMMPOBAH C COOTBETCTBYIOLIUM COKETOM IpUJIOKeHUs uepes3 nopT. 6. [lepenaua
nakera npuioxkeHuto [laker nepenaercst B COOTBETCTBYIOUINI COKET WIIM MIPUIIOKEHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Tpumep: Ecnu sto naker TCP, npennaznaueHHbli aist BeO-cepBepa
Ha iopTy 80, oH Oyzaer nepenan BeO-cepBepy Apache mns o6paborku HTTP-3ampoca. 7.
OTBeT Ha 3anpoc WM nociueayoias nepenada Eciau maker TpeOyet oTBeTa (Harpumep,
i 3anpoca ICMP), cooTBeTcTBYIOLIEE IPUITOKEHUE UIIH SIIPO TEHEPUPYIOT OTBETHBIIN
MaKeT, KOTOPBIH 3aTeM MPOXOIUT aHAIOTUYHbIE ITanbl 00pabOTKH, HO B 00paTHOM
nopsiike: otnpasisiercs uepes crek TCP/IP, dunbrpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoii uHTepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusnoxenue wim
a1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00OpaTHO OTIPABUTEINIO YEpeE3
unTepodeiic eth0.

7.11puHnuns! GyHKIIMOHUPOBAHUS CUCTEMBI JIEKTPOHHOMN TTOYTHI

OTBETHI:

Hepqu/IcneHH OCHOBHBLIC ITPUHIIUIIBI.

Bepnbplii otBeT: Cuctema 31€KTpOHHON MOYTHI TO3BOJISIET MTOJIB30BATENSAM OTIIPABIIATH U
noJtydath cooduienus yepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U NPOTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Koraa
I10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IIOYTOBBII KIMEHT NepeaaéT cooOIIeHne
Ha MCXOAIui cepBep ¢ nomolbio npotokona SMTP. Cepsep nocraisier coobOiieHre Ha
CepBEp IMOIydaTens, IJ1e OHO XPAHUTCS 10 TEX MOP, IOKA MOJIy4aTelb HE 3aIIPOCHUT €T0
yepe3 cBoi nouToBbii KiueHT. [IpoTtokonsl POP3 u IMAP ucnonbs3yrores 1uist OIy4eHUS
coobmenuii: POP3 3arpykaer mucbMa Ha YCTPOHCTBO MOJIH30BATENS M OOBIYHO yIaJsieT
uX ¢ cepBepa, Toraa kak IMAP coxpanseTr cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MEXy HECKOJIIBKUMH yCTporcTBaMH. CHUCTEMA 3JIEKTPOHHOM MOYTHI TAKKE BKIIFOYAET
¢byHKIMK GUIBTpALUU criamMa, MH(PoBaHUs COOOIIEHUH U yIIpaBIeHUEe KOHTaKTaMH.

8.CpaBHeHHE CHUCTEMBI yIipaBieHus uaeHTudukaruei Ha ocnoBe LDAP u Kerberos

OTBETHI:

[Tepeuncnens! ocHoBHBIE (QyHKIMHU NpoTokoiI0B LDAP u Kerberos.

Bepusiii otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonb3yetcst 1is
XPAaHEHMS U YIPABJIEHUS JaHHBIMU O MOJIb30BATENAX, IPYIIIAX, YCTPOUCTBAX U IPYTUX
00BEKTax B HEepapXUUecKoil cTpykType. OH oOecreunBaeT EeHTPATN30BaHHYIO 0a3y
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JTAHHBIX [T XpaHSHUS WH(OPMAIIUU, KOTOPAsi MOXKET OBITh UCTIOIB30BaHA PAa3INIHBIMU
ciyx0aMu A1 ayTeHTU(UKAIMK U aBTOpU3aLlMU Tob3oBaTene. [Ipumep
ucnosb3oBanus: LDAP dacto npumeHseTcs 1sl OpraHu3alyuy HEHTPAIU30BaHHOIO
KaTaJlora, KOTOPbIA UCIIONb3YETCS AJI YIPABJIECHUS N0JIb30BATEISIMU B KOPIOPATUBHOM
CETH, a TaKXKe JUIsl IPEAOCTaBICHUS CEPBUCOB, TAKUX KaK aJJpeCcHasi KHUra, CEPBUCHI
AJEKTPOHHOU MOUTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 31o mporokon
ayTeHTU(UKALUHU, KOTOPBIH MpeocTaBiIsieT 0€30MacHyI0 M HAJACKHYIO ayTeHTH(PHUKAIINIO
oJib30BatTesieil u cepBucoB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMbI TUKETOB, UTO
MO3BOJISIET TOJIH30BATENSIM aYyTCHTH(PUIIMPOBATHCS OJWH Pa3 U MOTydaTh JOCTYH K
MHO>KECTBY CEpBUCOB 0€3 HEOOXOAUMOCTH MOBTOpHOM ayreHTudukamuu. [Ipumep
ucnoib3oBanus: Kerberos mmpoko NCHONB3yeTCsl B CUCTEMAX, TJie TpeOyeTcst BBICOKast
0e30macHOCTh, TAKUX Kak Active Directory, mist oGecrieueHus 1EeHTPaATM30BaHHOTO
yIIpaBJICHUS TOCTYIIOM U ayTeHTU(duKaiuei B cetu. Mexanu3mel padbotel: LDAP: LDAP
paboTaet 1o npUHIMNY 3anpoca U oTBeTa. KimmeHT ornpasinser 3anpoc k LDAP-cepsepy
JUTSL TIOUCKA, T00aBIIeHUs, H3MEHEHWSI MITU yIalleHUs JaHHBIX B Katanore. LDAP
ucnone3yeT npotokon TCP/IP nyist mepenaun n1aHHBIX U MOKET paboTaTh MO
3amuuieHHoMy coenuHenuto yepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaercs
ayTeHTU(UKALMEH Ob30BaTeNel, HO MIPEIOCTABIIACT JaHHbBIE, HEOOXOAUMBIE IS
ayTeHTH(UKaIWKU (HanpuMmep, XpaHeHue naposei, xemeit). Kerberos: Kerberos
UCIOJIb3YET CUMMETPUYHOE MU(POBAHUE U CUCTEMY THUKETOB JUISl ayTeHTU(DUKAITIH.
Korma nons3oBarens npoxoaut ayreHTHuKanuio, Kerberos Bergaer tuker-gocrym (Ticket
Granting Ticket, TGT), koTOpbIii UCTIONB3YETCS ISl TOTYYSHUS] IPYTHX TUKETOB IS
JOCTyTA K pa3jIMYHbIM CEpBUCAM B CETH 0O€3 MOBTOPHOTO BBOJA naposst. Kerberos
pabotaet o npotokoxy UDP u moxet ucnonb3obars TCP 15 nepeaauu 60mbmnx
JAHHBIX WK B CIIy4ae BHICOKOM HaJle:)KHOCTH coenuuenus. bezonacnocts: LDAP: LDAP
HE TPe0CTaBIsET BCTPOCHHBIX MEXAaHU3MOB JJIsl ayTeHTU(UKALNY U K (poBaHuUs,
MOATOMY OH YaCTO MCIOJIb3YETCS B CBSI3KE C APYTMMH IMPOTOKOIAMH, TAKUMHU KaK
Kerberos, n1sa noseliienus oe3omacaoctu. LDAP MoxkeTt ucmonb3oBath SSL/TLS ms
3alUTHl JAaHHBIX B TIporiecce nepemaaun. Kerberos: Kerberos obecrieunBaet BhICOKHI
ypOBEHb 0€30MaCHOCTH, UCTIOIB3YsI MEXaHU3M B3aMMHON ayTeHTHU(UKAIUU U MHU(POBAHUS
Ha OCHOBE CHMMETPHYHBIX KJIt0ueii. Bce maHHbIe, epegaBaeMble MEXTy KIIMEHTOM U
cepBepoM, MHU(PYIOTCS, YTO MPEAOTBpAIAET MepeXBaT WM MOIIENIKY JaHHbIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP mMoxeT HHTErpupoBaThes ¢ pa3InyHbIMU
CepBHCAaMU U PUIOKEHUSMHU, TAKUMH KaK TTOYTOBBIE CEPBEPHI, BEO-TPUITOKECHHS,
CUCTEMBI yIpaBiieHus JoctynoM u T.1. LDAP wacTto ucnomnesyercs B kauecte 6a3bl
TaHHBIX [T XpaHEeHUs WH(OPMAIIUY O MOJIb30BaTeNsIX, KOTOpas 3aTEM HCTIOIb3YeTCs IS
ayreHTU(uUKauuu B Apyrux cucremax. Kerberos: Kerberos ncnonb3yercs B cucremax, rie
HeoOxouMma Oe3omacHasi ayTeHTH(UKAIKS OJIb30BaTENel U CEPBUCOB, YAaCTO B Cpe/Iax,
rae Tpedyercs nogaepxkka SSO (Single Sign-On). On moxeTt unterpuposatbes ¢ LDAP
JUIS TIOJTyYeHHUs JaHHBIX O TMOJIh30BaTeNAX, HO caMm Kerberos 3aHuMaeTcs TOIBKO
MIPOLIECCOM ayTeHTU(DUKAIINH.

II. Onucanue wkanvl oueHusanus

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoJHeHus 3nanus: Paborta BbINOIHEHA B paMKax "TPOBHHYTOTO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYINPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHUI

Oyenka: 4 («XOpoIIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyernmax.: 60
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Onucanue xapaxmepucmuxu vinoiHeHus sHanus: PaboTta BeIONHEHA B paMKax "6a3oBoro"
ypOBHS. BONBIIMHCTBO OTBETOB JJaHbl BEPHO. B yacTu MaTepuana ecTh He3HAUUTEIbHbIE
HEJIOCTATK!

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINOIHEHA B paMKax "moporosoro”
ypoBHsi. OCHOBHAs 4acTh 3aJaHus BBIIIOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIECTBOPUTEIBHOY)
Onucanue xapakmepucmuku 6blnonneHus 3uanus: PaboTa He BHIIOTHEHA WM BBIIOTHEHA
MPEUMYIIECTBEHHO HEMPAaBUIHHO

1I1. Ilpaguna évicmasnenus umo2080i OUeHKU no Kypcy

OneHka omnpezensercs MO0 COBOKYIHOCTH Ppe3yJIbTaTOB TEKYLIEro KOHTPOJIS YCIIEBa€MOCTH B
cooTtBeTcTBUH C [lonoxeHnem o OamibHO-peRTUHIOBOM cucteme s cryaeHToB HUY «MOW».

18



