MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

HanpasieHue noAroToBKu/cnenuanbHocTh: 27.04.04 YnpapiieHue B TEXHUYECKUX CHCTeMax

HaumenoBanue o0pa3zoBare/ibHOM nporpamMmmbl: UHTeN/IeKTya/IbHbIE TEXHOJOTUH YIIPABJIEHUS] B TEXHUYECKUX
cucTreMax, 00padoTka U aHAJIU3 JAHHBIX

YpoBeHnb 00pa3oBaHusi: Bbiciee 00pa3oBaHHe - MarucTrparypa

®opma o0yuenusi: Ounas

Pabouast nporpaMma QM CHUILIHHBI
KOMIIBIOTEPHBIE TEXHOJIOTUU YIIPABJIEHUS B TEXHUYECKUX

TJIAHY:

CUCTEMAX
BJaok: Baok 1 «/Iucuuniunbl (MoayJin)»
YacTh 00pa3zoBaTeibLHOM OGs3aTennnast
NMPOrpaMmbl:
Ne qucHMIUIMHBI 10 y4eOHOMY BE1.0.10

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

3 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IJIAHY:

180 yacoB

Jexknun

3 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

He NMPeyCMOTPEHO YUeOHbIM MJIAHOM

JladopaTopHbie padoThI

3 cemecTp - 32 yaca;

Kouncynbranuu

3 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

3 cemectp - 129,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

BKJIIOYAS:
TecTtupoBaHue
JlabopaTopnasi pa6ora

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

3 cemectp - 0,5 yaca;
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1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Ieap ocBOeHHS IMCUMIIMHBI. W3YYEHHE OCHOBHBIX IPHUHIUIIOB HCIOJIB30BAHHUS COBPEMEHHBIX
UH(POPMALIMOHHO-TIPOTPAMMHBIX TEXHOJIOTHI W BBIYHCIUTEIBHBIX CPEJACTB B 00JAaCTH aBTOMATH3alMU U

yIpaBIeHUSI.

33[[3‘11/1 AUCHHUIIIMHBI

- popmupoBanue 3Hanui 0 cTpykrype ACYTII u Ha3HAYCHUU OTJEIBHBIX MOJACUCTEM H CHCTEMBbI

B IICJIOM;

- n3yudenue npuHnumna pabotet SCADA cuctem;
- n3y4eHust Metos10B u cpeacts cBsizu SCADA cucrtem ¢ ypoaeM ITJIK B ACYTII;
- MpUOOpETeHNE HaBBIKOB KOHGUTyprupoBaHus pazaudabix SCADA cucreM mpu padoTe ¢

pasnuunbivu [TJIK.

dopmupyembie y 00y4aronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINH

3amiaHNpOBaHHbIE Pe3yJbTAThI 00yUeHHus

OIIK-3 Cnocoben
CaMOCTOSITEIILHO PEIIaTh
3a/1a4¥l YIpaBIICHUS B
TEXHHYECKHUX CHCTEMAX Ha
0ase nmociieJHUX
JOCTH)KEHUI HAyKH U
TCXHUKN

N1-1onk-3 Jemonctpupyer
3HAHHUE COBPEMEHHBIX METOIOB
Y TEXHOJIOTUH PELICHMS 3a1a4
YIPaBIEHUS B TEXHUYECKUX
cucreMax

3HATH:
- METOJIbI IOCTPOCHHS] COBPEMEHHOU
ACVYTII 5a 6aze SCADA cucremsl.

YMETh:
- pa3pabaThIBaTh CTPYKTYPY COBPEMEHHOMN
ACYTII a1t KOHKpPETHOM 3a/1a4.

OIIK-6 Cniocoben
OCYILIECTBIISATH COOp U
IPOBO/INTH aHAJIM3 HAYYHO-
TEXHUUYECKON MHPOpMaIHH,
0000111aTh OTE€4YECTBEHHBIH
1 3apyOeKHBIH OTIBIT B
00J1aCTH CpescTB
aBTOMATH3aINH U

N]1-20nk-6 MOXeT IpOBOIUTH
cOop, aHanu3 1 0000IICHNE
OTEUYECTBEHHOM U 3apyOeKHOM
Hay4YHO-TEXHUYECKOHN
uHpOopMaLuu B 00J1aCTH
CPENCTB aBTOMATU3ALMH U
yIpaBIEHUS

3HATh:
- oommactu npumenennss ACYTII u mecto
SCADA cucrem B HUX.

YMETB:
- BBIABJIATH MECTA MOJHOM ¥ YaCTUYHOMN

aBToMartu3anuu npoueccos B ACYTIIL.

YyIpaBJICHUSA
OIIK-7 CnocobeH I/II[']_OI‘[K.7 HGMOHCTppreT 3HATh.
OcyH_[eCTBHﬂTL 3HAHUE CXEMOTEXHUYECKUX, - METOAbI U TCXHUYCCKUC CpG}ICTBa

000CHOBaHHBII BBIOOD,
pa3pabaTbeIBaTh U
pearn30BBIBaTh HA

CHCTEMOTEXHUYECKUX U
[IPOrPAMMHO-AIIAPATHBIX
pELIEHH 1)1l CUCTEM

CUTHAJIM3ALIUU O COCTOSSHUU 00BEKTa
yIpaBiIeHUS U PUHATHIE HOPMBI JUIS
0TOOpa)keHHs TPEBOT U COOBITHI B

MIPAKTHUKE aBTOMATHU3aLlMU U YIIPABJIECHUSA SCADA cucremax.
CXEMOTEXHUYECKUE,

CHUCTEMOTEXHUYECKUE U YMETh:

anmapaTHO-IPOrPaMMHBIE - paszpabaTeiBath APM onepatopos B
pELIeHUs AJI1 CUCTEM SCADA cucremax.

aBTOMAaTHU3alluu U

YIPABJICHUS

OIIK-10 Crocob6en 3HATH:

PYKOBOIHTH pa3paboTKoOit
METOINYECKUX U
HOPMAaTHUBHBIX IOKYMEHTOB,
TEXHUIECKOMN

N-1omk-10 JeMoHCTpHpYET
3HaHUe TpeOOBaHUH K
MH(OPMALOHHOMY
HAIOJHEHUIO METOIMYECKUX U
HOPMATHBHBIX JIOKYMEHTOB, K

- cTpykTypy coBpemenHo ACYTII.

YMETB:
- QaHAJIM3UPOBATH 33/1a4y [IOCTPOCHUS




Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

JOKYMEHTAaIuu B 00J1acTh
aBTOMATHU3AINHU
TEXHOJIOTHYECKHIX
MIPOLIECCOB U MPOU3BO/ICTB,
B TOM YHCJI€ TIO
KU3HEHHOMY ITUKITY
IPOAYKIIMU U €€ KaUeCTBY

TEXHUYECKOH TOKYMEHTAIIUU
pa3zpabaThIBa€MbIX CUCTEM
yIpaBJICHUS

ACYTII, 060CHOBBIBATH TPUMEHEHUS
ACVYTII pa3an4HON CI0KHOCTH JJIs
peleHns KOHKPETHOU 3a/1auu.

2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA30OBATEJBHOM ITIPOT'PAMMBI BO

JluctumimHa OTHOCHUTCS K OCHOBHOW TpOo(eCCHOHANbHOW 00pa3oBaTeNbHOW MpOorpaMMe
WHTenneKkTyaabHble TEXHOJIOTHH YIPaBJICHHS B TEXHUYECKHX CHUCTEMax, 00paboTKa M aHaJH3 JaHHBIX
(manee — OIIOII), nanpaBnenust noarotosku 27.04.04 YnpasieHue B TEXHUYECKHX CUCTEMAaX, YPOBEHb
00pa3oBaHus: BBICIIEEe 00Opa30BaHNE - MATUCTPATypa.

basupyercs Ha ypoBHe BbiclIero oopa3oBanus (0akaiaBpuaT, ClIEHUAINTET).

Pe3ynbpTarhl 00y4eHus, MojrydeHHbIE P OCBOEHUH JUCLUIUIMHBI, HEOOXOIMMBI IIPU BBIITOJHEHUN
BBIIYCKHOM KBaJU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIMHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

Pasnensr/TeMsl

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

m
33| E KonrakTHas pabora CP o
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
m P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 ITonsatue ACYTII n 6 3 2 - - - - - - - 4 - Ilo020mo6Ka K KOHMPOILHOU padome:
SCADA, opranusarus N3yuyenue Marepuainos 1o pasaeny Ilonsatue
coBpemenHoit ACYTII, ACYTII u SCADA, opranu3zaliiisi COBpeMeHHOI1
noctpoerne ACYTII - ACYTII, noctpoerne ACYTII - HopmaTHBHEIE
HOPMaTHBHbBIE JIOKYMEHTBHI U TOJITOTOBKA K KOHTPOJIbHOM
JIOKYMEHTBI pabore
11 ITonsatue ACYTII u 5 1 - - - - - - - 4 - H3yuenue mamepuanoe 1umepamypHslx
SCADA UCHOYHUKOG:
1.2 HopmaTuBHbie 1 1 - - - - - - - - - [3], 5-9
JOKYMEHTBI
2 BsanmoneticTBre 48 4 12 - - - - - - 32 - Ilo020mo6Ka K KOHMPOILHOU padome:
SCADA c gpyrumu W3yuenue MmatepuaioB o pa3aeny
MIPWIOKEHUSIMU Bzaumoneiicteue SCADA ¢ npyrumu
Windows, mpoTOKOJIEI npmwioxkeHussMu Windows, pOTOKOJIEI 0OMeHa
oOMeHa JaHHBIMU B mauaeiMu B SCADA cucremax u OAr0OTOBKA K
SCADA cuctemax KOHTpPOJBHON paboTe
2.1 BzanmogeicTsue ¢ 18 2 - - - - - - - 16 - H3yuenue mamepuanioe 1umepamyphulx
JIpYrUMH UCIMOYHUKOG:
MPUITIOKEHUSMH [4], 970-1003
Windows
2.2 IIpoTokomns! mepenaun 30 2 12 - - - - - - 16 -
naaHeix B SCADA
cucrema
3 O0nacTv npUMeHeHUst 8 4 - - - - - - - 4 - Ilod20mo6Ka K KOHMPOILHOU padome:

SCADA cucrem, ux
OCHOBHBIE
BO3MOYXHOCTH, HCTOPUS
Y TCHACHIINH Pa3BUTHS

Uzyuenune maTepuaios 1o pazaerny O0mactu
npumenenus SCADA cucreM, MX OCHOBHBIE
BO3MOXHOCTH, UCTOPHUS U TEHIEHUUHU Pa3BUTHS
Y TIOAATOTOBKA K KOHTPOJILHOU paboTe
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3.1 HcTopus u TeHaeHIuN 2 - 1 H3yuenue mamepuanog 1umepamypHsix
pa3BUTHS UCIOYHUKOB:
3.2 [Mpumenenne SCADA 2 - 1 [1], 3-7
cucTeM
3.3 | Bosmoxnoctu SCADA 4 - 2
CHCTEM
4 OmnepanroHHEIE 19 - 15 Ilo020mo6Ka K KOHMPOILHOU padome:
cuctemsl st SCADA, Wzydenne maTepraoB Mo pa3uery
IIOHATHE CUCTEM Omneparronnsie cucteMsl st SCADA,
peanbHOTO BPEMEHH MOHSTHE CUCTEM PEATbHOTO BPEMEHH U
4.1 OmnepanroHHEIC 9 - 7 MOJITOTOBKA K KOHTPOJIBHOH paboTte
cucteMsbl st SCADA H3yuenue mamepuanios iumepamypHnulx
4.2 OmnepanroHHEIC 10 - 8 UCMOYUHUKOG:
CHCTEMBI PEATBHOTO [3], 24-27, 59-63
BPEMEHHU
5 CucteMsl 21 4 15 Ilo020mo6Ka K KOHMPOILHOU padome:
CUTHAJIM3aLUH B W3y4yenue marepuaiioB no paszzaeny Cucremsl
coBpemeHHBIX ACY TII curHanuzanuu B coppeMeHHbIX ACY TII u
5.1 CucteMsl 21 4 15 MOJIrOTOBKa K KOHTPOJIbHOW paboTe
CUTHAJIM3aIUH B Iloozomogka pedhepama: B pamkax
copemeHHbIX ACY TII pedepaTHBHOI YaCTH CTYJICHTY HEOOXO UM
MIPOBECTH 0030p JINTEPATyPHBIX HCTOYHUKOB I10
BBIOpAaHHOW TeMe, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHH C TEMOH pedepara,
MOATOTOBUTH NPE3CHTALNIO JUIS BBICTYIIICHUS
IO pe3ybTaTaM paboThl HA CEMHHAPCKOM
3aHATHH. B KauecTBe TeM pedepara CTyIeHTY
NPe/IIaraloTCsl CIEAYIONe BAPHAHTHI:
6 Hacrpoiika APM B 42 16 26 Ilodzomogka K nabopamopnoii pabome: J1is
SCADA cucreme BBIMOJIHEH U 33 JaHUI 110 JTA00PaTOpHO paboTe
6.1 HacTtpoiika APM B 42 16 26 HEO0XOIUMO NPEABAPUTEIHHO U3YIUTh TEMY H
SCADA cucreme 3aJa4H BBITIOJHEHNUS 1Tab0paTOPHOH paboTshl, a

TaK K€ U3y4UTh BOTIPOCHI BAPHAHTOB
00pabOTKU pe3yNIbTATOB 110 H3YYCHHOMY B
paznene "Hactpoiika APM B SCADA cucreme"
Marepuainy.

H3yuenue mamepuanog 1umepamypHsix
UCHMOYHUKOB:

[2], 14-19




OKk3aMeH 36.0 - - - - 2 - - 0.5 - 335
Bcero 3a cemecTp 180.0 16 32 - - 2 - - 0.5 96 335
Hroro 3a cemecTp 180.0 16 32 - 2 - 0.5 1295

Ipumeuyanue: Jlex — nexuuu; JIab — naboparopusie padoTsl; [Ip — npaktudeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padboram; MKKII — nnauBuiyansHble KOHCYIBTAIIMH 110 KYpCOBBIM IpoekTaM/padoram; 'K- rpynmnoBsie KOHCYIbTAIIUH 110 pa3aenam
muctumunaer, CP — camocrositenbHas pabota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoiis; [TA — npoMexyrodHas

aTTcCTanuAa



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. llonamue ACYTII u SCADA, opeanusayus cospemennou ACYTII, nocmpoenue ACYTII -
HOPMAMUBHbLE OOKYMEHMbL

1.1. ITousatue ACYTII u SCADA

[Tonsitue Texnonornueckoro mnporuecca, nouarue ACYTII, nouarue SCADA cucrteMm, nmoHaTue
ERP cucrem. Mecro SCADA cucremsl B ynpaBleHUU NpefnpustueM. Jleranuzanus BEpXHEro
ypoBH# U HIKHETo ypoBHer ACYTIL.

1.2. HopMaTuBHBIE TOKYMEHTHI
I'OCT, MOK 1 n0oKyMeHTBHl APYTrMX OpraHU3alllid, HUCIOJIb3yeMbI€ MPU MOCTPOCHUE CUCTEM
ACVYTIL.

2. Bzaumooeiicmeue SCADA ¢ opy2umu npunodcernuimu Windows, npomokoavt 0bmeHa
oannvimu 6 SCADA cucmemax

2.1. B3aumoneiicTBue ¢ npyrumu npusioxeHusmu Windows

Dynamic Data Exchange (DDE). Component Object Model (COM). Object Linking and
Embedding (OLE)/ActiveX. OLE for Process Control (OPC). Ucnonb3oBanue OPC cepBepoB ams
obmena nannbiMu ¢ [TJIK.

2.2. IIporokonsl nepegauun ganubix B SCADA cucrema
Modbus. PROFINET. EtherCAT. SERCOS. ETHERNET Powerlink. MOK 60870-5-104.

3. Obracmu npumenenus SCADA cucmem, ux OCHOBHbBIE 803MOICHOCINU, UCHODUS U MEeHOCHYUU
pazeumus

3.1. UcTtopus 1 TeHAEeHIUN pa3BUTHS
[Tpuuunbl Bo3HukHOBeHU SCADA cucreM. O0uue tenaenun pazsutus SCADA cucrem.

3.2. ITpumenenne SCADA cuctem
O6nactu npumenennss SCADA cucrem.

3.3. Boamoxnoctu SCADA cucrem
OcHosuble ¢pyHkuu SCADA cucrem. Pexxumsl ynpasienus B SCADA cucremax. OCHOBHBIE
Bo3MOkHOCTH SCADA cucrem.

4. Onepayuonnvie cucmemwvl 0as1 SCADA, nousmue cucmem peaibHo20 epemeru

4.1. Onepauuonnsie cucrembl 1t SCADA
UcnonszoBanne OC cemeiictBa Windows st SCADA cuctem. [IpuumHBI 1MIHPOKOTO
ucnonszoBanus OC Windows st SCADA cuctem.

4.2. OnepaninoOHHbIE CUCTEMBI PEAIBHOIO BPEMEHHU
AxtyanbpHOCTh Hcnionb3oBanust OCPB Ha ceromusmHuii nens. Haubonee pacnpocTpaHEHHBIE
OCPB. Ilpunuunst padotst OCPB. OCPB ecTkoro 1 He ®KecTKOro peajlbHOr0 BPEMEHHU.

5. Cucmemvi cuenanusauuu 6 coepemernoix ACY TII

5.1. Cucremsl curHanusanuu B coBpeMeHHbx ACY TII



[Toncucremsl curnanuzanuuu. IIporpammuo-rexuuueckue pemenus. Curnanuzanus B SCADA -
cucreMax.

6. Hacmpoiika APM ¢ SCADA cucmeme

6.1. Hactpoiika APM B SCADA cucreme
Hactpoiika APM omnepatopa B pasnuuabsix SCADA cucreme TraceMode. Hactpoiika APM

oneparopa B paznudHbix SCADA cucreme Genesis32. Hactpoiika APM omnepaTopa B pa3IMuHBIX
SCADA cucteme MasterSCADA.

3.3. Tembl NpaKTHYECKUX 3AHATHI
HE MPEeyCMOTPEHO

3.4. Tembl 1a060paTOPHBIX padoT
1. Hactpoiika APM oniepaTopos, TpeBor u onosemennit B MasterSCADA;
2. 3nakomctBO co SCADA cucremoit MasterSCADA ¢upmbt UHCAT;
3. Hacrpoiika cs3u ¢ [1JIK B Trace Mode;
4. 3nakomctBo co SCADA cucremoii Trace Mode pupmbr Adastra;
5. Hactpoiika OPC cepsepoB B Genesis32;
6. 3nakomcTBO co SCADA cuctemoii Genesis32 ¢pupmer ICONICS.

3.5 KoncyabTanuu

Ipynnoevie koncyremayuu no paszoeiam oucyuniunsl (1°K)

1. OGcyxnenne wmarepuanoB 1o keiicam pazgena "llonatue ACYTII u SCADA,
opranusanus coppemeHHoil ACYTII, noctpoenne ACYTII - HopmMaTUBHBIE JOKYMEHTHI"

2. OO6cyxneHue marepuaioB 1o keiicam pasnena "BzaumopeiictBue SCADA ¢ apyrumu
npuioxxeHnssMu Windows, mporokosibl oomena nanasiMu B SCADA cucremax”

3. OO6cyxaeHne MaTepualioB 1o Keiicam paszzena "Oobnactu npumenenuss SCADA cuctem, ux
OCHOBHBIE BO3MOXHOCTH, UCTOPHUS U TEHIECHLIUU Pa3BUTH"

4. OOcyxJeHne MaTepuasloB Mo Keidcam paznena "OnepanuonHsle cucteMsl it SCADA,
MOHSTHE CUCTEM pEaIbHOTO BpeMeHU"

5. OO6cyxaeHne MaTepuasloB Mo Kelicam paszzena "CHcTeMbl CUTHAINW3ALUN B COBPEMEHHBIX
ACY TII"

Texywuii koumpons (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE WHAMBUAYAIBHOTO 33aJaHUS JJI BBIIOJHEHUS
KOHTpOJbHBIX Mepornpusathil no pasueny "llonstue ACYTII u SCADA, opranusanus
coBpemenHo ACYTIIL, noctpoenne ACYTII - HopMaTuBHbIE TOKYMEHTHI"

2. KoHcynbTanuu HampapjeHbl HA MOJyYeHHE WHAWBUIYAIbHOTO 33JaHUs JJIS BBITOJTHEHHS
KOHTPOJIBHBIX Meponpusstuid 1o pasgeny "BsaumoneiictBue SCADA ¢  apyrumu
npunoxenussMu Windows, npotokosibl ooMeHa nanabiMu B SCADA cucremax”

3. Koncynpranuu HarpaBieHbl Ha MMOJyYeHHE WHIWBHIYaTHHOTO 3aaHUS ISl BHITOIHEHHUS
KOHTPOJIBHBIX MeponpusaTHil mo pazaeny "OOmactu npumenenuss SCADA cucrtem, ux
OCHOBHBIE BO3MOXHOCTH, UCTOPHUS U TEHICHLIUHU Pa3BUTH"

4. KoHCynbTaluy HarpaBieHbl Ha MOJyY€HHE WHIUBHYaIbHOTO 3aJaHUs JJISi BHITOJIHEHHS
KOHTPOJIBHBIX MEPOTIPUATHH 110 pazaeny "Onepamnrionnsie cucteMbl 11t SCADA, nonsitue
CUCTEM PEAIbHOTO BpeMEHH"

5. Koncynbranuu HampaBiieHbl Ha MOJIyY€HHUE WHAUBUAYAIBHOIO 3aJlaHUS JJIS BBHIOJHEHUS
KOHTPOJIbHBIX MEPOIPUATHI 10 pa3neny "CHUCTEMbl CUTHAIM3aUU B COBpEMEHHbIX ACY
TII"



6. KOHCyJIBTaI_[I/II/I HaIpaBJICHBI Ha MOJYYCHHUC MHAUBUAYAJIbHOI'O 3aaHUA IJId BBIITOJIHCHUA
KOHTPOJIbHBIX Meponpusatuii o pazaeny "Hacrpoiika APM B SCADA cucreme"

3.6 TemaTuka KypcoBbIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OPpMHUPYEMBbIX B HUX KOMIIeTeHIIU

3ariaHupOBaHHbIE PE3YIbTaThl 00YUYEHHUS 110

Howmep paznena

OreHouHOE CpE€ACTBO

Kobr JUCLUIUINHEI (B (TUII 1 HAUMEHOBAHUE)
TUCIUILTNHE
(8 cooTBETCTEHH ¢ pasnenom 1) VH]JIMKaTOpPOB cooTBeTcTBUM ¢ 11.3.1)
1]2[3]4]5]6
3HaTth:
MeToab! moctpoenust coppemeHHor ACYTII Ha Gaze TectupoBanue/Tect Ne2 "[Ipumenenne SCADA
SCADA cucteMbl N/1-1lomk-3 + | + CHUCTEM, ONEPAIIMOHHBIE CUCTEMBI JIJIsI HUX,
cucreMbl curnanuzanuu B ACYTIT"
obnactu npumenenus ACYTII u mecto SCADA TectupoBanue/Tect Nel "Opranuzanus
NJI-20mk-6 + + , "
CUCTEM B HHUX coBpeMeHHo ACYTII
METO/Ibl U TEXHUYECKUE CPEJCTBA CUTHAIM3AIUHU O TectupoBanue/Tect No2 "[Ipumenenne SCADA
COCTOSIHMM OOBEKTA YIPaBIEHUS U NPUHATHIE HOPMBI V-1 + CHUCTEM, OTIEPAIIMOHHBIE CUCTEMBI JIJISl HUX,
TUTsl OTOOpaXkeHus TpeBor u coobiTuii B SCADA OIK-7 cucteMbl curHammmzanuu B ACYTIT"
CUCTEMAaxX
cTpykTypy coBpemennoit ACYTII TectupoBanue/Tect Ne2 "[Ipumenenne SCADA
N-1lonk-10 + + CUCTEM, OTIEPAIMOHHBIC CUCTEMBI JIJIS1 HUX,
cucreMbl curHanusanuu B ACYTIT"
YMersn:
paspabaTeiBaTh CTpYKTYpy coBpeMenHoi ACYTII nns JlaGopaTtopHnast pabota/BrITIoIHEHHE U 3aIIUTA
KOHKPETHOM 3a/1a4 nabopaTopHbIX paboT Nel u Ne2
WI-1lonk-s +
JlaGopaTtopHnast pabota/BrIToIHEHHE U 3aIIUTA
nabopaTopHbIX paboT Ne3 u Ne4d
BBISIBIIATh MECTA MOJTHOW U YACTUYHOM aBTOMAaTU3AIUU JlaGopaTtopHnast pabota/BrIToIHEHHE U 3aIIUTa
npouecco B ACYTII nabopaTopHbIX paboT Nel u Ne2
NI-20mnx-6 + +
JlabopaTtopHnast pabota/BrITIoIHEHHE U 3aIIUTa
nabopaTopHbIX paboT Ne3 u Ne4d
paspabateiBath APM onepatopoB B SCADA cuctemax V-1 + |+ JlabopaTtopHnast pabota/BrIToIHEHHE U 3aIIUTa
Ofik-7 nabopaTopHbIX paboT NeS u Neb
aHaJIM3UpPOBaTh 3aaauy nocrpoenust ACYTII, JlaboparopHas paboTa/BeInoiaHeHue U 3auTa
. N-lonk-10 + +
ob6ocHoBbIBaTh npuMeHeHust ACYTII paznuuHoi nabopaTopHbIX paboT Ne5 u Neb
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CJIOKHOCTHU IJIA pEIICHUSA KOHerTHOfI 3aJa4du
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
3 cemecTp

Dopma peanmzanuu: KoMrboTepHOE 3a/1aHHE
1. BemonHenue u 3amuTa 1adopatopubeix padot Nel u Ne2 (JTaGopaTopHas paborta)
2. BemoaHenue u 3amuTa J1adbopatopHbix padboT Ne3 u Ned (JIaboparopHas pabora)
3. BemonHenwue u 3amuTa 1abopatopHbeix padbot NeS u Ne6 (JTaGopaTopHas paborta)

®dopwma peanuzanuu: [lucekmennas padora
1. Tect Nel "Opranuszanus coppemenHoil ACYTII" (TectupoBanue)
2. Tect Ne2 "IIpumenenue SCADA cucteM, oniepaliiOHHbIE CUCTEMBI 111 HUX, CUCTEMBI
curHammm3anuu B ACYTII" (TectupoBanue)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE

Orzamen (Cemecmp Ne3)
Ouenka ompenensieTcss B cOOTBETCTBUU ¢ [lonoxkeHneM o OaIbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha 0CHOBaHMHU CEMECTPOBOM U aTTECTALlMOHHOMN COCTaBIIAIOIIMX.

B numiom BeICTaBIsIETCS OLICHKA 32 3 CEMECTP.

IIpumeuyanue: OLeHOYHBIE MAaTEpUAIbI 110 TUCLMITIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE U3IaHNUS:

1. Me3un, C. B. Pa3paborka ACY Ha 6a3e cpenbl nporpammuposanuss CODESYS u SCADA-
cucteMbl TRACE MODE c opranuzanueii nepegaun nanasix mocpeacrtsom OPC-cepsepa.
JlaGopaTopHbIif MPaKTUKYM : yueOHoe rnocobue no kypcam "lIIpoexTupoBanue
aBTOMATU3UPOBAHHBIX cucTeM", "CHUCTeMBbl aBTOMATU3AIMH U YITpaBJiIeHUs" U JIp. TI0 HAIIPABJIECHUIO
"TennosHepreruka u teruorexuuka" / C. B. Mesun, Hau. uccnen. yu-t "MOU". — M. : U3xa-Bo
MD3U, 2015. — 32 c¢. — ISBN 978-5-7046-1673-3.

http://elib.mpei.ru/elib/view.php?id=7714;

2. Mapxkapss JI. B.- "KomnbroTepHble TexHOIO0THH yrpaBieHus ¢ npumeHeHrneM SCADA -cuctembl
TRACE MODE 6", U3narensctBo: "MUCHC", Mockaa, 2018 - (104 c.)
https://e.lanbook.com/book/115258;

3. Ponuonos, B. JI. Texauueckue cpeacrsa ACY TII : yueOHOe mocobue 1ist By30B IO
CHenualbHOCTH "ABTOMATHKa U yrpaBjieHue B TexHuueckux cucremax" / B. JI. Poaunonos, B. A.
Tepexos, B. b. SIkoBnes. — M. : Briciias mkona, 1989. — 263 c.;

4. Tanenbaym, D. CoBpeMeHHBIC OTIepaIlMOHHBIe cucTeMbl = Modern operating systems : mep. ¢
anrn. / O. Tanenbaym, X. boc. — 4-e u3n. — Cankr-IletepOypr : [Tutep, 2021. — 1120 c. —
(Kmaccuka computer science). — Tut. 1. mapamtensH. anrit. — ISBN 978-5-4461-1155-8..
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5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHseMoe MPOrpaMMHOe ofecrnedeHue:
1. Office / Poccutickuii makeT o(pUCHBIX IPOTpamMM;

2. Windows / OniepanyionHasi cucrema cemeiictsa Linux;

3. SCADA TRACE MODE;

4. MasterSCADA;

5. Koyo Ethernet OPC Server;

6. ModBus-Slave.

5.3 UnTepHeT-pecypchbl, BKIKYas NpodeccuoHaIbHbIe 6a3bl JAHHBIX U HH()OPMALMOHHO-
CIIPaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. Hayunas sjiekTponHasi oudamnoreka - https://elibrary.ru/

3. ba3za nannbix Web of Science - http://webofscience.com/

4. ba3za nanHbIx Scopus - http://www.scopus.com

5. Dnexkrponnas o6udmoreka MOU (36 MOH) - http://elib.mpei.ru/login.php

6. ITopTan oTKpLITHIX AaHHBIX Poccuiickoii ®@exepannu - https://data.gov.ru

7. ba3a oTKpBITHIX JaHHBLIX MUHHCTEPCTBA TPYAA U COUMATBbHOM 3a1IUTHI PO -
https://rosmintrud.ru/opendata

8. Ba3za OTKPBITBIX JaHHBIX MPO(ecCHOHATBHBIX CTAHAAPTOB MUHHCTEPCTBA TPYAA U
conmnajbHoi 3amuThl PA - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

9. ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMHYECKOTo pa3Butusi P -
http://www.economy.gov.ru

10. ba3a oTKpBITHIX JaHHBIX PochuumonnTopunra - http://www.fedsfm.ru/opendata

11. Oduunanbublii caiT @e1epajibHOr0 AreHTCTBA M0 TEXHHYECKOMY PeryJHupOBaHUIO U
MmetpoJioruu - http://protect.gost.ru/

12. OrkpbITasi yauBepcuTerckas nnpopmannonnas cucrema «POCCHUSA» -

https://uisrussia.msu.ru

13. Opunmnanbubiii caiit MUHHCTEPCTBA HAYKH U BbIcLero odopasosanusi Poccuiickoii
®enepanuu - https://minobrnauki.gov.ru
14. Opuunanbublii caiit @egepanbHOil ci1y:KO0bI 10 HAA30pY B cepe 00pa3oBaHUS U HAYKH -

https://obrnadzor

15. ®enepanbHblii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun noMenieHus

Homep aynuropun,
HaHMeHOBaHHe

OcHalmenue

Y4eOHble ayAUTOpUU IS
MPOBEICHUS JIEKITMOHHBIX
3aHATHM U TEKYLIETO
KOHTPOJIA

M-307, YuebHast ay1uTopus

CTOJI MIperoiaBaTelisi, CTOJ y4eOHBIH,
CTYJ, IOCKa MEJIOBasi, KOMIIBIOTEPHAs
CeThb C BbIXOAOM B lHTEpHET,
MYJIbTUMEANIHBIN POEKTOP, IKPaH

K-120, MamuHHBIN 3251
MBI

cepBep, KOHIUIIMOHEP

VY4eOHble ayAUTOpUU IS
IIPOBEACHUS
MPAKTUYECKUX 3aHITUH,
KP u KII

M-307, YaeOnas ayautopus

CTOJI TIPENO/IaBaTelIs, CTOJI YICOHBIH,
CTYJI, JOCKa MEJIOBasl, KOMIIbIOTEpHAs
CETh C BBIXOJAOM B I/IHTepHeT,
MYJIbTUMEANIHBIN MPOEKTOP, IKPaH

K-120, MamuHHBIH 3471

cepBep, KOHIUITHOHED

VBI]
VYueOHbBIC ayIUTOPUU IJIS M-200/2, JTabopaTopust CTOJI TIPENOIaBaTelIs, CTOJ
POBEICHUS MUKPOIIPOIIECCOPHOI KOMITBIOTEPHBIN, CTYI, TIKad AJs
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1a00paTOPHBIX 3aHATUN

AaBTOMAaTHUKH

JIOKYMEHTOB, TOCKa MeJloBas,
KOMITbIOTEPHAs CETh C BBIXOJOM B
HNHTepHeT, KOMIbIOTEP NMEPCOHATIbHBIN,
CTEH]] Y4eOHBII

K-120, MamuHHBIHN 3a71
MBI

cepBep, KOHIUIIUOHED

VYyeOHbIC ayIUTOPUU IJIS

M-307, YueOHas ayauTopus

CTOJI TIPEeIo1aBaTessi, CTOJ yueOHbIH,

MIPOBEICHUS CTYJI, JOCKa MEJIOBAasl, KOMIIBIOTEpHAs
IIPOMEKYTOUHON CeTh C BbIXOJ0M B MHTEpHET,
arTecTaluu MYJIbTUMEIUNHBIN TPOEKTOP, IKPaH
2K-120, MamuHHbI#H 3271 cepBep, KOHAUIMOHEP
NBI]
TTomerenust misa HTB-303, JlekumnonHast CTOJI KOMITbIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENILHON paOOTHI ayIUTOpUS MUCbMEHHBIN, BEIIATIKa ISl OJEXKIbI,

KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP EPCOHAIBHBIN,
IPUHTEP, KOHJUIMOHED

ITomemenust misa
KOHCYJIbTUPOBAHUS

M-310, Hayunas rpymnmna
UHTEJUIEKTYaJIbHBIX CUCTEM
YIPaBICHUS U JUATHOCTUKHU

Kpecio paboyee, CTOI, CTYII, mKad s
JIOKYMEHTOB, KOMIIBIOTEPHAs CETh C
BBIXOAOM B HTEpHET, 10CKa
MapKepHasi, KOMIIbIOTEP

MEPCOHAJIbHBIN
TTomerenust misa M-309, KnamoBas CTOJI, CTYJI, KA A7 XpaHEHHS
XpaHeHUs: 000pyIOBaHUS WHBEHTAapPs
U y4eOHOTO MHBEHTAps M-301/1, KnanoBas CTYJ
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

KOMHI)I'OTCPHI)IE? TCXHOJIOTHUH YIIPABJICHUA B TCXHUYCCKHUX CUCTCMAX

(Ha3BaHME AUCIMILIMHBI)

3 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4
KM-5

Tect Nel "Opranuzanus coepemennort ACYTII" (TectupoBanue)

Brimonnenue u 3amura iabopatopHbix padot Nel u No2 (JlaboparopHast paboTta)
Brimonaenue u 3amuTa 1adopatopHbix paboT Ne3 u Ned (JTaGoparopHas pabora)
Brimonnenue u 3amura iabopaTopHbix padot Ne5 u Ne6 (Jlaboparopras padota)
Tect No2 "[Ipumenenne SCADA cuctem, onepaimOHHbIE CUCTEMBI JIJIsI HUX, CUCTEMBI
curHammm3anuu B ACYTIT" (TectupoBanue)

Bujx npome:xyTo4HOI aTTecTanmu — JK3aMeH.

Hnnexc KM- | KM- | KM- | KM- | KM-
Howmep Paznen qucuumimHbl KM: L 2 3 4 S
paszena AT et Henens 4 6 10 14 15
KM:
[Tonsitue ACYTII u SCADA, opranuzanus
1 coBpemenHoil ACYTIIL, noctpoenne ACYTII -
HOPMATUBHBIC TJOKYMEHTBI
1.1 ITousstue ACYTII u SCADA + +
1.2 HopMaTuBHBIE TOKYMEHTBI +
Bszaumopeiicteue SCADA ¢ ApyrumMu nprIOKEHUSIMA
2 Windows, npoTtokosibl oOmeHa ganasiMu B SCADA
CHCTEMAX
21 B3_aHMoz[eI7ICTBHe C IPYTUMU TPUITIOKEHUSIMU + + +
Windows
2.2 [Tporoxosnsl nepenaun nanHbix B SCADA cucrema +
3 O6nactu npumenenuss SCADA cuctem, UX OCHOBHBIE
BO3MOXXHOCTH, HCTOPHS U TCHJICHITUN Pa3BUTHSI
3.1 Hcropust 1 TEHIEHIIMH pa3BUTHUS +
3.2 ITpumenenne SCADA cucrem +
3.3 Bosmosknoctu SCADA cucrem +
4 Onepanunonneie cuctemsl 111 SCADA, nnoHsTre
CUCTEM PEaIbHOTO BPEMEHH
4.1 Onepanuonusie cuctemsl st SCADA +
4.2 OnepanoHHbIe CUCTEMBI PEATbHOTO BPEMEHH +
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CucreMmsl curHanu3anuu B coBpeMeHHbIX ACY TII

5.1 Cucremsl curHanu3auuu B coBpeMeHHbIX ACY TII + +
6 Hacrtpoiika APM B SCADA cucreme
6.1 Hacrpoiika APM B SCADA cucreme + + +
Bec KM, %: 20 25 | 40 10
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