MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb
HaumeHnoBaHune o6pa3oBaTejibHOI NporpaMMel: Be3onacHocTh aBTOMATH3HPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajaBpuaT

®opma o0yuenusi: Ounas

Pabouass nporpaMma QM CHUILIHHBI
TEOPUSA NHOOPMAIIMOHHOMU BE3OINTACHOCTH

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

Oo0s13aTeLHas

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.0.19

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

3 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IJIAHY:

180 yacoB

Jexknun

3 cemectp - 32 yaca;

HpaKTuquKne 3aHATHA

3 cemecTp - 48 yaca;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

3 cemecTp - 2 yaca;

CamocrosiTesibHasi padoTa

3 cemectp - 97,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYAS:
Otuer

Hoxnan

JlomamiHee 3aganue
Pemenue 3agau

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

3 cemectp - 0,5 yaca;
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NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu BapoHoB O.P,
[IpenomaBaTelib NaerTbnratop RO0d76356-BaronovOR-7biaid7e O.P. baponos
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6paSOBaTeJ'ILHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

Soocasadid Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi




1. HEJIM U BAJAYU OCBOEHM S TUCIHUAIIJINHBI

Leanb ocBOeHMs TUCHUMJIMHBI. (OPMUPOBAHUE CHCTEMBI 3HAHUN W HaBBIKOB MO TCOPETUUYECKUM
OCHOBaM WH(POPMAIMOHHON O€3011aCHOCTH, aHAM3y HHPOPMAIIMOHHBIX PECYpPCOB, aHAIU3y YIpo3
3amuIaeMoi nHGOpMaIu, ONPEICIICHUIO METOIOB U CPEICTB 3alTUThl HHPOPMAIIHUH.

33[[3‘11/1 AUCHHUIIIMHBI

- Ha OCHOBE M3y4Y€HUs MOHIATUIHOTO anmapaTa B 00s1acTé HHGOPMAIIMOHHOM 0€301acHOCTH U
3aMUThI KHOOPMALIUN PACKPHITh TEOPETUUECKYIO COACPKATEIBHYIO YaCTh IPEIMETHON 00IacTu

JUCLMITIINHBI,

- Ha OCHOBE CHCTEMHOT'0 TIOIX0/1a K M3yYEHUIO TEOPETUIECKOI0 MaTepraia JUCIUTUTHHBI
cOpMHUpPOBATH COCTAB M MEPEUCHb 3aMIMIIIAEMON HH(POPMAINH, KITaCCH()UKAIHMIO €€ 10 BU1aM TaliHbI
UH(OpPMAaLIUU, HOCUTENISIM HHPOPMALINH, a TAK)Ke ee COOCTBEHHUKAM U 00JIaaTesIM;

- cOpMHUPOBATH TOTOBHOCTh M CIIOCOOHOCTH CTYJICHTOB K pean3aliy Mpo(hecCnoHaNbHON
JeSITeIbHOCTH B YCIIOBUSAX BO3JEHCTBUS yrpo3 HH(POpMAITMOHHON 0€30I1aCHOCTH;

- cOpPMHUPOBATH Y CTYJCHTOB CUCTEMHBIH MOX0/] K 00eCTIe4eHII0 HHPOPMAIIHOHHOM
0€30MaCHOCTH MPEeANPUATH (OpTaHU3aIIH;

- —BBIPa0OTATh y CTY/ICHTOB NPAKTUYECKUE HABBIKU IPABHIBHOTO O(POPMIICHHS PE3yIbTaTOB

y4eOHOU NEeATENbHOCTH.

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIETeHIIUIi:

KOI{ U HAMMCHOBAHHUEC
KOMIICTCHINH

KO}I 1 HAMMCHOBAaHHUEC
HHAUKATOPA TOCTUKCHUS
KOMIICTCHIIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHHs

OIIK-1 Cnocoben
OLICHUBATh POJIb
uHpopManuy,
UH(POPMAIIMOHHBIX
TEXHOJIOTHI 1
UH(POPMALIMOHHOM
0€301acHOCTH B
COBPEMEHHOM OOIIIECTBE, UX
3HA4YCHHE JIJIs1 00ecTIeueHus
00BEKTHUBHBIX
MOTPeOHOCTEHN JIMUYHOCTH,
o011ecTBa U rocyapcTBa

N -lonk-1 [lonnmaer
3Ha4YeHue UHpopMaum B
pa3BUTHUU COBPEMEHHOTO
oO1iecTBa, MPUMEHATh
MH(pOpMalLlMOHHbIE
TEXHOJIOTHH JUIsl [IOUCKA U
00paboTku nHGOopMauu

3HATh:
- KPUTEPUH MOTUBAIIMH K BBITIOJTHEHUIO
npodeccCuoHaNbHOM NeSTENbHOCTH.

YMETh:
- MOHUMATh COIMAIBHYIO 3HAYNMOCTh
cBoelt Oyayieit npodeccuu;

- BBIIIOJIHATH IPO(ECCHOHATIBHYIO
JeSITebHOCTD B 001aCTH 0OecreueHust
MH(OPMaLIMOHHON O€30M1aCHOCTH.

OIIK-1 Cniocoben
OILICHUBATh POITh
uH(popMaluuy,
UH(GOPMaIIMOHHBIX
TEXHOJIOTHI 1
UH(POPMALIMOHHOM
0€301acHOCTH B
COBPEMEHHOM OOIIIECTBE, UX
3HaYeHHE U1 00ecIeueHUs
00BEKTHUBHBIX
MOTpeOHOCTEHN JTMYHOCTH,
o0111ecTBa U rocyapcTBa

N-2onk-1 [Tonumaet
3HaueHHe MH(HOPMAMOHHON
0€e301acHOCTH JIs
oOecrieueHnss 00bEKTUBHBIX
MOTPeOHOCTEN JIMYHOCTH,
o011ecTBa U rocyapcTBa

3HATh!
- COCTaB U NEPeUeHb 3alUIaeMOn
uHpOpMalNH, KJIACCU(PUKALINIO €€ 110
BUJaM TaifHbI HH(OPMAIHH, HOCUTEIISIM
uHpOpMaINH, a TAaKXKe yrPo3bl U
YSI3BUMOCTH M BO3MOYKHBIE ITYTH UX
peau3aluH.

OIIK-4.1 Criocoben
MIPOBOIUTH
OpFaHI/IS AIINOHHBIC

N -lonk-s1 ['oToBUt
JIOKYMEHTBI, OIIPEIEIISAIOIINE
MpaBujIa ¥ TMPOIETYPHI,

3HATh!
- HOpMATHUBHBIE METOHYECKHE
JIOKYMEHTHI (pesiepaibHOM CiTyKObI
6e3onacHoctu Poccuiickoit ®denepanumy,
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Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHHUsI

MEPOTIPHUSATHS IO
o0ecnedeHuno
0e30macHOCTH HH(GOpPMAITUU
B AaBTOMATHU3UPOBAHHBIX
cucreMax

pear3yeMbie OIepaTopoM st
o0ecreyeHts 3alUThI
uHpopmaluu B
MH(POPMALIMOHHOM CUCTEME B
XOJIe €€ IKCILTyaTaliu

denepanabHOM CIIYKOBI IO TEXHUYECKOMY
1 SKCTIOPTHOMY KOHTPOJIIO B JIAaHHOM
obnacTu.

YMETB:

- (opmupoOBaTH pa3TUIHBIE MOJCIU
KOHTPOJISI KOH(PUIEHITUAIBHOCTH U
L[EJIOCTHOCTH.

OIIK-6 CnocobeH npu
peLeHuu
npodecCHOHATBHBIX 331a4
OpPraHU30BBIBATH 3AILUTY
uHpOpMaLUN
OTPaHUYEHHOTO J0CTyNa B
COOTBETCTBHUH C
HOPMAaTHUBHBIMU IIPAaBOBBIMU
aKTaMH, HOPMAaTUBHBIMU H
METOAMYECKUMHU
JIOKYMEHTaMHU
DdenepanbHO caykKObI
6e3onacHoct Poccuiickoit
®enepanun, GeaepanbHOM
CILY>KOBI 110 TEXHUYECKOMY
U 3KCIIOPTHOMY KOHTPOJIIO

NJI-201mk-6 Y4uacTByeT B
paboTax 1o peanu3ariu
MOJINTUKY WH(POPMAITMOHHON
0€30IMacHOCTH, IPUMEHSIET
KOMIUIEKCHBIHM MOIXO0/ K
o0ecrneyeHnIo
MH(}OpMaLIOHHON
0e30macHOCTH 00BEKTA
3aIIUTHI

3HATh:
- HICTOYHUKHU, CIIOCOOBI U PE3YJIbTATHI
JIeCTa0MITN3UPYIOIIETO BO3ICHCTBUS Ha
3aIUIaeMyt0 HHPOpMaLIHIO.

YMETh:

- IPUMEHSTh TEOPETHUECKUE 3HAHUS B
obsacty nH(POpPMAITMOHHOM 0€301MaCHOCTH
Ha OCHOBE CHCTEMHOTI'0 aHaJIM3a U
CHCTEMHOT0 TIOJIX0/1a.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuurniauHa OTHOCHUTCA K OCHOBHOM TmpodeccMoHambHON 00pa3oBaTeNbHONW Iporpamme
besomacHocth aBTOMaTu3upoBaHHBIX cucteM (nanee — OIIOII), nampasnenus moarotoBku 10.03.01
Nudopmanmonnas 6e301MacHOCTh, ypOBEHb 00pa30BaHUs: BhICIIEe 00pa3oBaHue - OakaiaBpuar.

basupyercst Ha ypoBHE cpeiHero oo1ero oopa3oBaHus.

PesynbTarsl 00yueHus, Noxy4eHHbIE IPU OCBOEHUH TUCLUUIUIMHBI, HEOOXOAUMBI IIPU BBIIOJIHEHUN
BBIITYCKHON KBaTM(PUKALIMOHHON pabOoThI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyI0eMKOCTh JUCHUIUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Paznenbl/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8 s O | Jlex | JIab | IIp 1A CeMECTDE aTTecTaluu
A KIIP 'K HKKIT | TK p /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBEI TEOpUH 60 3 12 - 20 - - - - - 28 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
obecrieueHust IToBTOpenne maTepuana 1o paszaeny "OCHOBBI
UHPOPMAITUOHHOM Teopun o0ecreueHuss HHPOPMAITUOHHON
0€e30MacHOCTH oezonacHocTH"
1.1 BBomgnas tema 8 2 - 2 - - - - - 4 - Tloozomoexka K ayoumopHvim 3anamuam:
1.2 Tema 1. Uadopmanus, 8 2 - 2 - - - - - 4 - [IpopaboTKa JICKITUH, BBITOJHCHHE U
Kak HauboJiee 1eHHBIH MIOJITOTOBKA BOIIPOCOB CEMHUHAPCKUX 3aHITHN
pecypc COBpEMEHHOTO Ilod2omoeka domauinezo 3adanusn:
oOrrecTBa [MoxroToBka OMAaITHETO 3aJaHUS HAIpaBJICHA
1.3 Tewma 2. [TonsTHe 10 2 - 4 - - - - - 4 - Ha OTPabOTKY YMEHHUI pelIeHus
YTPO3bI 0€30ITaCHOCTH npogeccCHOHANBHBIX 3a1a4. /loManrHee 3a1aHue
nHpOpPMAUH BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
14 Tewma 3. IToustue 10 2 - 4 - - - - - 4 - "OCHOBBI TEOPUU O0OECTICUCHUS
ySA3BUMOCTH B nHpopmanmoHHoit 6e3onacHocTH" Marepuany.
HHPOPMAMOHHOM JIONIOJNHUTENBHO CTYIEHTY HEOOX0AUMO
0€301acHOCTH W3Y4YUTH JIUTEPATYPy U pa3o0parh NpuMepsbI
1.5 TeMma 4. TTousitue 10 2 - 4 - - - - - 4 - BBITIOJTHEH U TTOJI00HBIX 3aaanuid. [IpoBepka
HAPYLINTENS 1 JTIOMAIITHETO 3a/IaHUs TIPOBOIUTCSI IO
KIIaCCU(DUKAMOHHBIE MIpeCTaBICHHBIM MTUCHEMEHHBIM pa0oTaM.
NpPHU3HAKH Ilodzomoeka doknada, evicmynienus:
napymmreneii b 3ajaHue CBSI3aHO C YIIIyOJCHHBIM H3yYeHUEM
1.6 | Tema 5. Mogenb yrpos: 14 2 - 4 - - - - - 3 - Ppa3esIoB AUCIUIUINHBI U CAMOCTOSTEIbHBIM

MIOHSITHE, ETb
pa3paboTkuy,
BBINIOJTHAEMBIE 3a1a4H

MOUCKOM MaTEpPUAJIOB JUIS PACKPBITHS TEMBI
JToKJIaga. Matepualsl BEIIOTHEHHOH paboThl
MPEACTABIIAIOTCA B OJICKTPOHHOM BUIC UJIN B
(dhopMe pacrieyaTaHHBIX MTPE3EHTAIIMOHHBIX
craiiioB. B kauecTBe TEM OKIAN0B CTYIEHTAM
MPEAIaraoTCsl CIEAYIONIIE BAPHAHTHIL:

5




1.TTopsA0K OLIEHKHM LIEHHOCTH HH(pOopManuy Ha
OCHOBE aHaJlu3a PUCKOB HH(POPMAIMOHHOM
6e3onacHocTy. 2.VcTopust BOSHUKHOBEHHS
TaitHe! mHQOpMAaI. Buabl TaitHbI
nH(popManuy, onpeAeIIeMble COBPEMEHHBIM
3aKoHOAaTenbcTBOM P®. 3. 1lesn, Ha3HAUCHUE,
MOPSIIOK MCIIOIb30BaHMS HH(POPMAITIOHHOTO
pecypca «baHK TaHHBIX yrpo3
HHPOPMALMOHHON OE30MTaCHOCTHY,
PacIoI0KEeHHOTO Ha O(UIMAIEHOM HHTEPHET-
caifre denepanbHON CIIyKOBI IO TEXHUIECKOMY
u 3xcrioptHOMY KoHTpoiro (PCTIK Poccun).
4. Ilenp, Ha3HAUYEHUE, OPSAOK HCIIOJIB30BaHUA
nHpopmanmoHHoro pecypca «baHk JaHHBIX
yrpo3 nHdopmannoHHoii 6e3onacHoctu (Paznen
«YSI3BUMOCTHY), PACIIOJIOKECHHOTO Ha
odunuanbHOM HHTEepHET-caiite OenepansHOn
CITy>KOBI IO TEXHUYECKOMY M SKCTIOPTHOMY
koHTpOro (PCTOK Poccun) 5. Mogens yrpos
1 HapymuTels 0e30MacHOCTH NEPCOHATBHBIX
JTaHHBIX, 00pa0daThIBACMbIX B TUITOBBIX
nH(OPMALMOHHBIX CUCTEMaX IIePCOHAIBHBIX
JIaHHBIX OTpaciau. MeTonUYeCKU JOKYMEHT:
o0111as XapakTepuCTUKa, Ha3HAYCHHE,
Jokanu3anud (B YbMX HHTEpecax pa3paboTaH),
coJiepaHue o01ee U AeTaIbHO MOJICITH
HapymuTelns 6. O6mas nHGopMaIys u
0COOCHHOCTH, OTpaskaeMble B Mojienu yrpo3 Ha
OCHOBE aHaJI3a CIEAYIOIIX IIPUMEPOB:
eMoienb yrpo3 TUIIOBOM MEIULIMHCKON
nHpopmannonHoi cucreMsl (MUC) Tumosoro
71e4eOHO-TIPODHIIAKTHIECKOTO YIPEKICHUS
(JIITY), pa3zpaboTaHa qenapTaMeHTOM
nHdopmaruzanun MuUHHCTEPCTBA
3/IPaBOOXPAHEHUS U COIMATIBHOTO Pa3BUTHS
ITodzomoska Kk npakmuyecKum 3aHAMUAM:
N3ydenne marepuana no pazaeny "OCHOBBI
Teopun obecriedueHns HHPOPMAITHOHHON
6e3omacHOCTH" MOATOTOBKA K BHIMOJIHEHHIO
3aJaHUi Ha IPaKTHYECKUX 3aHATHIX
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Camocmoamensnoe uzyuenue
meopemuuecko20 mamepuana: N3yuenue
JOIOIHUTENBHOTO MaTepHaa 1o pa3iery
"OCHOBBI TEOPHH 00ECTICUCHHUS
nHPOPMAINOHHOH Oe30macHoCTH"
H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[2], 11-22
[4], 1-25
[6], 192-200

MeTo 00T HYeCKUe
OCHOBBI 3alIUThI
nHdopmanuu

84

20

28

36

2.1

Tema 6. Ilousarue,
0011I1e TTOTOKEHHUS,

MoJiea 0e30macHOCTH.

Bupgs! [Toautuk
6e30macHOCTH

10

2.2

Tema 7. Monens XPY
(HRU

12

2.3

Tema 8. MannaTHas
Moeinb HeT0CTHOCTH
buba (bM)

12

2.4

Tema 9. Onenka
B3TJISLIOB CYyOBEKTOB
HH(POPMAIIMOHHBIX
OTHOILIEHUH Ha
obecrieueHne
KOH(HICHIIMATBHOCTU
nHpopmanuu

12

2.5

Tema 10. Ananus
MPUYUH U METOJIOB
HCJ1 x unpopmanmn

14

2.6

Tema 11.
XapakTepucTuka
METOJIOB U CPE/ICTB
3alIUTHl HHPOPMALIUU

12

2.7

Tema 12.
Mertonoornueckue

12

IlodzomogKa K neKyuiemy KOHmMpoio:
IToBTOpEeHue MaTepuana no pasaeny
"MeTo40IOTHYECKHE OCHOBEI 3aI[UTHI
nHdopmannu"

Ilodzomogka K ayoumopHlm 3aHAMUAM:
[IpopaboTKa JICKITUH, BBITOJHCHHE U
MIOJITOTOBKA BOTIPOCOB CEMUHAPOB
Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka JOMAITHETO 3aJaHUS HAIpaBJICHA
Ha OTPabOTKy YMEHUH pemeHus
npogeccCHOHANBHBIX 3a1a4. /loManrHee 3a1aHue
BBIJIA€TCA CTYICHTAM I10 U3Y4EHHOMY B pasjiene
"MeTo40IOTHYECKHE OCHOBBI 3aI[UTHI
nHdopmannun" marepuany. J{onomTHUTENIEHO
CTYZCHTY HEOOXOIUMO U3YyUUTH JTUTEPATYPY U
pazo0paTh IpUMeEpPHI BHIMOJIHEHUS MO I00HBIX
3aaanuil. [IpoBepka nomMamiHero 3agaHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboTtam.

Ilodzomoeka doknada, vicmynienus:
3amaHue CBA3aHO C YrIyOJICHHBIM H3YICHUEM
pa3aenoB AUCIUILTUHEI H CAMOCTOSTEIEHBIM
MTOWCKOM MAaTEPHAJIOB [UIS PACKPBITUS TEMBI
JToKJIaga. MaTtepualsl BEITOTHEHHOH paboThl
MPEACTABIIAIOTCA B OJICKTPOHHOM BUIC UJIN B
(dhopMe pacrieyaTaHHBIX MIPE3EHTAIIMOHHBIX
craiiioB. B kauecTBe TEM JOKIAN0B CTYEHTAM
MIPeUIaraloTCs CIeAYIOINe BAPHAHTHI:
1.HedopmansHbIe MOAETH O€30TTaCHOCTH.
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MOAXOMBI K 3aIUTe
nHdopmanuu u
IIPUHLIMIIBL €€
OpTaHM3aIN

Mopgens MMS. O01mas unpopmarnys,
orpaHuueHust MoJienu. YacTHbIe caydau
nercTBus Moneneit 2. OcHOBHAs Teopema
6e3omacuoctu bennma — Jlanamynsr. [ToctanoBka
3amauu, (opMyITHPOBKA U JOKA3aTEIBCTBO 3.
CpasaurenbHbIH aHanu3 BJIM — BM. O6mee u
OCHOBHBIE Pa3IA9Hs B MOJIEIAX. BO3MOXKHOCTB
CO3/1aHUs HA MX OCHOBE MO/ KOHTPOIIS
KOH(HICHIINATHHOCTH 1 IEIIOCTHOCTH 4.
Kpartkas xapakTepuCTHKa TOCYIapCTBCHHOM
CHCTEeMBI 3aluThl HHpopMarmu Poccuiickoit
®denepanuu. AHaIU3 ee CTPYKTYPHI, 33724 U
nosiHoMoumit 5. O01iee copepKaHue U aHAIIN3
P/l ®CTOK «Konuemnius 3aiuThl CPeICTB
BBIYUCITUTENLHON TEXHUKH U
aBToMaTu3upoBaHHbIX cucteM oT HCJI k
HHPOPMALIII

Ilo0zomoeKka K npakmuueckum 3anamusam:
Wzyuenne maTepuana mo pa3ueiny
"MeTOoI0I0THYECKHE OCHOBBI 3aIIATHI
nHPOpMaIUH" TIOATOTOBKA K BHITOIHEHUIO
3a/laHui Ha MMPAKTUIECKUX 3aHATUIX
Camocmoamenbnoe uzyuenue
meopemuyueckozo mamepuana: Vzyuenue
JIOTIOJTHUTEIFHOTO MaTepuana 1Mo pa3aeny
"MeTo40IOTHYECKHE OCHOBBI 3aI[UTHI
nHpOopManuu"

H3yuenue mamepuanoe 1umepamypHslx
UCMOYUHUKOG:

[1], 30-150
[3], 93-110
[5], 152-192

DK3aMeH

36.0

0.5

335

Bcero 3a ceMmecTp

180.0

32

48

0.5

64

335

Hroro 3a cemecTp

180.0

32

48

2

0.5

97.5

Ipumeuanue: Jlex — nexuuu; JIab — naboparopusie padboTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIbTALUU IO KYPCOBBIM
npoektam/padoram; MKKII — unanBuyansHble KOHCYIbTAlMU MO KYpCOBBIM MpoekTam/padoram; ['K- rpymnmnoBsie KOHCYIbTAlUU 110 pa3aeaam




muctumuael; CP — camoctosrensHas padora cryaenta; MKP — nnas konraktHas padota; TK — Texymmii KoHTpoib; [TA — nmpomexyTouHas
aTTecTalus



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHosbl meopuu 0becnevenus UHGYOPMAUUOHHOU be30naAcCHOCmMU

1.1. BBonHas tema

Beenenne B gucumiuimay «Teopust uHpOpMannoHHON Oe3omacHocTw». Ilman wu3ydeHus
quciuIuiiHel. OCHOBHBIE MOHATUS M ompeneneHud. Llenp u cogepxanue ydeOHOW AUCLMILTUHBL,
o0mIasi CTPYKTypa W XapaKTePUCTHKA €€ COCTaBISIONINX; B3aUMOCBS3b Y4EOHOU JUCHIUILUIMHBI C
OPYTMMH TUCIUIUIMHAMHU CHEIHATbHOCTH, €€ MEeCTO M poJib B (DOPMUPOBAHUU CHEIHATUCTA B
obmacti MH(MOPMAIIMOHHOK 0€30MacHOCTH; OOIIMEe PEKOMEHAALUHU 0 HM3YYEHHUIO JUCIUILINHEI,
aKTyaJibHbIe Ipo0eMbl HHGOPMaAIMOHHOI Oe3onacHocTH B PO, pekomeHnayemast TuTeparypa..

1.2. Tema 1. Uadopmarus, kak HauOoJee EHHBIH pecypc COBPEMEHHOTO 00IIecTBa

[Tonatne neHHoctn wuHPOpPMALMK, CBOWCTBA HH(POPMALUHU, OIPENENAIONINE €€ LEHHOCTb.
Mertoap!l onpeneneHus IeHHOCTH MHpopManuu (JIMYHOM, KOPHIOPATUBHOM M TOCYJapCTBEHHOM).
[TonsiTue TaiitHBI WHGOPMAIIMM M COBPEMEHHOE COCTOSHHE TaliHbl MHpopManuu B P®D. Bums
nocryna kK wuHpopMmammu. OpraHuzanmusi JocTyna K obOmenoctynHoi wuHpopmammu B PO.
WNudopmanus orpaHuyeHHOro joctyna. HecaHKIMOHMpPOBAaHHBIM JOCTYNl K HH(pOpPMAaIMH.
[Ipobnembr  wmHpOpManmMOHHOW BOWHBI W  HWH(pOpPManmuOHHOW Oe3omacHOCTH B cdepe
roCyJapCTBEHHOTO M MyHHIMIIAIBHOrO yrnpasieHus. Knaccudukanus 3amuniaeMoil nHpopmanuu
10 COOCTBEHHUKAM M 00J1a/1aTelIsiM.

1.3. Tema 2. Ilonarue yrpo3sl 6€30macHOCTH HH(OPMALIUU

OcHoBbl  Kiaccudurammu  yrpo3. Krnaccudukamust yrpo3 1o XapakTepy BO3ACHCTBHSL.
Knaccudukanus yrpo3 Mo pacmoiiOKEHUI0 HCTOYHHMKA yrpo3. Kiaccudukanus yrpos 1o
cocraBisironM Ub. Knaccudukanus yrpo3 nmo komnonenram MC. MoaenupoBanue U pa3padoTka
MOJIEH YTPO3..

1.4. Tema 3. IlonaTue ys13BUMOCTH B HHPOPMAIIMOHHOM 0€3011aCHOCTH

[Tpupona BO3HHMKHOBeHMs Yys3BUMocTed. IloHsTHe ysA3BUMOCTM W mpupoja (TIPUYUHBI)
BO3HUKHOBeHUs ys3BuMmoctel B MC. Knaccudukanus yssBumocrei no tumy. Knaccudukanus
ySI3BUMOCTEH 110 KOMIIOHEHTY, COAEp)KalleMy YsA3BHUMOCTb. Kiaccudukanus ys3BUMOCTEH IO
dTamaM »U3HeHHoro uukia. Knaccudukamus ys3BUMOCTEH MO NpeJHAMEPEHHOCTH BHECEHUS.
Knaccugukarnus ysssumocteit mo mecty ysa3Bumoctd B MIC. OcHOBBI MpakTHYeCKOH paboThI ¢
Oazamu ys3BuMocTel(MHpopMalueil 00 ya3BUMOCTSX ).

1.5. Tema 4. IlonsTHE HAapyIIUTENs U KJIaccU(UKallMOHHbIE TpU3HAKK HapymuTeneit b

OOmiass  XapakTepuCTUKa BHYTPEHHMX M BHEMHMX Hapymwurtened. Kiaccudukanus
HapyluTeae 1o MCIONb3yeMbIM cpeicTBaM M MertoaaM. Kiaccudukanus ys3BHUMOCTEH 10
YPOBHIO MOATOTOBKH (KBajdu@uKalun). XapakKTepUCTHKa OCHOBHBIX Ipynn Hapymwureneil. Oomas
XapaKTepUCTHKa MOJENU HapyIIUTeNs: MOHATHE, Ha3HAaueHue U uenu e€ pazpaborku. CTpykTypa
MOJIETIY HAPYIIUTEIIA: OCHOBHBIE PA3/IENbl U COACPKAHUE.

1.6. Tema 5. Mojaenb yrpo3: HOHATHE, IIe]Tb Pa3paOOTKH, BHITIOIHAEMBIC 3a/1a4H

TpeboBanust k paszpaborke Mogenu yrpo3. Coaepkanue Monenu yrpo3 0€30MacHOCTH.
[TocnenoBarenbHOCTh, PAabOT MO MOJAETUPOBAHUIO YTrpo3. MeToauKa OmpeneseHus aKTyalbHBIX
yrpo3 OesomacHocTd uHGopMmaruu B uHGopmarmoHHOW cucteme. OIlEHKAa BEpPOSITHOCTH
(BO3MOXKHOCTH) peanu3aiiu yrpo3 6e30macHocTd HH()OpMAIIUY U CTETIEHH BO3MOXKHOTO yIiepoa.

2. Memooonozuueckue ocHoebl 3auumaol uHdopmayuu
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2.1. Tema 6. [TonsTue, o0O1IKE TOJIOXKEHHMS, MOeIH Oe3onacHocTH. Buasl [TonmuTuk
0e30ImacHOCTH

Mopenu Ilomutuk Oe3omacHoctu. PopmanbHOe W HedopManbHOE BbIpakeHue I[lomuTukm
6e3onacHocTu. Knaccudukamus u coaepskaHne OCHOBHBIX Mojenei OeszomacHoctu. IloHsTHe 1M
cymHocTth  [lomutukun  GezomacHoctu.  Jyamm3sm — momutuku.  OOmas — xapaKTepUCTHKA
nuckpennonHoit [lomutuku Oe3omacHocTn. OOmas XapakTepucTuka MaHaaTtHOH [lomuTuku
6e3omacHoctn. OOmas xapaktepuctuka I[lonuTuk Oe30macHOCTH HH(OPMAIIMOHHBIX TTOTOKOB,
pOJIEBOrO  JIOCTYIa ¥ HM30JIMPOBAHHOM mporpaMMHoOi cpenbl. Kiaccudukammss mopaenei
6e3onmacuoctu. Hedopmanbubie Monenu Oe3onacHoctd. Moxaens MMS. OOmast unbopmanus,
OTpaHUYECHUS MOJICIL.

2.2. Tema 7. Mogens XPY (HRU

[TocTtanoBka 3amaum moxenupoBaHus. Moxaens XPY (HRU), umcxomHble naHHBIE MOJEIH.
Mopnens XPVY (HRU), ynpasnenue nocrynom. Moxens bJI (BL). Ilogxoasl kK MOAEIMpOBaHHUIO.
Mopguenb BJI (BL), ucxonnsie manasie. Moaens BJI (BL), xapakTepucTtuka 6€3011acHOTO COCTOSHUS
cucrembl. OcHoBHast Teopema Oe3zonacHoctu bemna — Jlanagyner (BJIM), mocranoBka 3agauu,
(bopMyIHUpOBKa U IOKA3aTEIbCTBO.

2.3. Tema 8. Mannarnas Monens nenocraioctu buba (bBM)

[TocranoBka 3amayn MoJENUpPOBaHHS. MoOAENU TOHMKEHHUS YPOBHS CYObEKTa M OOBEKTa.
Cnyyan neoOxoammoctu Mmopeneil. OO0benuHeHune mozeneil. Llenn uw mopspoxk oO0beTUHEHHS.
[TocTtanoBka u obmee onmucanue mojenu Kiapka — Buiabcona (KBM). MuTepnperanust npaBui
KBM. Ilogaepxka NpUHIMIIOB KOHTPOJIs LeiaocTHocTy npaBuiamu KBM. CpaBHuTenbHBIN aHaIU3
bJIM — BM. OO0miee ¥ OCHOBHBIC pasziWyus B PA3IMYHBIX MOJEIAX. BO3MOKHOCTH CO3/IaHUS
pa3IMYHBIX MOJIeNIel KOHTPOJISI KOH(UACHIIUAIBHOCTH U [IEIIOCTHOCTH.

2.4. Tema 9. OneHka B3ri1s110B cyOBbeKTOB HH(GOPMALIMOHHBIX OTHOLIEHUH Ha oOecrieueHue
KOH(UIEHIMATBHOCTH HH(OpMaLlun

OneHka B3IJI10B CyObEKTOB MH(OPMAIIMOHHBIX OTHOIIEHUI Ha oOecrieyeHre JOCTYIMHOCTH U
nenoctHoctd uHpopmanuu. OleHKa B3IJSA0B CYObEKTOB HH(GOPMAIMOHHBIX OTHOIIEHHUH Ha
obecnieuenue Ge3onacHocTH MHPOpManuu. CpaBHUTENBHBINA aHAU3 METOJOB OpraHMU3aLUU PadoT
[0 3alIUuTe MHQPOPMAIMOHHBIX AKTHBOB. XapaKTEPUCTHKA TIOCYIapCTBEHHOW CHCTEMBI 3allUThI
uHpopmanuu Poccuiickoit denepanyn. AHamu3 ee CTPYKTYpbI, 3a/1a4 U IIOJTHOMOYHH.

2.5. Tema 10. Ananu3z npuuuH U meroaoB HCJI k nundopmanun

Mertoast 3amutel uHGopMamuun ot HCJ[. AHnanmu3 KoMIUIeKca MEpONpPUATHI  3alUThI
uHpopmanuu or HCJI . CoaepkaHue OCHOBHBIX MepONpHsATHH 3amuTbl uHpopmanuun ot HCJI.
Obmee conepxanue u aHanu3 PJ[ ®CTOK «KoHuenmus 3amuThl CPeACTB BBIYUCIUTENHHON
TEXHHUKHU U aBTOMaTU3UpoBaHHbIX cucteM oT HCJL k unpopmarum».

2.6. Tema 11. XapakTeprcTUKa METOOB U CPEJICTB 3alUTHl HHPOPMAILIUU

Metoapsl  3amuThl  uMHGoOpManuMu W UX Xapaktepuctuka. Ckpbitue. PanxupoBaHHe.
Hesundopmanus. CrtpaxoBanue. MopallbHO-HpPaBCTBEHHbIE MeToabl. Ydyer. Koaupoanue.
[udpoBanme. CpencrtBa 3amuThl HHPOPMANMH W WX XapakTepucTuka. CpeacTBa 3aluThI
uHpOpMaLUH.

2.7. Tema 12. MeTo010THYECKHE TTOAXOABI K 3aIIUTe HHPOPMAIIMH U IPUHIIUATIBI €&
OpraHu3aluu

Hanpasnenuss obecriedenus: uHpopManuoHHON Oe3omnacHocTH. CyYIIHOCTP U COAEp)KaHUE
OCHOBHBIX HamlpaBlieHHMi oOecriedeHnss HHGOpMalMOHHOM Oe3omacHocTH. OpraHuzamus U
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o0ecrieyeHre MPaBOBOM, OPraHU3aIMOHHON M TEXHUYECKOHW 3amuThl uHpopMaruu. OCHOBHBIE H
BCIIOMOTaTebHbIE BUBI 0OecreueHus 3auThl nHpopMmanuu. CylHOCTb, 3HAYEHHUE U COCTaB BCEX
BUJIOB 00ECTICUECHHUS 3aIUTHI HH(POPMAIIHH.

3.3. Tembl NpaKTHYECKUX 3AHATHI
1. 16.XapakTepucTrka CpeJCTB 3alIUTH HHPOPMAIIHH;
2. 19.I1apameTpsl 3amnuiiaeMoi “HGOpMaIuK. AHAIU3 U OlleHKa (aKTOPOB, BIUSIONINX Ha
TpeOyeMbIil yPOBEHD 3allUThI;
3. 9.CucreMHBIN TTOAXO0 K MOJICTTUPOBAHHIO YTPo3 0€301aCHOCTH HH(POPMAIIHH;
4. 18.IlpoekTHpoBaHUE CUCTEM 3aLIUTHI HH(OPMAIIHH;
5. 1.MecTo u poisb quctuiuinHbl «Teopus nHPOPMAIIMOHHON 0€301aCHOCTHY B
(GhOpMUPOBAHUHU CHIEIHATMCTA B 00JIACTH HHPOPMAITMOHHOM 0€301acHOCTH;
6. 10. MoaenupoBanue 6e30macHOCTH HHGOpMauK Ha ocHOBe [lonmmTrku 6€30macHOCTH;
7. 20.CymHoCTb U coiepsKaHNue OCHOBHBIX HalpaBJIeHUN oOecriedyeHrs HHPOPMALMOHHOM
6e3omacHocT. Opranuzanus u odecrevyeHre MpaBoBOi, OPraHU3alMOHHON U MHKEHEPHO-
TEXHUYECKOH 3alIUThl UHPOPMAIIUH;
8. 8. MonenupoBaHue IeHCTBUI HAPYIIUTENS HH(DOPMALIMOHHON O€30MacHOCTH;
9. 13.TeopeTnyeckne OCHOBBI 3aIIUTHI HHPOPMALINH;
10. 15.XapakTepucTuka METOI0B 3alIUThl HH(GOPMALIIH;
11. 12.®dopmann3zoBaHHbIE MOJIENIH KOHTPOJIS LIEIOCTHOCTH UH(OpMaLINH;
12. 14.TeopeTudeckre OCHOBBI 3aLTUTHI UHGOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JI0CTYIA
(HCD);
13. 4.Ya3BUMOCTH HHPOPMAIIMOHHBIX (aBTOMAaTU3UPOBAHHBIX) CUCTEM;
14. 17.CtpyKTypa CUCTeMBI 3alIUTHl HHPOPMAIIUHU, HA3HAYCHUE COCTABHBIX YaCTEH CHCTEMEI;
15. 7.Pazpabotka «Moaenu yrpo3 6€30macHOCTH HHPOPMAIIMH OpraHU3aluu «X»;
16. 3.Yrpo3s1 6e30macHOCTH HHPOPMALINH;
17. 6.PazpaboTka Mozenu yrpo3 aisi HHGOPMAIMOHHON CUCTEMBbI IPEANPUATHUS
(opranuzanun);
18. 2.Madopmalius Kak 0OObEKT 3allUTHI,
19. 11.®opmann3zoBaHHBIE MOJIEIH KOHTPOJIS KOHPHUISHINATBHOCTH HHPOPMALIHH;
20. 5.Ananu3 obmenocTymHoi 6a3bl ysI3BUMOCTEH, oTHOcsIelcs k Vb, moanep:xuBaeMbIx
pa3IUYHBIMU TPO(YUIBHBIMU OPTaHU3AIUSIMU U BEHIOPAMH.

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPETyCMOTPEHO
3.5 KoncyabTauuu

[pynnoewle koncyremavuuu no paszoeaam oucyuniunsl (I'K)

1. OO6cyxnenue wmarepuaioB 10 Kedcam pazaena "OCHOBBI TEOpUH OOECTeYeHUS
nH(pOpMaIMOHHOH Oe3omacHoCTH"
2. OOcyxkJIeHHe MaTepHalioB MO KeiicaM pazjgena "MeToI0JIOTHYECKHE OCHOBBI 3alllUTHI
uHpopmanun"
Texywuti konmpoas (TK)

1. KoncynpTanuu HampaBjieHbl Ha NMOJYYEHUE MHIMBUAYAIBHOTO 3aJaHMs JUIS BBITOJTHEHUS
KOHTPOJBHBIX  MepomnpusTHii 1o  pasgeny  "OCHOBbI  Teopun  OOecledeHHs
nH(pOpMaIMOHHOI Oe30macHoCTH"

2. KoHcynbramuy HampaBleHBl Ha MMOJyYeHHE WHIAWBHIYATHHOTO 3aJaHUS IS BBITOTHEHHS
KOHTPOJIBHBIX MEPONPUATHH 1O paszzneny "MeToJoJOrM4ecKUe OCHOBBI  3alllUThI
nHpopmanun"
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3.6 TemaTuka KypcOBBIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3ariaHupOBaHHbIE PE3YIbTaThl 00YUYEHNUS 110

Howmep paznena
JUCLUILIMHEI (B

O1neHOYHOE CPEICTBO
(THI ¥ HAUMEHOBAaHUE)

Konpr
TUCIUILTNHE COOTBETCTBHH C
MHIMKATOPOB
(B COOTBETCTBHH C pazneiiom 1) n.3.1)
1 | 2

3HaTh:
KpPUTEPUU MOTHBAIIUHU K BBIITOJIHEHUIO Otuet/ITpakTrueckoe 3amanue Ne 1. OrieHKa IIEHHOCTH
podecCHOHATEHOM NI TEIIbHOCTH N -lonk-1 + uH(GOpPMAIIMU Ha OCHOBE aHAJIM3a PUCKOB

nH(}OpMaIMOHHOM 0€30ITaCHOCTH.
COCTaB M MepeyueHb 3alluiaeMoil nHpopmaIuu, JHomamHee 3ananne/THIMBUAYaTBHOE IPAKTHYECKOE
KJaccu(UKaILIO ee TI0 BUJIaM TaiHbl HH(POpMAIUH, VJ-20mc4 + 3amanue Ne 1. Ananu3 o01ienocTynHou 6a3bl ysI3BUMOCTEN
HOCHUTENSM UH(POPMAIIUH, a TAKKE YIPO3bl U ’
ySI3BUMOCTH U BO3MOXKHBIE ITYTH MX peau3aluu
HOPMAaTUBHbIE METOIUYECKUE TOKYMEHTBI Hoxnan/IIpaktuueckoe 3aganue Ne 5. Ananus PJ] @CTOK
dbenepanbHOU cityx0bI Oe3omacHocTr Poccuiickoit «KoH1enuus 3aimTsl CPeJCTB BBIYUCIUTEIHHON TEXHUKH U
Oenepaunn, PenepalibHON CIyKOBI IO N-1lonk-4.1 + aBTOMaTH3UpOBaHHbIX cucteM oT HC/I x mHpOpMaumy»
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO B JaHHOU
o0nactu
MCTOYHUKH, CIIOCOOBI ¥ PE3yJIbTATHI JlomarHee 3a1anue/ IHaMBUyadIbHOE IPAKTHYECKOE
NecTabMIM3UPYIOLIETr0 BO3ACHCTBUS Ha NJI-20mk-6 + 3ananue Ne 2. Pa3paborka «Mojenu yrpo3 0e30nacHOCTH
3alMIAaeMy0 HHPOPMaLUIO uHGOpMaIIUU OpraHu3auu «X».
YMersn:
BBITNIOJHATH NPOPECCUOHANBHYIO AESITENbHOCTD B Hoxnan/TIpaktuueckoe 3aganue Ne 5. Ananuz PJT ®CTIOK
obnactu obecnieueHust UHHOPMAITMOHHON N-lork-1 + «KoHuenuus 3aimmThl CpeICTB BBIYUCITUTEIBHON TEXHUKH U
0€30MacHOCTH aBToMatu3npoBaHHbIX cucteM oT HCJI x nndopmanmm»
MOHUMAaTh COLIMATIBbHYIO 3HAUMMOCTh CBOEH Oymymiei Ortuet/Ilpaktuueckoe 3aganue Ne 1. OrieHKa EHHOCTH
npodeccun N-lonk-1 + nH(pOpMaIIUK Ha OCHOBE aHAIIN3a PUCKOB

MH(POPMAIIMOHHOM 0€30MaCHOCTH.
(hopMHUPOBATH Pa3IMYHBIE MOJETH KOHTPOJIS Pemenue 3amau/KontponbpHoe 3amanne Ne 1. PazpaboTtka
KOH(HIEHIIMATBHOCTH U IIETTOCTHOCTH U-1omk-4.1 + + MaTpHUIIBI IOCTYIA K 3alUIaeMoi nHpopMaru

Otuet/IIpakTrueckoe 3ananue Ne 3. OcHOBHas Teopema
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6e3onacHocTH beta — Jlamanynel. [ToctaHoBka 3a1aun,
(hopMyIIMPOBKA M IOKA3aTEIHCTBO.

Otuet/IIpakTrueckoe 3amanue Ne 4. CpaBHUTEIBHBINA
ananu3 bJIM — BM. OGmiee 1 OCHOBHBIE pa3Iuyus B
MojiensiX. Bo3aM0OXKHOCTB cO3/1aHusl HA KX OCHOBE MOJIeNen
KOHTPOJISl KOH(DUICHIIMAIIBHOCTH M EIIOCTHOCTH

HNPUMEHSTh TEOPETUYECKHE 3HAHHS B 00J1aCTH
MH(POPMAIIMOHHOM 0€30MaCHOCTH Ha OCHOBE
CHCTEMHOI0 aHAJIN3a U CUCTEMHOI'0 MOIX0/1a

NJ-20mk-6

JHomarHee 3ananue/ MHAMBUIYyaTbHOE TIPAKTHIECKOE
3amanue Ne 2. Pa3paborka «Mogenu yrpo3 6€30nacHOCTH
UH(POPMALIUU OpraHU3aIMU «X)».
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHUS 1O JUCIUILINHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, TIPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
3 cemecTp

®opma peanuzaiuu: BeinonHeHue 3ajaHus
1. UanuBuayansHOe npakTudeckoe 3aaanue Ne 1. Ananus o01ie10cTynHoi 6a3bl ya3BUMOCTEH
(lomamHee 3amanue)
2. UnnuBuayanpHOE pakTrueckoe 3aaanue Ne 2. Pazpabotka «Mojenu yrpo3 6€301macHOCTH
nHpopmaruu opranuzanuu «X». (Jomamaee 3aganue)
3. KonrponbHoe 3amanue Ne 1. PazpaboTka MaTpuIlsl AOCTYNA K 3alUIIaeMoi HHPOpMAaLUN
(Pemenue 3amay)
4. ITpaktuyeckoe 3amanue Ne 1. OneHka neHHOCTH HH(OPMAIK HA OCHOBE aHAJIM3a PUCKOB
uH(popMalnoHHoOH 6e3omacHocTu. (OTUeT)
5. [Ipaktuueckoe 3amganue Ne 3. OcHOBHas TeopeMa Oe3onacHocTH bemna — Jlanagyssl.
[TocranoBka 3amaun, GOpMYIHPOBKA U T0Ka3aTenbCTBO. (OTUET)
6. [Ipaktuueckoe 3ananne Ne 4. CpaBHutenbHbIi ananu3 bJIM — BM. OO1ee u oCHOBHbBIE
pa3ianuus B Mojiensix. Bo3aMOXKHOCTB CO3/1aHMS HA KX OCHOBE MOJIENE KOHTPOJIS
KOH(UICHIIMATLHOCTH U TIeTOCTHOCTH (OTYeT)

dopma peanuszauuu: Beictynnenue (1okiam)
1. ITpaktueckoe 3aganue Ne 5. Ananuz PJ] @CTIOK «KoHuenuus 3amuThl CpeicTB
BBIYUCIIUTEILHON TEXHUKHU U aBTOMATH3UpoBaHHbIX cucteM oT HC/I k undopmarum»
(Hoxmam)

bannpHO-pedTHHrOBast CTPYKTYpa AMCLUUIUIMHBI SBJISETCS MPUITIOKEHUEM A.

4.2 IIpoMe:KyTOYHasI ATTECTALUSA 110 M CIHILIMHE
Oxsamen (Cemecmp Ne3)

B numnioMm BBICTaBIsE€TCA OILIEHKA 3a 3 CECMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAIbI IO JUCHUILIMHE NPUBEIEHBI B (DOH/IE OLICHOYHBIX
matepuanos OITOII.

5. YYHEBHO-METOANYECKOE OBECIHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U YJIEKTPOHHbIE H3IAHNUS

1. HeBckuit, A. FO. Cuctema oGecrnieueHus HHPOPMAITMOHHON 6€30MacHOCTH X035 CTBYIONIETO
cyobekTa : yueOHoe nocodue / A. FO. Hesckuii, O. P. baponos ; Pex. JI. M. KynGytaes ; Mock.
snrepr. uH-T (MOU TY). — M. : Uznatensckuii mom MOU, 2009. — 372 c. — ISBN 978-5-383-00375-
6.

http://elib.mpei.ru/elib/view.php?id=1468;

2. Mamok, A. A. Teopus 3amuts! nHpopmarun / A. A. Mamok. — M. : T'opsiuas JIunus-Tenekowm,
2012. — 184 c. — ISBN 978-5-9912-0246-6.;

3. Mamok, A. A. UnpopmanmoHHast 6€3011acHOCTh: KOHLENTYalbHbIE M METOJOJIOTHUECKUE
OCHOBBI 3aIIUTHI HH(pOpMaLHHK : yueOHOe Tocodue ist By30B 1o crienuanbHoctu 075400
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"KommnekcHas 3anura 00bekToB HHpopmanuu" / A. A. Mamok. — M. : T'opsiuas Jlunus-Tenekowm,
2004. — 280 c. — ISBN 5-935171-97-X.;

4. Brenenne B nH(MOOPMALIMOHHYIO 0€30MAaCHOCTH : Y4eOHOE MOCOOue /IJIsl By30B 110 HAPABICHUSIM
U CIELMANBHOCTAM, HE BXOSIIKUM B HampasiieHue noAarotosku "Mudopmannonnas 6e3onacHocts"
/' A. A. Mamok, u ap. ; Pen. B. C. T'opbaros. — M. : I'opstuas Jlunus-Tenexom, 2011. — 288 ¢. —
ISBN 978-5-9912-0160-5.;

5. lesnun, [1. H. Mozxenu 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM. YTIpaBJIEHUE JOCTYIIOM U
WH(OPMAITMOHHBIMH MIOTOKAMH : Y4eOHOe TmocoOue /it By30B 1o criennaibHocTsiM 090300
"UudopmannonHas 6€301aCHOCTb BEIYUCIUTENLHBIX, aBTOMAaTU3UPOBAHHBIX U
TEJIEKOMMYHUKAIIMOHHBIX cucTeM" u HanpasieHuto 090900 "Nudopmarimonnas 6e30macHoCcTs" /
1. H. Aestaun. — M. : ['opsiaas Jluaus-Tenexom, 2011. — 320 c. — ISBN 978-5-9912-0147-6.;

6. Mamok A. A., [Tonsackas O. 10., Anekceesa U. 1O.- "Otuka B cepe HHPOPMAITMOHHBIX
texnosoruit", U3narensctBo: "T"opsiuas nunus-Tenekom", Mocksa, 2016 - (344 c.)
https://e.lanbook.com/book/111076.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHOe odecreyeHHe:
1. CHO "IIpomereit";

2. Office / Poccuiickuii makeT o(hpUCHBIX IPOrpamM;

3. Windows / OnepannonHas cucreMa ceMmeicTra Linux;

4. Buneoxondepenuuu (Maitan, Coepmkas, BK u np).

5.3 UuTepHeT-pecypchl, BKIIOYas NpPodeccHoHaIbHbIE 0a3bl JaHHBIX U HH(POPMAIIMOHHO-
CIPaBOYHBIE CHCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0u01M0TeKa OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3;iekTpoHHasi oubamoreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl U3aaTesbeTBa Springer - https://link.springer.com/

5. Baza naunbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com

7. HaumonasbHasi 3J1eKTpOHHasi 6ubanoTeka - https://rusneb.ru/

8. 9BC "KoncyabsTanT crygenra' - hitp://www.studentlibrary.ru/

9. XKypmuaa Science - https://www.sciencemag.org/

10. DnexTponnas 6udmmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. UudopmanunonHo-cnipaBouHas cucrema «Kongexc/Texakenepr» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

12. OrkpbITas yauBepcuterckass nnpopmannonnas cucrema «POCCHSA» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun nomemenust Homep aynutopun, Ocnamenne
HaAauMMCHOBaHHE
VYyeOHble ayIUTOPHH IS H-204, YueOnas rapTa co CKaMbeH, CTOJI IIPEIOIaBaTells,
IIPOBEICHUS JICKIIMOHHBIX ayIUTOpUs CTyJ, TpUOYHA, TOCKa MeJIOBasi, KOJIOHKU
3aHATUN U TEKYILETO 3BYKOBBIE, MYJIbTUMEIUNHBIN IIPOEKTOP,
KOHTPOJIA DKpaH

K-601, Yuebnas rapTa co CKaMbeH, CTOJI IIPEIO1aBaTells,

ayIUTOpUs CTyJ, TpUOYHa, T0CKa MeJloBas,

MYJIbTUMEAUNHBIN IPOEKTOP, IKPaAH
Y4eOHble ayAUTOpHUH IS M-509, YueOHas CTOJI IIPpenoAaBaTes, CTyJl, CTOJI
IIPOBEICHUS naboparopust MMACbMEHHBIA, MYJIbTUMEANINHBIA IPOEKTOP,

17




MPAKTUYECKUX 3aHITUH,

"UnxenepHo-

9KpaH, KOMITbIOTEp NEePCOHAIBHBIH,

KP u KII TEXHUYECKas 3alUTa KOHAULMOHED, TEINEBU30P, CTCH]T
nHdopmarun" 71a00paTOPHBIN
Y4eOHbIe ayAUTOPUH IS M-509, Yuebnas CTOJI IIPEII0IABATENS, CTYJI, CTOJ
MIPOBEICHUS naboparopust NUCHbMEHHBIN, MYJIbTUMEIUNHHBIN TPOEKTOD,
1a00paTOPHBIX 3aHATHHA "NnxeHnepHo- 9KpaH, KOMIIBIOTEDP MIEPCOHAIBHBIN,
TEeXHHYECKas 3alluTa KOHJAMLIMOHED, TEJIEBU30D, CTEH/
nHpopmanun" 71a00paTOPHBIi
VYyeOHbIC ayAUTOPUH IS M-509, YuebHas CTOJI TIPENOo/IaBaTelIs, CTYJ, CTOJ
[IPOBEICHUS naboparopus MIACbMEHHBINA, MYJIbTUMEAUMHBIA IIPOEKTOP,
MIPOMEKYTOUYHOM "UnxenepHo- 3KpaH, KOMITbIOTEP MEePCOHATIbHBIN,
aTTecTaluu TEXHUYECKas 3alluTa KOHJUIIMOHED, TENEBU30p, CTEH]
nHdopmarun" 71a00paTOPHBIN
K-120, MammHHbIMA cepBep, KOHAUIMOHED
3an MBI
ITomewmenus st HTB-303, Jlekunonnas CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENTbHOM pabOThI ayuTopus MUCHbMEHHBIN, BEIIaIKa I OJIeXKIbI,

KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP NMEPCOHAIBHBIN,
MIPUHTEP, KOHIUIIUOHED

ITomentenus mis
KOHCYJbTUPOBaHUSA

A-300, YueOHas
aynutopus "A"

Kpeciio padoyee, mapra, CTeJUIax, CTOJ
npenoaBaTess, CToJ y4eOHbIH, CTYI,
TpuOyHa, MUKPO(DOH, MyITbTUMEAUIMHBIN
IPOEKTOP, IKPaH, T0CKa MapKepHas,
KOJIOHKH, TEXHUYECKasl armaparypa,
KOHAMIIHOHED, TEICBU30D

ITomentenus mis
XpaHeHus: 000py10BaHUS
1 yueOHOTO UHBEHTapA

K-202/2, Cxnan
kadenpst BUT

CTeJUIaX Ui XpaHEHUs MHBEHTaps, CTOJI,
CTYJ, Kad Uit JTOKyMEHTOB, IIKad s
XpaHEeHUs1 UHBEHTapsl, TyMOa, 3anlacHbIe

KOMIUIEKTYIOLUE /1711 000pyI0OBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Teopus nundopmanmoHHoOM 06€301MacHOCTH

(Ha3BaHME AUCIMILIMHBI)
3 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONPUATHI TEKYIIIET0 KOHTPOJIS YCIIEBA€MOCTH 10 M CUUILIHHE:

KM-1 TIlIpaktudeckoe 3aganue Ne 1. Onenka meHHOCTH HH(OpMaIlMK Ha OCHOBE aHAJIU3a PUCKOB
uHpopMannoHHOM 6e3omacHocTH. (OTYeT)

KM-1 HaauBuayansHOE mpakTudeckoe 3amanue Ne 1. Ananu3 o01e10cTymHon 0a3bl yI3BUMOCTEH
([Iomamraee 3amanue)

KM-2 HuaauBuayansHOe npakTudeckoe 3amanue Ne 2. PaspaboTtka «Mojenu yrpo3 6€30macHOCTH
uHpopManuu opranuzanuu «X». (JJomamsaee 3aganue)

KM-3 IlIpaktudeckoe 3ananue Ne 4. CpaBHutenbHbli aHanu3 bJIM — BM. O61iee 1 OCHOBHBIE
pasnuuus B MoJeisiXx. Bo3MOXXHOCTh CO3/1aHMS Ha UX OCHOBE MOJIEJICH KOHTPOJISI
KOH(pHICHIIMAIIBHOCTH U 1ienocTHOCTH (OT4er)

KM-3 IlIpaktuueckoe 3amganue Ne 3. OcHoBHas Teopema Oe3onacHocty bera — Jlanaaysel.
[TocranoBka 3ama4n, GOPMYITHPOBKA U TOKa3aTeIbCTBO. (OTUET)

KM-4 KontponbHoe 3aganue Ne 1. PazpaboTka MaTpuilsl JOCTYIA K 3alyiiaeMoi nHGopMauu
(Pemenue 3amay)

KM-4 Tlpaktudeckoe 3aganue Ne 5. Ananu3z PJ] ®CTOK «Konneniys 3ammThl CPEICTB
BBIYMCITUTEILHOW TEXHUKU M aBTOMaTH3UpOoBaHHbIX cucteM oT HCJI k madopmanmmy» ([Joxman)

Bujx npome:xyTo4HOI aTTecTanmu — JK3aMeH.

Nupekc KM- | KM- | KM- | KM- | KM- | KM- | KM-
Howmep R KM: 1 1 2 3 3 4 4
paznena Henens 4 4 8 12 12 15 15
KM:
1 OCHOBBI TEOpHH 00ECTIEUEHHS
MH(OPMaIlMOHHON 06€30MacCHOCTH
1.1 BBoaHas Tema +
Tema 1. Uadopmanus, kak Hanbosee
1.2 LEHHBIN peCypc COBPEMEHHOTO + +
o01iecTBa
Tema 2. TlonsiTue yrpo3sl 0e30macHOCTH
1.3 + +
uHpopManun
14 Tema 3. TlonsTHE ysA3BUMOCTHU B + +

MH(OpPMaIlMOHHON 06€30MaCHOCTH

Tema 4. IlonsaTue HapymuTens u
1.5 KJIacCU(UKALMOHHbIE TIPU3HAKU + +
Hapymureneil b

Tema 5. Mogens yrpo3: NOHSITHE, LIEJTb

1.6 + + + +
pa3paboTKH, BRINOIHIEMBIE 33141
2 MeTod0JIOTHYECKHE OCHOBEI 3aIIUTEI
uHpopMaun
Tema 6. [Touarue, oOme MOIOKEHUI
2.1 > OOI ’ + + + +

mozuenu 0e3omacHocty. Bunsl [Tonutuk
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0€30I1aCHOCTH

2.2

Tema 7. Mogens XPY (HRU

2.3

Tema 8. Manngataas Monaenn
nenoctHoctu buba (bM)

2.4

Tema 9. OrieHka B3TJI10B CyOBEKTOB
WH(OPMAIIMOHHBIX OTHOIICHHUH Ha
obecrieueHre KOHPUIACHITUATBHOCTH
uHpopManun

2.5

Tema 10. AHanu3 NpuYUH U METOJIOB
HC/I x undopmaryn

2.6

Tema 11. XapakTepucTuka METOJ0B U
CPEACTB 3alIUTHI HH(OPMAITUU

2.7

Tema 12. MeTOIOIOTHYECKUE TTOIXOE]
K 3aIUTe MHPOPMAIMK U IPUHIIMIIBI €€
OpTraHu3aIuu

Bec KM, %:

10

15

15

15

10

15

10
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